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Appendix B - NARA Technology Standards Profile

B.1   Overview

The NARA Technology Standards Profile specifies NARA’s technical standards for IT architecture products.  Standards are defined as agreed upon specifications for rules, protocols, practices, or some other important aspect of a system.  Standards are used primarily to help assure compatibility and interoperability of system components thereby reducing system complexity and cost.  It is not likely that NARA will use formal standards specifications directly because NARA’s strategic direction is to acquire technology rather than develop technology in-house.  However, the degree to which vendors’ products and services conform to standards will be a key acquisition consideration.   The three basic types of standards that NARA is concerned with are as follows:

1. De jure standards are established by nationally or internationally recognized standards organizations such as the American National Standards Institute (ANSI), the International Organization for Standardization (ISO), the National Institute of Standards and Technology (NIST), the Institute of Electrical and Electronic Engineers (IEEE), and the International Telecommunications Union (ITU).  De jure standards go through an extensive formal review and adoption process to reach consensus among participating members.  Examples of de jure standards include IEEE 803 (Ethernet), X3.4-1967 (ASCII coding), NIST 800-18 (Security Plan template), and G.990 (ITU-T multi-megabit network access).

2. De facto standards are established by vendors, industry consortia, or market dynamics. Numerous de facto standards bodies exist such as the Internet Engineering Task Force (IETF), the World Wide Web Consortium (W3C) the Open Management Group (OMG), and the Organization for the Advancement of Structured Information Standards (OASIS).  De facto standards are widely accepted and used, but lack formal approval by a de jure standards organization.  Generally, de facto standards can be implemented more quickly than de jure standards and therefore tend to drive much of the technology market because of their ability to adapt to rapid innovation and change. Examples of de facto standards include Transmission Control Protocol / Internet Protocol (TCP / IP) (and all its associated Requests for Comment [RFC]), Microsoft Windows, eXtensible Markup Language (XML), Simple Object Access Protocol (SOAP), Unified Modeling Language (UML), and Java 2 Enterprise Edition (J2EE).  

It is important to note that there are hundreds of de jure and de facto standards organizations producing thousands of standards specifications.  This makes it impractical to identify and list the universe of technical standards.  Instead, the NARA standards profile identifies only those standards that: (a) are applicable to technology components specified by the TRM, and (b) are being used (or planning to be used) by NARA.  Some standards (e.g. XML and TCP / IP) are actually sets of standards that contain numerous discrete standard specifications within them. In these cases, only the standard set will be identified unless there is a specific part of the standard that warrants identification (e.g.  XML Schema, eXtensible Stylesheet Language [XSL]).

Table B.2-1.  NARA Technology Standards Profile

Technology Component
Technical Standard(s)
Description / Reference

APPLICATION SEGMENT

-Business Applications

Customer Relationship Management
Not Applicable (N/A)


Time Charging
N/A
ETAM is a time-charging system used within NARA.

Financial Reporting
GOTS application from GSA.
An integrated financial management system that provides information to support Federal government reporting requirements.

Procurement Contracting
N/A
This procurement/contracting application enables Acquisition Service Division to administer contract awards and maintain purchase records.

Billing
N/A
Enables the Record Center Program to produce customer invoices and export invoices to the General Services Administration (GSA). RCPBS  has distinct subsystems for Data Collection, Transaction Generation, Accounting, Reporting and Systems Administration. 

Human Resources
GOTS product from GSA.
CHRIS (Comprehensive Human Resources Integrated Systems) is an HR system.

E-mail


X.400 (ITU-TS)
X.400 is a messaging protocol that is an alternative to the more prevalent e-mail protocol, Simple Mail Transfer Protocol (SMTP).


IMAP4
IMAP4 (Internet Message Access Protocol) that describes several authentication mechanisms and defines a client to access and manipulate electronic mail messages on a server. 


MIME (RFC-2045 to 2049)
Multipurpose Internet Mail Extensions is an official Internet standard that specifies how messages must be formatted so that they can be exchanged between different email systems.


MIME/S (RFC-2311, -2312, -2632, 2633, etc.)
Mime/S is a standard for encrypted message formats.


POP3
POP3 (Post Office Protocol) is a standard for workstations to dynamically access a mail drop on a server host. POP3 is not intended to provide extensive manipulation operations of mail on the server; normally, mail is downloaded and then deleted. 

Voice Mail
X.440
TBD.

Office Automation and Personal Productivity

Word Processor
De facto
Microsoft Word supports the creation and editing of documents such as reports, letters, business plans, and more for both the World Wide Web and for print. 

Spreadsheet
De facto
Enables businesses and individuals users to record, access, process, analyze, share, and display data used to run a business/hobby in modifiable files.  Excel supports the creation of forms for data entry and validation, and the conversion of numeric data into various chart and graph representations.

Project Management
N/A;

Supports NARA SDLC Methodology 
Project management software enables project managers to define project milestones and their associated personnel costs, due dates and dependencies. Most project management software supports PERT (Project Evaluation and Reporting Technique) a de facto standard for graphically representing tasks, sub-tasks and their dependencies for large projects. WBS is an extension to PERT that associates times and costs to subtasks.

Viewgraph Design
De facto
PowerPoint supports the composition of a viewgraphs via a user-selected format applied to each page.

Diagramming and Drawing
De facto
Visio enables the drawing of charts illustrating business processes, organization structures, network architecture/topology, software designs, office layouts and other structures. 

Photo Editing
JPEG (ISO/IEC), GIF (8Va); 

 MPEG4 (ISO EX 14496)
JPEG (Joint Picture Expert Group) is a standard for encoding and compressing high-resolution image files that supported by most digital cameras and web browsers.  GIF is a de facto standard for encoding low-resolution images. In addition to storing pictures in these formats, many packages support the integration of type and drawings into the picture files.  MPEG4 (ISO/IEX 14496) is a standard enabling production, distribution and content access for interactive graphic applications, interactive multimedia and digital TV.

Photo Import
TWAIN
These programs enable the transfer of image files from cameras to PCs.  The software is almost always proprietary to the camera manufacturer. 

Screen Capture
JPEG
See JPEG definition under Photo editing applications.  

Personal Digital Assistants (PDA) 

See specialized devices.

Workgroup / Collaboration

Workgroup / Collaboration Software
 N/A
While NARA has not established a product standard for collaboration, several collaboration applications are used in NARA.



Document and Content Management

Desktop Publishing (DTP)
PDF;

HTML;

XML
PDF (portable Document Format) is a de facto standard document format that allows documents to be viewed and printed from different operating systems platforms (e.g., Windows, Macintosh, Linux).

HTML The HyperText Markup Language (HTML) is a standard for defining a document and guiding its display in a web page. 

XML (Extensible Markup Language) facilitates creation and sharing of common information formats and on the web and intra-/extranets.

DTP software enables PC users to create, edit, format and print documents. Some packages produce one document type (e.g., Business cards), while others several types (e.g., newsletters, tri-fold brochures, cards, invitations, etc.

Document Scanning & OCR
TWAIN
TWAIN is an image-capture API standard for Windows and Macintosh PCs. TWAIN is not an acronym. 

Document Viewer
PDF Adobe Specification PDF, V5.0
PDF is a de facto standard document format that allows documents to be viewed and printed from a variety of operating systems platforms (e.g., Windows, Macintosh, and Linux).

Knowledge Management

Knowledge Management Suite
N/A
While NARA has not chosen a product standard, Livelink is within NARA.

Report Generator
Proprietary
This application facilitates the generation of tabular reports and web content from structured data.

Channel Management

Presentation Services
HTML (W3C);

XHTML;

XML;

HTTP; HTTPS;

Voice XML
Both the Netscape and Internet Explorer browsers provide NARA with a means to present its services over the “web channel” through which many customers interact with NARA.  It should be noted that additional channel management products may be used to support for email, phone, fax and web channels.

The HyperText Markup Language (HTML) is a standard for defining a document and guiding its display in a web page. CSS (Cascading Style Sheet) level 1 is a simple style sheet mechanism that allows and readers to attach any style (e.g., fonts, color, spacing, etc.) to HTML documents.  XHTML (Extensible Hypertext Markup Language) is a reformulation of HTML as an application of the Extensible Markup Language (XML). 

Hypertext Transport Protocol (HTTP is the protocol for exchanging files (text, graphic images, sound, video, and other multimedia files) on the World Wide Web. HTTPS encrypts and decrypts user page requests and pages returned by the Web server. HTTPS uses the SSL sub-layer under its HTTP application layering). HTTPS uses port 443 instead of HTTP port 80 in interactions with TCP/IP. Both the Netscape and Internet Explorer browsers provide NARA with a means to manage inbound requests from users who contact NARA through its website and online service interfaces (e.g.) GPEA.

VXML (Voice XML) is an application of the Extensible Markup Language (XML) which, when combined with voice recognition technology, enables interactive access to the Web through the telephone or a voice-driven browser. 

Contact Routing and Management
SIP (IETF)
SIP (Session Initiation Protocol) is an Internet protocol for initiating an interactive user session that involves multimedia elements like video, voice, and chat. 

MIDDLEWARE SEGMENT

Web Services Integration

Portal Application Servers
HTTP;

ISAPI;

NSAPI
HTTP is defined under web browser products.

ISAPI (Internet Server Application Program Interface) is a set of Windows program calls for writing Web server applications that run faster than common gateway interface (CGI) applications. Using ISAPI, developers create a dynamic link library (DLL) application file that runs as part of the HTTP application's process and address space. NSAPI (Network Server Application Program Interface) is a comparable facility for UNIX/LINUX-based servers.

Message Transport Protocols
HTTP; 

TCP / IP
Web services leverage the common internet protocols for message transport.

Message Format Specifications
XML
 (WC3)
XML (Extensible Markup Language) is a flexible way to create common information formats and share both the format and the data on the Internet, Intranets, and elsewhere. XML files can be processed as data by a program or stored with similar data on another computer or, like an HTML file, that it can be displayed. 

Message Invocation Specifications

SOAP (Simple Object Access Protocol) is used by programs running in one operating system to talk to programs in the same or another operating system by using HTTP and XML for information exchange.

Service Descriptions Specifications
WDSL (Web Service Interoperability Organization, WSIO)
The Web Services Description Language (WSDL) is an XML-based language for describing the services a business offers and how to access them electronically. WSDL is the cornerstone of the Universal Description, Discovery, and Integration (UDDI).

WSDL is derived from Microsoft's Simple Object Access Protocol (SOAP) and IBM's Network Accessible Service Specification Language (NASSL). WSDL replaces both NASSL and SOAP as the means of expressing business services in the UDDI registry. 

Locator Service Specifications
UDDI
UDDI (Universal Description, Discovery, and Integration) is an XML-based registry for worldwide businesses to list themselves on the Internet. UDDI aims to streamline online transactions by enabling companies to find one another on the Web and make their systems interoperable for e-commerce. 

Workflow & Business Process Co-ordination Specifications
 BPE-LAWS;

WS-C;

WS-T
BPEL4WS (Business Process Execution Language for Web Services is an XML-based language designed to enable task-sharing for a distributed computing environment - even across multiple organizations. WS-C is a proposed IT industry standard for how individual can interact to accomplish an application task. The WS-C interface defines a context for coordination takes place and the specific data items to be exchanged for transactions to complete. WS_T (Web Services - Transaction) is a companion specification the completion of a transaction.

User Interface Specifications
WSRP; 

WSIA
Web Services for Remote Portals (WSRP) are services published in UDDIs that allow remote portals and intermediary applications to integrate content and applications. Web Services Language for Interactive Applications (WSIA) is a specification for defining user interfaces to web services. 

Trust & Security Specifications
SAML;

XACML;

XrML 


There are several language specification for supporting trust and security:

Security Assertion Markup Language (SAML) for authentication and authorization

eXtensible Access Control Markup Language (XACML) for access control

eXtensible Rights Markup Language (XrML) for rights management .

Business Process Managers or Workflow Engines
N/A
Business process manager workflow technologies co-ordinate, route and remember each step in the life cycle of each instance of a business process.

Business Rules Engines
N/E
Business Rules Engines provide tools that allow for the capture, execution and management of rules to support BPM/workflow, inference engines, case-based reasoning and dynamic rule compilation.

Integration Brokers
SQL;

CORBA; 

DCOM;

XML:

JAVA
Integration brokers perform several functions that that enable data from one application to be transformed and transported to another application.  Enterprises may require several brokers to meet all of their needs. Brokers should be able to import metadata from SQL catalogs, CORBA IDL, DCOM MIDL, XML UDDI directories and Java interfaces. These standards are defined in later section of the table.

Integration Adaptors
SQL;

CORBA; 

DCOM;

XML:

JAVA
Integration adaptors simplify the operation of the broker by supporting the conversion of message sets (e.g., EDIFACT), technology (e.g. MAPI) and application (e.g. CRM) terms into canonical messages. Adaptors reduce the work load and routing performed by the integration brokers.

Software Integration

Application Server
J2EE;

.NET Framework 1.1 
J2EE (Java 2 Platform, Enterprise Edition) is a Java platform for mainframe-scale (enterprise) computing – employing several technologies based on the Java programming language.  The founders designed J2EE to simplify application development in a thin client, tiered environment by creating standardized, reusable modular components and enabling the tier to handle many aspects of programming automatically. 

.NET Framework 1.1 is Microsoft’s schema for developing interoperable web-enabled applications through XML, SOAP and HTTP. 

Market leading J2EE products include IBM Websphere and BAE WebLogic.

Object Request Brokers
CORBA 3.0 (X/Open);

Microsoft DCOM;
DCOM is a distributed object technology that evolved from Microsoft’s Object Linking and Embedding (OLE) and Component Object Model (COM).

Message Oriented Middleware
SOCKETS V2 (X/Open, 1997)
Sockets are a method for communication between a  client program and a server program in a network. Sockets are created and used with a set of "function calls" referred to as the sockets API. 

File Transfer & Transport
FTP (IETF RPC 959)
FTP (File transfer Protocol) is an IETF standard for transferring files over the Internet. NARA deploys WS FTP-Pro as the standard FTP software for higher end workstations.  Secure FTP has been proposed. 

Data Integration & Management

Database Connectors
ODBC;

JDBC;

Native DBMS drivers


Open Database Connectivity (ODBC) is an API for accessing relational databases from many programming languages. It includes the communication protocols to transfer data between applications and database.

Java Database Connectivity (JDBC) is an API for accessing databases from Java.

Enterprise Common Services Segment

Records Management Services
ISO 14589-1,-2, 

DOD 50152

OAIS (ISO, CCSDS 650.0-B-1)
 DOD 50152 updates policies life-cycle management of electronic records.

ISO 15489, Information and documentation - Records management, focuses on the business principles behind records management and how organizations can establish a framework to enable a comprehensive records management program.

OAIS is a reference model for an archive, consisting of an organization of people and systems that has accepted responsibility to preserve records for a designated community. 

Enterprise Systems Management (ESM) Integration
ASN.1 (ISO 8824/ITU X.208,

IS0 8825/ITU X.209), 

SNMP (IETF RFC 1157),

MIB2 (IETF RFC 1215), XML
These standards specify message format and content for management of multi-vendor networks. ASN.1 (Abstract Notation, System 1) is a standard way to describe a message that can be sent or received in a network. Simple Network Management Protocol (SNMP) governs network management and the monitoring of network devices and their functions. MIB2 or Management Information Base is a collection of data describing the operations of a particular device on a network, often through SNMP or ASN.1 messages.

Directory Services
LDAP (X/Open DAP);

X.500
LDAP (Lightweight Directory Access Protocol) is a software protocol enabling the location of organizations, individuals, and other resources (e.g., files and devices) on the Internet and corporate Intranets. LDAP is a "lightweight" version of Directory Access Protocol (DAP), of   X.500 a standard for  directory services in a network. 

Data Connectivity
ODBC;

 JDBC:

JDO (Java Community Process)

ODMG 3.0


Open Database Connectivity (ODBC) is An API for accessing relational databases from many programming languages. The specification It includes the communication protocols to transfer data between applications and database.

Java Database Connectivity (JDBC) is an API for accessing databases from Java.

Structured Query Language CLI is an application programmer API for database access with programming language bindings.

JDO (Java Data Objects) is an application program interface (API) that enables a Java programmer to access a database implicitly - that is, without having to make explicit Structured Query Language (SQL) statements. It is a complement to JDBC, which provides more control, but requires more labor.

Object Data Management Group (ODMG) ODMG specification designed to allow for portable applications that could run on more than one product. ODMG 3.0 uses the Java, C++, and Smalltalk languages as much as possible, to allow for the transparent integration of object programming languages. ODMG uses the OMG core data model to provide a common denominator for object request brokers, object database systems, object programming languages, and other applications.

Enterprise Modeling Tools


UML:

IDEF(0), 

IDEF(1),

IDEF (1X)

IDEF(2),

IDEF(3),

E-R 


UML (Unified Modeling Language) is a standard notation for the modeling of real-world objects as a first step in an object-oriented design. Its notation is derived from and unifies 3 object-oriented design and analysis methodologies: 

· Booch's methodology for objects and  relationships 

· Rumbaugh's Object-Modeling Technique  

· Jacobson's use case methodology

IDEF (Integrated Definition) is a group of modeling methods to describe operations in an enterprise.

Sixteen IDEF methods capture a particular type of information, e.g.., IDEF0 - Function Modeling; IDEF1 - Information Modeling; IDEF1X - Data Modeling; IDEF2 -Simulation Model Design IDEF3 - Process Description Capture. The Popkin System architect used at NARA also supports entity-relationship logical data modeling.

Language Compilers
C (ISO/IEC JTC1/SC22/WG14 and N843);

C++ (ISO/IEC IS 14882,1998)
C is a structured, procedural programming language that is widely used for writing operating systems, drivers and applications.

C++ is an object oriented superset of the C language that uses an entirely different set of programming concepts.


Java Language Specification, Java Community Process (JCP).
Java is a semi-compiled, object-oriented language with syntax similar to C++. It is expressly designed for use in distributed enterprise environments utilizing the Internet and Intranets.


COBOL (X3.23-1985)
COBOL is a widely-used language for legacy mainframe applications.

Scripting Languages
ISO/IEC 16262
ECMA is a general-purpose, cross-platform script language supporting server side runtime environments.


Version 5.6.1, Perl User Community

(open source)
Perl is a script programming language whose syntax resembles the C language and that includes popular UNIX facilities like SED, awk and tr. Perl can be compiled before execution into either C code or cross-platform bytecode.


Java Language Specification (JCP).
JavaScript is an interpreted programming language with capabilities similar   to Visual Basic,  Tcl , Perl, and Rexx. It is used to do things such as automatically change a formatted date on a Web page, make a linked-to page  appear in a popup window, or  make text or graphics change during a mouse rollover.


Proprietary
These packages include a suite of software to capture, process, archive, and retrieve documents.  

Web Page Development Tool

HTML.
The standard is often implemented in product suites with visual layout tools, rapid web application development features and the code-editing support. 


HTML;

JSP;

XHTML
Software tool for developing web pages usually include a code-only editor that enables creation and modification of HTML, CFML, JSP, and XHTML tags, and validates, reuse, navigate, and format code more easily. HTML and XHTML have been defined earlier in this table.  

Java Server Page (JSP) is a technology for controlling the content or appearance of Web pages through servlets, small programs specified in the Web page and run on the Web server to modify the page before it is sent to the user.

Configuration Management & Version Control
ANSI/EIA-649-1998


ANSI/EIA-649-1993, The "National Consensus Standard for Configuration Management” provides a set of processes, principals and guidelines for the conduct of CM in any environment.

Requirements Management
IEEE/ANSI 830-1993;

Supports NARA SDLC Methodology.
ANSI 830-1993 covers “Recommended Practice for Software Requirements specification.”



Testing Software
ANSI 1008-1987, ANSI 829-1983,

ANSI 1012-1986
ANSI has several standards related to software testing. 1008 deals with Unit Testing, 829 deals with Test Documentation and 1012 deals with verification and validation.

 

Technology Infrastructure Segment

Operating Systems and Resource Managers 

Workstation
DeFacto
Supports NARA workstation Configuration 7.


DeFacto
Supports NARA workstation Configuration 6.


DeFacto
Supports NARA workstation Configuration 5.

Midrange Servers


DeFacto
Generally, NARA’s mid-range servers use the operating systems provided by the hardware vendors or the Linux open source OS.




POSIX  (IEEE Std. 1003, 1993)



Linux Standard Base 1.3 is the current specification for Linux.


High-End Servers
POSIX (IEEE Std. 1003, 1993)
Several vendor products are POSIX-compliant.

Mainframe
PCM Proprietary
The NARA Applications run on OS 390 mainframes include CARS, SIPS, NARS5, SIS and TASK. NARA utilizes this processor on an outsourced basis to run these applications, but does not own or administer the platform.

Workstation DBMS


Codds’s Rules

International Committee for Information Technology Standards (INCITS) H2:  SQL – 92 & SQL: 1999

SQL/CLI (ISO/IEC 9075-3, 1995) 
Codds’s rules (plus extensions for XML and objects) are widely accepted by the industry as the criteria for a relational database. Most commercial relational database implementations meet 6-8 of the 12 rules. 

ISO/IEC 0975 covers access to SQL databases using a Call Level Interface (CLI).




Codd’s Rules.

(INCITS) H2:  SQL – 92 & SQL: 1999

SQL/CLI (ISO/IEC 9075-3, 1995)
See Codd, INCITS and SQL/CLI explanations above.


Codd’s Rules

 (INCITS) H2:  SQL – 92 & SQL 1999

SQL/CLI (ISO/IEC 9075-3, 1995) 
See Codd, INCITS and SQL/CLI explanations above.




Codd’s Rules

INCITS H2 (1992, 1999)

SQL/CLI (ISO/IEC 9075-3, 1995)
See Codd, INCITS and SQL/CLI definitions above.



High-End Server DBMS
Codd’s Rule

INCITS H2 (1992, 1999)

SQL/CLI
See Codd, INCITS and SQL/CLI definitions above.



Communications Systems

Note: As the telecommunications industry continues to move toward convergence, there is increasing overlap between WAN / MAN/ LAN, and data, voice, and video technologies, protocols, and standards.  As such, identification of the technologies and standards should be considered more important than their classification. 

LAN/MAN Protocols
TCP/IP;

Ethernet (IEEE 802.3);

TLS;

NAT (RFC 1631)
These protocols are primarily used for transmitting data within a location (e.g., Archives II) or campus. TCP-IP (Transmission Control Protocol/Internet Protocol) is the communication protocol of the Internet/intranets/extranets. TCP assembles files into packets that are sent over the Internet and received by a TCP layer. The IP layer handles the address of each packet.

Ethernet is the most widely-installed local area network (LAN) technology. The family of  Ethernet products transmit data at speeds of 1, 10 or 100 Mbps. Devices  on the network compete for access using a Carrier Sense Multiple Access with Collision Detection (CSMA/CD) protocol.

Nara uses TLS (Transfer LAN Services) for its MAN protocol for 100G Ethernet. 

NAT (Network Address Translation) is the translation of an Internet Protocol address (IP address) used within one network (e.g., a firm’s internal network) to a different IP address known within another network. 

LAN/MAN Devices
Ethernet

10/100/1000 Base-T
See Ethernet and N-Base T definitions below.

WAN Devices
All identified LAN / WAN/ MAN protocol standards for NARA.
NARA uses WAN devices to concentrate the LAN / MAN backbone for a geographical location and provide the interface between the LAN / MAN segment and the WAN segment.  

WAN Protocols
Frame Relay (RFC 1490 – 1993)

BGP;

OSPF;

SONET


NARA obtains frame relay service from carriers who usually run it over T1 and T3 facilities.

BGP (Border Gateway Protocol) is a protocol for exchanging routing information between gateway hosts in a network of autonomous systems. 

OSPF (Open Shortest Path First) is a router protocol used within larger autonomous systems.

SONET is a transport protocol for Fiber, offering data speeds of 51 Mbps (OC-3) to 40 Gbps (OC-678). It is heavily used in carrier networks.

Telephony Devices
QSIG;

Q932;

 SS7;

 TR-1268
QSIG is a de facto standard Signaling protocol for PBXs. Q.932 is an alternative ITU standard signaling protocol for PBXs that use primary Rate trunking of calls to the local CO. TR-1268 is the U.S. standard for Primary Rate ISDN

Videoconferencing Services
H.323;

T120;

MPEG4 (ISO/IEC 14496)


H.323 is an ITU-T standard for audiovisual communications on packet-switched networks.

T.120 is a standard for real-time data conferencing (e.g., shared screen electronic whiteboards).

NARA expects to utilize Streaming Audio and Video for educational, business conferencing and special event applications. 

The MPEG4 standard covers streaming speech, speech synthesis, streaming video, multimedia and related issues like a foreground-background coding technique for broadcast applications. 

Telephony Protocols, Services
TR-1268 (PRI)
Primary rate ISDN is a standard for carrying 23-476 64-kbps bandwidth channels and 1 signaling channel over 1-20 T1 facilities.  

Converged Services Devices and Protocols
803.1Q;

DIFFSERV

MPLS;

RTP (RFC 1989);

RSVP  
DIFFSERV (Differentiated Services is a protocol for specifying and controlling network traffic precedence by class so that designated classes of traffic (e.g., voice)  get  precedence.

MPLS (Multiprotocol Label Switching (MPLS) is a standards-approved technology for speeding up and managing network traffic flow. MPLS sets up a specific path for a given sequence of packets, identified by a label put in each packet. MPLS works with the IP, Frame relay and ATM protocols.

RTP (Real Time Protocol)   specifies a way for programs to manage the real-time transmission of multimedia data over either unicast or multicast network services.

RSVP (Resource Reservation Protocol) is a set of communication rules that allows channels or paths on the Internet to be reserved for the multicast  transmission of video and other high-bandwidth messages.

Hardware Platforms

Desktop/Laptop Computers
Intel Pentium 4; (NARA standard for new purchase)
Pentium 4 is the defacto standard for newer, high-performance workstations.


Intel Pentium 4 (NARA standard for new purchase)
Pentium 4 is the defacto standard for newer, high-performance workstations.

Servers (MidRange)
Intel Xeon chip
Nara deploys several other Compaq servers that are no longer recommended for purchase
.  


Intel Xeon chip
Nara deploys several other Dell servers no longer recommended for purchase. The 4400 and 2500s NARA deploys have recently reached the end of their support life.5


Sparc
NARA deploys several other Sun servers that are no longer recommended for purchase53.

Servers (High End)
Intel Xeon
NARA deploys several other Dell servers that are no longer recommended for purchase3.


Solaris;

Apache
NARA deploys several other Sun servers that are no longer recommended for purchase3.

Mainframes (outsourced)
DeFacto
NARA utilizes this processor on an outsourced basis to run applications, but does not own or administer the platform.

Storage Subsystems
Fibre Channel (ANSI X3.230-1994)

FICON; 

RAID-1 / RAID-5 /RAID-0-1;

XRC;

SRDF;

PPRC;

SCSI
Fibre Channel is a technology for transferring data between computer devices (which may be up to 6 miles apart) at speed of 1 or 2 Gbps.

FICON is a high-speed I/O interface for connecting mainframes to storage devices. 

RAID (redundant array of independent disks) is a way of storing the same data on multiple hard disks for redundancy and improved I/O speed. RAID-0 offers high speed but no redundancy.

RAID-1 (disk mirroring) improves read but not write speed and provides redundancy.

RAID-5 has a rotating parity array that allows all read/write activities to overlap. It is best for multi-user systems where performance is not critical.  

Market-leading RAID Controller-based SAN products include EMC’s Symmetrix Family and Hitachi Data Systems.

XRC (extended Remote Copy) is a storage-based disaster recovery and workload migration solution that provides the capability to copy data in real time to a remote location. XRC is an extended function on all newer IBM storage controls, and operates in conjunction with the appropriate levels of DFSMS/MVS.

SRDF (Symmetric Remote Data Facility) allows a Symmetrix storage device to be mirrored at a remote site.

PPRC (Peer-to-Peer Remote Copy) maintains a current copy of your application data at a remote site. It is a hardware-based disaster recovery solution and is a feature on IBM's Enterprise Storage Server (ESS).

SCSI (Small Computer System Interface) is a set of ANSI standard electronic interfaces that allow personal computers to communicate with peripheral hardware. The latest SCSI standard, Ultra-2 SCSI for a 16-bit bus can transfer data at up to 80 megabytes per second (Mbps).

Printers
IEEE 1284

Fast Ethernet  10/100 Base-T
There are NARA’s recommended printers for new purchases.

IEEE 1284.4, an enhancement of the 1284 protocol for parallel ports on personal computers. These printers also have ports that interface with Fast Ethernet 10/100 base T media used in Ethernet networks.

Scanners
TWAIN
TWAIN is an image capture API standard for Windows and Macintosh PCs.



Power Subsystems
TBD
TBD

Cable Plant


ANSI EIA 568

100 FX
Most NARA workstations at Archive II are fiber connected.  Other NARA locations use a mix of  copper (10Base-T) and Fiber connections between workstations and the LAN.


ANSI EIA 568
10BASE-T, one of several physical media specified in the IEEE 802.3 standard for Ethernet (LANs), is ordinary telephone twisted wire (see following row). 10BASE-T supports Ethernet's 10 MBPS transmission speed.


ANSI/EIA Standard 568

10/100Base-T;

RJ-11;

RJ-45
10BASE-T, or ordinary twisted pair wire supports 10 G Ethernet (802.3) 100-Base T is 4-pair telephone wire or 2-pair shielded telephone wire that supports 100 G Ethernet.

RJ-11 jacks are used for attaching regular telephone wire to customer equipment like phones, faxes and analog computer modems, per FCC regulations (Part 68, Subpart F. Section 68.502).

RJ-45 is- a single-line jack for digital transmission over ordinary phone wire, either untwisted or twisted.

Specialized Devices

PDA Synchronization
RS-232;

USB
RS-232 is a standard for relaying data between slow-speed Data Transport Equipment and Data Terminal Equipment. RS-232 devices operate at a maximum rate of 115 bits per second bps).

USB (Universal Serial Bus) is standard for sending data between PCs and peripherals at low speed (1.5 Mbps), high speed (12.1 Mbps) or USB-2’s 480 Mbps. These programs support file transfer between PDAs and PCs using RS-232 or USB protocols.

NARA has not selected a standard for PDAs, which usually have proprietary synchronization software. The Hotsync Manager and Intellisync synchronization products are currently used at NARA.

Integrated Security Management

Identification and Authentication

Username / Password
Proprietary
Username / Passwords are currently used to provide identification and authentication for NARA systems, servers, DBMS, and applications.  Username / Password implementations are proprietary to the resource manager and applications that invoke them. 

Digital Certificates / Tokens
X.509 (IETF RFC 2026)
ITU-T Recommendation X.509 defines a framework for the provision of authentication services, under a central control paradigm represented by a "Directory". Its simple authentication framework uses a password as a verification of claimed identity; strong authentication, involving credentials formed using cryptographic techniques. Certificates issued by a Certificate Authority contain data structures that bind user identities to public keys.

Kerberos is a secure method for authenticating a request for a service in a computer network. Kerberos lets a user request an encrypted "token" from an authentication process that can be used to request a particular service from a server.

Digital Certificate Authority
X.509


See X.509 description above. Digital Certificate Authorities are third party providers/managers of digital certificates and public key infrastructure (PKI).

Authentication Servers
TBD
Authentication servers control authentication for enterprises via a centralized repository authentication information.  

Laptop Encryption 
TBD
Laptop encryption products enable administrators to password-protect laptop directories that contain sensitive information. If the laptop is lost or stolen, the data cannot be viewed without cracking the password.

Authorization

Access Control Lists
N/A
An access control list (ACL) is a table that tells an operating system which access rights each user has to particular system resources (e.g., servers, files, directories, and applications). Each operating system implements ACLs somewhat differently.

Role & Policy managers
N/E
Role and Policy managers allow authorized privileges to be assigned to roles or to functions rather than specific users.

Perimeter Protection Technology 
SOCKS V.5
These technologies include network-centric authorization tools to screen unauthorized network traffic. Firewalls, intrusion detection systems, proxy servers or products combining 2 or more of these functions can be used.

SOCKS V. is a protocol used by proxy servers to accept/reject. Internet-bound access requests.  The client side of Socks is built into Web browsers and the server side can be added to a proxy server. 

Network Virus Scans
CERT
CERT (Computer Emergency Response Team) issues alerts and incident-handling and avoidance guidelines of    worm virus and denial-of-service attacks, providing alerts, incident-handling and avoidance guidelines.  

McAfee, Norton and other virus suppliers utilize information from CERT in their anti-virus products.

Secure Shell (to replace telnet on all machines)
TACACS+
Terminal Access Controller Access Control System Plus is a security application that provides centralized validation of users attempting to gain access to a router or network access server. 

Desktop Virus Protection
CERT
See CERT definition above.

Confidentiality

Public Key Encryption
RSA, Digital Signature Algorithm (ISO/IEC 9796); Diffie-Hellman (ANSI X9.42 draft)
RSA is an Internet encryption and authentication system that uses an algorithm developed in 1977 by Rivest, Shamir, and Adleman. RSA is the most commonly used encryption and authentication algorithm. 

The Diffie-Hellman key agreement protocol (also called exponential key agreement) allows two users to exchange a secret key over an insecure medium without prior secrets.

 Secret key Encryption
L2TP

DES (FIPS 46-3), 

Triple DES (ANSI X9.52),

RC5.
L2TP (Layer Two Tunneling Protocol) is an extension of the Point-to-Point Tunneling Protocol (PPTP) used to enable the operation of a virtual private network (VPN) over the Internet. L2TP merges the best features of two other tunneling protocols: PPTP from Microsoft and L2F from Cisco Systems. 

Data Encryption Standard (DES) is a widely-used method of data encryption using a private (secret) key. "Triple DES" applies three keys in succession. 

The RC5 encryption algorithm is a chaining block cipher suitable for hardware or software implementation. In chaining lock ciphers, each block uses a variable size key combined with the encrypted version of the previous block to encrypt the current block. 

Secure Sockets Layer (SSL)
SSL (IETF); 

TLS
The Secure Sockets Layer (SSL) is a protocol for managing Internet message transmission security. SSL has recently been succeeded by Transport Layer Security (TLS) based on SSL. SSL uses a program located between HTTP and TCP and is included as part of major browsers and Web server products.

SSL Accelerators
SSL
SSL accelerators are network appliances that off-load the CPU-intensive SSL encryption and decryption from servers. When a server runs SSL by itself, a majority of available CPU cycles may be consumed with cryptographic functions, leaving few resources for server functions. With an SSL accelerator, server CPU cycles are freed up for server functions.

File Shredders (erasers)
N/A
In addition to removing directory links when files are “deleted”, these packages overwrite a specific pattern of 1’s and 0’s on the file contents themselves.

Secure Media Deletion 
DoD  5220.22  
These software products write over the contents of media in a way that makes it difficult to read previous disk contents with forensic tools. These tools minimize the security threats from the data in discarded media.

DoD’s 5220.22 standard for media deletion requires (among other things) that the media be overwritten.

IPsec (Internet

Protocol Security) 
 IPsec ( RFC-29)

ISAKMP


IPsec is a framework for a set of security protocols at the network or packet processing layer IPsec security arrangements can usually be made without changes to individual user computers. IPsec provides two choices of security service: Authentication Header (AH) allows authentication of the sender and Encapsulating Security Payload (ESP) adds encryption of data as well. Separate key protocols can be selected, such as the ISAKMP/Oakley protocol.

ISAKMP (Internet Security Association and Key management Protocol) defines the Internet procedures for authenticating a communicating peer, creating and managing Security Associations, key generation techniques, and threat mitigation (e.g.  denial of service and replay attacks).  

Integrity Checking

Checksum & Hash Algorithm
MD5 (IETF RFC 1321);

SHA (FIPS PUB 180-1)
Checksum is a count of the bits in a transmission unit that enables the receiver to verify if the number of bits received matches the number sent. The TCP and UDP communication layers provide a checksum count and verification.  MD5 is an algorithm used to verify data integrity through the creation of a 128-bit message digest from data input with a secret key under a public key crypto system. .Secure Hashing Algorithm (SHA) is an algorithm used to verify data integrity through the creation of a 160-bit number that represents the message.

Monitoring

Intrusion Detection Systems
N/A
These products identify and log attempts to access the system from unauthorized parties.

Vulnerability Assessment Tools
N/A
These products integrate data from system logs, configuration files and end user questionnaire responses to identify and quantify risks on a system. They can be customized to include new assets and threats. 

Event Correlation
N/A
In distributed computing architectures, problems in one component often cause error messages in other components managed by different administrators. Event correlation systems group messages which appear to have a common root cause, enabling administrator to manage the multiple symptoms as a single fault.

Availability

Backup/Restore
Fibre Channel (ANSI X3.230-1994)

FICON; 

RAID-1 / RAID-5 /RAID-0-1;

 
NARA also utilizes operating system and DBMS backup and logging utilities that enable data to be offloaded to secondary storage media incrementally.

The standards listed here are defined under Storage Systems used in backup/restore operations. Leading high-end storage products include products from EMC and Hitachi Data Systems.

Remote Copy
XRC;

SRDF;

PPRC
These standards are defined under storage technology.

Processor Clustering Technology
Solaris
This clustering is proprietary to the hardware and operating system.


Linux
This clustering is proprietary to the hardware and operating system.


Windows NT/200/2003
This clustering is proprietary to the hardware and operating system

Enterprise System Management

Network Management Tools
ICMP;

(See also the standards listed under the Enterprise Systems Management Common Service).
Network management tools provide capabilities to monitor the runtime conditions of network circuits and components, configure network components, and manage/integrate information received from network monitors.  

Many network managers assess the status of devices through pings from ICMP (Internet Control Message Protocol), a message control and error-reporting protocol initially designed for use between gateways and servers. 

System Management Tools
See standards listed under the Enterprise Systems Management Common Service.
System management tools allow enterprises to monitor the runtime condition of computer hardware platforms, and operating systems to monitor capacity, performance, memory management, platform failover and job scheduling.

PC Image Saver
Microsoft proprietary OS and file systems.
These products allow enterprises to copy workstation images when doing operating system upgrades.

Database Management Tools
N/E
Database Management tools provide capabilities for monitoring the runtime conditions of DBMSs, configure DBMS components, and analyze/manage information from DBMS components.

Application Server & Web Server Management Tools
N/E
Application Server management tools provide the ability to monitor the runtime conditions of application and Web Server platforms, addressing areas like runtime component instantiation, connection pooling, memory management, application faults and application configuration management. 

� XML in this context refers to XML schema definitions, not the entire body of XML web standards.


� Codd’s 12 rules for Relational Databases can be found in “An Evaluation Scheme for Database Management Systems that are claimed to be Relational,”


   International Conference for Data Engineering talk, � HYPERLINK "http://www.informatik.uni-trier.de/~ley/db/conf/icde/icde86.html" \l "Codd86" �ICDE 1986�: 720-729.


� NARA will replace all outdated servers as the applications, which host them, require additional throughput or other technical upgrades.
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