Ren Cahoon Presentation:

ERA Major Challenges

Introduction
Humiliating.  Not just humbling, humiliating.  That’s how Robert Chadduck, the Director of Research for the ERA program, characterizes the challenge of electronic records.  Humiliating.  I support that description and want to spend some time today talking to you about why we see the problem of managing electronic records across time as a humiliating problem.  My role today is to provide the 10,000-foot view of the electronic records challenge.  Not the details of the program, but the big picture of the challenge.  I hope that in doing so I can provide some perspective to you on what we’re trying to accomplish and the challenges that we face and what we’re trying to accomplish to face those challenges and meet the issues that surround electronic records.  

Electronic government is exploding; and electronic record keeping is not keeping up.  It boils down to this, we have to find a way to free electronic records from the hardware, and the software, and the data formats that created them.  And do that in a way that ensures access to those records for as long as they are needed.  For me the challenge is a global one.  It effects not only governments at all levels, it effects private sector and it effects individuals as well.  How many of you have recently tried to read a Microsoft Word II formatted document in Microsoft Word VII?  Have you tried to do that?  If you haven’t faithfully migrated those formats you have got yourself a problem.  Individuals, corporations, tribal, city, county, state, and federal governments all have the same problem, and we face it together. It’s a global challenge. As yet there is no known on-the-market solution to this challenge of freeing electronic records from the hardware and software that created them, and do so in an authentic way.  

The Five-Part Challenge of ERA
I believe the challenge is significant in five dimensions and I want to speak to you about those five dimensions.  They are all related and frankly the relationships among these dimensions creates a level of complexity that I think you’ll find fascinating, as do I.  

There’s the volume challenge.  There is exponential growth in the creation of electronic records.  We’re not talking just about records of continuing value, or what we call archival records, we’re talking about temporary records that need to be kept beyond the generation of technology. A temporary record that needs to transcend a couple of generations of technology faces exactly the same problems as a record that’s going to be preserved for hundreds and hundreds and hundreds of years.  Currently the National Archives has in its holdings about a hundred and eighty thousand files, flat files, representing about two terabytes of data.  That’s a lot of data.  But a single accession of the Clinton Administration email transferred more data to us than all of our holdings since we began accessioning electronic records in 1971.  The Bureau of the Census in the 2000 Census has digitized 600 million census returns, which is equivalent to about 40 terabytes of digital images.  That’s one set of records for that one agency. Digital official military personnel records offer another challenge.  We expect over the next ten years to begin taking in what would represent a billion files over those ten years.  There was a conservative estimate made in 1999 that annual email traffic in the Federal government represents about 36 ½ billion messages.  If we assume that just 2% of those messages have some continuing value, that would represent an annual volume of just the email alone that’s thousands of times greater than all of our accessions since 1971.  I suspect that if we were to characterize the curve it would be something more than exponential.  That’s the volume challenge.  

The variety challenge is every bit as daunting.  By one estimate there are 4,800 different formats for electronic records.  And those are just the ones we know about.  What about the formats that will be created that we don’t yet know about?  That variety and number of different formats creates an enormous, and compounding, challenge when combined with the challenge of volume.  

There’s the complexity of formats challenge; geographical information systems, compound documents, documents or records with embedded functionality.  We’re not just talking about a simple word-processing document; we’re talking about highly complex formats that have to be preserved, and access to them maintained.  

Then there’s the challenge that Mr. Carlin talked about, the obsolescence challenge.  Technology is ever changing.  We’re trying to hit a moving target.  Hardware obsolescence, software obsolescence, format obsolescence, media obsolescence; all of those “obsolescences” combine to multiply the challenge for us.  We need to design an archive for these electronic records that itself will never become obsolete.  The architecture for such a repository has to have flexibility, or maneuverability, to allow it to adapt to the changes in technology.  Changes we can’t even foresee today.  Yet if the Electronic Records Archive is to succeed in its mission that flexibility has to exist.  

The final challenge is what I call the user expectation challenge.  Citizens expect service from their government; good service, fast service.  Citizens expect and deserve “my government, my way.”  They expect to get the same kind of service from their government that they get from Amazon.com.  We have to design an Electronic Records Archive that meets the requirements of the citizens who pay the bills.  Those are the five challenges I see that combine together to make this Electronic Records Archive a wonderfully daunting, exciting opportunity.  

The Authenticity Challenge
Now overarching all of those five challenges is the requirement that we maintain the authenticity of the materials that are placed in the archive.  We have to maintain the attributes, characteristics, and appropriate reliability of those materials.  It’s not good enough to just put them in the archive and assume that they’re going to be okay.  We have to ensure that all that’s supposed to be there is there, and that nothing more is there than should be there.  Authenticity is a huge, huge issue.  We have to manage that repository in a way that ensures the preservation of the content of the materials and their context, that is the records that surround and are associated with those records.  It must maintain the structure as close to the original as possible, the placement of the content, the order of the content, and the structure of the content.  It must maintain the presentation of the record, how it looks, how it feels, the font size, its attributes and footnotes.  And even the behavior of the record must be maintained.  We’re all familiar with spreadsheets and word-processing documents where the movement of the cursor over a particular piece of text might create a note or some other information that would be vital for a researcher to know and understand.  We have to manage this Electronic Records Archive in a way that is totally consistent and adherent to fundamental archival principles. That is, to be able to maintain the original order of the records and to honor the provenance of the records, that is making sure that the records that are created or received by a record-keeping unit are not intermixed with the records of some other record-keeping unit.  

The Greater Record-Keeping Challenge
These electronic records don’t stand by themselves either and that further compounds the challenge.  Electronic records are just a part of the record-keeping challenge.  There are non-electronic records as well that are necessary to understand the whole picture of a given event or decision, or of an identity or a right, and not all of the information is going to be electronic. Being able to manage electronic records in the context of non-electronic records is also a fundamental challenge to us.  So our response needs to have reach.  It needs to have reach to all the Federal agencies that create records, to the citizens who want to use them, to individuals across the world, historians, genealogists, and researchers.  It needs to have range in the variety of record types that it can support.  Those existing today as well as those that will exist in the future.  It needs to have the range of functionality necessary to support the demands of our customers, and the solution needs to have maneuverability.  It needs to be able to adapt and grow and change with the technology that will exist at the time a record is retrieved for use.  

I always bring my little visual aids with me.  I have here an eight-track tape.  Anybody have a collection of eight-tracks?  Anybody have an eight-track player still in their car?  That’s the question.  But can you imagine now, or even twenty or thirty years from now, wanting to have access to an electronic record that’s only available on eighty column punch cards like these.  I suspect someone thirty years from now will feel the same way about our web technology as we feel about being required to access materials on eighty column punch cards today.  Who knows how the technology is going to evolve?  But what we do know is that our solution must be able to keep pace with those changes in technology.  We must be able to provide access to records in the technology extant at the time the records are retrieved.  Now that creates a very fascinating problem.  

We need to be able to provide access to those records in flexible, responsive kinds of ways.  Today, with our current capabilities, we preserve 180,000 files but we’re only able to provide access to those records by copying entire files onto a tape or a CD.  We can’t provide access to individual records, only to entire files and then the users have to sort out the information themselves.  That kind of solution will not be acceptable to future users.  It’s probably not acceptable to users today.  But it’s the best we can do right now.  

Conclusion
Luckily some of the world’s finest minds are contributing to creating the solution.  And we appreciate the fact that you’re here today to contribute your perspective, your ideas, and your comments to us as we develop the solution.  We have a wonderful staff, an extraordinary staff, with vast experience and perspective here at NARA working on this problem.  We have a world-class program management team of both NARA and contract people.  We have Federal, state, and local agency records officers and CIOs and their staffs concerned about and helping us with the problem.  We have archivists and technologists around the world contributing to it.  Universities and corporations are contributing as well.  This is a problem we all share.  

We sense as the National Archives and Records Administration a profound responsibility to find the solution, but I believe the problem is ours collectively.  Each of us has our own reasons for wanting to participate in creating a solution to this vexing challenge.  You’re here because you have something you want to contribute.  We’re engaged in this effort because there’s something we want to contribute.  I have my own reasons.  

I’ve visited archives across the world.  I’ve had the privilege of visiting some of the most sophisticated archives and some of the poorest.  And what I find across the world is the same thing, a deep love and caring for the records.  I visited an archive in Yerevan, Armenia where the people working in that archive were receiving less than $15 a month in compensation, archivists who didn’t have money to put food on the table.  Yet they cared for those records out of a sense of love and purpose, a higher purpose.  I visited an archive in Warsaw, Poland where the records had been preserved by faithful priests and nuns over literally hundreds of years.  The records survived the catastrophes of war, and devastation.  Deep in the basement of the Archdiocese I walked through the stacks of those meticulously cared for records.  As I walked through those stacks I couldn’t help but hear the people whose names were contained in those records crying out, “Don’t forget me.”  

I’m involved in this work of creating a solution to the electronic records challenge because I believe we need to be able to provide to our great-grandchildren and our great-great-grandchildren the same thing that our ancestors have provided to us; records of our identities, of the rights and entitlements, of the actions of our officials, and of our national experience.  Our descendants deserve that from us.  And if we don’t do something fast about electronic records it is very likely that some of those identities, some of those rights, and some of those entitlements may be lost.  Some of the detail of actions of Federal officials may be lost.  That would be a tragedy.  

I’m persuaded that through the ERA program that we can meet and overcome this challenge.  I feel an overwhelming sense of urgency about it.  And it is that urgency that brings me here.  I sense it is some of that same urgency that brings you here as well.  It is my hope that as a people, as a government, and as a nation we will do for our descendants what our ancestors have done for us.  Leave a record of our lives.  

