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Chapter 1

The User Profile: Key to What a User Can See
and Do

1.1 Introduction to User Administration and the User Profile

The User Administration module allows you to create ARCIS users and set up

their profiles.

Setting up a user profile consists of assigning the following:

1) Capabilities: These determine what tasks the user can perform in
ARCIS—for example, creating records transfer requests, submitting reference
requests, or viewing and editing colleagues’ transactions.

2) Access Rights: These determine what records the user can perform
those tasks on. For example, the user might be able to transfer records only
from a certain charge account or request records only at a certain level of

security classification.

1.2 How Capabilities Work

The capabilities assigned to a user
determine exactly what tabs and links
that user sees in ARCIS. These tabs
and links in turn determine what pages a
user can access and, therefore, what
tasks a user can carry out.

The full list of capabilities is seen at
right.

All users have the Basic capability
(highlighted), which allows them to view
basic ARCIS pages, such as the home

Capability =

Adrministration 1, STAMDARD: | can create and edit users and admins
Administration 2, PEER ADMIN: | can create and edit adming at my own level
Basic: | can view basic pages and edit my personal information (required)

Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers |
created

Records Transfers 2, EDIT. | can edit and track transfers forwhich | am the agency contact
Records Transfers 3, APPROVE: | can approve transfers created by others

Records Transfers 4, RE-ASSIGM: | can re-assign transfers to a different agency contact or
approver

Records Transfers 5, PROFILE-SPECIFIC WIEW: | can view transfers whose properties match
those in my profile

Records Transfers 6, AGEMNCY-WIDE VIEW: | can view all transfers from my agency, regardless
oftheir properties

Reference Requests 1, CREATE: | can create requests, and | can edit and track the requests |
created

Reference Requests 2, PROFILE-SPECIFIC WIEW: | can view requests whose properties match
those in my profile

Reference Requests 3, AGENCY-WIDE VIEW: | can view all reguests from my agency, regardless
oftheir properies

page, and to edit personal information, such as their password.
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Each of the other capabilities must be assigned to a user in order for that user to
be able to perform that task in ARCIS.

You'll find out more about assigning capabilities in chapter 5.

1.2.1 How Capabilities Relate to Tabs

Along the top of every ARCIS RSN\
page is a set of tabs that allow

users tO naVi gate from one MrRecurds Transfers (| Reference Requests | User miministrati.u_n_:
section of ARCIS to another.

- Welcome, BOSANDERSON from the Sample Agency.

One tab represents the Today is Tugfday, December 28, 2010. Please verify that your profile is current.
FEDERA
ARCIS home page. Every user RECORDS
sees this tab and can access the

home page.

The other tabs represent ARCIS modules. In this example, three tabs are
visible:

e Records Transfers
e Reference Requests
e User Administration

Each of these tabs takes the user to the main page for that module.

A typical user will not see all of these tabs. The tabs that are visible depend
on the capabilities that have been assigned in the user’s profile.

e A user will see the Records Transfers tab only if that user has been
assigned one or more capabilities having to do with records transfers.

e A user will see the Reference Requests tab only if that user has been
assigned one or more capabilities having to do with reference
requests.

e A user will see the User Administration tab only if that user has been
assigned the capability of creating and managing users.
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1.2.2 How Capabilities Relate to Links

Let’s take the Records Transfers tab as an example.

Clicking the Records Transfers THE NATIONAL ARCHIVES
tab takes a user to the Records
Transfers maln page. Home: |\ Reference Requests
Records Transfers
Actions
Along the |eft Slde Of the r ‘(C::Fr{f;:ltzransfers; edit and track the transfers you created.
page are a set of links. - Epit
Edit and track transfers for which you are the agency contact.
* APPROVE
These ||nkS represent the Approve transfers created by others.
Speclflc aCtIOI’]S that the user Can { lI:lzga--gg?llg?r:'ltramsfers10eldn‘ﬁaremagencycomactora;:u;:uro\fer
carry out within the Records Views
¢ PROFILE-SPECIFIC
Transfers module, aS We” aS the wiew transfers whose properties (record group, charge account, etc.y match those inyour profile.
specific categories of information Lo ——————
that the user can view. \

A typical user will not see all of these links. The links that are visible
depend on the capabilities that have been assigned in the user’s profile.

In the example below, the user is responsible only for doing data entry for
records transfers. So she has been assigned limited capabilities.

Under Actions, she sees only THE NATIONAL ARCHIVES
one link: CREATE. She can create
records transfers, and she can edit '\ e e |
and track the progress of the T
transfers she has created. But she etins
cannot edit or approve transfers " Creats ansfers; et and racc e ansfers you erated
created by others, and she cannot re- Ve
assign transfers to other agency A W i o, s, ) et s n your il
personnel.

Under Views, she sees only one link: PROFILE-SPECIFIC. She can view
transfers whose properties (such as record group and charge account) match
those in her profile. This allows her to see what transfers have been created by
her closest colleagues. But she cannot see all transfers that have been created
by her agency.

Note also that she sees only the Home and Records Transfers tabs. She

does not see the Reference Requests or User Administration tabs, and thus
she has no access to those modules.
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The ARCIS capabilities have been designed to support the workflows of a

wide range of agency customers. An agency with specialized jobs and an internal
approval process may want to use many or all of the capabilities. An agency
where employees have broader responsibilities may need to use fewer
capabilities.

1.3 How Access Rights Work

Access rights allow you to control what records a user can deal with in ARCIS.

Every records transfer is assigned certain properties:

The Record Group the transfer belongs to

The Records Center the transfer was sent to

The Charge Account that will be charged for storage and services
The Security Classification level of the transfer

Every ARCIS user has a parallel set of access rights assigned in the user profile:

The Record Group(s) from which the user can transfer and/or request
records

The Records Center(s) to which the user can transfer records and/or from
which the user can request records

The Charge Account(s) from which the user can transfer and/or request
records

The Security Classification level(s) from which the user can transfer and/or
request records

There are also optional properties that an agency may use to identify transfers and
users. For more information on these properties, see chapter 7.

Access rights work like a filter. ARCIS compares the properties of the transfer to
the properties of the user to be sure there is an exact match.

The user can only create records transfers that have properties matching
the ones in the user’s profile.

The user can only submit reference requests for transfers that have
properties matching the ones in the user’s profile.

How exactly is this controlled?
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When a user fills out a form in ARCIS—either a records transfer form or a reference
request form—the user selects items from lists and menus. The lists and menus will
contain only the options that match those in that user’s profile.

*Records Center:

In this example from the Records Transfer form, the | ]
user has been granted the right to transfer records to only
four records centers, so only those records centers FRC - Atlanta
appear in the Records Center menu. FRC - Boston

FRC - Philadelphia
FRC - WHRC (Suitland)

The next two chapters will explore in more detail how the capabilities and access
rights you assign in a user’s profile affect what that user can see and do in ARCIS.
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Chapter 2

Profile in Action: Records Transfers

2.1 Introduction to Records Transfers

This quick tour of the Records Transfers module will show how a user’s profile
determines exactly what that user can see and do in the module. (More details about
the Records Transfers module are found in the Records Transfers manual.)

The user’s profile determines:

e Whatinformation the user can enter when filling out a Records Transfer
form.

e What parts of the process the user can participate in.

The Records Transfers module has been designed to accommodate a variety of
different workflows.

For example, in one situation, a single person might handle the whole process
from beginning to end. That person would create the transfer (that is, fill out the
form), would serve as the agency contact for that transfer (that is, person who knows
about the records and is responsible for answering any questions from the FRC),
and would submit it to the FRC without needing anyone else’s approval.

In another situation, employees might have somewhat more specialized roles.
One person might do only the data entry for the records transfer. A second person
might handle the rest of the process. That person would be the contact—the one
who knows about the records and can answer questions—and would also be the
one responsible for approving the transfer and submitting it to the FRC.

And in another situation, the roles may be even more specialized. One person
might do the data entry. Another might serve as the agency contact. And yet another
might need to approve the transfer before it is submitted to the FRC.

The next section explores how a transfer gets created and what determines what
happens next.
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2.2 Creating a Records Transfer

2.2.1 Getting Started

If a user has been given the capability
of creating records transfers, the user will
see the CREATE link on the Records
Transfers main page.

m Records Transfers

Records Transfers

Actions

* CREATE
Create trap&fers; edit and track the transfers you created.

* EDIT
Edit and track transfers forwhich you are the agency contact.

The link takes the user to the Records Transfers | Created page. The page
displays information in two different views—My Workspace and FRC

Workspace.

m Records Transfers

Records Transfers | Created

Briefers; edit the transfers you oreated

3

| Creste Records Transter | [ Guery for Records Transter

Transfer Record Charge Numbgr of .. Customer Created Records Status
# Group Account Containers Reference & ¥ Center
S e e SA990011 B ot FECS - initated
> Tl e 0 sAga0011 7 ot RS nitated
S sABGOT1 13 mymrn FRS nibated
> Toiross W s s P [harta equeetad
> |orrinas |50t SAGO0DT1 4 zm S submited

| Reports
RC Workspace
Track reoers mMETErs that have been receive: d by the FRC.

1-50f4

Agency Agency Agency Agency
x‘;;ﬂc‘md Contact Contact * Approver Approver Branch * fr“ﬂ? S

Last Hame First Hame Last Hame First Hame
GOODWIN  JOMATHAN  KING CARMEN ROOT £
GOODWIN JOMNATHAN KING CARMEN ROOT [E}5)
GOODWIN  JONATHAN  KING CARMEN ROOT £
FARLEY RUSSELL SANDERSON  BOB ROOT £l
JENMINGE  JOAN JENNINGS JoaN ROOT £l

My Workspace displays transfers that the user has created and that are still
under development at the agency. Transfers stay in this list until the boxes of

records are received by the FRC.

FRC Workspace displays transfers that the user has created and that have
already been received by the FRC. Transfers that are being stored at the FRC

appear in this list.

Clicking the name or the icon for either view displays the transactions
currently in that category. The transactions appear in the list in the bottom part of

the page.
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Records Transfers | Created

My Workspace

. Create records transfers; edit the transfers you created.

To start work on a new transfer, the
user C“Cks the Create Reco rd S (| Create Records Transfer |muery for Records Transfer |
Tran Sfer bUtton " Transfer & Record Charge Humber of Customer

# Group Account Containers Reference #

The Records Transfer form opens.

m Records Transfers
Reports |

Records Transfer

Fields marked with = are required before saving your request to finish later.

About the Transfer About the Records About the Records About the Agency Personnel

Transfer #: Disposition: 0 *Type of Records: Created By:

PT-901-2011-0105 - TEXTUAL - JOANJENNINGS@SAMPLEAGENCY GOV

* ) *, .

\n;‘az:s. Vital Records: Mixed Media: figancy ContactiCasy Name.-_ﬁ

Customer # (opti = = = |

| i i ition Authority: Container Type: Agency Contact First Name:

*Record Group: I Standard - Agency Approver Last Name:

font c Proposed Disposition Date Q Container Description: C
(MMDDYYYY): Standard Cortainer

*Charge Account: l— ) Number of Containers: Agency Approver First Name:

[smagnot11 ] [

*Agency Official Last Name:
Branch: Comments: Inclusive Start Date (MMDD/YYYY): li =

a l—aﬁ

Agency Defined: Agency Official First Mame:
Inclusive End Date (MM/IDD/YYYY):
*Records Center: E-
FRC - Atlanta j' *Description of Records:
Security Classification: N
=] |
Security Level:
Privacy Act:
Shipment From Address
Address Line 1: State: Retiring Office same as Shipment From Address:
8801 ADELPHI ROAD D |
Address Line 2: Country: Retiring Office:
UgA - =

City: Zip Code:

COLLEGE PARK [zn740

Some information is filled in automatically. Some of this information, such as
the Transfer #, is assigned by ARCIS. Some, such as the Type of Records, is
filled in based on what’s most common. (This can be changed if necessary). And
some is filled in based on what’s in the user’s profile.
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2.2.2 About the Transfer

Abhout the Transfer

The first column of the Records Transfer form collects
basic information about the transfer. The fields having to
do with access rights are all found in this column.

First, let’s look at the fields that don’t have to do with access rights.

About the Transfer The first two fields contain information that is filled in
Transfer # Mtomatically by ARCIS. ARCIS generates the transfer

PT-901-2011-0093

*Status:

Initisted

Customer Reference # {optional):

*Record Group:

*Charge Account:
|sa090011 b
Branch:

Agency Defined:

*Records Center:

|FRC - Atlanta =l
Security Classification:

| o

Security Level:

Privacy Act:

number and keeps track of the status of the transfer. The
status of a newly-created transfer is always “Initiated.”

Joos -:\ If your agency chooses to use an internal tracking

system, the user may enter that information in the
Customer Reference # field. Later, agency staff will be
able to query for this transfer using that number. This field
is optional.

If the records are subject to the Privacy Act, the user

i

checks this box.

The remaining fields in this column all have to do with access rights. The
values that are available for the user to select are determined by what
access rights have been assigned in the user’s profile. And the values that
are selected here will determine what users can access this transfer in the future.

*Record Group: Most of the fields will be filled in with
Iam 4 default values based on what options have been
*Charge Account: identified as “primary” in the user’s profile. For
|sa990011 example, in this case, the user’s primary Record
Branch: Group is 901, the primary Charge Account is
SA990011, and the primary Records Center is

Agency Defined: Atlanta.
cHEcuds CONEE NOTE: Branch and Agency Defined are
| FRC - Atlanta [ : : ,

- —— available here only if your agency has decided to
Security Classification:

use these properties for access control. For more

information about these fields, see chapter 7.

Page 14



If the user has been granted access to multiple record groups, charge
accounts, and/or records centers, the user may change the default value if
necessary.

For example, if the user clicks the d button next to Record Group or
Charge Account, a window opens showing all the options that are available—in
other words, all the options that have been assigned in the user’s profile.

- Pick Record Group - Microsoft Internet Explorer -0l x|

The window at left shows

-GlueryRe ind _ecord Group 'Dl Stag with that th|S user haS been
cord Group escription . .
> G Sample Agency, General Records ofthe aSSlgned rlghts to tranSfer
SHILIT Zemelgiumal: records from 3 record groups.
> 903 Sample Commission

The user may select any of

these options when filling out
the Records Transfer form.

El

If the user clicks the ! button next to Records Center, a drop-down menu
opens showing all the options that are available—in other words, all the options
that have been assigned in the user’s profile.

[FRC- Atlanta =] The menu at_left shows that this user has
: y been assigned rights to transfer records to 4
FRC - Atlanta | records centers. The user may select any of
FRC- Boston these options when filling out the Records
FRC - Philadelphia Transfer form.

FRC - Pittsfield

No default value is filled in for Security Classification; a user must make a
deliberate decision about the security classification of a transfer. If the user clicks
the = button next to Security Classification, a window opens showing all the
options that are available.

-2 Security Classification - Microsoft Internet Explorer ] 4| The window at left shows that
CBEEEEN B-1| this user can only transfer
Securlly Classifiction 5 SectrityLevel < unclassified records, including
> Uneclassified Standard Starage .. !
»  Unclassified Restricted Storage ones COI-']Falnlng Cont_ro”ed
> Unclassified CUWSBU - Standard Storage Unclassified Information (CUI).
»  Unclagsified CUISBU - Restricted Storage (For more information about
| security classification, see section

5.5.5.)
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2.2.3 About the Records

The middle two columns of the Records Transfer form collect information
about the disposition, format, and contents of the records. None of these fields
is affected by the user’s profile.

About the Records Ahout the Records
Disposition; e *Type of Records:
| | | TEXTUAL =l
Vital Records: Mized Media:
[ ] B
Proposed Disposition Authority Container Type:
| |standard |
Proposed Disposition Date ﬂ Container Description:
(MMDDYYYY): Stanclard Container
| = Number of Containers:
[ £
Comments: Inclusive Start Date (MMDDYYYY):
= | =
Inclusive End Date (MM/DDYYYY):
| |
*Description of Records:
e [
-

Most of these fields will be familiar to those who have filled out paper SF
135s. Detailed instructions for filling out these fields can be found in the Records
Transfers manual.
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2.2.4 About the Agency Personnel

The last column of the Records Transfer form collects information about the
agency personnel who are responsible for different aspects of this transfer.

Created By always shows the user ID of the user

About the Agency Personnel who created the transfer. ARCIS fills in this

Created By: information automatically.

JOAN JENNINGS@SAMPLEAGENCY GOV

-Agency Contact Last Name: o —— Agency Contact is the person at the agency who
| ] knows about the records and is responsible for
Agency Contact First Name: answering questions. This may or may not be the
Aty Aor L astiaiE: same person who created the transfer.

! : o — Agency Approver is the person at the agency
RUBNCERIMOVHEREEEAlTE: who is responsible for approving this transfer and
*Agency Official Last Name: submitting it to the FRC. This may or may not be the
| i same person who created the transfer.

Aaency el vt o \ Agency Official is the official at the agency who
authorizes the transfer of records to the FRC.
Typically, this is the agency records officer.

Exactly what happens here depends on the user’s profile.

About the Agency Personnel

Created By:

JOAN JENNINGS@SAMPLEAGENCY GOV

- ontact Last Hame:

JEMNINGE) I If the user has been designated as an
AQenty Contact First Name: approver, t_he Age_ncy Contact and Agency
JOAN Approver fields will default to the user's own

1} prover Last Name: name.

JEMMINGS i

Age pprover First Name: If necessary, the user can click the = button to
ol _ select a different name for either or both of those
*Agency Official Last Name: fields

| 4 '

Agency Official First Name:
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Ahout the Agency Personnel

Created By:

JOAN JENMINGS@ESAMPLEAGENCY GOY ,

*Agency Contact Last Name: ~, If the user has NOT been designated as an
| = approver, the Agency Contact and Agency
Y s s Approver fields will be blank.

Agency Approver Last Name: The user must click the 2 button to select a
[ = name for each of these fields.

Agency Approver First Name:

*Agency Official Last Hame:

| ] = \Whether or not the user is an approver, the user
Agency Official First Name: must click the 4 button to select a name for the

Agency Official field.

/3 Pick Contact - Microsoft Internet Explorer =101 x| C“Cklng the ".ﬁ bUtton neXt to
o e Rured  [SBEEBEM | Agency Contact brings up a list of all
Last Hame “*  First Hame Work Phone # Email
> ADAMS SUSAM susan adams@sampleagency.goy the agency users Whoseaccess .
>  |FARLEY RUSSELL russell fateyi@s ampleagency.gov r|ghts match the proper“es of th|s
> GOODWIN JOMATHARN jonathan.goodwin@sampleagency.goy . .
> JENNINGS  JOAN (3013 837-0001  joan jennings@sarnpleagenty. gov transfer. In other WOde, their prOﬂleS
> KING CARMEN carmen.king@sampleagency.goy a”OW them to WOI’k Wlth transfers from
> SANDERSON  BOB hob.sandersong@sampleagency.goy .
> SUPER  susan susan supsr@sarmpleaency gov this record group and charge account,
1| with this level of security classification,
being sent to this FRC. The person
creating the transfer can select his or her own name if appropriate.
_lojx| Clicking the L button next to

Finc: IR | starting vith: [ =Y B 5o @ B Agency Approver brings up a list of
LastHame =  FirstHame ==  Work Phone # Email a” the agency users Whose access

ADAMS SUSAN susan.adams@sampleagency.goy

> - - -

> FARLEY RUSSELL rugsell farley@sampleagency. goy rlghtS match the prOpertIES of this
> KING CARMERM carmen kinggsampleagency.gov

> SAMDERSONM  BOB hob.sandersoni@sampleagency.qoy tranSfer’ AND Who have been

> |SUPER SUSAN sUsan.sUper@sampleagency.gov deS|gnated as approvers

EalcT
.

In these examples, Jonathan Goodwin appears in the list of potential
contacts, because his access rights match those of this transfer. However, he
does not appear in the list of potential approvers, because he has not been
designated as an approver.
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2.2.5 Addresses

In the final section of the Records Transfer form, the user indicates the
address that the transfer is being shipped from and the address of the retiring
office.

The Shipment From Address will default to the address that has been
designated as primary in the Agency Contact’s profile. The user can change
this address if necessary by simply typing new information into the address
fields.

i Aidress
Address Line 1: State: Retiring Office same as Shipment From Address:

Iaam ADELPHI ROAD IMD e r
Address Line 2: Country: Retiring Office:

|usa
Zip Code:

fz7s0

If the Retiring Office is the same as the
Retiring Ofhce: Shipment From Address, the user simply
8501 ADELPHI ROAD clicks the checkbox.

COLLEGE PARK \ - . , . _
MD - 20740 US4 The Retiring Office will be filled in

automatically.

Retiring fffce same as Shipment From Address:

2.2.6 Next Steps

The Records Transfer form is now complete. The user clicks Continue to
see a summary of the transfer.

Records Transfer
| Save and Finish Later |
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The user can review the transfer, can click Edit if necessary to make
changes, and can click Attachments to add any attachments, such as a box list.

Records Transfer

| Save and Finish Later | [

|| cancel Request | | Submit to FRC |

Ahout the Transfer Ahout the Transfer
Transfer #: Disposition:
PT-901-2011-0036 Temporary
Status: \fital Records:
Initiatec hley

Customer Reference # {optional):
-123-Kxx
Record Group:
(MMDDNYYYY):
222015
Comments:

Charge Account:
52990011

Branch:

ROOT

Customer Defined:
MONE

*Records Center:
FRC - Atlarta
Security Classification:
Unclassified
Security Level:
Standard Storage

Privacy Act:
Mo

Proposed Disposition Date

o

Proposed Disposition Authority:

@

Ahout the Records
Type of Records:
TEXTUAL

Mixed Media:

oy

Container Type:
Stanclare

Container Description:
Standard Container

Number of Containers:
4

Inclusive Start Date (MMDDAYYYY):

20212009

Inclusive End Date (MMDDYYYY):
2022010

Description of Records:
CASEFILES, 2008

About the Agency Personnel
Created By:
JOARN JENMINGS@SAMPLEAGENCY GOY

Agency Contact Last Name:
JENMINGS

Agency Contact First Name:
JOAR

Agency Approver Last Name:
JENMINGS

Agency Approver First Name:
JOAR

Agency Official Last Name;
SUSAR

Agency Official First Name:
ADAMS

What happens next depends on the user’s profile, as well as on the
selections the user has made in the About the Agency Personnel section.

Records Transfer

| Edit || Save and Finish Later | | Attachments |

Cancel Roquesi{[ Submit to FR |

If the user has been

designated as an approver,

AND if the user has also selected himself or herself as the approver for this
particular transfer, the button Submit to FRC appears. The user clicks this
button to submit the records transfer directly to the FRC. There is no involvement
by other agency personnel.

On the Records Transfers | Created page, the transfer now appears in the
My Workspace list with a status of “Submitted.”

Records Transfers | Created

My Workspace

. Create records transfers; edit the transfers you created.

[ Creste Records Transter | [ Query for Records Transfer |

Transfer Record
oS Group
FT-501-

2 2011-0040 4
PT-501-

& 2011-0038 i

Charge
Account

3A990001

2A9900D1

S

Humber of Customer Records -
Containers Reference # L Center SEHE 1
FRC - o2
2i2i2011 Alanta Initiated
FRC-
10 20212011 Alanta
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Records Transfer — If the user has NOT been
| Edit | [ Save and Finish Later || Attachments H@ designated as an approver
OR if the user is an approver
but has selected someone else as the approver for this particular transfer, the
button Forward to Approver appears. The user clicks this button to forward the

transfer to the person at the agency who is responsible for reviewing, approving,
and submitting it.

On the Records Transfers | Created page, the transfer now appears in the
My Workspace list with a status of “Review Requested.”

Records Transfers | Created

My Workspace -
Create records transfers; edit the transfers you created.
[ Create Records Transfer | [ Query for Records Transfer |
Transfer & Record Charge Humber of Customer Records i
# Group Account Containers Reference # Created Center Stalts 1
PT-901- FR: - i
> 2011-0036 4m SAH90011 4 2201 Alanta Initiated

PT-901- FRC- £ Review
& 2011-0037 =0 ST g AR Allanta Reguested

The next sections will examine the internal workflow that takes place in cases
where there are specialized roles—for example, when one person is the creator,
another is the agency contact, and another is the agency approver. Whether or
not a user can play any one of these roles depends upon the user’s profile.
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2.3 Internal Workflow: Editing and Approving a Transfer

2.3.1 A Transfer with Specialized Roles

Here is the About the Agency Personnel section for a records transfer that
is being created.

About the Agency Personnel In this example, user Joan Jennings has simply
Created By: done data entry for the records transfer. She has
JOAN.JENNNGS@SAMPLESGENCY gov  created the transfer, but has selected other agency
Agency Contact Last Name: personnel to fill the other roles.

GOODWIN

j‘gﬁ;‘ﬁ‘.ﬁ““‘a” First Name: She has selected Jonathan Goodwin as the
Agency Approver Last Hame: Agency Contact.

KING

Agency Approver First Mame: She has selected Carmen King as the Agency
CARMEN Approver.

The transfer is not yet ready to be forwarded to the approver, so she clicks
Save and Finish Later.

Record
Editfl | Save and Finish Later ttachments | | Cancel Request | | Forward to Approver

On her Records Transfers | Created page, the transfer now appears in the
My Workspace list with a status of “Initiated.”

Records Transfers | Created

g My Workspace =
';/ Creste records transfers; edit the transfers you created.

[ Creste Records Transter | | Guery for Records Transter |

Transfer s Record Charge Humber of Customer Records

# Group Account Containers Reference # Created Center HHE
> 58090011 4 22011 RO Submitted
N 4 O T 58290011 5 oo [iEta. (TR
> (e (et SABODOT1 12 2011 TR
> P e |20 5ABO0O11 7 o011 FRCC tiated
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2.3.2 The Agency Contact’'s Role

m Records Transfers

Records Transfers
Actions

* CREATE

Create transfers; edit and track the transfers you created.

!!Il and track transfers for which yvou are the agency contact.

If a user has been given the EDIT
capability in the user profile, the EDIT link
appears on the Records Transfers main

page.

This link allows the user to edit and
track any transfer for which he or she has
been designated the Agency Contact.

The link takes the user to the Records Transfers For Which | Am the

Contact page. The page displays information in two different views—My

Workspace and FRC Workspace.

GGl Records Transfers

[Reports

Records Transfers For Which | Am the Contact

EF=that are being crested

Query for Records Transter

Customer

;ransler 4 Record Charge Fiscal Humber of Reference
#

Group Account Year Containers

BESEE

> 3097-0044 80 SABS40011 2011 12
PT-301-

> 3011-0048 401 ga30011 2011 7
PT-801-

> 3011-0047 am SAB30011 2011 8

= FRC Workspace
3 T2 = - =t hizve heen receive d by the FRC

Agency Agency Agency

Records Approved Contact Contact Approver
Created = conter S"F - pyERc Last First Last
Hame Hame Hame
222011 TREC gipmitled GOODWIN JONATHAN KING
Atlanta
FREC - "
21243011 Initiated GOODWIN JONATHAN KING
Atlanta
FRE -
2242011 Initiated GODDWIN JONATHAN KING

Aflanta

Agency
Approver
First
Hame:

CARMEN

CARMEN

CARMEN

Branch

ROOT

ROOT

ROOT

1-40of4

Copy
Transfer

£
EE]
£

My Workspace displays transfers that list the user as the agency contact and
that are still under development at the agency. Transfers stay in this list until the
boxes of records are received at the FRC.

FRC Workspace displays transfers that list the user as the agency contact
and that have already been received by the FRC. Transfers that are being stored

at the FRC appear in this list.

Clicking the name or the icon for either view displays the transactions

currently in that category. The transactions appear in the list in the bottom part of

the page.
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Here are the records transfers for which Jonathan Goodwin is the agency
contact. The transfer that Joan Jennings created is at the top of the list.

Records Transfers For Which | Am the Contact
My Workspace

| . Edit records transfers that are being created.

[ Creste Records Transfer | [ Query for Records Transfer

PT-901-
2011-0047

Transfer .« Record

Charge Figcal
Group Account Year

SA940011 2011

SA9a0011 2011
a0 SA980011 2011

Humber of Customer
Containers Reference #
12

7

g

Created

20212011

2122011

21212011

3

FRC Woli

Track records{

Records

Center S
FRG - o
Pt Initiated
FRC- i
Alarta Initiated
FRC - -
Alarta Initiated

If Jonathan clicks the transfer number, the Records Transfer form opens:

Records Transfer

Save and Finish Later || Attachments | Go Back | | Continue

Fields marked with * are required before sawing your request to finish later.

About the Transfer Ahout the Transfer
Transfer #: Disposition: 0
PT-801-2011-0044 Temporary b
*Status: .
Iniisted \fital Records:
Customer Reference # (optional):
I‘ P Di: ition Authority:
*Record Group: M-235-M1A 0

E P Di: ition Date

fao1 = (MMDDYYYY):
* -

Charge Account: ~ Jrranzs =
[zagann11 ]
Branch: Comments:
ROOT T
Agency Defined:
HONE
*Records Center:
[FRC - Atlanta =
Security Classification:
Unclassified =
Security Level:
Standard Storage
Privacy Act:

]
Shipment From Address
Address Line 1: State:
[8601 ADELPHI ROAD [wo =
Address Line 2: Country.
Usa el
City: Zip Code:
[20740

[coLLEGE ParK

[ save and Finish Later | |

| [Go Back | [ Continue |

About the Records
*Type of Records:

[TExTUAL
Mized Media:

Container Type:

Standard 1
Container Description:

Standard Cartainer

Number of Containers:

12 =2

Inclusive Start Date (MM/DDYYYY):

142010 =

Inclusive End Date (MM/DD/YYYY):

12i31/2010 -

*Description of Records:

CIVIL CASE FILES, 2010

Retiring Office same as Shipment From Address:

I
Retiring Office:
8601 ADELPHIROAD

COLLEGE PARK
MD - 20740 USA

About the Agency Personnel

Created By:

JOAN JENNINGS @S AMPLEAGENCY GOV
*Agency Contact Last Name:
GOODWIN Lo
Agency Contact First Name:
JONATHAN

Agency Approver Last Name:
KING ]
Agency Approver First Name:
CARMEN

*Agency Official Last Name:
ADAMS b

Agency Official First Name:
SUZAN

Jonathan can review the information that Joan has entered, and he can edit
the information as necessary.

He can also add attachments, such as a box list, by
clicking the Attachments button at the top of the form.
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When Jonathan is finished with the transfer, he has a few options:

If he decides against his changes, he clicks the Go Back button
to return to the previous page without saving the changes.

Save and Finish Later | If he is not ready to forward the transfer to the approver, he clicks

Save and Finish Later. He might click this if either he or the creator
needs to keep working on the transfer, or if he wants the creator to forward it to
the approver herself.

If he is ready to forward the transfer to the approver, he clicks
Continue to see a summary of the transfer.

Then he clicks the Forward to Approver button.

Records Transfer

Save and Finish Later | | Attachments CancelRequeﬂ Forward to Approver ’ Agency Help

About the Transfer Ahout the Transfer . About the Records Ahout the Agency Personnel

Transfer #: Disposition: e Type of Records: Created By:

PT-801-2011-0044 Temparary TEXTUAL JOAN JENMINGS @S AMPLEAGENCY GOY

Status: \fital Records: Mixed Media: Agency Contact Last Name:

Initisted Mo hlor GOODR

Customer Reference ¥ (optional): Proposed Disposition Authority: Container Type: Agency Contact First Name:
M-335-h1 A Standard JONATHAN

Record Group: Proposed Disposition Date e Container Description: Agency Approver Last Name:
(MMDDAYYY): Standard Container KING:

Charge Account: M 2025 Number of Containers: Agency Approver First Name:

SA890011 CPETIET B 12 . CARMER -

Branch: Inclusive Start Date (MMDDYYYY): Agency Official Last Name:

ROOT 142010 ADAMS

Agency Defined: Inclusive End Date {MM/DDYYYY): Agency Official First Name:

RIONE 1273152010 SUSAR

*Records Center: Description of Records:

FRC - Atlanta CIVIL CASE FILES, 2010

Security Classification:

Unclassified

Security Level:

Standard Storage

Privacy Act:
Tl

Page 25



2.3.2 The Agency Approver’s Role

IEZEN| Records Transfers | If a user has been given the
APPROVE capability in the user profile,
Records Transfers the APPROVE link appears on the
Actions Records Transfers main page.
* CREATE
Create transfers; edit and track the transfers you created. Th|S ||nk aHOWS the user tO provide
B0y _ internal approval for any transfer for
Edit and track transfers forwhich you are the agency contact. . .
; which he or she has been designated
Sfers created by athers. the Agency Approver.

The link takes the user to the Records Transfers Awaiting My Approval
page.

Below are the transfers awaiting Carmen King’'s approval. The transfer that
was created by Joan Jennings and edited by Jonathan Goodwin appears at
the top of the list.

m Records Transfers
IRepuna il
Recorids Transfers Awaiting My Approval
2012
Agency  Agency  Agency
. Customer Agency
Transfer o Record Charge Fiscal Humber of Records Contact Approver Approver
# Citimil s [Aicond e o [Conlaos T aencet (Created by Crestots R ol tie jContacy First Last First Branch
# Last Hame
Hame Hame Hame:
R, SA350011 2011 12 JOAN JENNINGS@SAMPLEAGENCY GOV 222011 FRO- REVBM aoopug JONATHAN KING GARMEN  ROOT
2011-0044 Allanta  Requested
iisagil P 5AG800D1 2011 10 BOB SANDERSON@SAMPLEAGENCY GOV 3162011 |FHo - FBYMEW  oyynepeon aop KING CARMEN

2011-0095 Aflanta  Requested

If Carmen clicks the transfer number, the Records Transfer form opens.
Carmen can review the information, can make any changes she feels are
necessary, or can send the transfer back to the creator, Joan Jennings, so that
Joan can make the corrections herself.

Once Carmen is happy with the transfer, she submits it to the FRC.

m Records Transfers

Records Transfer
| Attachments | | Cancel Request | | Request Corrections | l'
—

Fields marked with = are required befare saving your request to finish later.
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2.4 Failsafe: Re-assigning a Transfer

There are three people who are capable of making changes to a records transfer:

1) The creator

2) The person designated as the Agency Contact

3) The person designated as the Agency Approver (once the transfer
has been forwarded to that person for review)

What if one person is serving all three roles, and that person suddenly gets sick?
Or if one person is both the creator and the contact, and that person gets sick before
forwarding the transfer to the approver? Or if the approver is called out of town,
leaving unapproved transfers in his or her queue? (No changes can be made to the
data on a transfer while it's awaiting the approver’s review.)

RE-ASSIGN is the failsafe mechanism. If one or more people in the agency has
the RE-ASSIGN capability, transfers won’t languish if key personnel are unavailable.

m R GERIE i el | Reference Requests | User Administration |

Records Transfers
Actions

* CREATE
Create transfers; edit and track the transfers you created.

* EDIT
Edit and track transfers for which yvou are the agency contact.

* APPROVE
Approve transfers created by others.

G rssad
Fe-assign transfers to a different agency contact or approver,
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ASSIGN capability in the user profile,
the RE-ASSIGN link appears on the
Records Transfers main page.

This link allows the user to re-
assign transfers to a different agency
contact or approver.



The link takes the user to the Records Transfers | Can Re-assign page. The
page lists transfers whose properties match the access rights in the user’s profile.

Records Transfers | Can Re-assign

Guery for Records Transter

Transfer# . hecord Charge Fiscal Humber of

¥ Group Account Year Containers
> ;grgesmzw, a0 SA9900D1 2011 10
> E;’;Q?m-zmw. ani SA@EO011 2011 a
> ngam'zw' an1 SA090011 2011 7
> E;’;ﬁum-znm. 801 54990001 2011 4
> EE”“'ZW' a01 54990011 2011 5

Customer
Reference #

Records
Center

FRC -
Atlanta
FRC -
Atlanta
FRC -
Atlanta
FRC -
Atlanta
FRC -
Atlanta

Status

Review
Reqguested

Initiated

Initiated
Carrections
Requested

Review
Requested

Agency Contact
Last Hame

SANDERSON

GOODWIN

GOODVWIN

SANDERSON

FARLEY

m LELIG N [ETE - G| Reference Requests | User Administration | Agency Profile

| Reports

1l = Wi
Agency Agency Agency
Contact First Approver Last Approver First Branch
Hame Hame Hame
BOB KING CARMEM
JONATHAN KING CARMEN ROOT
JONATHARN KING CARMEM ROOT
BOB KING CARMEN ROOT
RUSSELL SAMNDERSOM bBop ROOT

If the user clicks a transfer number, the Records Transfer form opens. Most of
the fields are not available for editing.

However, the Agency Contact and Agency

Approver fields are both editable so that the user
can re-assign the transfer to a different contact, a

different approver, or both.
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Created By:

BOB SANDERSOME@S AMPLE AGEMCY GO
*Agency Contact Last Hame:
|saMDERSON |
Agency Contact First Hame:
BOB

Agency Approver Last Hame:
PIe d
Agency Approver First Hame:
CARMERN

*Agency Official Last Hame:
SUPER

Agency Official First Name:
SUSAN



2.5 Viewing Transfers

JEZI Records Transiers |
Records Transfers
Actions
* CREATE
Create fransfers; edit and track the transfers you created
* EDIT
Edit and track transfers farwhich you are the agency contact.
* APPROVE
1 1 Al 1 1 ted by others.
The final two links that a user may DOV e AR
. * RE-ASSIGN
see oOn the Reco rdS Transfe s main Re-assign transfers to a different agency contact or approver
page fall under the heading of Views.
* PROHLE-SPECIFIC
View transfers whose properties {record group, charge account, etc) match those inyour profile
* AGENCY-WIDE
View all transfers from your agency, regardless oftheir properties

There are two kinds of views: PROFILE-SPECIFIC and AGENCY-WIDE.

Views

* PROFILE-SPECIFIC
view transfers whose properties (recard group, charge account, ete) match those inyour profile.

* AGENCY\WIDE
View all transfers from your agency, regardless of their properies.

Each of the links takes users to a page where they may view not only the
transfers on which they themselves may take action, but also other transfers from
the agency.

e The PROFILE-SPECIFIC view allows a user to see just the transfers
whose access-control properties (such as record group and charge
account) match those in the user’'s own profile.

e The AGENCY-WIDE view allows a user to see all transfers from the
agency, regardless of their properties.

As with all other links on the Records Transfers main page, whether a user sees
these links depends on whether the corresponding capabilities have been
assigned in the user’s profile.

Page 29



What factors might affect whether you assign neither, one, or both of these
capabilities to a user?

e If it's not appropriate for the user to view any transfers other than the
ones on which he or she can take action, you would not assign either
capability.

e If it's appropriate for a user to see the transfers created by his or her
closest colleagues but not all the transfers from the agency, you would
assign just the PROFILE-SPECIFIC capability.

e If it's appropriate for a user to see any transfer from your agency, you
might want to assign both capabilities, so that the user can view both
sets of transfers. The PROFILE-SPECIFIC view provides a convenient
way to filter the total universe of transfers so that the user sees just the
transfers that match his or her own record group, charge account, etc.

It's important to be aware that these links provide access to just a read-only
summary of a transfer. A user can take no action on a transfer by using a View
link.

Recorids Transfer

About the Transfer About the Transfer About the Records About the Agency Personnel

Transfer #: Dispositioh: Type of Records: Created By:

PT-801-2011-0044 Temporary TEXTUAL JOAN JENMNGE@SAMPLEAGENCY GOY

Status: \ital Records: Mixed Media: Agency Contact Last Name:

Submitted Mo Mo GOODWIN

Customer Reference # {optional): Proposed Disposition Container Type: Agency Contact First Name:
Authority: Standard JOMWATHAN

Record Group: M-G35-M1 A Container Description: Agency Approver Last Name:

a01 Proposed Disposition Standard Container HING

Charge Account: Date (MMDDYYYY): Mumber of Containers: Agency Approver First Hame:

SA890011 11/2025 12 CARMEN

Branch: B Inclusive Start Date (MMDDYYYY): Agency Official Last Name:

ROOT 112010 ADAMS

Agency Defined: Inclusive End Date (MM/DD/YYYY): Agency Official First Name:

NONE 121312010 SUSAN

*Records Center: Description of Records:

e = AHlEMED CIVIL CASE FILES, 2010

Security Classification:

Uneclassifisd

Security Level:

Standsrd Storage

Privacy Act:
Mo
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Chapter 3

Profile in Action: Reference Requests

3.1 Introduction to Reference Requests

This quick tour of the Reference Requests module will show how a user’s profile
determines exactly what that user can see and do in the module. (More details about
the Reference Requests module are found in the Reference Requests manual.)

The Reference Request process is simpler than the Records Transfer process.
Currently, there is no internal workflow. In other words, the person who creates the
reference request is the one who is responsible for it and who submits it. There is no
need for an Agency Contact or an Agency Approver.

So, when it comes to Reference Requests, there are fewer capabilities to
consider when setting up a user’s profile.

The user’s profile does determine:

e Whatinformation the user can enter when filling out the Records
Transfer form.

¢ What other reference requests the user can view.

3.2 Creating a Reference Request

3.2.1 Getting Started

m Reference Requests

If a user has been given the capability ETEEEE
of creating reference requests, the user
will see the CREATE link on the
Reference Requests main page.

Actions
sseateTegLests; edit and track the reguests you created

Views

*PROFILE-SPECIFIC

ThlS |S the Only ACt' o n avallable |n the Wiew requests whose properties (record group, charge account, etc.) match those inyour profile,
Reference Requests module. - AGENCY WD

Yiew all requests from your agency, regardless of their properties
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The link takes the user to the Reference Requests | Created page. The
page displays information in two different views—My Workspace and FRC
Workspace.

m Reference Requests
Reparts
Reference Requests | Created
% My Workspace ) = RC Workspaceg
1/ - MUESts; edit the requasts you crested. Traew meeTSRIUEETE that =re being or have been processed bythe FRC
[ Create Reference Request | [ Query for Reference Reguest | 1-40f4
Reference Request # Request Category  Charge Account  Recipient Hame Status = Records Center Submitted Date Copy Reference Request
> ARR1-108076338 General Reference SA590011 MARGARET EVERETT Reference Initiated FRC - Philadelphia '35
> ARR1-108076411 General Reference SA890001 MARGARET EVERETT Reference Initiated FRC - Philadelphia ')
> ARR1-108076381 General Reference SA590011 MARGARET EVERETT Reference Received FRC - Philadelphia 3Me2011 ')
> ARR1-108076331 General Reference SA590011 MARGARET EVERETT Reference Received FRC - Philadelphia 3Me2011 ')

My Workspace displays reference requests that the user has created and
can still edit. Requests are editable until the FRC begins processing them.

FRC Workspace displays reference requests that are being or have been
processed by the FRC.

Clicking the name or the icon for either view displays the transactions
currently in that category. The transactions appear in the list in the bottom part of
the page.

Reference Requests | Created
; My Workspace
TO Start WOFk on a new i Create reference requests; edit the requests you created.
reference request, the user clicks

the Create Referen ce Req u eSt ( Create Reference Recguest }Query for Reference Reguest |
bUtton . ETENCE ReqLies‘t # Request Category  Charge Account
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The Reference Request form opens.

m Reference Reguests

Reference Request
[ save and Finish Later || Go Back | [ Continue |
Fields marked with * are required before saving your request to finish later.
About the Request About the Records Ahout the Recipient About Status and Shipping
*Reference Request #: Request Categong *Recipient Name: *Status:
ARR1-108082221 - WARGARET EVERETT Referancs nfisted
*Record Group: = = *Shipping Method:
01 = LU I 1B Standard (billad) -
P 8601 ADELPHIROAD 1 Shipping Carrier:
Sample Agency Address Line 2:
*| ast Name: Shipping Account #:
EVERETT City:
First Name: COLLEGE PARK
MARGARET State:
*Nature of Service: o
Zip Code:
Temporary Loan of Reco ¥ e
*Senvice Level: Country:
Standard bt usa
Phone #:
Fax #:
E-mail:
rmargaret everett@sampl
o

Some information is filled in automatically. Some of this information, such as

the Reference Request #, is assigned by ARCIS. Some, such as Nature of
Service, is filled in based on what's most common. (This information can be
changed if necessary.) And some is filled in based on what’s in the user’s
profile.

The Reference Requests form is simpler than the Records Transfers form.

There are fewer fields that are affected by the user’s profile. Of those fields, most
have to do with ensuring that the user gets access only to records that he or she
is entitled to access.

This chapter will explore just the fields that are affected by the user’s profile.

For complete instructions on submitting a reference request, see the Reference
Requests manual.
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3.2.2 Record Group

The first field affected by the user’s profile is Record Group.

This field will be filled in with a default value

*Record Group: based on what record group has been identified as
a0 & “primary” in the user’s profile. For example, in this case,
the user’s primary record group is 901.

If the user has been granted access to multiple record groups, the user may
change the default value if necessary.

If the user clicks the L button next to Record Group, a window opens
showing all the options that are available—in other words, all the options that

have been assigned in the user’s profile.

In this example, the user

/} pick Record Group - Microsoft Internet Explorer -1ol| x|
Find [FEICRC AT ORd| Starting with 1-3013 has been aSS|gned rlghtS to

fe et Do request records from 3 different
> 901 Sample Agency, General Records ofthe
> 802 Sample Bureau records groups. The user may
2 SampleEamiasion select any one of these three

options when filling out the
-l Reference Request form.

3.2.3 Request Category

Request Category: The next field affected by the user’s profile is Request
| ~| Category. This field has to do with the type of records that the

user is requesting.

Most agencies store records that are similar to each other in basic ways.
These records are identified in ARCIS via their transfer number.

In addition to the typical type of records, a few agencies store some highly

specialized records—for example, tax returns, Treasury checks, or USPS money
orders. The specialized records are identified in ARCIS via special criteria.
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ARCIS needs to know what type of record is being requested so that it
can collect the information necessary to locate that type of record.

Request Categony:
[
\
Until the user selects a request category, the space
> underneath Request Category is blank, since ARCIS
doesn’t yet know what information to collect.
7

If the user clicks the ¥/ button next to the Request Category field, a drop-
down menu opens showing all the options that are available. The only options
available are the ones that have been assigned in the user’s profile.

Request Categonyg In the example at left, the user has been assigned rights
~| torequest records from two request categories: General
| Reference and USPS Money Order.

General Feference
LISPS Money Qrder

For typical (that is, non-specialized) records, the
user selects “General Reference.” Many agencies and
their users will need only that one option.

Once the user has selected a request category, a number

Request Categony: .

[General Reference 7] pf other flelds appear so that ARCIS can collect the

o - information necessary to locate that type of record. The
cords Transfer #: .

| i example at left shows the fields for General Reference, the

most common category.

Container #: \
| % Of those fields, the one affected by the user’s profile is
CasefFile Information: Records Transfer #.

Whole Container:
1 |
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3.2.4 Records Transfer #

If the user clicks the L button next to Records Transfer #, a window opens
showing all the transfers from which the user may request records.

3 Pick Records Transfer - Microsoft Internet Explorer

AL GN Transfer #

hd | starting with

Bl 11-200f20+ | =

Transfer # Transfer Status — E:fs:::g; Mo ile::sri'gation — Security Level
> PT-901-2011-0052 Shelved Unclassified Standard Storage
> PT-901-2011-0054 Shelved Unclassified Standard Storage
> PT-901-2011-00745 Shelved Unclassified Standard Storage
> PT-901-2011-0076 Shelving In Pragress Unclassified Standard Storage
> PT-901-2011-0078 Shelved Unclassified Standard Storage
> PT-901-2011-0079 Shelved Unclassified Standard Storage
> PT-901-2011-0082 Shelved Unclassified Standard Storage
> PT-901-2011-0083 Shelved Unclassified Standard Storage
> PT-901-2011-0085 Shelved Unclassified Standard Storage
> FT-301-2011-0087 Shelved Classified Confidential 1
, Meed heln finding a transfer nurnher? mlmcellhlﬂ

The only transfers that will appear here are those whose properties
match the access rights that have been assigned in the user’s profile. A
transfer will not appear here if the user does not have the right to request
records from that transfer’s record group, charge account, security classification

level, etc.

The transfers that do match the user’s profile will probably total many more
than can be displayed in the window at one time. The user can use the Query
button, the Find fields, or the arrow buttons to quickly locate the right transfer.

< Pick Records Transfer - Microsoft Internet Explorer

M Transfer #

Transfer # —

FPT-901-2011-0052
PT-901-2011-0054
PT-901-2011-00745

Customer

Transfer Status

Shelved
Shelved
Shelved
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Security

Classification
Unclassified
Unclassified
Unclassified

Security Level —
Standard Storage

Standard Storage
Standard Storage




3.2.5 About the Recipient

The final fields affected by the user’s profile are those in the About the

Recipient column.

These fields will be filled in with default values
based on information in the user’s profile.

The fields will display the user's own name, as well as
the shipping address identified as “primary” in the user’s
profile. They will also display the user’'s phone number,
fax number, and e-mail address.

The default values are provided as a convenience for
the user. The user may change any of this information if
the requested records should be sent to a different
recipient and/or address.

3.2.6 Next Steps

Ahout the Recipient
*Recipient Name:
MARGARET EVERETT
*Address Line 1:

8601 ADELPHI ROAD
Address Line 2:

v

COLLEGE PARK

State:
o]

£ip Codle:
20740

Country:
[[=¥)

Phone #:
|¢a01) 655-1234
Fax #:

301y 555-1235
E-mail:

|margaret.everett@sampl

As described at the beginning of chapter 3, the Reference Requests process
is simpler than the Records Transfer process. There is no internal workflow and
no need for a request to be approved by a designated person at your agency
before it is submitted to the FRC. The person who creates the reference request

is the one who submits it.

When the reference

Reference Request

requests form is complete, the

[ Edit | [ Save and Finish Later || Cancel Reque

creator reviews it, and, when
satisfied, clicks Submit to
FRC.

About the Request

The reference
request will appear in
the My Workspace
list with a status of
“Reference
Received.”

Refarence Requests | Created
My Workspace
. Cruste ol (s 0 e

L pona Croued.

3

Recipient lame
MARGARET EVERETT

L

Create

¢ qaeat| [Duery e eterers Requett |
Request Category Charge Account

& Request #
2 SAS900D1

> ARR1-108223 General Reference
General Refarance

3A90011 MARGARET EVERETT

drneral Refemenos HAADIDT MARGARET EVERETT

| Submit to FRC | )

About the Records

| Raterance Roquasts

FRC Workspace

b
Reference maceed

Hafrrene s inifiatnd

Records Center
FRE - Philadelphis
FRC - Philadelphia

Submitted Date
452011
4011

FRE - Bhiladeiphia

As soon as the FRC begins processing the request, it will move to the FRC

Workspace list.
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3.3 Viewing Reference Requests

m Reference Requests

Reference Requests

Actions

* CREATE

. Create requests; edit and track the requests you created

The other two links that a user

may see on the Reference Requests
*PROFILE-SPECIFIC

maln page fa” under the headlng Of View requests whose properties (record group, charge account, etc.) match those in your profile
Views.

* AGENCY-WIDE
Wiew all requests from your agency, regardless of their properties.

As is the case in the Records Transfers module, there are two kinds of views:
PROFILE-SPECIFIC and AGENCY-WIDE.

Views

*PROFILE-SPECIFIC
Wiewy requests whose propedies (tecord group, charge account, etc) match those inyaour profile.

* AGENCYWIDE
YWiew all requests from your agency, regardless of their properies.

Each of the links takes users to a page where they may view not only the
reference requests that they themselves have created, but also reference requests
created by other people at the agency.

e The PROFILE-SPECIFIC view allows a user to see just the requests
for transfers whose access-control properties (such as record group
and charge account) match those in the user’s own profile.

e The AGENCY-WIDE view allows a user to see all reference requests
from the agency, regardless of the properties of the requested records.

Whether a user sees these links depends on whether the corresponding
capabilities have been assigned in the user’s profile.
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What factors might affect whether you assign neither, one, or both of these

capabilities to a user?

e If it's not appropriate for the user to view any reference requests other
than the ones that he or she created, you would not assign either
capability.

e If it's appropriate for a user to see the reference requests created by
his or her closest colleagues but not all the reference requests from the
agency, you would assign just the PROFILE-SPECIFIC capability.

e If it's appropriate for a user to see any reference request from your
agency, you might want to assign both capabilities, so that the user
can view both sets of requests. The PROFILE-SPECIFIC view
provides a convenient way to filter the total universe of reference
requests so that the user sees just the requests for records that match

his or her own record group, charge account, etc.

It's important to be aware that these links provide access to just a read-only
summary of a reference request. A user can take no action on areference
request by using a View link.

Reference Reguest
About the Reguest
Reference Request #:
ARR1-108222622
Record Group:

Q01

Agency

Sample &gency

Last Name:

EVERETT

First Name:
MARGARET

Nature of Service:
Temporary Losn of Records
Service Level:
Standard

Ahout the Records

Request Category:

General Reference

Records Transfer #: (7]
PT-901-2011-0013

Container #:

2

Case/File Information:

Whole Container:
Yes

# of Units:

1

Security Classification:
Unclassified

Security Level:
Stancard Storage
Charge Account:
S4990011

Stored At:

FRC - Philadelphiz
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Ahout the Recipient
Recipient Name
WMARGARET EVERETT
Address Line 1

8601 ADELPHI ROAD
Address Line 2

City

COLLEGE PARK

State

ML

Zip Code

20740

Country

US4,

Phone #

(301) 5551234

Faz #

(301) 5551235
E-mail

margaret everett@sampleagency. gov

Ahout Status and Shipping

Status:
Reference Received

Submitted Date:
2i572011

Shipped Date:
Reason Not Found:
Mot Found Comments:
Shipping Method:
Stancard (billed)
Shipping Carrier:
Shipping Account #:

Shipping Tracking #:



Chapter 4

Roles, Structures, and Rules

4.1 Users, Administrators, and Superadministrators

Users get created, and user profiles get set up and modified, by ARCIS
administrators.

There are three kinds of roles that people can have in ARCIS:

1. User

2. Administrator

3. Superadministrator
A user is anyone who has an ARCIS user ID, T Mkob sandersong@sampieage
password, and profile, and who can therefore log PasSiiord: [T
in and use the system. Forgot Your

.. . . Assigned Capabilities
An administrator is a special type of

user. An administrator has been given
the extra capability of creating other > STAMNDARD: | can create and modify users ¢
users and mOdlfylng their prOﬁleS > Basic I can view basic pages and edit ry personal infarmatic

Recards Transfers 1, CREATE: | can create transfers, and | o
transfers | created

A superadministrator is a special type of
administrator. A superadministrator has additional
capabilities, such as making certain decisions about
how the whole agency is configured in ARCIS. Only a superadministrator sees the
Agency Profile tab.

| User Administration

Ii gency Profile

There are typically just one or two superadministrators per agency. For more about
superadministrators, see the Superadministrator’s Manual.
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4.2 Administrative Structures

Administrators administer users. That is, they create users and modify their profiles.

Depending on circumstances, administrators may also administer other
administrators.

Exactly what an administrator can do depends in part on how the agency’s
administrative structure is configured in ARCIS and on the administrator’s place in
that structure.

ARCIS allows agencies to tailor the user administration process to meet their
specific needs. There are two kinds of administrative structures, designed to meet the
needs of agencies that want to closely control user administration as well as those
agencies that do not require so much control.

4.2.1 Hierarchical vs. Flat Administrative Structure

e A hierarchical administrative
structure is organized into multiple

levels. e — _ -

This sort of structure allows an agency

to distribute the task of administering

ARCIS users. For example,

administrators at one level can create administrators at lower levels, who
in turn can create administrators at lower levels, spreading the work of
user administration among a number of units.

It also allows an agency to control which administrators can administer
what users. For example, an administrator assigned to one part of the
branching structure can only administer users in that part of the structure.

An agency that is large, has a complex organizational chart, and/or has

many ARCIS users may want to use a hierarchical administrative
structure.

e A flat administrative structure has only one
level.

In this kind of structure, for purposes of user
administration, there is no hierarchy. All administrators and users are in
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the same “bucket,” which includes the whole agency, and any
administrator can administer any ARCIS user. A flat administrative
structure is simple to set up and keep track of, but it offers less control
over who does what.

An agency that is small, has a fairly simple organizational chart, and/or
has relatively few ARCIS users may want to use a flat administrative
structure.

An agency’s administrative structure must be programmed into ARCIS. Your
agency’s superadministrator will have worked with NARA to identify the right kind
of structure and set up specific branches, if needed.

The next sections take a closer look at hierarchical and flat administrative
structures.

4.2.2 A Closer Look at a Hierarchical Administrative Structure

In both kinds of structures, there is an entity that sits above the whole
structure: the superadministrator. The superadministrator can administer users
and administrators anywhere in

the administrative structure.
Super-

. . administrator
In a hierarchical structure, the -—

entire branching tree sits below

the superadministrator. The top L Root
level of the tree is the root.
This represents the highest level ' '

of the agency. Branch 1 Branch 2
Below the root are one or ' '
more levels of branches. Branch 1a Branch 1b Branch 2a Branch 2h

Administrators and users can be assigned to the root or to any of the
branches.

A very simple hierarchical administrative structure is seen above. The

structure for a real agency could be much more complex, with several levels of
branches.
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4.2.3 A Closer Look at a Flat Administrative Structure

In a flat administrative structure, as in a hierarchical administrative structure,
the superadministrator sits above the structure.

| administrator
And in a flat administrative |

structure, as in a hierarchical
administrative structure, the

level beneath the superadministrator
is the root. ——

R Root

But in a flat administrative structure, there is no tree-like structure below the
root. For purposes of user administration, the agency is not subdivided into
branches and sub-branches. All administrators and users belong to the same
unit—the root.
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4.3 Administrative Rules

As described previously, administrators administer users. Depending on
circumstances, they may also administer other adminstrators.

Exactly what an administrator can do, and to whom, depends on the agency’s
structure, on the administrator’s place in that structure, and on a few basic rules.

4.3.1 Rule #1: Administering Users (Same Unit or Below)

Administrators can administer users in their own unit OR in any unit
directly below.

Super-
administrator

The example at right shows a
hierarchical structure. An administrator in
Branch 1 can create and modify users in
Branch 1 OR in either of the branches
directly below Branch 1: Branch 1a or
Branch 1b.

Branch 2

f—lﬁ

Branch 2a Branch 2b

Branch 1

F—J—I

Branch 1a Branch 1b

An administrator in Branch 1 CANNOT create and modify users at the root
level or in Branch 2, Branch 2a, or Branch 2b.

Super-
administrator

The example at right shows a flat structure. There
is only one unit: the root. All administrators are in this
unit, and they create and modify users in this unit.
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4.3.2 Rule #2: Administering Administrators (Only Below)

Administrators can administer other administrators ONLY in units
directly below them—NOT at their own level. In other words, they cannot
create or modify “peer” administrators.

Super-
The example at right shows a hierarchical A
structure. An administrator in Branch 1 can
create and modify administrators ONLY in
branches directly below Branch 1. In other : '

words, an administrator in Branch 1 can Bonced Branch 2

create and modify administrators ONLY in e —
Branch 1la or Branch 1b. @ Bench2ay | Branchb

An administrator in Branch 1 CANNOT
create and modify other administrators in Branch 1.

Super-

The example at right shows a flat structure. o
There is only one unit below the superadministrator:
the root. All administrators are this unit. Since there
are no branches below the root, administrators Rowk
cannot create or modify other administrators. They
can only create and edit users.

That's the basic rule—the way things work under ordinary circumstances.
However, if necessary, there IS a way to override this rule and to allow
administrators to create and modify other administrators at their own level.
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4.3.3 Rule #3: Overriding Rule #2 (Peer Administration)

Under certain circumstances, you may want to give certain administrators the
capability of doing peer administration—that is, creating and modifying other
administrators at their own level.

When creating an administrator, you can grant the
administrator this special capability by clicking a | Allow Peer Administration |
special button.

The next chapter will explore this in more detail, in section 5.6.
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Chapter 5

Creating Users and Setting Up Profiles

5.1 Getting Started

If you have been given the capability of TN TaT iz
administering ARCIS users, the User
Administration tab will appear in the row
of tabs across the top of every ARCIS

Records Transfers | Reference Reguests || User Administration
.

page . — Welcome, CARMEN KING from the Sample Agency.
' Today is Monday, May 02, 2011. Please verify that your profile is current.
FEDERAL
RECORDS
CENTERS

Clicking the User Administration tab takes you to the User Administration main
page.

m Records Transfers | Reference Requests
Reports |
Users in Branch: EASTERN DIVISION

Users With Incomplete Profiles

1-10f1
Last Hame > First Hame Primary Branch Role — UserID Ernail User Status Approver Last Modified By
> ALTER ANDREWY EASTERMDIVISION User  ANDREWALTER@SAMPLEAGENCY.GOY  andrew.alter@sampleagency.aoy  Active CARMEN.KING@SAMPLEAGENCY GOV
Users With Complete Profiles
1-110f11
o First Primary 5 User 2
Last Hame il Bani Role User ID Email il Approver — Last Modified by
> CASE JENMIFER E‘F?‘_ngOND User JENMNIFER. CASE@SAMPLEAGENCY GOV iennifer case@sampleagency.gov Inactive CARMEN KING@SAMPLEAGENCY. GOV
SOUTH
> ETHERIMNGTOM FRANCES EASTERN Administrator FRANCES ETHERINGTON@SAMPLEAGENCY GOV frances etheringion@sampleagency gov Active v CARMEN KINGESAMPLEAGENCY. GOV
REGION
> EWERETT MARGARET E‘F?‘_ngOND User MARGARET EVERETT@SAMPLEAGEMCY GOV margaret everett@sampleagency. gov Active CARMEN KINGESAMPLEAGENCY. GOV
MORTH
> FARLEY RUSSELL EASTERN Administrator RUSSELL FARLEY@SAMPLEAGENCY GOV russell farley@sampleanency. goy Active v CARMEN KINGE@SAMPLEAGENCY GOV
REGION
SOUTH
> GOODWIN JONATHAN EASTERM  User JONATHAN. GOODWIN@SAMPLEAGENCY.GOV  jonathan.oondwin@sampleagency.gow  Active SUSAN.SUPER@SAMPLEAGENCY GOV
REGION
> UENMINGE  JOAN BontaN Juser JOAN JENNINGS@SAMPLEAGENCY. GOV joanjennings@sampleagency.goy  Active SUSAN SUPER@SAMPLEAGENCY. GOV
> KNG carmEN  EMITERN administrator CARMEN KING@SAMPLEAGENCY GOV carmen.king@sampleagency.gov Active v CARMEN.KING@SAMPLEAGENCY.GOV
MORTH
> MARTINEZ MICHAEL ~ EASTERM  User MICHAEL MARTINEZ@SAMPLEAGENCY GOV michael.martinez@sampleagency.gay  Active CARMEN.KING@SAMPLEAGENCY. GOV
REGION
> ROMERO RICHARD g?;?g;‘a User RICHARD.ROMERO@SAMPLEAGENCY.GOW tichard.romero@sampleagency.gov Active CARMEN. KING@SAMPLEAGENCY.GOV
> GAMDERSON |BOB BTt |user BOB.SANDERSON@EAMPLEAGENCY.GOV bob.sanderson@sampleagency.goy  Active v CARMEN.KING@SAMPLEAGENCY.GOV
NEW YORK
> YANG CAROLINE OFFICE User CAROLINE YANG@EAMPLEAGENCY.GOY caroline. yang@sampleagency.gov Active CARMEN. KING@SAMPLEAGENCY.GOV
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5.2 The User Administration Main Page

5.2.1 “Users in Branch” Heading

The User Administration main page
shows all the users whose profiles you
are entitled to view. You can view the
profiles of all users in your own
administrative branch AND in any
branches directly below it.

User Administration

Records Transfers

Reference Requests

sers in Branch:E

ASTERN DIVISION

1) How this works in a hierarchical administrative structure:

Let's take the example of an administrator named Carmen King. She works
for an agency that has a hierarchical administrative structure in ARCIS. In other
words, for the purposes of ARCIS user administration, her agency is divided into
branches below the Root, as seen below.

—
Root
T
Eastern Central Western
Divisicn Division Divisicn
P P P .

Marth South Marth South Marth 5outh
Eastern Eastern Central Central Western Western
Region Region Region Region Region Region

L — —— —_—

— - pe—— ee— — p— ee— p—— ee—
Boston New York Richmond Atlanta Minneapolis Chicago Little Rock Dallas Office Seattle Frasri?s . Denver Los Angeles
Office Office Office Office Office Office Office & Office Dflf‘iceh Office Office

| Root
!
Carmen has been i Eastern | Central
assigned to the Eastern g ( i
DIVISIO”' North South Naorth
Eastern Eastern Central
Region Region Region

Boston New York Richmond Atlanta Minneapoalis Chicago Little
Office Office Office Office Office Office of
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This means that Carmen is
entitled to view the profiles of all
ARCIS users in the Eastern Division
and in the branches directly below
it: the North Eastern and South
Eastern regions, and the Boston,
New York, Richmond, and Atlanta
offices.

When Carmen looks at the User

Administration main page, the top heading
indicates that she can see users from all

the units that make up the Eastern

Eastern
Division

Marth
Eastern
Region

Boston New Yark
Office Office

South
Eastern
Region

Richmaond Atlanta
Office Office

[ Home | Recoras Transfers || Reference Requests |[JTER g baratan

Mewy Ll
sers in Branch: EASTERN DIVISION
Users With Incomplete Profiles

Division. :
Last a First .. R it Pan
o = [Hame . Primary Brangh . Role . User ID,]
> ALTER ANDREW Eﬁ;ﬁ“ User  ANDREWALTERG
H Users With Complete Profile
Thus, the page displays users from the
Eastern Division and from all the Lostiome & Frst  ermary o oy o
branches directly below it: the North s0UTH
. >» ETHERIMGTOMN FRANCESR EASTERM ministrator FRANCES.ETHERIN
Eastern and South Eastern regions, and REGION
. RICHMOND B
the Boston, New York, Richmond, and > BVERETT  WARGARE oo er MARGARET.EVERET
1 MORTH
Atlanta Offlces > |FARLEY RUSSELLY EASTERM AHministrator RUSSELLFARLEY @
REGION
S0UTH
F | GOODWIN JOMNATHAR EASTERM Ser JOMATHARM GOODV
REGION
> JENMIMGS JOAN EESE%N Ser JOAN JEMMINGS@E
> KING CARMEM E’IA\"SI;E)HNN Adrinistrator CARMEN KING @S A
MORTH
¥  MARTINEF MICHAELR EASTERM =18 MICHAEL MARTIMNEZ
REGION
» ROMEROD RICHARLS g:ﬁg? Ser RICHARD.ROMER
» |BAMDERSOM BOB E’IA\;OI';:%RNN Ser BOB.SAMDEREOME
> [ANG CAROLINl EE‘;“'JISRK - CAROLINE YANG@E
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2) How this works in flat administrative structure:

In an agency with a flat administrative

structure, for purposes of ARCIS user

administration there is only one branch: the
Root. There are no branches below the Root.

Root

Let’s take the example of an administrator named Jonathan Spencer, who
works for an agency with a flat administrative structure. Like all administrators
and users in the agency, Jonathan is assigned to the Root.

When Jonathan looks at the User
Administration main page, the top
heading indicates that he can see
users from all the units that make up
the Root.

In fact, there are no units other
than the Root. Jonathan sees all the
users in the agency, all of whom
belong to the Root.
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LUsers in Branch: ROO

Users With Incnmléte Profiles

Last & First . Primary
Hame Hame ¢ Branch

> |LEE ARTHUR ROOT

Users With Complete Profile]
Lasthame & L0 F ronen
> BUCKLEY MARK ROOT
» ETHERIMGTOM ELAINE ROOT
» FREEMAM EVELYMN § ROOT
> GARCIA GABRIELE ROOT
> HAMNSON VIRGIMIAR ROOT
>  KELSEY SARAH ROOT
» LEBLAMNC BARBARA ROOT
> MCCARTHY PATRICKE ROOT
> ROY RHOMDAY ROOT
» SPEMCER JOMNATHAM ROOT
> WALLACH DAMIEL ROOT
B

| Home | Records Transfers | Reference Requests [T R o tr G0l

Role — User ID

User ARTHUR.LEE@S!
Role User ID
User MARK BUCKLEY&E
User ELAINE.ETHERIMC
User EVELYMN.FREEMARN
User GABRIEL.GARCIAG
User WIRGIMIAHANSOMN
User SARAH KELSEY @

Administrator BARBARALEBLAN
PATRICK.MCCART
RHOMDA ROY @S
Administrator JONATHAN SPEMNC
DANIELWALLACH

User
User

User



5.2.2 Incomplete and Complete Profile Lists

m e it L el User Administration

The User Administration main page Users in Branch: EASTERN DIVISION
displays users in two lists: Users With Dzers With Incomplete Profiley
Incomplete Profiles and Users With o o
. Hame = Hame Primary Branch Role User ID
Complete Profiles. R
> |ALTER AMDREWW DIMSION User ANMDREWALTERG
{Wsers With Complete Profiles
Last Hame LES! Erimary Role User ID
Hame Branch
SOUTH
>  ETHERINGTON FRANCES EASTERN  Administrator FRANGES ETHERIN
REGION
> EVERETT  MARGARET HICHMOND ). MARGARET EVERE]
OFFICE
MORTH
> |FARLEY RUSSELL EASTERMN  Administrator RUSSELLFARLEYE
REGION
SOUTH
¥ | GOODWIN JOMNATHAM EASTERN  User JOMATHAN. GOODWY
REGION
BOSTOM
> JEMMINGS JOAN OFFICE User JOANJENMNINGS @

e The Users With Incomplete Profiles list displays users who have not yet
been assigned all of the necessary access rights.

Users in this list cannot yet complete ARCIS forms. Typically, you should
see only a few users (if any) in the Users With Incomplete Profiles list.
(This list is discussed in more detail in section 5.8.)

e The Users With Complete Profiles list displays users who have been
assigned all of the necessary access rights.

Depending on the number of users whose profiles you are entitled to
view, there may be many users in the Users With Complete Profiles list.
If there are more users than will fit on one page, you can use the Query
button to search for a specific user, or the arrow buttons to browse the list
from page to page.

pasellith Complete Profiles

0 Q
=

o First Primary o User -
Last Hame Hame Beanch Role User 1D Email Status Approver Last Modified by
> cAsE JENNIFER g'FCF'I"CMEOND User JENNIFER CASE@SAMPLEAGENCY GOV Jenrifar.case @sampleagancy.gov Active CARMEN KING@SAMPLEAGENCY GOV
SOUTH
> ETHERINGTOMN FRANCES  EASTERM - Administrator FRANCES ETHERINGTON@SAMPLEAGEMCY.GOY frances.etheringion@sampleagency.gov Active v CARMEMN.KING @SAMPLEAGENCY.GOY
REGION
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5.2.3 Columns
The lists on the User Administration main page are divided into columns that
display various kinds of information about each user.

Some of the columns are self-explanatory, such as Last Name, First Name,
User ID, and Email.

Users With Complete Profiles

1-11 0711
f irst Primary . User %
Branch Role Status Approver - Last Modified by
> CASE JEMNMIFER EﬁT‘CMEOND User JENMIFER.CASE@SAMP LEAGENCY.GOY iennifer.case@sampleagency.goy Active CARMEN KING@SAMPLEAGENCY. GOV
SOUTH
¥ ETHERIMNGTOMN FRAMCES EASTERM  Administrator FRANCES ETHERINGTON@SAMPLEAGENCY GOV frances etherington@sampleagency.gov Active v CARMEN KING@SAMPLEAGENCY GOV

REGION

Other columns:

e Primary Branch is the main branch to which the user has =L
been assigned for administrative purposes.
RICHMORND

, , _ , OFFICE
Typically, you will need to assign a user to just one

o . " : : SOUTH
administrative branch. But it's possible to assign the user to EASTERM
more than one branch if circumstances require it—for REGION

example, if the user is an administrator who needs to

administer users in two completely different parts of the agency. (For
information about assigning users to administrative branches, see
sections 5.4 and 7.1.)

e Role indicates whether the user is an ordinary user or an Role
administrator.
User
A user is anyone who has an ARCIS user ID. An
administrator is a special type of user—one who has been Administratar
given the extra capability of creating other users and
modifying their profiles.

e User Status indicates whether the user is active or inactive. User
Status " '
A user whose status has been set to “inactive” can no longer st

log in and use the ARCIS system.

For information about inactivating a user, see section 6.4.2. gaciie
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Approver indicates whether the “Approver” box is checked in

) ) ) ) Approver

the user’s profile. If a checkmark appears in the profile, it
appears in this column as well.
If the Approver box is checked, the user can approve other

) . v
people’s records transfer requests OR can submit his or her
own records transfer requests without anyone else’s
approval.
Last Modified by shows the user ID of (I——
the person who last modified this user’s
profile. CARMEN KING @SAMPLEAGENCY. GOV

CARMEM. KINGESAMPLEAGEMNCY GO
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5.3 Creating a New User

To create a new user, start from the User Administration main page.

1. Click New User.

2. Enter the new user’'s email address,
and confirm the email address. Then

click Go.

N\

[ Home | Records Transfers | Reference Requests | TSR XN e

(Trewiser | )

Users With Incomplete Profiles

Last Hame == First Hame
> ALTER ANDREMY
Users With Complete Profiles
Last Hame = et
Hame:
> CASE JENNIFER

» |ETHERINGTON | FRANCES

Users in Branch:EASTERN DIVISION

Primary Branch Role User ID
EASTERM DIVISION User  ANDREWALTE

Primary

Branch Role User ID
RICHMOMND

OFFICE User JENNIFER.CASE&
S0UTH

EASTERN Administratar FRANCES.ETHERI
REGION

Email: |thnmas.grady@aample

Confirm Email: |thnmas.grady@sample

=

The Basic User Information page opens. The email address and user ID are
already filled in. (The user ID is the same as the e-mail address.)

[ Home || Records Transfers || Reference Requests TSRttt

Hew User

Contact Information:
*Last Name:

*First Name:
Middle Name:
Prefiz:

Joh Title:

Address Line 1:
n.ddress Line 2:
City.

State:

Zip Code;
Country:

Work Phone #:

Work Fax #:

Login Information:
*Email:

Ithumas.grady@sam;

*User ID:

ITHOMAB.GRADY@S;

*Password:

*Verify Password:

Other Information:
Approver:

-
Copy Profile from:
=]
User Status:
Active
*Created:
3132011 024207 PM
Created By:
CARMEN KINGESAMPLEAGENCY G0N
*Last Modified:
SH352011 024207 PM
Last Modified By:



Contact Information:
[ *Last Name:
|Gra iy
*First Name:
[Thomas
Middle Name:
[
Prefiz:

< | El

Job Title:

-

3. In the first column of the Contact Information section,
enter the user’s last name and first name. <

If you like, you may also enter a middle name, prefix,
and job title. These three fields are optional.

4. In the second column of the Contact Information section, %E“ LR

click the = button to begin entering the user’s address. ress Line 2:

City:
State:
Zip Code:
Country:

Work Phone #:

Work Fax #:

f." http://gpeatest.archives.gov/#SWEAppletl - Contact Addres:

The Contact
Addresses window primary Address . Address
opens. Since no et e
addresses have been
entered yet for this
user, no addresses are
listed in the window.

. Mo Records . B

= cCity State Zip Code =  Country =

Page 55



/2 httn:/ /gpeatest.archives.gov,/#SWEApplet1 - Contact Addresses - Win

Ink = II:IIlI
a Mo Records n !
Address . Address

. i Py " £ 7y
Primary Line 1 = Line 2 = (:rty.\7 State = Zip Code = (:l:luntr3|rv

5. Click New.

E
The Enter Contact Address window opens.
6 . E nte r th e use I”S ad d ress , th enc I | c k /7 http://gpeatest.archives.gov/#SWEApplet3 - Contact Add ;IQILI

| v

Primary: +
Save. _ :
*Address Line 1: |8601 Adelphi Road

Address Line 2: l—
*City: |College Park

state:[0 =

Zip Code: IW

Countny: lﬁ

ED Tl

The address now appears in the Contact Addresses window.

.-"f http://gpeatest.archives.goy/#SWEApplet3 - Contact Addresses - Window:

B0 B

. Address -~ Address P e T Hairs . e Py
Primany Line 1 = Line 2 == City = State = Zip Code = Country =
8601 ADELFHI COLLEGE
> ROAD PARK MD 20740 USA

I

7. If the user has only one address, skip to step 9.
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8.

If the user has more than one address, repeat steps 5 and 6 as many times as

necessary.

A” Of the addresses f,‘ http://gpeatest.archives.gov/#SWEApplets - Contact Addresses -
now appear in the (i3] - - _ B0 B
Contact Addresses Pamary 3" lmez < CvT  Swte  ZipCode Country
WindOW The ﬁrst > 1000 FEDERAL COLLEGE MD 20740 USA
. WAAY PARK
gddress you entered > o Rl COIECE hip 20740 UsA
is marked as >
‘primary.”
=l

The primary address is the one that gets filled in automatically when the user
starts work on an ARCIS form. (This is a convenience for the user. The user can
change the address on the form if necessary.)

To mark a different address as “primary”:

ﬂ‘ http:/ /gpeatest.archives.gov/#SWEApplet3 - Contact Addresses -

a) Click the arrow next 1-20r2 | B

to the deSIred Primary fi:ulr:ss = fi:llr:ss = City .: State Zip Code = Country —
address to select it. L. COLLEGE 20740 usa
> ¥ g%D;DADELPHl g}?'lq‘lleGE 18] 20740 LISA
. [ow]
The Primary -
checkbox will open =
up.

b) Click inside the {2 http://gpeatest.archives.gov,/#SWEApplet3 - Contact Addresses - Windos
Primary checkbox to — \ ' ——
put an arrow inside it. PUMOrY ine1 Line2 cty"  Stte  ZipCode  Country
> FEDERAL WAY cme DR T
> Lo ADELRH SSEECE Gip 20740 usa
=

c) Click somewhere
else in the window

ﬂ‘ http:/ /gpeatest.archives.goy/#SWEApplet3 - Contact Addresses - ¥

Primary Address = Address -~ City = State — Zip Code = Country =

to remove the o Gl “

> COLLSES. oy 20740 USA
checkmark from the FEDERAL WiAY PARK

. . 8601 ADELPHI COLLEGE
previous primary ’ ROAD PARK D 0740 UsA
address.
=
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9. When you are finished

entering addresses, click OK

to return to the Basic User
Information page.

The address lines on the Basic User Information page

- Address
Primary Line 1

. Address
“7 Line 2
1000

> v FEDERALwAY

8601 ADELPHI
ROAD

ﬂ" http://gpeatest.archives.gov;#SWEApplet1 - Contact Address

City State
COLLEGE

PARK D
COLLEGE

PARK L

|-z @ B
Zip Code Country —
20740 sa
20740 sa

are now filled in with the user’s primary address.

10. Enter the user’s phone number and fax number.

NOTE: These two fields are not required, but filling them in will
save time for the user. The information entered here will be filled
in automatically when the user begins work on a new form. (The
user will be able to change the information on the form if

necessary.)
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Address Line 1:
1000 FEDERAL oY 2]

Address Line 2:

City:
COLLEGE PARK

State:
(0]

Zip Code:
20740
Country:
US4,

Work Phone #:

Work Fax #:

ot

Address Line 1:
1000 FEDERAL WY 2]

Address Line 2:
City:
COLLEGE PARK

State:
WD

Zip Code:
20740

Countny:
UsA

Work Phone #:

Work Fax #:




11.

12.

In the Login Information column, enter a password for the

user, and verify the password.

Login Information:
*Email:
|thomas.grady@samp
*User ID:
|THOMAS.GRADY@S;
*Password:

I.... L1 1] 1)
“Werify Password:

NOTE: Passwords must be at least 8 characters long and must
contain at least one upper-case letter, one number, and one
special character (such as @, #, 3).

Please note that the ampersand character (&) may NOT be used.

In the Other Information column, check the Approver
checkbox if this user can approve other people’s records
transfer requests OR can submit his or her own records
transfer requests without anyone else’s approval.

NOTE: To be able to approve other people’s records
transfer requests, the user also needs to have the
APPROVE capability assigned. See section 5.6,

“Assigning Capabilities.”

Copy Profile is a time-saving feature. If you are
creating a user whose profile will be very similar to that
of an existing user, you can copy the profile of the
existing user. Then you can make any modifications
that may be necessary to tailor the profile for the new

user.

This feature is described in section 5.9, “Copying a
Profile.” For now, we’ll walk through the process of

creating a user from scratch.
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Other Information:
Approver:

Copy Prslie from:

User Status:

Active

*Created:

SHE2011 11:18:10 A

Created By:

CARMEN KIMNGIBSAMPLEAGENCY GOY
*Last Modified:

SHE2011 111810 &AM

Last Modified By:

b

Other Information:
Approver:

v
Copy Profile from:
| % |
User Status:
Active
*Created:
SMER2011 124753 P

Created By:

CARMEN KINGEEAMPLEAGENCY GOV
*Last Modified:

SMER2011 124753 P

Last Modified By



13. When you are finished filling out the basic information about the user, click
Save.

m Records Transfers || Reference Requests (WIEIE T T (1]

B er

 Save [iCancel |

Contact Information: Login Information: Other Information:

*Last Name: Address Line 1: *Email: Approver:

[oRany :l?f;r:fm:";”ﬁ finomas arasvasam; ¥

*First Name: ) *User ID: Copy Profile from:

ITHOMAS City: ITHOMAS GRADYES: I L

Middie Name: COLLEGE PARK *password: User Status:
State: Active

ANDREVY

I : D I."f.".. e

Prefix: Zip Code: *Verify Password: SHB2011 11:18:10 AM

hr. = 20740 I ......... Created By:

Joh Title: Country: CARMEN KING@SAMPLEAGENCY GOY
UsA *Last Modified:

|Pecnrds Manager Work Phone #: SHER2011 114810 AM
301-555-1234 et i e
Work Fax #:
301-555-1234

The user has now been created. But the user cannot perform any tasks in
ARCIS until he or she has a profile. The next sections of this guide will show
how you to set up the profile by assigning a branch, access rights, and
capabilities.

NOTE: If you decide you do not want to create this user after all,
click Cancel instead of Save. The information you have entered
will not be saved, and the user will not be created.

After the user has been created, you have two choices:

You can click Done to go to the Profile Fiome | Records Transfers | Reference Renuests |ITXSIYTTETTN
Setup/Summary page, where you can

work on the parts of the profile in any
order you want. The Profile 'j'l;@cmw
Setup/Summary page is described in m—
section 5.8.1 of this guide.

d||f‘ i to Branch |

| Home | Records Transfers || Reference Requests TSR0 NCAtaaay

However, it's much simpler to click
“Continue to Branch” and let ARCIS

lead you through the parts of the User
profile one by one. (one ) G v e o i)
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5.4 Assigning Administrative Branches

Sections 5.4.1 through 5.4.3 explore how branches work in an agency with a
hierarchical administrative structure.

If your agency has a flat administrative structure, your task is easy. Skip to
section 5.4.4.

5.4.1 Branch, Administrative Hierarchy, and the “Assign Branch” Page

“Branch” denotes the part of the agency to which the user is assigned for
purposes of ARCIS user administration.

e For an ordinary ARCIS user, the branch determines which
administrators can view and modify that user’s profile.

The profile can only be viewed and modified by administrators in
the same part of the administrative structure.

e For an administrator, the branch also determines where in the
agency the administrator can create users and modify their

profiles.

An administrator can only create users, and can only view and
modify the profiles of users, in the same part of the administrative

structure.
Let’s take our hypothetical Root
administrator, Carmen King. ]
As described in section 5.2.1, —
Carmen works for an agency -
—

South North
Eastern Central
Region Region

.g e
"

New York Richmond Atlanta Minneapaolis Chicago Little
Office Office Office Office Office of

that has a hierarchical
administrative structure in
ARCIS. For purposes of

ARCIS administration, she has l Grtice |
been assigned the Eastern

Division.

Page 61



This means that Carmen can
create users in the Eastern Division
and in any of the units directly below
it: the North Eastern and South
Eastern Regions, and the Boston, New
York, Richmond, and Atlanta offices.
She can also view and modify the
profiles of users in any of those units.

Eastern
Division

4

Offi

Richmaond

Atlanta
Office

Boston New York
Office Office

Now let’s look at the Assign Branch page in ARCIS. It's divided into two lists:
Available Branches and Assigned Branches.

Im Recors Transfers (G E i el User Administration

Reports hd
User
Contiffue to Records Center
LastName: ¥ GRADY First Name: THOMAS Middle Name: ANDREW Role: User
wailable Branche { Assigned Branches
1-7of7 [{1-10r1[3]]
Level = Branch Description Parent Branch = Primary  Level ®  Branch Description - Parent Branch
> 3 EASTERN DIVISION EASTERM DIVISION ROOT > v 3 EASTERM DIVISION EASTERN DIVISION ROOT
> 4 NORTH EASTERN REGION  NORTH EASTERN REGION  EASTERM DIVISION
> 4 SOUTHEASTERMREGION  SOUTH EASTERN REGION  EASTERM DIVISION
> 5 BOSTON OFFICE BOSTON OFFICE NORTH EASTERN REGION
> 5 NEW YORK OFFICE NEW YORK OFFICE NORTH EASTERN REGION
> |5 ATLANTA OFFICE ATLANTA OFFICE SOUTH EASTERN REGION
> 5 RICHMOND OFFICE RICHMOND OFFICE SOUTH EASTERN REGION
Available Branches Luilable Dronshes
Add Selected [*]1-70f7|
ShOWS a” the branCheS th at Level A Branch — Description Parent Branch —
are available for Carmen to EASTERN DMISICN EASTERM DIVISICN ROOT

assign to a user. This
includes her own branch—
the Eastern Division—and all
the branches directly below

VIiVIiVIiViVivVvy
LS T ML S

MNORTH EASTERN REGION
SOUTH EASTERN REGION
BOSTOMN OFFICE

MEW YORK OFFICE
ATLANTA OFFICE
RICHMOND OFFICE

MORTH EASTERM REGION
S0UTH EASTERM REGION
BOSTOMN OFFICE

MNEW YORK OFFICE
ATLANTA OFFICE
RICHMOMND OFFICE

EASTERN DIWISION
EASTERMN DIVISION
MNORTH EASTERMN REGION
MORTH EASTERMN REGION
SOUTH EASTERN REGION
SOUTH EASTERM REGION

it—the North Eastern and

South Eastern Regions, and the Boston, New York, Atlanta, and Richmond

Offices.

Assigned Branches

Assigned Branches

shows the branches that N —
. rimary evel ranc - escripuon .
have been assigned to the > v 3 EASTERN DIVISION EASTERN DIVMISION

user. The default selection
is Carmen’s own branch,
the Eastern Division.
Carmen can change this

1-1of1[+]]
Parent Branch
ROOT

selection if necessary.
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Both lists provide some additional information about each branch, to help you
keep track of where it fits in the administrative hierarchy. (It's not crucial that
you be aware of this information in order to assign branches.)

For example, Level shows how
high the branch is in the
administrative hierarchy.

Available Branches

Add Selected

@ Branch

EASTERN DIMISION

MNEVY YORK OFFICE
ATLANTA OFFICE
RICHMOND OFFICE

MIVIVIVIVIVIW

3
4
4
8 BOSTOMN OFFICE
i
a
5

NORTH EASTERM REGION
SOUTH EASTERM REGION

Description

EASTERM DIVISION
MORTH EASTERM REGION
SOUTH EASTERN REGION
BOSTOM OFFICE

MEW YORK OFFICE
ATLANTA OFFICE
RICHMOND OFFICE

[E0]1 - 7 of 7 [¥]
Parent Branch
ROOT
EASTERN DMVISION
EASTERN DMSION
NORTH EASTERN REGION
NORTH EASTERN REGION
SOLTH EASTERN REGION
SOUTH EASTERN REGION

As seen in the diagram below, the Superadministrator’s level is always Level
1, and the Root level is always Level 2. The branches below the Root level
start at Level 3. In this sample agency, the divisions are Level 3, the regions are

Level 4, and the offices are Level 5.

LEVEL1

> Super

P

LEVEL?2

LEVEL3

LEVEL4

LEVELS

Cantral

I on
R g 2

=
=

Lirtig Rooe
Office

outh
Centra
Region

l-.‘,l HG‘”:i|

These same numbers

can be seen in the Level
column, where the Eastern
Division is identified as
Level 3, the North Eastern
and South Eastern Regions
are identified as Level 4,

VIiVIiVIiVIVIiViV

and the Boston, New York,

Available Branches

Add Selected

EASTERM DIVISION
MORTH EASTERMN REGION
SOUTH EASTERM REGIOMN
BOSTON OFFICE

MEW YORK OFFICE
ATLAMTA OFFICE
RICHMOND OFFICE

Description —

EASTERM DIVISION
MORTH EASTERMN REGICON
SOUTH EASTERM REGION
BOSTOMN OFFICE

NEW YORK OFFICE
ATLANTA OFFICE
RICHMOND OFFICE

[{1-7or7[¥]
Parent Branch =
ROOT
EASTERM DIVISION
EASTERM DIVISION
MORTH EASTERMN REGION
MORTH EASTERMN REGION
SOUTH EASTERM REGION
SOUTH EASTERM REGION

Atlanta, and Richmond .

Offices are identified as Level 5.
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Available Branches
. . , a -
Parent Branch indicates the branch that’s _
. . Lewel = Uranch Description Charert branch 3
directly above the listed branch. D T E—
% || Retone T AGIERN ERSTERN DMISION
4 B BLTH ASTRAN EASTERN DMSION
> |5 BOSTUN OFFICE BOSTON DFFICE gggg:f"*s"mhl
> |5 NEW ORI OFFICE NEW YORK OFFICE BTH SATTRAY
> |8 ATLANTA OFFICE ATLANTA CFFICE Bt
> |3 RICHMOMD OFFICE RICHMOND OFFIGE ;‘F';;I’GHN:"‘””'H”

As seen below, the Root is the parent of the Eastern Division, the Eastern
Division is the parent of the North Eastern and South Eastern Regions, the North
Eastern Region is the parent of the Boston and New York Offices, and the South
Eastern Region is the parent of the Atlanta and Richmond Offices.

Available Branches

Root [ Acd Selected | [31-7of7b]
1 Level  Branch Deseription Parent Branch
1 > 3 EASTERN DIVISION e EmsmE R BivSto— R0 0T
—
HORTH EASTERN . g AQB S TER N s £ TERN DIVISION

Basion el > REGION REGION
ivision ision
= SOUTH EASTERN e BOMTEL EASTER Mo
— > | REGION REGION EASTERN DIVISION

North > s HOSTON OFFICE i smstonromerem NOTH EASTERN
Central
: NORTH EASTERN
e
Region > 5 NEW YORK DFFICE ~SlimmEmeromieepeisgm 1 07T
"~
SOUTH EASTERN
— ” ™ : - — > 5 ATLANTA OFFICE  RTERNTRORFeE— 20
ichmong tlanta Inneapolis Ncago ittle
Office Office Office Office off > 5 RICHMOND OFFICE “Slimrormompropiee=—— 51TH EASTERN

The next section of this guide provides step-by-step instructions on assigning
a branch in an agency with a hierarchical administrative structure.
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5.4.2 Assigning a Branch in a Hierarchical Agency

As described in the previous section, the assigned branch defaults to the
administrator’'s own branch. In this example, administrator Carmen King is
assigned to the Eastern Division, and so the assigned branch for new user
Thomas Grady defaults to the Eastern Division.

Records Transfers [T LTcl User Administration

Reports =
User
Continue to Records Center
Last Name: GRADY First Name: THOMAS Midile Name: ANDREW Role: User
Available Branches Assigned Branches
[5]1-7017[3] 1-1oft [5]]
Level © Branch Deseription Parent Branch Primary  Level =  Branch Description Parent Branch

> 3 EASTERN DIVISION ROOT > v 3 EASTERN DIVISION ROOT

> 4 NORTITERETERN REGION  NORTH EASTERN REGION  EASTERN DIVISION

> 4 SOUTH EASTERN REGION  SOUTH EASTERN REGION  EASTERN DIVISION

> 5 BOSTON OFFICE BOSTON OFFICE NORTH EASTERN REGION

> 5 NEW YORK OFFICE NEW YORK OFFICE NORTH EASTERN REGION

> 5 ATLANTA OFFICE ATLANTA OFFICE SOUTH EASTERN REGIDN

> 5 RICHMOND OFFICE RICHWMOND OFFICE SOUTH EASTERN REGION

If you want the user to be assigned your own branch, you don’t need to
do anything.

But in this example, administrator Carmen
King intends to make Thomas Grady an
administrator, and she wants him to
administer users only in the North Eastern
Region and below. She does not want him
administering users in the South Eastern
Region or its component offices.

North
Eastern
Region

Boston New York
Office Office

Richmond
Office

Atlanta
Office

To assign a different branch:

Available Branches
. . 1-7ot7
1. Inthe Available Branches list, Level = ramen cserpam Forart e
. > |3 EASTERM DIMISION EASTERM DIMISION ROOT
click the arrow next to the branch e T ekl et
. 4 REGION REGION EASTERM DIVISION
ou want to assign. SOUTH EASTERN SOUTH EASTERN
Y g > |4 s naty EASTERM DIVISION
> s BOSTON OFFICE BOSTON OFFICE HECiL PASTERN
The branCh WIII be hlghllghted to > 5 MEW YORK OFFICE MEW YORK OFFICE gggLHNEASTERN
.. .y
indicate that it's selected. > 5 ATLANTA OFFICE ATLANTA OFFICE SUETHEASTERN
SOUTH EASTERMN
> 5 RICHMOND OFFICE  RIGHMOND OFFICE i
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2. Click Add Selected.

The selected branch now appears
in the user’s list of assigned
branches.

Umer Administration

Records Transfers | Roference Requests

i st Name: THOMAS
1eTot7’s
Deseription Parent Branch
3 EASTERN DVISION EASTERNDMSION  ROOT
NORTH EASTERN NORTH EASTERN
> a REGION REGION EASTERN DMSION
] SOUTHEASTERN SOUTH EASTERN T
4 REGION REION EARTERH OMISIN
s 15 : Ea . P MORTH EASTERN
] ROST OFFICE Ll N FICE REGHIN
s R ST e HORTH EASTERN
3 NEW YORE WE HEW YORK OFFICE REGON
T = = SOUTH ERSTERN
5 ATLANTA OFFICE ATLANTAGFFICE REGHON
5 RICHMOND OFFICE RICHMOND OFFICE BEUTH BASTREN
REGION

3. To set the new branch as “primary”: ssigned Branches
J1-20r2[¢]]
Primary Level * Branch Description Parent Branch =
. . . > s ) EASTERMN DIWISIOMN EASTERM DIVISIOMN ROOT
e Branhes et ek @
it.
The branch will be highlighted to
indicate that it's selected.

4. Click Set Primary. iy T
> P""jry :"I :::;ZRN OWISION E:Z:IED;:HD.MS\ON ;air):"ftﬁmmh :
> 1 MORTH EASTERM MNORTH EASTERN EASTERM

REGION REGION DIMISION

Page 66

AyailablaBranches
| &dd Selectedt |3
Level = Branch

> 3 EASTERM DIVISIOMN

> 4 NORTH EASTERM
REGION

> SOUTH EASTERN
REGION

> |5 BOSTOM OFFICE

> |5 MNEW YORK OFFICE

> i ATLAMTA OFFICE

> i RICHMOMND OFFICE

Description
EASTERN DIVISION

NORTH EASTERM
REGION

SOUTH EASTERN
REGION

BOSTON OFFICE
MNEW YORK OFFICE
ATLANTA OFFICE

RICHMOND OFFICE

1-7 of 7 [
Parent Branch

ROOT

EASTERN DIVISION

EASTERN DIVISION
MORTH EASTERN
REGION

MORTH EASTERN
REGION
SOUTH EASTERN
REGION

SOUTH EASTERN
REGION

Neseription
EASTERN DMSION

MORTH EASTERM
REGION

Reoots =

1-2012
Parent Braneh
ROOT

EAETERN
OMSION




Assigned Branches
1-201203]|
Primary Level = Branch = Description - Parent Branch =
. . ¥ 3 EASTERN DIMISION EASTERN DIVISION ROOT
The new branch is now designated > )¢ lompeer  jomoer  gerny
“ . ” REGION REGION DIVISION
as “primary.
Assigned Branches
5. To remove the unwanted branch: 1 -20r2 ]
Primary Level “* Branch = Description = Parent Branch =
3 EASTERM DIVISION EASTERM DIVISION ROOT
Click the arrow next to the A S

unwanted branch to select it.

The branch will be highlighted to
indicate that it's selected.

Assigned Branches

6. Click Delete. 120025

Primary Level 2 Branch Description Parent Branch =
> 3 EASTERN DIVISION EASTERM DIVISION ROOT
> & 4 MNORTH EASTERM MNORTH EASTERN EASTERM
REGION REGION DIISION

A message window will open.

. . x|
7. Click OK to confirm that you want ~

to delete the branCh \{2 Are you sure you want ko delete the selected record in ‘Assigned Branches'®

T D oo

Assigned Branches
1-16f1 [l

The unWanted branch |S now gone Primary Level = Branch - Description = Parent Branch =
from the list of assigned branches. > aov o Rewon o owmon
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NOTE: You cannot delete a branch that is
designated as “primary.” In order to delete it, you
must first set a different branch as “primary.”

8. If you are done assigning branches, click Continue to Records
Center to move on to the next part of the user’s profile.

[ Home | Records Transfers || Reference Requests [T gt e o)
Repots  «
USEr o ——
[ Donell] Continue to Records Center |3
e ——
Last Name: GRADY First Name: THOMAS Middle Name: AMOREW Role: User
Available Branches Assigned Branches
1-7of7 1-10f1 7]
Level = Branch Deseription - Parent Branch - Primary Level = Branch = Description ° Parent Branch
> 3 EASTERN DIVISION EASTERN DIVISION ROOT > 7 |k MORTH EASTERN NORTH EASTERN EASTERN
5 [ NORTH EASTERN NORTH EASTERN RSN RIE EECRE GEE ROSEIRH
REGION REGION
SOUTH EASTERN SOUTH EASTERN
>4 REGION REGION EASTERM DIMISION
MNORTH EASTERN
> 5 BOSTON OFFICE BOSTON OFFICE SECoN
MNORTH EASTERN
> 5 MEWY YORK OFFICE MEW YORK OFFICE Seoon
SOUTH EASTERN
> 5 ATLANTA OFFICE ATLANTA OFFICE s
SOUTH EASTERN
> |5 RICHMOND OFFICE RICHMOND OFFICE REGION

Branches are hierarchical. In other words, if you assign a branch to a user,
the user gets administrative rights to that branch and all branches directly below
it in the administrative hierarchy. You do not need to assign the lower
branches separately.

Eastern
Divisiomn

In the example we’ve been using, Carmen
King needs only to assign the North Eastern
Region to Thomas Grady. She does not need
to assign the branches below it.

Boston New York Atlanta
Office Office Office

Later, when Thomas Grady’s Available Branches

. . . _&dd Selected 1-30f3 |
prOflle IS Complete and he |ogs In as Lemal_A Branch — Description —— Parent Branch —
an administrator to create other 5 |a MORTH EASTERN NORTH EASTERN T I
users, he will see all three branches RECION HEsth
. . . . b3 q BOSTOM OFFICE BOSTOM OFFICE NORTHEASTERN
in his Available Branches list. He REGION
will be able to assign any of those > 5 NEWYORKOFFICE  NEWYORKOFFIE | il EASTERY

branches to a new user.
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If you want someone to be able to administer users in two or more completely
different parts of the agency, you can assign additional branches. See section
7.1, “Assigning Multiple Branches.”

5.4.3 Assigning a Branch in a Flat Agency

If your agency has a flat administrative structure, your task is easy.

There is only one branch in your list of Available Branches: the Root.

m e e L e ol User Administration

|Rep0ns I

User
| Done | | Continue to Records Center |

Last Name: FREERAR First Name: EVELYM Middle Hame: Role: User
Available Branches Assigned Branches
1-10r1 1-1011 5]l
Level = Branch Description Parent Branch Primary Level 2  Branch Description Parent Branch
> 2 ROOT SUPER > v 2 ROOT SUPER

This branch will appear automatically in the user’s list of Assigned
Branches. You don’t need to do anything.

Click Continue to Records Center to move on to the next part of the user’s
profile.

m e L el User Administration

IRepnns ]
User
e
Last Name: FREEMAN First Name: EWELYM Middle Name: Role: User
Available Branches Assigned Branches
110t 1-1 0f1 [1]
Level 2 Branch Description Parent Branch Primary Level = Branch Description Parent Branch
> 2 ROOT ROOT SUPER > v 2 ROOT ROOT SUPER
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5.5 Assigning Access Rights

There are four properties that control a user’s access to your agency’s records:

Records Center
Record Group

Charge Account
Security Classification

Each of these access rights is assigned in the same basic way, which is described in
section 5.5.1, below. Some additional information about each access right is provided in
the subsequent sections.

There is an optional property that some agencies may use to further control access
to their records:

e Agency Defined

More information about “Agency Defined” is found in section 5.5.6 and 7.3.

5.5.1 Basic Procedure for Assigning Access Rights

Each page for assigning access rights has the same structure. The values
that are available to be assigned appear in a list on the left. The values that have
been assigned appear in a list on the right.

[ Home || Records Transfers || Reference Requests |[TESR iitaraion

IRepuns &
User
Last Hame: GRADY First Name: THOMAS Middle Name: ANDREA Role: User
wailahle Records Centers "gigned Records Centers

1-50f5 IEte Selzcted Mo Records

Selected  Records Center = Selected Primary  Records Center - Allow Reference Allow Transfers .
[ ] FRC - Atlanta
FRC - Boston
FRC - Philadelphia
FRC - Pittsfield
FRC - WHRC (Suitland)

VI iviviviy

In the example above—from the Assign Records Centers page—no records
centers have been assigned yet.
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About available values:

The available values are the ones in the administrator’'s own profile. In

other words, you can only assign a right to another user if you yourself have

been assigned that right.

In this example, administrator
Carmen King has been assigned
five records centers—the ones in
the eastern part of the country.
She can assign any or all of
these records centers to another
user.

To assign available values:

1. In the list of available
values, click the arrow
next to the value you want
to select.

Available Records Centers

A box will appear in ty > FRC - WNRC (SUiland)
Selected column.

2. If a checkmark doesn’t
automatically appear in
the box, click the box to
add the checkmark.

3. Repeat steps 1 and 2 until
you've selected all the
values you want to assign.

1-5075
Selected  Records Center =
> ] FRC - Alanta
> FRC - Boston
> FRC - Philadelphia
> FRC - Pittsfield
> FRC - WHRC (Suitland)
Available Records Centers
15075
Selected Records Center =
@ | FRG - Atlanta
> FRC - Boston
/ FRC - Philadelphia
> FRC - Pittsfield
Available Records Centers
1-5075
Selected Records Center =
> FRGC - Atlanta
» FRC - Bostan
> FRC - Philadelphia
> FRC - Pitisfield
> FRC - WMNRC (Suitland)
Available Records Centers
1-50i5
Selected Records Center =
> v FRC - Atlanta
» FRC - Boston
> v FRC - Philadelphia
> Il FRC - Pittsfield
> FRC - WRC (Suitland)
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4. If you change your mind
about a value, click the
arrow next to it again.

If the checkmark doesn’t
automatically disappear
from the box, click the box
to remove the checkmark.

5. To quickly change all the
unselected values to
selected values and vice
versa, click Toggle All.

This feature is helpful if
you want to select or

Available Records Centers
1-5afs
Selected Records Center
> + FRC - Atlanta
> FRC - Bostan
G o FRC - Philadelphia
> v FRC - Pittsfield
> FRC - WHRC (Suitland)
Avajlable Records Centers
[Toocle Al eod Seiscted | 1-5075
Selected  Records Center
» v FRC - Atlanta
> FRC - Boston
> | FRC - Philadelphia
> v FRC - Pittsfield
» FRC - WNRC (Suitland)

unselect all the items in a list. If you want to select all but one or two, click
Toggle All to select them all, then unselect the one or two values you

don’t want.

6. When you have selected
all the values you want to
assign, click Add
Selected.

Available Record

Selected

Lenters

Toggle A1 Add Selected | 3

Records Center =

Viviviv v

-
L
v

v

FRC -
FRC -
FRC -
FRC -
FRC -

Atlanta

Boston
Fhiladelphia
Pittsfield

WHRC (Suitlandy

1-50f5

The selected values now appear in the user’s list of assigned values.

[ el e el User Administration

FRC - WHRC (Suitland)

User
Continue o Record Group
Last Name: GRADY First Name: THOMAS Middle Name: ANFREW Role: U
Available Records Centers Assigned Records Centers ‘
1-50f5 [Set Primary | [ Toggle Al | [ Delete Selected | 1-30f3
Selected  Records Center = Selected Primary  Records Center = Allow Reference Allow Transfers
> 72 FRC - Atlanta > ~ v FRC - Boston ~ ~
> FRC - Bostan FRC - Philadelphia v v
> FRC - Fhiladelphia > FRC-WWNRC (Suitland) v v
> FRC - Fittsfield
>
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About primary values:

The first value assigned is
marked as “primary.” The
primary value is the one that is
automatically filled in for the
user when the user begins
work on a new ARCIS form, so

Assigned Records Centers
[ set Primary | [ Togale Al | [ Delete Selected |

Selected —  Primary  Records Center - Allow Reference
> I FRC - Boston v
FRC - Philadelphia v
» FRC - WNRC (Suitland) v

1-30f3
Allow Transfers
~
4
v

it makes sense to set as

primary the value that the user will need most often. This helps save time for the

user. (The user will be able to change the value on the ARCIS form when

necessary.)

To set a different value as primary:

1. In the list of assigned
values, click the arrow next
to the value you want to set
as primary.

The value will be
highlighted.

Assigned Records Centers
[ set Primary | [ Toggle &1 | [ Delete Selected |

1-30f3

2. Click Set Primary.

The new value is now set
as “primary.”

Selected Primary Records Center ‘ Allow Reference Allow Transfers
> I~ v FRC - Bastan 7 v
> FRC - Philadelphia + v
o FRC - WHRC (Suitland) v v
Assigned Records Centers
[ set Primary | [ Toggle &1l | [ Delete Selected | 1-30f3]

Selected Primary Records Center . Allow Reference Allow Transfers
> | v FRC - Boston v v
FRC - Philadelphia v v
o > ~ FRC - WHRC (Suitland) ~ ¥
—
Assiguad Becords Centers
i—
et priery | 1-30r3]
e

Selected - Primary Records Center ‘ Allow Reference -
> | FRC - Boston Ira
FRC - Philadelphia v
P FRC - WHNRC (Suitland) v

elected Primary Records Center -~ Allow Reference Allow Transfers
> v v FR(: - Boston v v
FRC - Philadelphia v v
> W FRG - WHRGC (Suitland) Il I
Assigned Records Centers
| set Primary || Toggle 21l | | Delete Selected | 1-30f3]

Allow Transfers
il
v
v
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About “ Allow Reference” and “Allow Transfers”:

At the right side of the list of Assigned Records Centers
. [ st Primary | [ Toggle ANl || Delete Selected | banddf 3L
aSSIQned Values are tWO C0|umns Selected Primary Records Center = Allow Reference Allow Transfers
labeled Allow Reference and > |0 FRC - Boston v v
Allow Transfers > FRC - Fhiladelphia v v
) > v FRC-WNRC (Suitland) v v
In the case of records centers, a

checkmark in the Allow Transfers

column means that the user can transfer records to that records center. A
checkmark in the Allow Reference column means that the user can submit
reference requests for records that were sent to that records center.

These columns allow you to fine-tune the access rights you grant to a user.
For example, you might want a user to be able to request records from three
records centers, but to be able to transfer records only to one records center.

When you assign a value, checkmarks will automatically appear in both
columns. If necessary, you can adjust these checkmarks.

To adjust “Allow Reference” and “Allow Transfers”:

1. In the ||St Of aSS|gned Assigned Becords Centers
ValueS, CIiCk the arrow neXt [ et Primary | [ Togole ANl | [ Delete Selected | 1-30f3
h I Selected Primary Records Center - Allow Reference Allow Transfers
to the value you want to > e = o o
adeSt. Q FRC - Philadglphia v v
v W FRC-WRRC (Suitland) o %

The value will be

Assigned Records Centers

h|gh||ghted, and the Al | ow [ set Primary || Toggle &1 | [ Delete Selected | 1-30f3

Referen C e and Al | OW Selected Primary Records Center - Allow Reference Allow Transfers
. > FRC - Boston [ v

Tran Sfers CheCkboxeS WI” b3 p FRC - Philadelphia r |7 p

AN

open up for editing.

v FRC - WHRC (Suitland) v v

. . . Assigned Records Centers
2 . CIICk In a bOX tO elther [ =&t Primary | [ Tooale 211 | [ Delete Selected | 1-3af3
remove or add a Selected Primary  Records Center = Allow Reference Allow Transfers
h k k > FRC - Bostan v v
checkmark. > W FRC - Fhiladelphia I @
[ v FRC - WHRC (Suitland) v v
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About deleting assigned values:

If you change your mind about a value in the list of assigned values, you can
delete it.

However, you cannot delete the value that is marked as primary. If you
want to delete the value that is currently marked as primary, you must first set a
different value as primary. Follow the steps described under “To set a
different value as primary.”

Apart from that, the procedure for deleting values is just like the procedure for
assigning values.

To delete assigned values:

1. If the value you want to jasiqned Records Conters ____ —
. rimary ogole elete Selecter -A0
delete IS marked as Selected Primary Records Center = Allow Reference Allow Transfers
primary, set a different > Q) rro- % |7
value as primary, following 4 FRC “Rostan Lt
: > FRC - Philadelphia v v
the steps described under ; FRC - Pitisield v
“To set a different value > FRC - WNRC (Sultiand) v v
as primary.”
. . Assigned Records Centers
2. In the list of aSS|gned [Set Primary | [ Toggle &1l || Delete Selected | 1-80f5
Va|ueS, Clle the arrOW neXt Selected Primary Records Center Allow Reference —  Allow Transfers -
r FRC - Atlanta v ~
to a value you want to ’ FRC- Bostan v
delete. FRC - Philadelphia v v
> FRC - Pittsield v
) ) > v FRG-WNRG (Suitiand) v v
A box will appear in the
Selected column.
’ Assigned Records Centers
3' If a CheCkmark doesnt [ et Primary | | Tougle A1l | [ Delete Selected | 1-50r5
automatically appear in the Seieinui £ (pratiary) Bocois Conera || laoe Reterence 2 [AlGw T
box, click the box to add the > FRC - Atlania v ”
CheCkmark. > FRC-Eofaton v
> FRC - Philadelphia v v
> FRC - Pittsfield v
> v FRC-WHNRC (Suitland) v v
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4. Repeat steps 2 and 3 until Assigned Records Centers
, Set Primary | | Tooole Al || Delete Selected 1-50ff
you Ve SeIeCted a” the Selected Primary Records Center = Allow Reference Allow Transfers
values you want to delete. > v FRC - Atiarta v .,
¥ FRC - Bostan v
> vy FRC - Philadelphia vy v
>y ¥ FRC - Pittsfield ~ r
» ' FRC - WHNRC (Suitland) v +
1 Assi d R ds Cent

5' |f you Change your mlnd SeltgPr::nary ECT"D;;B Alllarl z:ae Selected 1-50f5
abOUt a Value: CIICk the Selected Primary Records Center - Allow Reference - Allow Transfers -
arrow next to it again. > v FRC - Allanta v v

> FRC - Boston +
@ r FRC - Philadelphia Ird ird
If the checkmark doesn’t - FRC - Pitisfeld v
automatically disappear 2 ¥ _IERGYNAC BN ¥ 4
from the box, click the box
to remove the checkmark.
6. To quickly change all the sssiunzd Regss —
unselected values to i i Cana™ | aNoreRaruaine = [movi variors
selected values and vice > v FRC - Allania v v
. ¥ FRC - Boston '

versa, click Toggle All. T e = =
» v FRC - Pittsfield v

This feature is helpful if ’ ¥ _IERCANRG Bulliand) v v

you want to select or

unselect all the items in a list. If you want to select all but one or two, click
Toggle All to select them all, then unselect the one or two values you
don’t want.

7. When you have selected e LGy g

Set Pri Toggle &I 8] Delste Selected (3 1-50f5
all the values you want to <ECREEEE :
d I | k D | Selected Primary Records Center = Allow Reference Allow Transfers

€ ete’ chc € ete > FRC - Atlanta v v
Selected > FRC - Boston v

> — FRC - Philadelphia I~ =

> v FR - Pittsfield v

> v FRC - WHRC (Suitland) v v
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The selected values no longer appear in the user’s list of assigned values.

e A e el | User Administration

User
Continue to Record Group
Last Name: GRADY First Name: THOMAS Middle Name: ANDREW Role: User
Available Records Centers Assigned Records Centers /
1-50f5 ['Set Primary |[ Toogle &1 ] [ Delete Selected | 1-30f3
Selected  Records Center = Selected — Primary Records Center = Allow Reference Allow Transfers

> ~ FRC - Atlanta > r FRC - Boston Ird o

> FRC- Boston FRC - Philadelphia v v

» FRC - Philadelphia > v FRC - WNRC (Suitland) v v

> FRC - Pittsfield

¥ FRC-WHNRG (Suitland)

When you are finished working on an access right:

When you are finished working on each of the access rights, click Continue
to move on to the next part of the user’s profile.

[ Home || Records Transfers | Reference Requests |JIESR s ey

Repots
User
[ Doneff{ Continue to Record Group [
e
Last Name: GRADY First Name: THOMAS Middle Name: ANDREW Role: Ussr
Available Records Centers Assigned Records Centers
Toggle All | [ Add Selected 1-50f5 [ Set Primary | [ Toogle A1l | [ Delete Selected | 1-30f3

Selected  Records Center

Selected Primary Records Center 2 Allow Reference Allow Transfers

> I FRC - Atlanta > r FRC - Boston 17 i
> FRC - Boston FRC - Philadelphia v v
> FRC - Philadelphia > v FRC - WHKRC (Suitland) w v
> FRC - Pittsfield

>

FRC - WHKRC (Suitland)

As mentioned at the beginning of section 5.5, the same basic steps are used to

assign each of the access rights. A few specific details about each access right are
provided in the following sections.
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5.5.2 A Few Words about Records Centers

About “ Allow Reference” and “Allow Transfers”

As mentioned in section 5.5.1,
in the list of assigned records
centers, a checkmark in the Allow
Reference column means that the
user can submit reference
requests for records that were
transferred to that records center.

A checkmark in the Allow
Transfers column means that the
user can transfer records to that
records center.

Assigned Records Centers
[ Set Primary | | Toggle &1 | [ Delete Selected |

1-30f3

Selected Primary Records Center o Allow Reference Allow Transfers
> | FRC - Boston I
FRC - Philadelphia v v
> v FRC - WHNRC (Suitland) v v
Assigned Records Centers
| et Primary | [ Toggle &1l | [ Delete Selected | 1-30f3

5.5.3 A Few Words about Record Groups

About “ Allow Reference” and “Allow Transfers”

In the list of assigned record
groups, a checkmark in the Allow
Reference column means that the
user can submit reference requests
for records that belong to that
record group.

A checkmark in the Allow
Transfers column means that the
user can transfer records from that
record group.

Selected Primary Records Center = Allow Reference Allow Transfers
> (ml FRC - Boston e
FRC - Philadelphia v v
> 4 FRC - WNRC (Suitiand) v v
Assigned Record Groups
| Set Primary | Toggle Al | Delete Selected | 1-30f3 |
- Record o Allow Allow
Selected Primary Group Description R e
Sample Agency, General
v O = B Records of the F
> 402 Sample Bureau v v
> 403 Sample Cammissian v v
Assigned Record Groups
| et Primary | [ Toggle 21| [ Delete Selected | 1-30f303]
= Record i Allow Allow
Selected Primary Group De=cription Reference Transfers
Sample Agency, General
P r & Records ofthe o
> a0z Sample Buraau 4 v
> a03 Sample Commissian v v
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5.5.4 A Few Words about Charge Accounts

What Is a Charge Account?

A charge account identifies the organizational unit that gets billed for storing
and servicing a transfer. Some agencies have only one charge account for the
whole agency, but others have several charge accounts so that charges can be
attributed to specific organizational units.

In ARCIS, Charge Accounts Are NOT “Hierarchical”

Unlike administrative branches, charge accounts in ARCIS are not
hierarchical. In other words, assigning a certain charge account does not
automatically give the user rights to charge accounts that may belong to units
lower down in the organizational hierarchy. Each charge account must be
assigned individually.

In the example at right, if Available Charge Accounts
administrator Carmen King wants |, 3550 s cupeon cmomcotetonrpin
to assign a user access rights to A= 8 Norh Easiem Region
records from charge accounts > e =2 e R
SA990011 (North Eastern > N Boston Ofice
Region), SA9900BN (Boston > D R Esstem Bivsion
Office), and SA9900NY (New > SABEOERD D Rishmond Offce

York Office), she must assign
each charge account individually. Assigning the charge account for the North
Eastern Region does not automatically give the user rights to the charge
accounts for the Boston and New York offices.

About “Allow Reference” and “Allow Transfers”

In the list of assigned charge N —
. ritTiary oggle elete Selectes -3
accounts, a checkmark in the Allow N T N P .
Reference column means that the T o ot gy et Trnaters
K v Marth Eastern I
user can submit reference requests i AR e @ .
for records that get charged to that > SASSOONY WY NewYorkOfie v v

charge account.

Assigned Charge Accounts

A CheCkmark in the A”OW Set Primary || Togale All || Delete Selected 1-50f5
Transfers column means that the s ey 00 & UIE S Eote | e Yt
v MNorth Eastern .
user can transfer records that get - v e [0 s | P @
charged to that charge account. > saaony WY NewvokOfiee v ¥
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5.5.5 A Few Words about Security Classification

About the Values

The Complete list of available Available Security Classifications
values is seen at right. [Tongle All| [ Add Seiscted | 1- 160716
Selected Security Classification Security Level
There are 4 values for ( > r Unclassified Standard Starage
unclassified records, reflecting 4 > Unclassified Restricted Storage
VariOUS Combinations Of Storage > Unclassified CLISBU - Standard Storage
. . | > Unclassified CLUKSBU - Restricted Storage
reqUIrementS and SpGCla > Classified Confidential
marklngs' > Classified Confidential - SCI
> Classified Confidential - ROVFRD
There are 12 values for > Classified Confidential - RDFRD - SCI
classified records, reflecting g Classifed i
various combinations of security { 2 LI Sl i
. . > Classified Secret- ROIFRD
|eve|S and SpeCIaI marklngS. > Classified Secret- ROIFRD - 5CI
> Classified Top Secret
> Classified Top Secret- SCI
> Classified Top Secret- ROVFRD
\ > Classified Top Secret- ROVFRD - SC|

For unclassified records:

e Standard Storage refers to standard FRC storage. Most records
stored in FRCs are unclassified records stored in standard FRC
storage areas.

e Restricted Storage refers to special vault-type storage areas. An
agency may choose to have its unclassified records stored in vault-
type storage for an additional fee.

e CUI/SBU refers to “Controlled Unclassified Information” (CUI), formerly

known as “Sensitive But Unclassified” (SBU). For more information
about CUI, see http://www.archives.gov/cui/.

For classified records:

e Confidential, Secret, and Top Secret are the three basic
classification levels into which classified information falls.

e SCI stands for Sensitive Compartmented Information.

e RD/FRD stands for Restricted Data/Formerly Restricted Data.
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In ARCIS, Security Classification Is NOT “Hierarchical”

Unlike administrative branches, security classification in ARCIS is not
hierarchical. In other words, assigning a certain security classification does not
automatically give the user rights to lower security classification levels. Each
value must be assigned individually.

i i Available Security Classifications
In the example at right, if 1-160f 16
admlnlstrator Carmen Klng WantS to Seledet.:l Security.Classiﬁca‘tion Security Level
. . » I v Unclassified Standard Starage
aSS|gn a user access rlghtS for a” > vy | Unclassified Restricted Storage
unclassified records as well as for > v Untlassified CUISBU - Standard Storage
| f h | | f > v Unclassified CLUIISBLU - Restricted Storage
classified records up to the level o - ¥ T e
Top Secret, she must select each of > Classified Confidential - 5C1
H H 1 H » Classified Confidential - RDIFRD
those Value”S ASSIQnIng Classrﬂed - » Classified Confidential - ROFRD - 5CI
Top Secret” does not automatically > v Classified Secrst
give the user access to records at 2 iassiiad Secet sl
epe . » Classified Secret- RDJFRD
lower levels of classification. : e e
> I Classified Top Secret
> Cl ified Top Secret- SCI
> Classified Top Secret- RDVFRD
» Classified Top Secret- ROVFRD - SCI

No “Primary” Value for Security Classification

Unlike other access rights (such as records center), security classification
does not permit you to select a primary value.

Assigned Records Centers Assigned Security Classifications
"=et Primary WToole All || Delete Selected | [ Togele &1 | | Delete Selected |
Selected cnrds Center = Selected (s;ac;srirt?;aﬁnn Security Level
> [ v FRC - Bastan > N Lnclassified Standard Starage
FRC - Philadelphia > Unclassified Restricted Storage
3 FRC_:-WNRC 3 Unclassified CUIigBU - Standard
[Suitland) Starane

That's because there is no such thing as a “default” security classification.

Security classification is never filled in automatically on an ARCIS records
transfer form. Because of the importance of security classification, the user must
always make a deliberate choice when identifying the security classification of a
records transfer.
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About “ Allow Reference” and “Allow Transfers”

In the list of assigned security
classifications, a checkmark in the Allow
Reference column means that the user can
submit reference requests for records that
have that level of security classification.

A checkmark in the Allow Transfers
column means that the user can transfer
records that have that level of security
classification.

Security Classi
B
Security o Allow Allow
Selected = Clagsification  S=tULOUEl  peterence Transfers
> = Unclagsified Standard Storage ~
Restricted
> Unclassified Storage ~ ~
£ CUISAU -
> Unclassified Standard Starage ' v
CUISAU -
> Unclassified Restricted v v
Storage
> Classified Confidential « v
> Clagsified Secret ~ ~
> Classified Top Secret + +
Assigned Security Classifications
12707
Security » Allow Allow
Selected = Clagsification """ '*!  pererence Transfers
> I3 Unclagsified Standard Storage ~
i Restricted
> Unclassified Storage v v
CUNSBU -
> Unclassified Sl ol s v
CUIsBU-
> Unclassified Restricted v v
Starage
> Classified Confidential R v
> Classified Secret v v
> Classified Top Secret v v

Security classification is an area where this level of granularity may prove

especially useful.

For example, you might have a user who
does data entry for classified records
transfers, so he needs to have “Allow
Transfers” checked for various levels of
classified records.
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Toggle Al | [ Delete Selectedt

>

>

>
>
>
>

Selected

-

Security
Classification

Unelassified

Unclassified

Unclassified

Unclassified
Classified
Classified
Classified

Security Level R"‘:}‘:&“Ee
Standard Storage ~
Restricted Storage e
CUIrsBu - -
Standard Storage

CUIrsBU - 3
Restricted Storage
Confidential

Secret

Top Secret

L=y

Allow
Transfers

I
v
v

ASLNEY BN




However, he is not authorized to submit
reference requests for classified records, so
he does have not have “Allow Reference”
checked for any level of classified records.

Assigned Security Classifications

Togole All| [ Delete Selected

>

>

>
g
>
¥

Selected

r

Security

Classification

Unclassified

Unclassified

Unclassified

Unclassified
Classified
Classified
Clagsified

Security Level

Standard Storage
Restricted Storage

CUlsBaU -
Standard Storage

cunsau -
Restricted Storage

Confidential
Secret
Top Secret

Allow
Reference

I
v
v

v

L= p iy

Transfers

=2
v
v

LA K

5.5.6 A Few Words about Agency Defined

If your agency is not using the Agency Defined field, “NONE” will appear in
both the Available Agency Defined list and the Assigned Agency Defined list.

You need do nothing on this page. Simply click Continue to Capability to
move on to the next part of the user’s profile.

[ Home | Records Transfers | Reference Requests [T SR v Lo tadan

Reports
lser
| Doneffl] Continue to Capability | 3
e —————
Last Name: GRADY First Name: THOMAS Middle Name: ANDREW Role: User

Available Agency Defined

Selected

> [

Agency Defined -
MOME

1-10f1

Assigned Agency Defined

Selected

>

Agency Defined o
MOME

1-10f1

If your agency is using the Agency Defined feature, see section 7.3, “Using

the Agency Defined Field.”

Page 83




5.6 Assigning Capabilities
5.6.1 About Capabilities

As described in section 1.2, the capabilities assigned to a user determine
exactly what tabs and links the user sees in ARCIS. Theses tabs and links in turn
determine what pages a user can access and, therefore, what tasks a user can

carry out.
. . Available Capabilities
The full list of available 1100710
g, - - TR rF .
capabilities is seen at right. ST
> Basic: | can view basic pages and edit my personal infarmation (required)
o y Records Transfers 1, CREATE: | can create transfers, and | can edit and track the
All of these capabilities ransfers | created
. P ) Records Transfers 2, EDIT: | can edit and track transfers forwhich | am the agency
appear in an administrator’s > Contact
“ Available Cap abilities” | ist' > Records Transfers 3, APPROVE: | can approve transfers created by others
it Records Transfers 4, RE-ASSIGHN: | can re-assign transfers to a different agency
whether or not the capabilities Al
i i Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view transfers whose
are assigned in tne >
.. , . prapetties match those in my profile
admInIStrator S Own prOflle- > Records Transfers 6, AGEMCY-WIDE VIEW: | can view all transfars fram my agency,
regardless of their properies
.. 3 Reference Requests 1, CREATE: | can create requests, and | can edit and track the
For example, an administrator reduests | ereated
Reference Regquests 2, PROFILE-SPECIFIC VIEW: | can view requests whose
may never need to approve a > properties match those in my profile
I’eCOI'dS tranSfer, but may need to ,  Reference Requests 3, AGENCY-WIDE VIEWY: | can view all requests from my agency,
. ™ regardless oftheir properties
assign that capability to users

who will need to approve records transfers.

All users automatically get the Basic capability, which allows them to view

basic ARCIS pages, such as the

vailabhle Capabilities

home page, and to edit personal dd Selected 1-10010
. . . N
information, such as their iy
aSSWOrd > Basic: | can view basic pages and edit my personal information {required)
p ' f y Records Transfers 1, CREATE: | can create transfers, and | can edit and track the
transfers | created
HH™Y Records Transfers 2, EDIT: | can edit and track transfers farwhich | am the agency
All other capabilities s | Tt
must be aSS|gned . »  Records Transfers 3, APPROVE: | can approve transfers created by others
< 3 Records Transfers 4, RE-ASSIGH: | can re-assign transfers to a different agency
/ contact or approver
There are six available ,  Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view transfers whose

propetties match those in my profile
Records Transfers 6, AGENCY-WIDE VIEW: | can view all transfars from my agency,

Records Transfer capabilities.

\ regardless oftheir properties
. r Reference Requests 1, CREATE: | can create requests, and | can edit and track the
There are thl’ee avallable 2 requests | created
Reference Requests \ ,  Reference Requests 2, PROFILE-SPECIFIC VIEW: | can view requests whose
* properties match those in my profile

capabilities.

Reference Requests 3, AGEMCY-WIDE VIEW: | can view all requests fram my agency,
regardless of their properies

.
The following page shows how
the capabilities in the list relate to the links that a user sees.
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5.6.2 How Transfer Capabilities Relate to Links

If a user has been assigned any Records Transfers capabilities, the Records
Transfers tab will be visible, and the user will be able to access the Records
Transfers menu page.

Here is how the six Records Transfers capabilities correspond to the links on
the Records Transfers menu page. All possible links are seen on the page. A
user would see all of the links ONLY if all of the capabilities were assigned
in the user’s profile.

Home |[EETSITERIEUC RN | teference Requests | User Administration
O n—

Records Transfers
Actions
’ * CREATE
5  Records Transfers 1, CREATE: | can create transfers, and | can edit and track the / Create transfers, edit and track the transfers you created
transfers | created Ly EoiT
> Records Transfers 2, EDIT: | can edit and track transfers forwhich | am the agency / Edit and frack transfers for which you are the agency contact,
contact Ly * appROVE
>  Records Transfers 3, APPROVE: | can approve transfers created by others — Approve transfers created by others.
5 Records Transfers 4, RE-ASSIGN: | can re-assign transfers 1o a different agency L * RE.ASSIGN
contact or approver Re-assign transfers to a diferent agency contact or approver.
Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view transfers whose Views
> A
properties match those in my profile "ﬁ-.._*
Ri ds T fers 6, AGENCY-WIDE VIEW: | i It fers fi “RROLE LN
> SCOrCs rans) ETS ’ % # -lcanyiew Al ansiers oy apency; View tfransfers whose properties {record group, charge account, etc.) match those in your profile
regardless of their properties
L AGENCY-WIDE
View all transfers from your agency, regardless of their properties

5.6.3 How Reference Capabilities Relate to Links

If a user has been assigned any Reference Requests capabilities, the
Reference Requests tab will be visible, and the user will be able to access the
Reference Requests menu page.

Here is how the three Reference Requests capabilities correspond to the links
on the Reference Requests menu page. All possible links are seen on the page.
A user would see all of the links ONLY if all of the capabilities were
assigned in the user’s profile.

[ Home | Records Transfers ([ I d i uimardl| /ser Administration
e —
Reference Requests

Actions

’ * CREATE
Create requests; edit and frack the requests you created.
Reference Requests 1, CREATE: | can create requests, and | can edit and track the

? requesis | created
Reference Requests 2, PROFILE-SPECIFIC VIEW | can v 15 wh ; b
eference Requests 2, - can view requests whose
2 properties match those in my profile - PROFILE-SPECIFIC
5 Reference Requests 3, AGENCY-WIDE VIEW: | can view all requests from my agency, View requests whose properties (record group, charge account, efc.) match those in your profile.

regardless of their properties -—_-_-*
* AGENCYWIDE
View all requests from your agency, regardless of their properties.
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5.6.4 Assigning Transfer and Reference Capabilities

When you first visit the Assign Capabilities page, the Basic capability will
already appear in the list of Assigned Capabilities.

| Records Transfers | Reference Requests [ rer o

Reporls  §
User
| Dene: || Continur to Referener Requnst Categary
Last Mame: GRADY First Hame: THOMAS Mackdla Marne: ANOREW Pobe: User
Avallahle Capabilities Assigned Capabilities
| 284 Setected | 1100010 [Oekete || Promate to Admn | 1-10f1 s
Capabiifity = Capabiliy =
> Basic | canview bagic pages and edf my personal informatien (reguined) 3> Bagic. | can view bavic pages and odd my personal infarmation {requined)
Rugor 1, CREATE. | can cruate frar o track the ransfurs | eruabed
> Recon Uiz agency contast
> Heconds atied ty ntters
Rucords 3| can riva 0 @ diffornt agency conkact o apmrover
Rtcords Transtors 5, PROFILE-SPECIFIC VIEW | can viow Tansfees whosn propomies malch Moss
In my profile
Records Transfars 6, AGENCY-WIDE VIEW. | can view all wansfers from iry sgency, regansiess of
Ihin properies
Refurunce Requests 1, CREATE. | can ereate requests, and | can edit and track the reguusts |
creatnd
Rafarancs Riquests 1, PROFILE-SPECEIC VW | Can viaw [quétls whots propemes malch
those in Fmy peofile
,  Referance Requests 1, AGENCY-WIDE VIEW | £3n view all raquests rom my agency, regantiess of
it propémes

The Records Transfer and Reference Requests capabilities must be assigned

to the user.

To assign capabilities:

1. Inthe Available Capabilities
list, click the arrow next to the
capability you want to assign.

The capability will be
highlighted to indicate that it's
selected.

Availahle Capabilities

Acld Selected

v W v v VVV\/O\/

1-100f10
Capability =

Basic: | can view basic pages and edit my personal information (required)

Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers | created
Records Transfers 2, EDIT: | can edit and track transfers for which | am the agency contact

Records Transfers 3, APPROVE: | can approve transfers created by others

Records Transfers 4, RE-ASSIGN: | can re-assign transfers to a different agency contact or approver
Records Transfers §, PROFILE-SPECIFIC VIEW: | can view transfers whose properties match those
in my profile

Records Transfers 6, AGENCY-WIDE VIEWY. | can view all transfers from my agency, regardless of
their properties

Reference Reguests 1, CREATE: | can create requests, and | can edit and track the requests |
created

Reference Requests 2, PROFILE-SPECIFIC VIEWY: | can view requests whase properties match
those in my profile

Reference Reguests 3, AGEMCY-WIDE YIEVY: | can view all requests from my agency, regardless of
their properties

2. Click Add Selected.
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Ayailabla Capabilities
| £ad Selected |3 1-100t10
=
‘Capability =
> Basic: | can view basic pages and edit my personal information (required)
> Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers | created
> Records Transfers 2, EDIT: | can edit and track transfers for which | am the agency contact
> Records Transfers 3, APPROVE: | can approve transfers created by others
> Records Transfers 4, RE-ASSIGM: | can re-assign transfers to a different agency contact ar approver
> Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view transfers whose properties match those
in my profile
5 Records Transfers B AGENCY-WIDE VIEW: | an view all trangfers from my agency, regardless of
their properties
> Reference Reguests 1, CREATE: | can create requests, and | can edit and track the reguests |
created
> Reference Requests 2, PROFILE-SPECIFIC VIEWY: | can wiew requests whose properties match
those in my profile
,  Reference Reguasts 3, AGENCY-WIDE VIEW: | can view all raquasts from my agency, regardiess of

their properties




The selected capability now appears in the user’s list of assigned
capabilities.

m Records Transters | Reference Roquests TR i

Usor
| Bune || Cantinaie tn Brtes e feiparat Catoguey |
Last Naini: GRADY Hir st Mot THOMAS Midddle Hame: Rk User
Available Capabilitivs Bemsigned Capabilitivs

A Sewcted | 1-100f10 | [Dmee || Promets io Admn 12012

Capabilty == Capability =
> Basic | canview basic pages and edi my persanal Infamnation {required) > . aikaige s and edit my personal Infarmation (required)
>

o

E-SPECIFIC VIEW | ean view Iransfers whose propeti

Y-WWADE VIEW: | can view Bl transfers from my spency, regardless of

© their properées

Assigned Capabilities

3. Repeat steps 1 and 2 until 1707
you've assigned all the cambtity &
- Basic: | can view basic pages and edit my personal information (required)
capabilities you want to
assign.

Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers | created
Records Transfers 2, EDIT: | can edit and track transfers for which | am the agency contact

Records Transfers 3, APPROVE: | can approve transfers created by others

Records Transfers 8, PROFILE-SPECIFIC VIEW: | can view transfers whose properties match those

VOV W VY

in my profile

> Reference Reguests 1, CREATE: | can create requests, and | can edit and track the reguests |
created

> Reference Requests 2, PROFILE-SPECIFIC WIEVY: | can view requests whose properties match

those in my profile

NOTE: A user needs both an “Approver” checkmark on the Basic User
Information page (see section 5.3, step 12), and the “Records Transfers 3:
APPROVE” capability, in order to approve other users’ transfers.

Approver:
[+ > Recards Transfers 3, APPROVE: | can approve transfers created by athers

If a user has just the checkmark, the user can still submit his or her own
transfers without anyone else’s approval. But the user will not see the
APPROVE link, and therefore will not be able to access the page from
which he or she could approve transfers created by others.
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To delete assigned capabilities:

ned Capabilities

1 . I n the ASS I g n ed Cap ab I | Iti es Promote o Admin || Allow Peer Administration 1-7of?
IISt' C“Ck the arrOW neXt to the g:‘::“\“c:r:mew basic pages and edit my personal information {required)
capability you want to delete.

Records Transfers 1, GREATE: | can create transfers, and | can edit and track the transfers | created
Records Trangfers 2, EDIT: | can editand track fransfers for which | am the agency contact
Records Transfers 3, APPROVE: | can approve transfers created by others

Records Transfers 8, PROFILE-SPECIFIC VIEW: | can view transfers whose properties match those
in my profile

The capability will be highlighted
to indicate that it's selected.

Reference Reguests 1, CREATE: | can create reguests, and | can edit and tfrack the reguests |
created

Reference Reguests 2, PROFILE-SPECIFIC VIEW: | can view reguests whose properies match
those in my profile

v | o dlle]e]e

. igned Capabilities
2 . CI'Ck Del ete . mmmme to Admin | [ Allow Peer Administration | 1-7of7

Capability =

> Basic: | canview basic pages and edit my personal infarmation (reguired)

> Records Transfers 1, CREATE: | can create transfers, and | can edit and track the fransfers | created
> Records Transfers 2, EDIT: | can edit and track transfers for which | am the agency contact

> Recaords Transfers 3, APPROVE: | can approve transfiers created by others

> Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view fransfers whose properties match those

in rmy profile

> Reference Requests 1, CREATE: | can create requests, and | can edit and track the requests |
created

> Refarence Requests 2, PROFILE-SPECIFIC VIEWY: | can view requests whose properties match
thase in my profile

A message window will open.

ssage from webpage |

3. Click OK to confirm that you want
tO delete the Capablllty \g/ Are you sure you wank to delete the selected record in ‘Assigned Capabilities's

i —
" Cancel |

The selected capability no longer appears in the user’s list of assigned
capabilities.

[T | Recorts Trarsies

Repors 3
User
Done | [ Continue to Reference Request Category
Last Name: GRADY First Name: THOMAS Middle Name: ANDREW Role: Administrator
Awailable Capabilities | Assigned Capabilities
Ak Selected 1-100f10 | [Deete | [Promote to Aamin | [ Alow pesr 1-6076
Capability Capability
> Basle: | canview basic pages and edit my personal information (raquired) > Baslo | can view basic pages and edit my personal information (requires)
> Records Transfers 1, CREATE: | can create transfers, and | can edit and frack the fransfers I created | > Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers | created
> |Records Transfers 2, EDIT: | can edit and track ransfers for which | am the agency contact > Records Transfers 2, EDIT. | can edil and rack transfers for which | am the agency contact
> Records Transfars 3, APPROVE: | can approve transfers created by others > Records Transfers 5, PROFILE-SPECIFIC VIEWY: | can view fransfers whose properies match those
> |Recons Transfers 4, RE-ASSIGN, | can re-assign Iransfers 1o & different agency cantact or appraver in iy peotle
Records Transfers 5, PROFILE-SPECIFIC VIEWY, | canview bransfers whose propenties matchtnose | > Reterence Requests 1, CREATE: | can creale requests, and | can edi and rack ihe requests |
> linm created
v profile
5 [Records Transfers 6, AGENCY-WIDE VIEW. | can view all transfers from my agency, regardless of > EE‘W"W F’?ﬂ%fﬁ‘s 2, PROFILE-SPECIFIC VIEVY. | can view requests whose properties match
their properties g8 Ny ke
,  Reference Requests 1, CREATE | can create requests, and | can edit and track the requests |
created
, Reference Requests 2, PROFILE-SPECIFIC VIEW: | can view reguests whose properties match
those In my profile
, Reference Requesls 3, AGENCY-WIDE VIEW: | can view all requasts from my agency, regardless of
their properties
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5.6.5 Promoting a User to Administrator

Turning an ordinary ARCIS user into

an administrator—that is, someone who

can create other users and administrators and modify their profiles—requires a
special step. Administrative capabilities do not appear in the list of available

capabilities.

To give a user the standard
administrative capability, click

Promote to Admin, above the list
of assigned capabilities. g
>

anahilitips
Promote to Sdmin 8 -

Capability

1-7of 7 ¥

Basic: | can view basic pages and edit my personal information (required)

Records Transfers 1, GREATE: | can create transfers, and | can edit and track the transfers | created
Records Transfers 2, EDIT: | can edit and track fransfers forwhich | am the agency contact

Records Transfers 3, APPROVE: | can approve fransfers created by others

Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view transfers whose propetties match those
in rmy profile

Reference Requests 1, CREATE: | can create requests, and | can edit and track the requests |
created

Reference Requests 2, PROFILE-SPECIFIC WIEW: | can view requests whose propetties match
those in my profile

The capability “Administration
1, STANDARD” now appears in
the list of assigned capabilities.

Assigned Capabhilities
| Promate to Acmin | [ Allowe Peer Administration |

1-7Taf?
Cal
Administration 1, STANDARD: | can create and edit uw
Basic Tean il TEguired)

Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers | created
Records Transfers 2, EDIT. | can edit and track transfers for which | am the agency contact

Records Transfers 5, PROFILE-SPECIFIC WIEWY: | can view fransfers whose properties match those
in my profile

Reference Requests 1, CREATE: | can create requests, and | can edit and track the requests |
created

Reference Requests 2, PROFILE-SPECIFIC WIEW: | can view requests whose properties match
those in my profile

NOTE: If you yourself have been given only the standard administrative
capability, you cannot create an administrator in your own
administrative branch. You can only create administrators at levels lower

than your own.

Let’s take the example of Carmen King,
who is a standard administrator assigned to

the Eastern Division of her agency’s

administrative hierarchy. If she assigns user

Thomas Grady to the Eastern Division,
she will not be able to make him an
administrator.
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When she clicks Promote to Admin, she sees the following message:

You cannot promote this user to administrator.

In order to make Thomas an
administrator, she has to assign
him to a lower branch, such as the North
Eastern Region, the South Eastern Region, — o
or one of the local offices. Office Office

Richmaond
Office

Atlanta
Office

In order for an administrator to create or modify another administrator
at his or her own level of the administrative hierarchy, the administrator

needs to have the capability of doing peer administration, as described in
section 5.6.6, below.

For more on the rules that govern what an administrator can and cannot
do, see section 4.3, “Administrative Rules.”

5.6.6 Allowing Peer Administration

Once a user has been i
promoted to administrator, the Bl o rorarr
Allow Peer Administration o

. >  Administration 1, STANDARD: | can create and edit users and admins

button becomes ava”able »  Basic: | can view basic pages and edit my persanal information (required)
»  Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers | created
> Records Transfers 2, EDIT: | can edit and track transfers for which | am the agency contact

Tall Records Transfers 5, PROFILE-SPECIFIC YIEW: | can view transfers whose properties match those
If you want an administrator y [Becaners
to be able to Create and mOdIfy 5 Reference Requests 1, CREATE: | can creste requests, and | can edit and track the requests |
created
Other adm|n|strators at hls Or her Y Reference Requests 2, PROFILE-SPECIFIC WIEW: | can view requesis whose properties match

those in my profile

own level of the administrative
hierarchy, click Allow Peer
Administration.
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The capability “Administration
2, PEER ADMIN” now appears in
the list of assigned capabilities.

1-8078

A=Y

Adminis|

n 2, PEER ADMIM: | can create and edit admins at m

Records Transfers 1, CREATE: | can create transfers, and | can edit and track the transfers | created
Records Transfers 2, EDIT: | can edit and track transfers forwhich | am the ageney contact

Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view transfers whose properties match those
in my profile

Reference Requests 1, CREATE: | can create requests, and | can edit and track the requests |
created

Reference Requests 2, PROFILE-SPECIFIC VIEW: | can view requests whose groperties match

thase in my profile

When you are finished assigning capabilitie

Category to move on to the next part of the us

s, click Continue to Reference Request
er’s profile.

Records Transfers || Reference Requests (IEETF T ration

User

Last Nam THOMAS

Reports 2

Middle Name: ANDREW

o Administrator

Available Capabilities

1-100f10
Capability
> Basic: | can view basic pages and edit my personal information (required)
> Records Transfers 1, CREATE: | can create fransfers, and | can edit and track the transfers | created
> Reeords Transfers 2, EDIT: | tan edit and track ransfers forwhich | am the agency contact
> Recards Transfers 3, APPROVE: | can anprove transfers created by others
> Records Transfers 4, RE-ASSIGN: | can re-assigh transfers 1o a different agency contact or approver

Records Transfers &, PROFILE-SPECIFIC VIEVWW: | can view transfers whose properties match those

> i my profile

»  Records Transfers B, AGENCY-WIDE VIEW: | can view all transfers from my ageny, regardless of
their propetties

,  Reference Requests 1, CREATE: | can create requasts, and | can edit and track the requasts |
created

. Reference Requests 2, PROFILE-SPECIFIC VIEW: | can view requests whose properties match
thoge in my profile

. Reference Reguests 3, AGENCY-WIDE VIEV: | can view all requests from ry ageny, regardiess of

their propetties

Assigned Capabilities
[ Promote to Admin | [ Allow Peer Administration |

1-8of8

Capability

Administration 1, STANDARD: | can create and edit users and admins

Administration 2, PEER ADMIN: | can create and edit admins at my own level

Basic: | can view basic pages and edit my persanal information (required)

Records Transfers 1, CREATE: | ean create transfers, and | can editand track the transfers | created
Records Transfers 2, EDIT: | can edit and track transfers for which | am the agency contact

Records Transfers 5, PROFILE-SPECIFIC VIEW: | can view transfers whose properties match those
in my profile

Reference Reguests 1, GREATE! | can create requests, and | can edit and track the requests |
created

Reference Requests 2, PROFILE-SPECIFIC YIEW: | can view requests whose properties match
those in my profile
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5.7 Assigning Reference Request Categories

As described in section 3.2.3, most agencies create and store records that
are similar to each other in basic ways. When it comes to reference requests,
these records fall into the category of General Reference.

A few agencies store highly specialized records, such as tax returns,

Treasury checks, or money orders. These records fall into their own categories.

If you are creating a user who will submit reference requests, you must
specify the category or categories of records the user is allowed to
request.

The entire list of possible reference

request categories is seen at right. No one | Available Reference Categories N
. _AddS lectedd =
agency would have all of these categories [ Selocten -

. Reference Category -~
available. o

General Reference
IRS Tax Return
FPassport

A category will appear in the Available
Reference Request Categories list only if
your agency creates and stores that type of
records.

Faost Entitlament
T-Checks

LISFS Money Order
WAKC

MWV W WV

Many agencies will have only one
category available: General Reference.

To assign reference request categories:

1. In the list of available reference e s
request categories, click the arrow 1-80f8
next to the category you want to Reference Category

Bulk

General Reference
IRS Tax Return
Fasspart

assign.

The category will be highlighted to
indicate that it's selected.

Post Entitlernent
T-Checks
USPS Money Order

WAKC

vvvvvvev
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2. Click Add Selected.

The selected reference request
category now appears in the user’s
list of assigned reference request
categories.

Ayad pwiieference Categories
s —
| Add Selected | J 1-8of8[%]
———
Reference Category -
Bulk
General Reference
IRE Tax Return
Passport
Faost Entitlement
T-Checks
USPS Money Order
WAKD

LAR AR ARAR AR AR RS

m Records Transfers | eference Requests
IReports 1§
User
Last Name: GRADY First Name: QiAS Middle Name: AMDREW Role: Adminiztrator
Available Reference Categories \ Assigned Reference Categories
1-8078) 1-10f1
Reference Categnry‘ \ Reference '--'5
> Bulk >
> General Reference .
> IRS Tax Return
> Passport
> Post Entitiement
> | T-Checks
> JSPS Money Order
Foo VARG
3. Repeat steps 1 and 2 until you've Assigned Reference Categories
. . 1-20f2
assigned all the categories you want =
. Reference Category
to aSSIQn' »  General Reference
»  T-Checks
To delete assigned reference request categories:
1 1 Assigned Reference Categories
1. In the list of assigned reference o

request categories, click the arrow
next to the category you want to
delete.

The category will be highlighted to
indicate that it's selected.
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. Assigned Reference Categories
2. Click Delete. i

Reference Category -
»  General Reference
> | T-Checks

A message window will open.

3. Click OK to confirm that - o =
you Want to delete the \?{} Are you sure you want ko delete the selected record in 'ssigned Reference Categoties'?

category. T o

The selected capability no longer appears in the user’s list of assigned
reference request categories.

[ Home [ Records Transfers || Reference Requests |\ VSag i iE oy

Reports ¢

User

Last Hame: GRADY First Name: THOMAS Biddle Name: ANDREN Role: Administrator

Available Reference Categories Assigned Reference Categories

1-80r8 | [1-10f1
Reference Category - Reference Category ‘

Bulk >  General Reference

General Reference
IR Tax Return
Passport

Past Entitlement
T-Checks

USPS Money Order
WAKHG

VMIiVIVIV VIV IV

REE GO EN IR G User Administration

You have reached the last part of the
user’s profile; there is no part to continue
on to, so there is no “Continue” button.
Click Done to go to the Profile
Setup/Summary page, where you can

review and validate the profile.

| Done |
“—

Last Name: GRADY First Name: THOMAS I
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5.8 Completing the Profile

5.8.1 Reviewing the Profile (The Profile Setup/Summary Page)

On any of the pages where you assign values to a user’s profile, clicking
Done (instead of Continue) takes you to the Profile Setup/Summary page.

This page is divided into three sections.

The User section
displays the user’s

name and role. N {

The Profile
Setup section =—%
contains links that
take you back to the f
screens where you
assigned values to
the various parts of
the user’s profile.

The Profile =—>
Summary section {
displays all the
values that are
currently assigned
to all the parts of
the user’s profile.

THE NATIONAL ARCHIVES

[Forre | oo Trarsiors | oronco Roess |

User Administration

Report
User
[Done |
Last Name: GRADY First Name: THOMAS Middle Name: ANOREN Role: Administrator
Profile Setup
Profile Summary
Assigned Branches Assigned Security Classifications
1-tort | 1-7017
Primary  Level *  Branch Description Security Allow Allow
Classification EeakRyL tuel Referonce Transfers
> v 4 NORTH EASTERN REGION NORTH EASTERN REGION
> Unclassified Giandard Gtorage v v
Unclassified Resticted Storage v v
> Unclassified CUISBU - Standard Starage v v
\ . CUISAU - Resticizd
> Unclassified e v v
> Classified Confidertial v
> Classified Secret v
> Classified Top Secret v
Assigned Records Centers Assigned Agency Dafined
1-30f3 1-1off
Primary  Records Cemter Allow Reference Allow Transfers Ageney Definea &
> v FRC-Baston v >  NONE
> FRC - Philadelphia v
FRG - WIRC (Suifiand) v
Assigned Record Groups Assigned Capabilities
1-3003) | 1-80f8
Recard 2 Allow Allow
Pmany ¢ roup emcuiton Referen: Transfers 5
Sample Agenty, General
2RI Records of the ¥ v el
902 Sample Bureau v v
an3 Bampls Commission ) 7] , Re track the transfers |
croated
> Records Transfers 2, EDIT, | can edit and track Wransfers for which | am the agency contact
Records Transfers 5, PROFILE-SPECIFIC VIEW | ¢ roperiies match
o afle
B quests 1, CREATE: | can create requests, and | can edi and rack the requests |
e
: i ts 2, PROFILE-SPECIFIC VIEWY: | can view requests whose properties
ate! rafile
Assigned Charge Accounts Assigned Ref Catags
1-30f3 110t
= Charge . Chaige Charge Cade Allowr Aliow Reference. Category =
Y Account Code Description Referon Transfers
e > General Reference
3> +  SAQ90011 " Region v v
SAGUOOBN BN Boston Ofce v v
SAGENONY MY hew York Office v v

Use the “Profile Summary” section to review all of the assignments
you've made and see whether anything is incorrect or missing.
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If you need to make any adjustments, you can click any of the links in the
Profile Setup section to go back to that part of the user’s profile, where you can
add or delete values as necessatry.

[ Home || Records Transfers | Reference Requests | i tagas

User

Last Name: GRADY First Name: THOMAS Middle Name: ANDREA Role: Administrator

Profile Setup

® Basic User Information ¢ Record Group ¢ Agency Defined

* Branch # Charge Account * Capability

* Records Center # Security Classification * Reference Request Categary

5.8.2 Validating the Profile

Records Transfers | Reference Requests |[NE=T0 Tl TS (g i(10]

When you are satisfied with the
user’s profile, click Done.

Last Name: GRADY First Name: THOMAS

Profile Setup

* Basic User Information * Record Group

* Branch * Charge Account

® Records Center ® Security Classification

ARCIS will validate the profile. That
is, ARCIS will check to make sure that
all access rights have been assigned.

NOTE: It’'s important to always click “Done” when you are finished with
the Profile Setup/Summary page. Do not leave the page by simply
clicking one of the tabs at the top of the page.

If you do not click “Done,” ARCIS will not validate the profile, and the

user may end up in the “Users With Incomplete Profiles” list even
though all access rights have been assigned.
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If the user’s profile is complete:

If all access rights have been assigned, you'll return to the User

Administration main page, and the user will appear in the Users With

Complete Profiles list.

Users With Complete Profiles

LastHame & First - Primary

User

My Biarnah Role User ID Email Status
RICHMOND i
> CASE JEMNMNIFER OFFICE User IFER.CASE@SAMPLEAGENCY. GOV jennifer.case@saampleagency.gov Inactive
SOUTH
»  ETHERIMGTOM FRAMCES EASTERM  Adminisingfir FRANCES ETHERINGTON@EAMPLEAGENCY. GOV frances.etheringlon@sampleagency.gov Active
REGION
RICHMORND
> |EVERETT MARGARET OFFICE U MARGARET EVERETT@SAMPLEAGENCY.GOV margaret everett@sampleagency.goy  Active
MNORTH
» FARLEY RUSSELL EASTE Administrator RUSSELL FARLEY@SAMPLEAGENCY.GOY russell farley@sampleagency.goy Active
> GOODVWIN JOMATHAR TERM  User JONATHAN. GOODWIN@SAMP LEAGENCY.GOV jonathan.goodwin@sampleagency.gov  Active
REGION
ORTH
> BGRADY THOMAS  BEASTERMN  Administrator THOMAS.GRADY@SAMPLEAGENCY.GOY thomas.grady@sampleagency.goy Active
REGION

If the user’s profile is incomplete:

Profile Setup

This user’s profile is not complete.

If all access rights
have not been
assigned, you'll see an assigned:
alert message, |ett|ng Secutity Classification

1-110f11

. Approver Last Modified by

CARMEN KINGESAMPLEAC

v CARMEMN KINGESAMPLEAC

CARMEN.KING@SAMPLEAC

v RUSSELL FARLEYE@SAMPL

SUSAN.SUPER@SAMPLEAL

v CARMEN.KING@SAMPLEAC

The user will not be able to fill out ARCIS forms until the following access rights are

you know what access The user will appear in the “Users With Incomplete Profiles” list until all of the access

rights are assigned.

rights are missing.

Click OK. You'll return to the User Administration main page, and the user
will appear in the Users With Incomplete Profiles list.

m Records Transfers |[ Reference Requests [[IETT@ T[T k(g 1]

Users in Branch: EASTERN DIVISION

Users With Incomplete Profiles

Last a First Primary h = User
Hame Hame Branch e Uzert) () Status
> ALTER ANDREw CASTER User ANDREY ALTER@SAMPLEAGENCY.GOV andrew.aler@sampleagency.goy  Active
o
» feraoy THOMAS [EASTERN Administrator THOMAS GRADY@SAMPLEAGENCY. GOV thomas.grady@sampleagency.gov Active
REGION
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The user will remain in Users With Incomplete Profiles list until all of the
access rights are assigned. To continue working on the user’s profile, click the
user’s last name to return to the Profile Setup/Summary screen.

5.9 Copying a Profile

If you are creating a new user whose profile will be very similar to that of an

existing user, you can save time by copying the profile of the existing user. Then

you can make any modifications that may be necessary to tailor the profile for the

new user.

To copy a profile:

1. Begin creating the new user following the steps outlined

in section 5.3, “Creating a New User.”

2. After completing step 12, click the = button next

to the Copy Profile from field.

A window opens listing all the

/2 http://gpeatest.archives.gav/#SWEApplet1 - Pick Template User =¥

[SUGH L ast Name hd | Starting with:

Pew Uzer

Other Information:
Approver:

v

Copy Profile from: :
User Status:

Active

*Created:

61572011 03:30:13 P
Created By:

CARMEN KINGEDS AMPLEAGENCY 0%

*Last Modified:
G/M152011 03:30013 PM

Last Modified By:

Last Hame =
ALTER

CASE
ETHERINGTOMN
EVERETT
FARLEY
GOODAWIN
GRADY
JEMNINGS
KING
MARTINEZ

existing users whose profiles
you are entitled to view:

Miv Vv vy vy vy

First Hame:
ANDREW

Email
andrewr.alter@sampleagency.goy

FRAMCES

MARGARET

jennifer. oo
frances etherington@sampleagency. gow

RUSSELL
JONATHAN
THOMAS
JOAN
CARMEN
MICHAEL

margaret oy
russell farley@sampleagency. gov
janathan goodwingsampleagency.gov
thomas.gradyi@sampleagency.goy
joan jennings@sampleagency.gov
carmen king@@sampleagency.goy
michael.martinezi@sampleagency.gov

_1ol x|
B 110010+ @ B

Work Phone #

(301) 565-1234
(301) 565-1234

(301) 555-1234
(301) 837-0001

(301) 555-1234
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{2 hktp:/ /gpeatest.archives.gov,/ #SWEARplet1 - Pick Template User =

=10/

i “tooro+ g B
3. If the user whose profile you want m—- W0
. - . Last Hame - First Hame Email Work Phone #
tO Copy IS not Vlslble on the flrst > ALTER ANDREW andrew alter@sampleagency.qov
- g CASE JEMMIFER jennifer.case@sampleagency.gov
page Of names, use the Qu ery > |ETHERINGTON FRANCES  frances.etheringlon@sampleagency.gov  (301) §55-1234
. . - 3 EVERETT MARGARET margaret.everett@sampleagency.gov (301) 5959-1234
button Or the Flnd flelds tO > FARLEY RUSSELL russell farley@sampleagency gow
- 3 GOODYYIN JONATHAMN jonathan.goodwini@sampleagency.gov
SearCh for the user, or use the > |GRADY THOMAS thomas.grady@sampleagency.gov (301) 546-1234
> JENMINGE JOAN joan jennings@sampleagency.aoy (3013 837-0001
arrOW buttons tO brOWSe from > KING CARMEMN carmen king@sampleagency.goy
- 3 MARTINEZ MICHAEL michaelmartinez@sampleagency.gov (3012 555-1234
page to page.
|
‘gpeatest.archives.gov/#5WEAppletd - Pick Template User - S ] 3
Find: MQamnq with: —- B o-10ori0+ 3 B
Last Hame First Hame Ermail Work Phone ¥
> |ALTER AMDREW andrew.alteri@sampleagency.gov
> CASE JEMMIFER jennifer.case@sampleagency.gov
> ETHERINGTON  FRAMNCES frances etherington@sampleagency. gow (301) 555-1234
4. When you locate the user whose s VR WARGNRET  mammeteers@eamsageniyser (1696123
H - > FARLEY RUSSELL russell farley@sampleagency.goy
prOflle yOU Want to Copy, C“Ck the > GOODYWIN JOMNATHAN jonathan.goodwini@sampleagency.gov
() GRADY THOMAS thomas.gradyi@sampleagency.gov (301) 9551234
arrOW neXt to the user S name| Q JEMMINGS JOAN joanjennings@sampleagency.gov (301) 837-00M
H > KING CARMER carmen king@sampleagency.goy
then C“Ck OK- > MARTINEZ MICHAEL michael martinez@sampleagency gov (301) 655-1234
=
Other Information:
Approver:
v
Copy Profile from:
. . y .
The existing user's name now appears in the Copy [T T
Profile from field for the new user. User Status:
Active
*Created:
BM372011 0330013 PM
Created By:
CARMEN KING@SAMPLEAGENCY GOY
*Last Modified:
6/1:5/2011 03:530:13 PM
Last Modified By:

5. Click Save to create the new user.

6. Then click Done. e
[ Done [} Change Password || Continue to Branch |
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You'll go to the Profile Setup/Summary page:

In the Profile Summary
section, you can review
the values that have
been assigned to the
new user. The branch,
access rights, capabilities,
and reference request
categories will all have
been copied from the
profile of the existing
user.

{

Profile Setup

Profile Summary

Assigned Branches

Primary  Level *  Branch
> v 4

Assigned Records Canters

1-30f3
Primary  Records Conter Aliow Referonce Allow Transfors
> v FRC-Boslon v v
FRC - Philadelphia v v
FRC - WWNRC (Suitland) v v
Assigned Record Groups:
1-30037% |
Record Allove Allow
et £ sl Referonce Transfors
Sampie Agency. General
> v oo Tt v v
a0z s v v
903 Sample Cammission v v
Assigned Charge Accounts
1-30f3
5 Charge Charge _ Charge Code __ Allow Attow
™Y pceount  Code Deseription Reference — Transfers.
Norh Eastem
> 90011 11
v BA390011 Reglon v b4
SA9000BN BN Boston Ofice v v
SAIGODNY Y Newr otk Oflce v v

Description
NORTH EASTERN REGION NORTH EASTERN REGION

KENNETH

t|1-1001 5|

iddle Harme:

Assigned Security Classifications

Security
Classification EgeurxL over

> Unclassified Standard Storage
Unclassified Resticted Storage

Unclassified

CULSEU- Restricied
Storage

Confidential

Cl d Secral
> Classifed Top Secret
Assigned Agency Defined

Ageney Defined =
>  HONE

Assigned Capabilities

Capabiity =

ves.geu Hom

Personal Profile  Log O

Reports |

1-7of7

Allow
Transfers

LRSS | & KN

1-1oft

1-GorB

> Basic | tan view basic pages and edit rmy personal information (required)
Records Transfers 1, CREATE | can creale ransfers, and | can edit and rackihe

Iransfers | crealed

Records Transfers 2, EDIT: | can edit and frack transfers forwhich | am the agency
contact

Assigned Reference Categories

Reference Category =
> Goneral Reforence

NOTE: Administrative capabilities are NOT copied. If

you want the new user to be an administrator, you’ll need to
promote the user separately. See section 5.6.5, “Promoting
a User to Administrator.”
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EATE | can creale requests, and | can edit and track the

2, PROFILE-BPECIFIC VIEWY. | can view requasts whose
v profi

1-10f1




If you need to make any adjustments to the new user’s profile, you can click any
of the links in the Profile Setup section to go to that part of the profile, where you
can add or delete values as necessary.

m e L e L el User Administration

User

Last Name: FORD First Name:

KENMETH

Middle Hame:

IREpUl‘lS 1§

Role: User

Profile Setup
® Basic User Information
* Branch

* Records Center

¢ Record Group
* Charge Account
® Security Classification

¢ Agency Defined
* Capability
® Reference Request Category

When you are satisfied with the user’s

profile, click Done.

[ Home | Records Transfers || Reference Requests | SR i ieaEaauy

b“

Last Hame: KENRETH

FORD First Hame:

Profile Setup

® Record Group

* Charge Account

* Secutity Clagsification

 Basic User Infarmation
* Branch
* Records Center

NOTE: It’'s important to always click “Done” when you are finished with
the Profile Setup/Summary page. Do not leave the page by simply
clicking one of the tabs at the top of the page.

For more information, see section 5.8.2, “Validating the Profile.”
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Chapter 6

Modifying Users

6.1 What Users Can You Modify?

As explained in section 5.2.1., the User
Administration main page lists all the users whose
profiles you are entitled to view. This includes all
users in your administrative branch AND in any
branches directly below it.

In the example at right, the administrator has
been assigned to the Eastern Division, and she can
view users from all the units that make up the
Eastern Division, including the North Eastern and
South Eastern regions and the Boston, New York,
Richmond, and Atlanta offices.

m e e e Ll User Administration

Mew: s
sers in Branch: EASTERN DIVISION
Users With Incomplete Profiles

Last . First
Hame Hame
> ALTER ANDREW
Users With Complete Profile:
Last Hame S
Hame
> ETHERINGTOM FRANCE
» |EVERETT MARGARET
> |FARLEY RUSSELY
> GOODWIN JOMATHA
> |JENMINGS JOAR
> KING CARMEN
> | MARTINEZ MICHAEL]
> |ROMERD RICHARL
> |SAMDERSCM |BOB

> TANG CAROL\NI

. Primary Bram

EASTERM
DIMISION

Primary
Branch

SOUTH
EASTERM A
REGION

RIGHMOND
OFFICE

NORTH
EASTERM A
REGION

SOUTH
EASTERM
REGION

BOSTON
OFFIGE
EASTERN
DRISION
NORTH
EASTERN
REGION
ATLANTA
OFFICE
EASTERN
DIISION

MEW Y ORK
OFFIGE

s

h Role User ID

User  ANDREWALTER@E

le User ID

Hministrator FRAMNCES ETHERIM

ser MARGARET EVERET

drinistrator RUSSELL FARLEY@

Ser JOMNATHAM. GOODWY

Ser JOAMJENMINGSE@E

Hrninistrator CARMEMN KING ESAH

cer MICHAEL MARTIMNEZ
car RICHARD . ROMERO:
cer BOB.SAMDERSOMNE
cer CAROLINEYAMNGEE

You can modify the profiles of all or a subset of the users listed on the User
Administration main page, according to the following rules:

1. You can modify the profile of any ordinary user in this list.

2. You can modify the profile of another administrator in this list only if that
administrator is assigned to a branch below your level (unless the exception

noted in rule 3 applies).

3. If you have been given the capability of doing peer administration, you can
modify the profile of any administrator in this list
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(For more details about the rules that govern user administration, see section 4.3,
“Administrative Rules.”)

These rules apply whether or not you originally created the user’s profile. In other

words, you can modify the profile of a user you didn’t create, as long as that person is in
your administrative “chain of command.”

6.2 Finding a Specific User

If you administer a branch with many users, there may be more users than can be
displayed on the User Administration page at one time.

. . Users With Complete Profiles
If so, you can query to quickly find the user
you want to modify. Click the Query button. Losthiame & Frst Primary o |
> ALTER ANDREW  SASTERN User
RICHMOND
> |CASE JEMMIFER OFFICE User

Last Name: |Sandersnn

Enter information into any one or more of the _
query fields, then click Go. it o]

Email: I

User ID: I

Approver: | vl
oo
—

You'll see a list of all the users that match your query criteria. In this case, it’s just
one user:

[ Home [ Records Transfers | Reference Requests | SR it

IRepnr‘ts B
Users With Complete Profiles |
1-1011
= First Primary & User <
Last Hame s Brani Role User ID Email Status Approver Last Modified by
>@ sr1pERSON BOB E’Rﬁ;ﬁmﬂ User  BOB.SANDERSON@SAMPLEAGENGY.GOV hab.sanderson@sampleagency.aoy Astive v CARMEN KING@SAMPLEAGENCY.GOY
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You can also use the arrow buttons at the top right of the list of
. M- 25014
users to browse through the list from page to page. . ﬂ

6.3 Viewing the Profile

MORTH
> |MARTIMEZ MICHAEL  EASTERM
REGIOMN

. . . ATLANTA
Once you find the user you want to modify, click the el S e

user’s last name. EASTERN
'>BOB DIVISIOMN

MNEWVY YORK
> ANG CAROLIMNE OFFICE

You'll go to the Profile Setup/Summary page.

I R e Il User Administration

User
Done.
Last Name: SANDERSON First Name: BOB Middie Name: Role: ser

Profile Serup

Profils Summary

| Assigned Branches Assigned Security Classifications
11001 (s 1-40r4
Pprimary  Level ™ Branch Description Security Allow Ao
Classification s S Reference Teansters

| v 3 EASTERN DVISION EASTERN DMISION
| > Unclassified Standard Storage v v

> Unclassifed Restricted Sterage v v

> Unoiassified 2 v v

o litann CLUSBY - Resticted

> Untiassifed i - v

| Assigned Records Centers Assigned Agency Defined

1-50r% 1= 1ot
| Primary  Records Center = Allow Reference - Allow Transfers Agency Defined
| > v FRC-Aianta v v > NONE
> FRC - Boston v v
FRC - Philadelphia v v
FRC- Pitsiels v v
FRC - WNRC (Butand) v v

In the Profile Summary section, Ealss P Y

| o 2 ocncon s capaity =

you can review the values that are { [ e e o

pages and

¥ P
1, GREATE: | can creafe ransfers, and | can edit and track the

| Records of e

currently assigned to all the parts of B
the user’s profile.

32, EDIT | tan adit and rack iransfers for which | am he

TE: | can create requests, and | can edit and wack

ts 3, AGENCY-WIDE VIEW. | can view 3ll requasts from m|
of their propertes

| Assigned Charge Accaunts

Allow Reference Catogory
Transters > Geneal Reference

|
Charge . Charge
PIMAY prcount ~ Code

> v EAR900IT 11
54900012 12

SASO00AT AT
5ASG00BN BN

> 8A2000D1 D1
| > SASG0ONY | INY

> SA3000RD RD

e w jafe] © 8

(For more information on the Profile Setup/Summary page, see section 5.8.1,
“Reviewing the Profile (The Profile Setup/Summary Page)”.)
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User

If you do not have the

right to modify this user’s profile,
you’'ll see this message in the

Last Name: SANDERSON First Name: BOB

Profile Setup

PrOfI I e Setu p Sectlon . /' You are not authorized to edit this user’s profile.

Otherwise, you'll see the full Profile Setup section, including the links to the pages
where you can modify the various parts of the user’s profile.

User

Last Name: SANDERSOMN First Name: BCOB Middle Hame:

Profile Setup

# Basic User Information * Record Group * Apency Defined
* Branch * Charge Account * Capahility
* Records Center * Security Classification * Reference Reguest Category

6.4 Modifying the Profile

Modifying a profile is very much like setting up a profile:

Click any of the links in the Profile Setup section to go directly to that part of
the user’s profile.

Add or delete branches, access rights, capabilities, and reference request
categories following the instructions in sections 5.4, 5.5, 5.6, and 5.7 of this
manual.

NOTE: You can only assign access rights that you yourself have been
assigned. If you modify a profile created by another administrator, it's
possible that administrator may have assigned the user access rights different
from those that you can assign. And you may be able to assign rights other
than those that the original administrator assigned.

A couple of specific kinds of profile modification are described on the following

pages.
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6.4.1 Changing a User’s Password

You may need to reset a user’s password if the user forgets the password

and/or gets locked out of the system for too many unsuccessful login attempts.

NOTE: If the user has set a challenge
guestion and answer in his or her
personal profile, ARCIS can
automatically verify the user’s identity
and reset a forgotten password. You
might want to encourage your users to
set a challenge question and answer. For more information, see the ARCIS
Basics manual.)

*Challenge Question:
|Whati5 your pet's name? ;l
*Challenge Answer:

|Alnysius

To change a password:

1. Inthe Profile Setup section of the Profile Setup
Profile Setup/Summary page, click

Basic User Information.

“Bacic Lser Information

* Branct
* Records Center

The Basic User Information page opens.

2. Click Change Password.
[Home | Records Transfers | Reference Requests [TSEY METre)
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I Reports |
User
[ Cancel‘ Change Password | BContinue to Branch |
Contact Information: Login Information: Other Information:
*Last Name: Address Line 1: *Email: Approver:
8601 ADELPHI ROAD &
SANDERSON 3 “ Ibub.sandersuﬂ@sar ~
= Address Line 2:
*First Name: City: *User ID: User Status:
BOB COLLEGE PARK BOB SANDERSON@SAMPLEAGENCY GOV | Active =l
Middle Name: State: *Created:
KD 1202872010 10:05:28 AM
Zip Code: Created By
Prefix: 20740 SUSARN SUPERES AMPLEAGENCY GOV
=z Country: *Last Modified:
Job Title: usA TUB2011 09:19:19 AM
Work Phonhe #: Last Modified By:
Records Manager
|301 5551734 CARMEN. KINGESAMPLEAGENCY .GOY
Work Fax #
|301 -656-1234
| Cancel H Change Password H Continue to Branch |



Login Information:

In the Login Information section of the LS
. . hob sandersoni@sampleagency .goyv
page, the password fields will appear.

*Password:

*Verify Password:

Login Information:

*Email:
bob zanderson@@sampleagency gov

3. Enter and verify a new password.

erify Password:

NOTE: Passwords must be at least 8 characters long and
must contain at least one upper-case letter, one number,
and one special character (such as @, #, $).

Please note that the ampersand character (&) may NOT

be used.
4. Click Done.

q@] ancel || Continue to Branch
—

Contact Information:

*Last Name: Address Line 1:
SANDERSON 8601 ADELPHI ROAD v
*First Hame: Address Line 2:
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6.4.2 Inactivating a User

You may need to inactivate a user if, for example, the user leaves your
agency or no longer has permission to work in ARCIS.

When you inactivate a user, the user’s status is set to “Inactive” and the
user’s password is scrambled. The user will no longer be able to log in to ARCIS,
and the user will no longer appear in lists from which other users select contacts

or approvers.

To inactivate a user:

1. Inthe Profile Setup section of the Profile Setup
Profile Setup/Summary page, click

Basic User Information. . T—

. . * Records Center
The Basic User Information page

opens.

. =] . User Status:
2. Click the Tl next to the User Status field, then Hctive B

select “Inactive” from the drop-down list.

|m Records Transfers | Reference Requests _User Administration

3. Click Done.

1@] ancel || Continue to Branch
T

Contact Information:

*Last Name: Address Line 1:
SANDERSOM 8601 ADELPHI ROAD 2]
*First Hame: Address Line 2:
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6.5 Completing the Modification

Completing a modified profile is very much like completing a newly created profile.

When you are satisfied with the
user’s profile, click Done on the
Profile Setup/Summary page.

el e el User Administration

=

Last Name: Middle Name:

SANDERSON First Name: BOB

Profile Setup
* Basic User Information ¢ Recard Group
* Charge Account

¢ Security Classification

* Branch
* Records Center

NOTE: It’'s important to always click “Done” when you are finished with
the Profile Setup/Summary page. Do not leave the page by simply
clicking one of the tabs at the top of the page.

For more information, see section 5.8.2, “Validating the Profile.”
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