
Privacy Impact Assessment 

Name of Project: NPRC Registry Files 
Project's Unique ID: AAC 

Legal Authority(ies): 44 U.S.C. 2108,2110, and 2907 

Purpose of this System/Application: 
The National Personnel Records Center (NPRC) Registry Files is one of several 
National Archives and Records Administration (NARA) applications housed at the 
Department of Veteran's Affairs (VA) Austin Automation Center (AAC) located in 
Austin, TX. NPRC Registry Files contains various segments. Those segments are 
outlined below. 

Military Personnel Records (MPR) System 
The MPR system is a large index to Official Military Personnel Files (OMPF) and 
related documents for individuals that have served in one of the five branches of the 
United States military. Overall, the system functionality is relatively simple in its 
structure and process. Its primary purpose is to produce query results based on the 
input of a veteran's name and social security number (SSN) or service number. The 
query results are then presented as a finding aid - either on a screen or in printed form. 
This query results identifies the location of the veteran's records within the facility. 
The veteran's record is retrieved manually from the location identified by a NARA 
staff member. Information in the MPR system is externally accessible to the 
Department of Defense (DOD), Veterans Administration (VA) and other authorized 
Federal agencies via a secure web connection. 

Civilian Personnel Records (CPR) System 
The CPR system is a large index to Official Personnel Files (OPF) for individuals that 
have served in the civil service of the Federal govemment. The system also contains 
information on certain govemment VIPs such as first ladies and cabinet members and 
has information about current federal and postal employees. Like the MPR system, 
the CPR system facilitates research services by providing information conceming the 
location of OPF's identified by social security numbers. Index information in the CPR 
system is externally accessible to OPM via a secure web connection. 

Medical Registry System (MRS) 
MRS was developed to automate the accessing and retrieval of inpatient and outpatient 
records retired to the National Personnel Records Center (NPRC) by military medical 
treatment facilities worldwide. Facilities send electronic index files (listing retirement 
eligible records) to NPRC as advance notices of the pending shipments. Upon 
approval of the advance notice files, the facilities are notified to ship the records. The 
system provides the capability for automated assignment of transfer numbers, shelf 
locations, and registry numbers. Users at the medical facilities and at NPRC have 



online access to the MRS master file through a secure web site. Authorized users may 
submit inquiries and order records electronically. 

X-Ray Index Retrieval System (XRAY) 
The XRAY system is a relatively small (compared to CPR and MPR) index to x-rays 
for indiyiduals that have served in one of the five branches of the United States 
military. The index data provides location information for entrance and separation 
chest x-rays for former military personnel whose records are stored in the NPRC. 
Overall, the system functionality is relatively simple in its structure process. Its 
primary purpose is to produce query results based on the input of a veteran's SSN or 
service number. The query resuUs are then presented as a finding aid - either on a 
screen or in printed form. The query results identify the location of the veterans' 
records within the facility. The records are retrieved manually by a NARA staff 
member. It should be noted that no names are associated with the SSNs in this system. 

Patient Index Retrieval System (PIRS) 
The PERS system contains infonnation about hospitalization of veterans and their 
dependents. This is not a NARA system; rather, NARA acquired it from the DOD and 
added it to the registry for ease of reference. Index information is externally accessible 
to selected DOD agencies via a secure web link. The information contained on the 
system is not actual medical data or even the location of physical records. Instead, it is 
identifying information about dates of hospitalization and other data relating to the 
hospitalization. In this sense, it is not a registry system as are CPR, MPR, XRAY and 
MRS, since it does not identify where the records are actually located. It should be 
noted that no names are associated with the SSNs in this system. 

Section 1: Information to be Collected 

1. Describe the information (data elements and fields) available in the system in the 
following categories: 

This system contains three categories of information about individuals: 

• Employees: Information about NARA Federal Record Center (FRC) 
employees who use the system to perform their jobs. The information 
includes login, password, name, SSN, telephone number, job title, employer, 
office address and systems to which access has been granted. 

• External Users: Information about Federal Govemment employees (outside 
of NARA) who use the system to request access to Federal records stored in a 
NARA operated FRC. The information includes, login, password, agency 
name, office name and symbol, agency address, user's full name, job title, 
phone and fax numbers, email address, employment status (Federal employee 
or contractor). If a contractor, includes employer name and expiration date of 
contract. 



Public Individuals: Information about individuals who have records stored at 
the National Personnel Records Center including military persormel. Federal 
civilian personnel and medical records including X-Rays for both military and 
dependant military personnel. This information includes the name and/or SSN 
and/or service number of the subject of the record, date of birth (CPR 
registry), branch of service (MPR registry), agency of employment (CPR 
registry), hospital name and date of treatment, date of entry and discharge (X-
Rays) and is accessible by SNN or name. Although the system maintains 
information on individuals, there is no public access to the system. 
Audit Trail Information (including employee log-in information): NPRC 
can obtain information conceming employee login to the Corporate Franchise 
Datacenter (CFD), formerly AAC. In addition, NPRC can obtain transactions 
that are uploaded by NARA. 

2. Describe/identify which data elements are obtained from files, databases, 
individuals, or any other sources? 

NARA operational records: The inquiries that NPRC receives for copies of records 
or record infonnation must contain certain information about the subject of the 
record in order for NPRC to search any of the registries. Generally, the registries 
serve as indices for record locations. 

The MPR registry generally requires the full name of the subject of the record, 
their social security number (SSN) and/or military service number (SN). While 
the branch of service and date of birth are help fill in making a positive 
identification, if the SSN or SN is unknown, NPRC staff is not required to search 
this registry. 

The CPR registry generally requires the full name of the subject of the record, the 
SSN and date of birth. 

The XRAY system requires the military service number or the social security 
number of the subject of the record in order to query the system. Again, there are 
no names associated with the SSNs in this system. 

MRS is a registry of inpatient and outpatient medical treatment record locations. 
In order to locate records within the system, the SSN of the patient or sponsor is 
required. 

The PIRS system is not an actual registry or index to record locations. It is an 
index of hospitalizations (not diagnoses) and dates of hospitalization for military 
service members and their dependents. A query of this system requires the 
military service member's SSN and/or [?] SN (if they had one assigned). The 
PIRS printout will show: (1) patient registry number for each clinical hit; (2) 



family member prefix (FMP); (3) date of admission/ treatment [could be shown as 
month/day/year, or month/year, or day/year, or Julian date]; and (4) place of 
treatment. A positive PIRS printout does not mean a record is actually at NPRC. 
A search of the Standard Forml35s and/or the stacks, based on the name of the 
treatment facility and dates of treatment, is still required to determine if the records 
have been retired to NPRC or may still be at the treatment facility (hospital) 
indicated. Again, no names are linked to SSNs in PIRS. 

b. Public Individuals: Public individuals are not given access to any of the NPRC 
registries. All public individuals are required to fumish enough information in order 
for NARA/govemment employees to search the various registries for evidence that a 
record exists and that there is an NPRC stack location. For the MPR registry, the 
veteran's name and SSN and/or SN are needed. The branch of service is helpful, 
although not always required. For the CPR registry, the employee's name, SSN and 
date of birth are needed. The agency with which the subject of the record was 
employed is also helpful. For the X-ray registry the name, branch of service and SN 
are needed. For MRS the patient's or sponsor's SSN is needed. For PIRS the service 
member's SSN and SN (if assigned) are needed to query the system. This information 
is submitted by the public to help facilitate searches in the NPRC Registry Files. No 
information, protected under the Privacy Act, is released to public individuals without 
the written consent of the subject of the record or the legal next-of-kin. 

c. Employees: Employees are required to fumish information contained on the VA 
Form 9957, July 1997 revision, ACRS Time Sharing Request Form. Information 
on this form includes, but is not limited to, the action requested, potential user's 
name, customer ID, SSN, telephone number and specific system applications to 
which they desire access. 

d. Other Federal agencies: Federal agencies desiring access to any of the registry 
Systems must complete the VA Form 9957 (described in 2. c. above). 

e. State and local agencies N/A 

f Other third party source N/A 

Section 2: Why the Information is Being Collected 

1. Is each data element required for the business purpose of the system? Explain. 
Yes. NPRC needs each data element in order to provide the appropriate level of access to 
achieve the NPRC mission-critical tasks and performance goals which support the NARA 
Strategic Plan and mission. 

2. Is there another source for the data? Explain how that source is or is not used? 
NPRC does not have another source for the data. 



Section 3: Intended Use of this Information 

1. Will the system derive new data or create previously unavailable data about an 
individual through aggregation from the information collected, and how will this be 
maintained and filed? 

No. 

2. Will the new data be placed in the individual's record? 

N/A 

3. Can the system make determinations about employees/the public that would not 
be possible without the new data? 

No. 

4. How will the new data be verified for relevance and accuracy? 

N/A 

5. If the data is being consolidated, what controls are in place to protect the data 
from unauthorized access or use? 

N/A 

6. If processes are being consolidated, are the proper controls remaining in place to 
protect the data and prevent unauthorized access? Explain. 

N/A 

7. Generally, how will the data be retrieved by the user? 

The user logs into the system and is validated through password control. There are limits 
placed on access to a particular registry file, but once access to a file is granted, the user 
will see all the data in that particular file. The user retrieves data through a set of 
predefined reports and queries that are contained within the application. 

8. Is the data retrievable by a personal identifier such as a name, SSN or other 
unique identifier? If yes, explain and list the identifiers that will be used to retrieve 
information on an individual. 
The data can be retrieved by either name or SSN. 



9. What kinds of reports can be produced on individuals? What will be the use of 
these reports? Who will have access to them? 
The data is used to determine the physical location of paper records pertinent to a single 
individual within the NPRC facilities. The data/report (such as a Finding Aid) is used to 
confirm a record was sent to NPRC, to locate the record within the stacks, to identify the 
location from which a record was pulled and to provide infonnation conceming the office 
(intemal or extemal) to which the record was sent. 

10. Can the use of the system allow NARA to treat the public, employees or other 
persons differently? If yes, explain. 
Yes. The requested use and the content of the records require that NARA establish 
different release and access procedures. 

11. Will this system be used to identify, locate, and monitor individuals? If yes, 
describe the business purpose for the capability and the controls established explain. 
No. The system is used to assist NPRC staff in identifying and locating records of 
individuals only. 

12. What kinds of information are collected as a function of the monitoring of 
individuals? 
N/A 
13. What controls will be used to prevent unauthorized monitoring? 
The AAC has in place a set of extensive controls to prevent unauthorized monitoring. 
These controls are documented in the Report on Controls placed in Operation and Tests 
of Operating Effectiveness (SAS 70) dated September 5, 2006. This report was 
completed by Independent Auditor KPMG (copy available upon request). 

14. If the system is web-based, does it use persistent cookies or other tracking 
devices to identify web visitors? 
No. The system is an intemal web interface, not a public interface. 

Section 4: Sharing of Collected Information 

1. Who will have access to the data in the system (e.g., contractors, users, managers, 
system administrators, developers, other)? 
AAC System Administrators, authorized Federal employee users, managers, on-site 
system administrators and developers. 

2. How is access to the data by a user determined and by whom? Are criteria, 
procedures, controls, and responsibilities regarding access documented? If so, 
where are they documented (e.g., concept of operations document, etc.). 
AAC System Administrators have access to all data. The level of access granted to 
others is based upon the tasks they perform relative to the NPRC mission. VA Form 



9957, July 1997 revision, ACRS Time Sharing Request Form, is the central form utilized 
in managing user account requests and the system access they are granted. The form is 
completed by the user's supervisor and submitted to NARA system administrators at each 
respective site for review. If accepted, NARA administrators submit ACRS account 
requests as outlined on that specific forms. 

Memorandums of Agreement have been established between NPRC and Liaison Offices 
and Agencies which serve as the basis for each office to access and utilize NARA 
computer equipment, network services and various NARA managed data systems in 
accordance with NARA computer use/security directives. Non-compliance with these 
directives or the terms identified in the Memorandum of Agreement can result in 
termination of Liaison Office access and removal of NARA provided hardware. 

3. Will users have access to all data on the system or will the user's access be 
restricted? Explain. 
Yes. There are limits placed on user access to a particular registry file, but not to the data 
within the particular file once access is granted. Access permissions are controlled by 
the AAC System Administrator. 

4. What controls are in place to prevent the misuse (e.g., unauthorized browsing) of 
data by those who have been granted access (please list processes and training 
materials)? 
The AAC has in place a set of extensive controls to prevent unauthorized monitoring. 
These controls are documented in the Report on Controls placed in Operation and Tests 
of Operating Effectiveness (SAS 70) dated September 5, 2006. This report was 
completed by Independent Auditor KPMG (copy available upon request). 

The login screen for all users contains the following statement: 

"This is a United States Govemment system, owned, operated, and maintained by the 
National archives and Records Administration (NARA). Unauthorized use of this system 
is strictly prohibited and may be subject to criminal prosecution. NARA may monitor 
any activity or communication on the system and retrieve any information stored with the 
system. By accessing this system you expressly consent to such monitoring and 
information retrieval for law enforcement and other purposes. Users should have no 
expectation of privacy as to any communication or information stored within this system, 
including information stored locally on the hard drive or other media in use with this unit. 
Unauthorized use of this system is a violation of Federal law 18 U.S.C. 1030 and will be 
prosecuted to the full extent of the law." 

5. Are contractors involved with the design and development of the system and will 
they be involved with the maintenance of the system? If yes, were Privacy Act 
contract clauses inserted in their contracts and other regulatory measures 
addressed? 
The AAC has extensive contract clauses inserted in contracts to ensure proper handling 
of the data. 



6. Do other NARA systems provide, receive or share data in the system? If yes, list 
the system and describe which data is shared. If no, continue to question 8. 
Yes. The MPR registry uploads a copy daily to the Case Management and Reporting 
System, CMRS. (System NARA 35) 

7. Have the NARA systems described in item 6 received an approved Security 
Certification and Privacy Impact Assessment? 
Yes. CMRS has received an approved Security Certification and Privacy Impact 
Assessment. The PIA for CMRS can be found at http://vyww.archives.gov/foia/privacy-
program/privacy-impact-assessments/cmrs-pia.pdf Likewise, NARA has published a 
Privacy Act system of records notice for information contained in CMRS. That notice, 
NARA 35, can be found at http://www.archives.goy/foia/priyacy-program/nara-35.html. 

8. Who will be responsible for protecting the privacy rights of the public and 
employees affected by the interface? 
The NPRC Registry Files system owner, individual users and AAC administrator and 
staff are responsible for managing and securing any personal data that resides in the 
system. 

9. Will other agencies share data or have access to the data in this system (Federal, 
State, Local, or Other)? If so list the agency and the official responsible for proper 
use of the data, and explain how the data will be used. 
Service Level Agreements pertaining to access to the data in the NPRC registries have 
been established between NARA and the following agency liaisons/offices: AF National 
Guard, AF Reserve, AF Reserve Recmiting, Army National Guard, Army Review Board, 
Anny HR Command (fonnerly AR PERSCOM), USAREC, CIA, DSS, FAA, FBI, 
Marine Corps, Naval Personnel Command, Naval Reserve Recmiting, Navy Criminal 
Investigative Service, Navy Recmiting, OPM/USIS, Secret Service and the VA. 

CPR Registry: United States Investigative Services (Stacey Wagster and Judy Horace)-
conduct mission related investigations and NARA Human Resource Office (Jerry Pirtle)-
conduct mission-related work. 

MRS: Air Force, Army, Navy, Coast Guard, Department of Homeland Security, NARA, 
OPM, and VA. 

MPR Registry: See Appendix A for listing of agencies having access to MPR Registry. 

X-Ray Index Retrieval System: United States Investigative Services (Stacey Wagster 
and Judy Horace)-conduct mission related investigations. 

Patient Index Retrieval System: Defense Security Service, Navy Personnel Command, 
VA Liaison Office, Naval Criminal Investigative Service, Air National Guard, Air Force 
Reserve Recmiting, United States Investigative Service, FBI, CIA, United States Marine 
Corps, Navy Recmiting, Navy Persormel Command, Army Human Resource Command, 

http://vyww.archives.gov/foia/privacyprogram/privacy-impact-assessments/cmrs-pia.pdf
http://vyww.archives.gov/foia/privacyprogram/privacy-impact-assessments/cmrs-pia.pdf
http://www.archives.goy/foia/priyacy-program/nara-35.html


United States Air Force, Navy Medical Center (Portsmouth, VA), Army Review Board 
Agency, United States Air Force Liaison (St. Louis, MO). 

Section 5: Opportunities for Individuals to Decline Providing 
Information 

1. What opportunities do individuals have to decline to provide information (i.e., 
where providing information is voluntary) or to consent to particular uses of the 
information (other than required or authorized uses), and how can individuals 
grant consent? 
The information contained in the systems is not provided by the individual subject of the 
record. Information is obtained from the Department of Defense and from Federal 
personnel offices. 

2. Does the system ensure "due process" by allowing affected parties to respond to 
any negative determination, prior to final action? 
N/A 

Section 6: Security of Collected Information 

1. How will data be verified for accuracy, timeliness, and completeness? What 
steps or procedures are taken to ensure the data is current? Name the document 
that outlines these procedures (e.g., data models, etc.). 
NPRC collects infonnation directly from the individual to ensure accuracy, timeliness 
and completeness. Each application has integrity and validity checks to ensure the 
integrity of the data. The last SAS 70 (Statement on Auditing Standards No. 70) was 
performed at the AAC September 5, 2006. 

2. If the system is operated in more than one site, how will consistent use of the 
system and data be maintained in all sites? 
The system operates at the Department of Veteran's Affairs (DVA) Austin Automation 
Center (AAC). Users access the system from many sites, however, all data is retained at 
the AAC. 

3. What are the retention periods of data in this system? 
Disposal is not authorized for the OMPFs because they are all slated to become 
permanent. The retention periods for the other records are described below. The data in 
the registries is only relevant if the records are in the custody of NARA/NPRC. 

The OPFs have a retention period of 65 years after separation from Federal Service. The 
entrance and separation X-rays have a retention period of 65 years. Inpatient military 
medical records retired from teaching facilities are transferred to NPRC (5) years after 
the end of the calendar year of the last date of treatment. They are retained for 50 years 
and then destroyed after the end of the calendar year of last treatment. Inpatient medical 
treatment records are transferred to NPRC one (1) year after the end of the calendar year 


