Privacy Impact Assessment

Name of Project: Access to Archival Databases

Project’s Unique ID: AAD

Legal Authority(ies): 44 USC Chapters 21, 29, 31 and 33

Purpose of this System/Application:

The Access to Archival Databases Project (AAD) was developed in the interest of
simplifying, facilitating, and economizing customer access to a selection of electronic
records produced by all components of the Federal Government and for providing
continuing access to these records. AAD is a data access utility that provides a
single, consistent interface for end user query and access to structured data, with rich,
reliable, and flexible search, retrieval, and output capabilities. Phase 3A, Version 3.0
of the AAD permits researchers and NARA staff to search, view, and retrieve records
from selected accessioned Government databases directly through the Internet. AAD
includes more than 400 database files in more than 40 records series created by more
than 30 Federal agencies or in collections of donated historical materials.

Users to the NARA AAD system are Public Users that have access to the system via
the Internet. Public users are able to review news and advisories on the AAD system
once they have accessed the system. Users also consist of NARA employees who
have access to NARA dedicated resources and archive records via NARANet

AAD?’s primary purpose is to provide the public with access to archival data files that
are most appropriate for record-level access via the Internet. The only records that
will be made available to the public through AAD services will be archival data files
without access restrictions. Records that are restricted from access may contain
information that is national security classified or information that is otherwise
restricted, and will not be made accessible to the public through the AAD and its
operating systems.

Section 1: Information to be Collected

1. Describe the information (data elements and fields) available in the system in the
following categories:

a. Employees -Users consist of NARA employees who have access to NARA
dedicated resources and archive records via NARANet. NARA users can log on to
NARA Staff-Only AAD system using a valid username and password.

b. External Users — N/A



c. Audit trail information (including employee log-in information) — To the
extent that information and data is captured as part of the logs in the AAD system, the
system administrator conducts ad hoc queries and provide reports of a security and
data integrity nature as requested by the NARA AAD Project Manger.

The System Administrator utilizes Oracle Auditing Tools to look for any
unauthorized changes to monitored data tables associated with agency electronic
records or to detect any unauthorized changes on both the public and NARA Staff-
only databases.

The System Administrator verifies the integrity of the AAD applications code in the
both the public and NARA staff-only subsystem using a digital signature mechanism.

d. Other (describe) ) - Users to the NARA AAD system are Public Users that have
access to the system via the Internet. Public users are able to review news and
advisories on the AAD system once they have accessed the system.

2. Describe/identify which data elements are obtained from files, databases,
individuals, or any other sources?
a. NARA operational records -N/A
b. External users - N/A
c. Employees - N/A
d. Other Federal agencies (list agency) Federal agencies are the originators of
archival records that are available via AAD. Some records submitted contain
personally identifiable information. However, personal information is masked from
public disclosure consistent with the provisions of the Freedom of Information Act (5
U.S.C. 552), and only the masked versions of the archival records are provided to the
AAD contractor for loading into AAD.
e. State and local agencies (list agency) - N/A

f. Other third party source - N/A

Section 2: Why the Information is Being Collected

1. Is each data element required for the business purpose of the system? Explain.

Yes. User data is needed to establish and maintain user profiles for access to the
staff-only portion of the AAD, which restrict access to system features as appropriate.






