
Privacy Impact Assessment 


Name of System: Archives Document Revieyv and Redaction System & 
Unclassified Redaction and Tracking System 

System's Unique ID: ADRRES & URTS 

SYSTEM APPLICATION/GENERAL INFORMATION: 

1. What is the purpose of the system/application? 

ADRRES allows for the indexing of all classified archival documents at NARA. This 
includes documents undergoing systemic declassification, as well as documents requested 
under the Freedom of Information Act (FOIA). The system also allows scanning and 
subsequent redaction of classified documents requested under the FOIA, and tracks these 
requests throughout the FOIA process. URTS has the same functions as ADRRES, but is 
used for unclassified records. 

2. What legal authoritv^ authorizes the purchase or development of this 
sv'stem/application? 

44 U.S.C. Chaps 21. 29. and 31 

DATA in the SYSTEM 

1. Describe the information (data elements and fields) available in the system in the 
foUowing categories: 

a. Employees 

User ID and password. 


b. External Users 

N A 


c. Audit trail information (including employee log-in information) 

The system audits all user logins, all admirustrative functions, and all application user 

events such as viewing, inserting, deleting, and updating of information. 


d. Other (describe) 

Contact information of FOIA requesters is input and maintained in the system. 


2. Describe/identify which data elements are obtained from files, databases, 
individuals, or any other sources? 



a. NARA operational records- FOIA requests and responses are both scanned into 
ADRRES and URTS. 
b. External users- N/A 
c. Employees-N/A 
d. Other Federal agencies (list agency)- Both systems contain scanned archival 
documents, which are received from Federal agencies consistent with approved 
records schedules. Some records submitted contain personally identifiable 
information. 
e. State and local agencies (list agency)- N/A 
f. Other third party source- N/A 

3. Is each data element required for the business purpose of the system? Explain. 

Yes. In order to properly track and respond to FOIA requests the contact information is 
necessary. 

4. How will data be verified for accuracy, timeliness, and completeness? What 
steps or procedures are taken to ensure the data is current? Name the document 
that outlines these procedures (e.g., data models, etc.). 

Information on FOIA requesters is assumed accurate, since it is the requesters themselves 
supplving the information. Additionally, any scanned images of archival documents are 
assumed accurate upon being accessioned from the creating agency. 

5. Is there another source for the data? Explain how that source is or is not used? 

No. 

ATTRIBLITES OF THE DATA 

1. WiU the sv'stem derive new data or create previously unavailable data about an 
indiv idual through aggregation from the information collected, and how will this bi 
maintained and filed? 

No. 

2. WiU the new data be placed in the individual's record? 

N/A 

3. Can the system make determinations about employees/public that would not be 
possible without the new data? 

Other than the fact that a FOIA request has been made, no new determinations are 
possible through the systems. 



4. How will the new data be verified for relevance and accuracy? 

N/A 

5. If the data is being consolidated, what controls are in place to protect the data 

from unauthorized access or use? 


Access is controlled by username and password. Additionally, all users of the system are 
required to obtain at least a top secret clearance. 

6. If processes are being consolidated, are the proper controls remaining in place to 
protect the data and prevent unauthorized access? Explain. 

See above response. 

7. Generally, how will the data be retrieved by the user? 

In the case of a declassification project file, data is tvpically retrieved by project number. 
FOIA requests are retrieved by name or by a unique case file number. 

8. Is the data is retrievable by a personal identifier such as a name, SSN or other 
unique identifier? If yes, explain and list the identifiers that wiU be used to retrieve 
information on an individual. 

Data is retrievable by name. 

9. What kinds of reports can be produced on individuals? What will be the use of 
these reports? Who wiU have access to them? 

The log of FOIA requests may be searched to identify all requests made by an individual. 

10. What opportunities do individuals have to decline to provide information (Le., 
where providing information is voluntarv) or to consent to particular uses of the 
information (other than required or authorized uses), and how can individuals 
grant consent? 

In the case of a FOIA request. NARA is required to respond via mail. As such, a mailing 
address is necessary. 

11. Does the system ensure "due process" by allowing affected parties to respond to 
any negative determination, prior to final action? 

N/A. 


MAINTENANCE AND ADMINISTRATIVE CONTROLS: 




1. If the system is operated in more than one site, how will consistent use of the 

system and data be maintained in aU sites? 

This system is only used at one site - Archives II. 


2. What are the retention periods for records in this system? 


Records in ADRRES and URTS are currently unscheduled, and as such are not deleted. 


3. What are the procedures for disposition of the records at the end of the retention 
period? How long will the reports produced be kept? Where are the procedures 
documented? Cite the disposition instructions for records that have an approved 
records disposition in accordance with FILES 203. If the records are unscheduled 
they cannot be destroyed or purged until the schedule is approved. 

See response above. 

4. Is the sv'stem using technologies in ways that the Agencv' has not previoush' 
employed (e.g., monitoring software, Smart Cards, CaUer-ID)? If yes, describe. 

No. 

5. How does the use of this technologv' affect pubUc/employee private? 

N/A 

6. WiU this system be used to identify, locate, and monitor individuals? If yes, 
describe the business purpose for the capabilitv' and the controls established. 
Explain. 

No. 

7. Wliat kinds of information are collected as a function of the monitoring of 
individuals? 

N/A 

8. What controls will be used to prevent unauthorized monitoring? 

N/A 

9. Can the use of the system allow NARA to treat the public, employees or other 
differently? If yes, explain. 

No. 



10. If the system is web-based, does it use persistent cookies or other tracking 
devices to identify web visitors? 

The system is not web-based, it operates on a stand alone, self-contained network. 

11. Under which Privacy Act systems of records notice does the system operate? 
Provide number and name. 

This system operates under NARA Privacy Act system of records notice, NARA 7, 
Freedom of Information Act (FOIA) Request Files and Mandatory Review of Classified 
Documents Request Files. 

12. If the system is being modified, will the Privacy Act system of records notice 
require amendment or revision? Explain. 

N/A. 


ACCESS TO DATA 


1. Who wiU have access to the data in the svstem (cg^ contractors, users, managers, 
system administrators, developers, other)? 

NARA employees and contractors working with declassification review and FOIA 
requests. 

2. How is access to the data by a user determined and by whom? Are criteria, 
procedures, controls, and responsibiUties regarding access documented? If so, 
where are they documented (e.g., concept of operations document, etc.)? 

The system administrator creates user accounts for the users. Ail users must also possess 
a Top Secret security clearance. 

3. Will users have access to aU data on the svstem or •niU the user's access be 
restricted? Explain. 

The system administrator defines the datasets each user has access to. 

4. What controls are in place to prevent the misuse (eg., unauthorized browsing) of 
data by those who have been granted access? (Please list processes and training 
materials) 

The systems have the ability to audit user logins, system level events, and user activities. 

5. Are contractors involved with the design and development of the system and will 
they be involved with the maintenance of the system? If yes, were Privacy Act 
contract clauses inserted in their contracts and other regulatory measures 



addressed? 

Contractors were initially involved in the design of the systems, and currently assist in 
maintenance of the systems. Privacy Act clauses were included in their contracts. 

6. Do other NARA systems provide, receive or share data in the system? If yes, list 
the system and describe which data is shared. If no, continue to question 9. 

No. 

7. Have the NARA systems described in item 6 received an approved Security 
Certification and Privacy Impact Assessment? 

N/A 

8. Who will be responsible for protecting the privacy rights of the public and 
employees affected by the interface? 

N/A 

9. Will other agencies share data or have access to the data in this system (Federal, 
State, Local, or Other)? If so list the agencv, state how the data wiU be used and the 
official responsible for proper use of the data. 

If a document is referred to an equitv' holding agency, data may be shared with that 
agency in order to facilitate the referral. Other agencies do not have direct access to the 
systems. 
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