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the first 90 percent of initial clearances, Ms. Smith noted that the reported range for the first
quarter of FY 2009 was 92-97 days and thus, represented a significant improvement.

Ms. Smith explained that OPM now captures metrics from the date that a case is received to
the date the case is mailed “out the door.”> Ms. Smith noted that when investigations are
transmitted electronically, the date that is used to stop the investigation time is the date the
customer agency receives the case file. Following the review of the captured metrics, Ms.
Smith reported that the initiation time has improved and stated that it will continue to
improve with the introduction of electronic fingerprints. In short, Ms. Smith noted that the
automation initiatives that are underway will improve overall timeliness.

Ms. Smith reported that the prior investigative case backlog has been eliminated. Further,
Ms. Smith stated that the investigations program has been working very closely with the
customer agencies to implement those automation initiatives that will accelerate the overall
process. Ms. Smith then yielded to Ms. Denison.

Ms. Denison reported that on January 17, 2009, the Department of Defense (DOD)
implemented required agency use block fields to enable submission of the July 2008, version
of the SF-86 for Industry users. She also reported that on January 16, 2009, DSS posted
guidance with changes in completing Requests for Investigations on the Joint Personnel
Adjudication System website. At this point, Ms. Smith noted that these two factors were
“good news” for overall timeliness.

Ms. Denison presented metrics on the FY 2009 adjudication inventory at the Defense
Industrial Security Clearance Office (DISCO), noting an overall reduction of nine percent
from the beginning of the first quarter of FY 2009 to February 2009, and that the more
significant decrease in FY08 was accomplished by mandatory overtime. DISCO terminated
mandatory overtime in November 2008. She then noted an overall three percent reduction of
Industry cases at OPM for the same timeframe. With regard to the first quarter of FY 2009
case rejection rates, Ms. Denison noted that DISCO’s rejection rate was 8.1 percent and
OPM’s was five percent. Ms. Denison stated that OPM’s rejections were typically due to
fingerprint cards not being received within the required 30-day time period or faulty prints.
She reviewed some of DISCO’s top reasons for case rejection and noted that with the advent
of the new SF-86, the percentage of errors should decrease. Finishing her report, Ms.
Denison reminded the NISPPAC that the Intelligence Reform and Terrorism Prevention
Act’s goal is for requests for clearances to be within five percent of projections and noted
that, currently, Industry’s clearance submissions were 6.5 percent below overall
Industry/DSS projections. She noted, however, that submissions typically trend downward
during winter months and then peak during the spring and summer months. Ms. Denison
then yielded to Mr. Mansfield.

Mr. Mansfield presented on the Secure Web Fingerprint Transmission System (SWFT). Mr.
Mansfield noted the four major SWFT business functions: capture, upload, store, and release.
While discussing these four functions, Mr. Mansfield noted the differences between the
current pilot system and the new system.3

* Reference blue sections of bar graphs on slides 2-5 in Appendix 1.
* Reference the red bullet points on slide 2 in Appendix 3.
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Mr. Mansfield then reviewed some of the new features, such as a secure web service, which
would allow for system-to-system level transmission of data and the ability of account
management. With regard to the configuration of the system, Mr. Mansfield reported that the
primary system will be located at DSS headquarters, with a backup site in Monterey,
California. He noted that there will be automated replication of data between the two sites so
as to allow for minimal data loss should one of the systems fail. Finally, Mr. Mansfield
discussed the transition of the Pilot system to the new system, noting that Phase 2 of SWFT
will be activated in June and will be available in July.

At the conclusion of Mr. Mansfield’s comments, Mr. Pannoni noted that due to the
equipment needed for this technology, it may be difficult for smaller companies to find the
technology “investment worthy.” Following Mr. Pannoni’s comment,

Kathy Watson, Director, DSS, stated that it was her impression and DSS’s position, that the
larger Industry entities had indicated they would help smaller colleagues with the equipment.
A discussion ensued, especially with regard to how smaller companies would leverage larger
comparies’ equipment. After some discussion, it was determined that small companies
would need DISCO’s Security Office Identifier (SOI) and Submitting Office Number (SON).
In response to a question from the audience, Ms. Watson stated that DSS would be happy to
explore those areas where DSS’s help is needed; however, she reaffirmed DSS’s
understanding that Industry would assume the role of assisting their smaller colleagues.

At the conclusion of the discussion, the Chair requested that the working group address, at
the next working group meeting, Industry’s current capabilities, as well as, any other options
available, that would help address the issue of supporting small industrial facilities with the
introduction of the new SWEFT technology. Following this, the Chair noted that, at present,
although the resources and capabilities to deploy the new technology did not exist
everywhere, there 1s a need to find ways to make the tools work favorably for both
Government and Industry.

ACTION: The Chair requested that the PCL Working Group address, at the next
working group meeting, Industry’s current capabilities, as well as, any other options
available, that would help address the issue of supporting small industrial facilities with
the introduction of the new SWFT technology.

B) Foreign Ownership, Control, or Influence (FOCI) Working Group Report
A report on the Working Group’s progress was provided by Mr. Pannoni.’

Before proceeding with the working group update, the Chair recalled that the FOCI working
group had been formed at the November 20, 2008, meeting of the NISPPAC. Prior to the
working group’s first meeting, potential items to be addressed and discussed were solicited
from the NISPPAC membership. The Chair noted that the FOCI Working Group met on
February 4, and March 4, 2009. The Chair then stated that though there may be a need for
one more meeting of the working group, it has largely accomplished what it was initially
formed to do. Last, the Chair expressed his appreciation for the efforts of all those involved
and then yielded to Mr. Pannoni.

¥ Reference Appendix 4 for Mr. Pannoni’s presentation.
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Mr. Pannoni reported that FOCI has been, and will continue to be, a growth area in the
industrial security field. He then stated that the purpose and focus of the FOCI working
group was to evaluate the NISP FOCI process and develop recommendations for
improvement.

Paraphrasing the NISPOM, Mr. Pannoni addressed the question as to when a contractor is
considered under FOCI: 1) when a foreign interest has the power that may result in
unauthorized access to classified information, and 2) when a foreign interest has the power
that may adversely affect the performance of classified contracts.

With regard to the focus of the working group, Mr. Pannoni stated the group sought to
provide recommendations to the unique reporting requirements pertaining to FOCI,
especially when an update is required due to a material or significant change.

Mr. Pannoni first discussed the development of a Material Change Matrix, which, he
informed had already been in the development phase within DOD. Mr. Pannoni noted that
the Matrix was developed to assist in determining what constitutes a material change. He
then reported that the Matrix is under review by DSS and that any changes would come
before the NISPPAC for further review.

Mr. Pannoni noted that since the NISPOM provides minimal guidance on the issue of
National Interest Determinations (NIDs), the working group drafted a change to the
implementing directive for E.O. 12829, as amended, 32 C.F.R. Part 2004, in order to provide
greater clarity in terms of required actions. As the working group members had already
provided input on the proposed draft, Mr. Pannoni requested that the NISPPAC provide
formal responses to the draft within 30 days. The Chair concurred and then informed the
group that the proposed change to the Directive would subsequently proceed through the
Federal rule-making process.

The third recommendation that Mr. Pannoni reported was that the working group decided
that there needed to be a revision in the language of the NISPOM pertinent to NIDs and the
definitive language—“shall not harm the national security...” The working group
determined that such a proposition is often difficult to prove and believed that the language
involving NIDs should be more along the lines of “...is consistent with the national security
interests...” Mr. Pannoni stated that this was included in the draft Directive language and
thus, likely needs to be reflected in an update to the NISPOM.

Mr. Pannoni stated that the working group also recommended the creation of a NID point of
contact database, wherein agencies could refer to see where information should be
forwarded. Mr. Pannoni informed the group that DSS had agreed to create and maintain the
database.

With regard to e-FOCI, Mr. Pannoni reported that the Department of Energy (DOE) e-FOCI
system that was demonstrated to the working group provided an efficient means for meeting
the FOCI reporting requirements. He further stated that it was understood that DOD would
be implementing e-FOCI on a “phased approach” and is planning to have all DSS field
activities operational by September 30, 2009. Ms. Watson clarified that DSS is also planning
to use the system to process all new facility security clearance requests and that on-line






Chair advised that the proposed amendments’ to the bylaws have been sent to all NISPPAC
members for their review and asked that they provide formal comments within 30 days.
Finally, the Chair informed that a report on the subject will be provided at the next NISPPAC
meeting and at that time, following Article 9 of the bylaws, a vote will be taken to amend the
bylaws.

ACTION: The NISPPAC members are to review the proposed amendments to the
bylaws and provide formal comments within 30 days. Following Article 9 of the bylaws,
a vote to approve the proposed bylaws will occur at the next meeting of the NISPPAC.

B) Industrial Security Regulation (ISR) Replacement, Directive Type Memorandum
(DTM), and NISPOM Revision Update

Mr. Lewis, Director, Industrial Security Policy, OUSD(I) Security Directorate, presented on
this topic.

Mr. Lewis informed that there are currently three major policy issues being worked within
OUSD(]). Mr. Lewis first addressed the issue that more guidance is needed for DOD
activities and those non-DOD agencies that use the industrial security services of DOD. He
noted that a FOCI directive-type memorandum has been drafted, which informs Government
activities of their responsibilities with respect to FOCI. Mr. Lewis advised that issuance is
expected very soon and that the directive-type memorandum will serve as the FOCI chapter
of the ISR replacement.

Mr. Lewis mentioned that the ISR, which dates back to 1985, has been rewritten to reflect the
NISP and all the changes that have occurred. Mr. Lewis noted that an extensive coordination
process was achieved within the activities that fall under OUSD(I) and that the draft ISR will
be sent to the military services and other DOD components for their comment. Mr. Lewis
stated that due to the age of the ISR, many comments are expected, which will result in a
comprehensive document.

Mr. Lewis stated that OUSD(T) is working on various NISPOM interpretations in
coilaboration with DSS. With regard to the topic of what constitutes a “material change” in
FOCI, the FOCI working group matrix document had the key elements. Thus, Mr. Lewis
reported that once the material change document is updated it will be issued as an Industrial
Security Letter (ISL). Given that this ISL will be based on the output of the FOCI working
group, Mr. Lewis stated the document would be shared with the NISPPAC FOCT Working
Group before being finalized. Mr. Lewis reported that the document maintains the essence
and spirit of the matrix and that the quantitative thresholds for “material change” have been
retained.

With regard to the NISPOM rewrite, Mr. Lewis advised that the deadline for the initial draft
is the beginning of May. Mr. Lewis stated that after the rewrite was revised iniernally, the
final rewrite would be accomplished in consultation with the NISPPAC and ISOO. Mr.
Lewis reported that there was a general agreement with the other NISPOM Signatories as to
what areas required change.

* Reference Appendix S for the proposed changes to the bylaws.
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The Chair followed Mr. Lewis’ remarks stressing the need for not only policy updates at
NISPPAC meetings, but actual discussion regarding policy.

C) ODAA Metrics Update; Information Systems Security Accreditation Guidance;
March 2009 ISL; Standards for Reference and Guidance Used by ODAA to Establish
Technical and/or Process Standards.

Mr. Céole, Deputy Director, Industrial Security Field Operations, DSS, presented on this
topic.

The Chair reported that at the prior meeting of the NISPPAC, the ODAA Working Group
had been temporarily suspended in order to concentrate on the efforts of the FOCI Working
Group. Further, this action was due to the upcoming issuance of an ISL from DSS, which
was to address the issues that the working group had been working. Though the working
group would not meet, the Chair noted that the ODAA would continue to provide a metrics
update.

Mr. Cole noted that DSS now has a formal metrics gathering process and thus has sufficient
data in order to identify trends and areas for improvement within the Certification and
Accreditation process. Mr. Cole presented ODAA’s metrics on the number of days it takes
to process system security plan (SSP) submissions.’

Mr. Cole reported that the average number of days it takes to receive an Interim Authority to
Operate after the receipt of a submission is 39 days, which is significantly below what it was
a year ago. Mr. Cole advised that this was due to internal improvements and the
standardization of many of the required processes. At this point, Industry inquired as to why,
despite this long-term trend, the reported data seems to have inclined over the past six
months (September 2008 — February 2009). Mr. Cole responded that the spikes in the data
were a result of the convergence of the prior multi-phased accrediting approach to the single-
phased approach, which includes plans being centrally received and then sent to regional
offices. Mr. Cole also noted that the increase is due to the reaccredidation of the numerous
master SSPs that were submitted. Mr. Cole stated that the plans are being worked and that he
expects the numbers to level off as Industry begins to use the SSP templates designed by
DSS. After some brief discussion on SSP submissions, Mr. Cole mentioned that within the
next year, DSS will have a more comprehensive dataset from which to better analyze trends.

Mr. Cole then reported on the metrics for on-site verification, which is the on-site inspection
in order to grant an Authority to Operate (ATO). Mr. Cole reported that the data regarding
this aspect has remained relatively consistent for the past 12 months in that for 25 percent of
the time, some level of modification was required before an ATO was granted. Of the 25
percent, only four percent of the cases had such significant discrepancies that they could not
be resolved during the on-site verification. In response to this, Industry inquired as to
whether there was a way to identify the most common issues in the four percent so that the
problems could be addressed. Mr. Cole responded that there has not been much data mining
in order to get this information and that future data mining would need to be done. In
addition, Mr. Cole stated that the use of the SSP templates would address many of the

® Reference Appendix 6 for Mr. Cole’s presentation.
’ Reference slide 2 in Mr. Cole’s presentation.



inconsistencies. In response to Industry’s desire to investigate this four percent further, Mr.
Cole noted that DSS is hoping to design an information system that would help manage the
accreditation process by gathering metrics down to not only individual Commercial and
Government Entity codes, but Information Security Systems Managers (ISSMs) as well.

Mr. Cole then reported on metrics relating to errors found during SSP reviews.

Mr. Cole stated that the common errors had been accounted for in preparing the SSP
templates, which he hopes will resolve the continuation of these errors. Mr. Cole reported
that of the 1,700 SSPs received from February 2008 — February 2009, on average, 25 percent
of all plans submitted required changes prior to the on-site verification for ATO. Mr. Cole
noted that the 25 percent represents those times that DSS needs to have Indusiry provide
clarification regarding the system. Following the review of the metrics, Mr. Cole then
reported on the details of the common errors found during SSP reviews.®

During the review of the metrics, the Chair noted that the errors have been consistent and, in
fact, the frequency of the errors seems to be on the increase; thus, the Chair urged the ODAA
and [ndustry to continue to work on how to address and resolve the common errors.
Following these remarks, Industry inquired as to what the errors are attributed to, for
example, ISSM lack of knowledge or size of facility. Mr. Cole responded that there are
many reasons for the errors; however, the ODAA is not currently capturing the reasons for
the errors in its metrics. In response, Industry noted that knowing the finer details of the
errors is vital in order to address the problems. A discussion ensued regarding how best to
capture these types of metrics. Ms. Watson noted that capturing these metrics is a
responsibility shared between DSS and Industry, and that Industry needs to let DSS know
what 1s most needed so that DSS can respond accordingly. She noted that Industry is
receiving some of the vital data through the out-processing reports, which detail the rating
DSS assigned and the reason why the rating was given; however, Industry responded noting
that the finer details that are reported are not being communicated to senior management.
Ms. Watson then noted that DSS 1s dedicated to meeting the needs of Industry and thus,
expressed her desire for Industry to communicate those needs to DSS.

Ms. Watson also mentioned that there are many reasons for why a system is not given a
satisfactory rating (thus, resulting in classified information not being properly protected) and
noted the problem of Industry processing classified information on unaccredited systems. In
response to this, the Chair requested that when found, these instances need to be brought to
the attention of ISOO and noted the importance of understanding the reasons why systems
are not being accredited.

Mr. Cole discussed the recently released ISL (ISL 2009-01, March 5, 2009) which
impiemented the ODAA “Manual for the Certification and Accreditation of Classified
Systems Under the NISPOM™ and the “Standardization of Baseline Technical Security
Configurations.” Mr. Cole noted that the ISL changed the names of what were formerly
known as the “ODAA Process Guide” and the “Windows Technical Configuration Baseline.”
Mr. Cole noted that there was no other significant change achieved in the issuance of the ISL.
Industry inquired as to whether the ISL superseded Chapter 8 of the NISPOM. In response,
Mr. Lewis noted that the ISL is meant to be an interpretation of Chapter 8. In response to

¥ Reference slides 5-6 of Mr. Cole’s presentation.
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Industry’s comment that the ISL included additional requirements, Mr. Lewis noted that the
ISL is an interpretation of what it takes to permit operation of an information system in a
specified environment at an acceptable level of risk. Mr. Cole further noted that the ISL was
meant to bring greater clarity to the issues at hand.

Ms. Watson noted that DSS is trying to get to a point where there is a baseline understanding
of what is required of Industry so that improvements can be made on matters of policy
consistency and guidance, timeliness, and also so that information systems are properly
protected. Following Ms. Watson’s remarks, Industry noted that a current problem with the
[SL is that there are technical requirements that can cause problems for some systems. In
response, Ms. Watson stated that the ISL’s guidelines only need to be followed during the
setup of new systems, or during the reaccreditation of older systems. Ms. Watson stated that
DSS is willing to work with Industry in special situations. She also stressed that the purpose
of the [SL guidelines is to establish baseline standards.

Following Ms. Watson’s remarks, the Chair applauded the efforts of DSS and DOD in filling
the gap due to the outdated nature of Chapter 8 of the NISPOM. The Chair noted that from
his perspective, the guidance was more policy in nature. The Chair stated that in the future,
before such guidance/policy is released it should be brought before the NISPPAC and the
NISPOM Signatories. As the recently released guidance/policy did not get this level of
attention, the Chair stated that he would like to reintroduce the ODAA Working Group
(under the title of the “Certification and Accreditation Working Group™) in order to
determine how to take the released policy/guidance and work it in a way that meets the needs
of protecting the information and supporting Industry’s ability to perform on Government
contracts. The Chair further explained that the group is to identify those examples that DSS
needs in order to better understand where the ISL is posing a challenge. The Chair also
addressed the 1ssue as to whether some of the ISL requirements exceed the requirements of
Government. The Chair informed the NISPPAC that ISOO, DOD, and DSS are working
through this issue but also noted that in some areas, the ISL requirements may exceed the
requirements for Government only because there is a void in guidance in those areas for
Government.

Mr. Cole added that DSS, with OUSD(I), coordinated with DOD Networks and Information
Integration (NII), in order to compare the proposed technical standards with NII's technical
standards and, ultimately, did not find problems with any material issues. DSS also
compared the technical settings with the Common Desktop Configuration, which is being
promoted within the Government, and which is going to be a common baseline of standards.
Mr. Cole noted that in those areas where there were inconsistencies, DSS worked with NII to
clarify why DSS supported the settings, and ultimately, obtained resolution from NII, which
represents DOD’s information assurance community. In response to a question from
[ndustry, Mr. Cole stated that the technical settings are going to be first applied to
unclassified systems. Further, Mr. Cole noted that DSS did not make any settings arbitrarily
that were inconsistent with standards that were already being used. During the brief
discussion that followed, Ms. Watson stressed the need to have examples of those policies
that Industry is unable to implement. Industry responded by suggesting that a “wave-on”
rollout process would be a good approach to implementing the guidance. Mr. Cole
responded that this would not be necessary since the changes only need to be made with new
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systems or during the reaccreditation of systems. Due to time constraints, the discussion was
abated.

Finishing his report, Mr. Cole reported that ODAA is working with OUSD(I) with the
revision of Chapter 8 of the NISPOM. Mr. Cole also reported that training initiatives are
currently being worked.

Following Mr. Cole’s remarks, the Chair expressed his appreciation for the update and asked
for a similar update at the next NISPPAC meeting.

ACTION: The Chair reintroduced the ODAA Working Group, under the name,
“Certification and Accreditation Working Group” in order to work the policy/guidance
addressed in the ISL in a manner that meets the needs of protecting information, while
supporting Industry’s ability to perform on Government contracts. In addition, the
group is to identify those examples that DSS needs in order to better understand where
the ISL is posing a challenge.

The ODAA will provide a metrics update at the next meeting of the NISPPAC,

D) Combined Industry Presentation
Vince Jarvie, NISPPAC Industry Spokesperson, presented on this topic.’

Mr. Jarvie began his update noting that the NISPPAC membership terms would be expiring
this year for Timothy McQuiggan and Douglas Hudson. Thus, new members will be sought
to fill these spaces. Mr. Jarvie also noted that Randy Foster, Raytheon Corporation, is the
new representative for the Contractor SAP Security Working Group, which is now meeting
on a regular basis.

Mr. Jarvie discussed the FOCI Working Group and noted its success in bringing many
different people to the table in order to discuss the relevant issues. Mr. Jarvie specifically
expressed his appreciation to Mr. Lewis for his participation and hard work with regard to the
Material Change Matrix, corporate submissions, and the NID process. Mr, Jarvie also
discussed the PCL Working Group and noted the hard work of the group and the progress
that has been made. Mr. Jarvie noted that Industry is committed to the promulgation of
meaningful and implementable policy.

Mr. Jarvie emphasized Industry’s concern regarding controlled unclassified information
(CUI), specifically with respect to the point that CUI does not turn into a fourth classification
category. Mr. Jarvie stressed that CUI has to be congruent with the way Industry protects its
proprietary information. To that end, Mr. Jarvie noted that Industry often protects its
information at levels higher than are used in the Government.

Mr. Jarvie addressed the topic of the sharing of threat information data. Mr. Jarvie noted that
Industry continues to have issues with cyber-attacks, insider-threats, and front-companies.
Mr. Jarvie noted that Industry is still looking for a centralized location from which to receive
threat data; however, he noted that there are Government agencies that are now sharing data

? Reference Appendix 7 for Mr. Jarvie’s presentation.
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with Industry, specifically the Federal Bureau of Investigation (FBI) and the Defense
Industrial Base (DIB) Information Assurance Group. With respect to communication
methodology, Mr. Jarvie noted the formation of the DIB-net, which is now providing
information to Industry on a real-time basis, in addition to the promotion of the FBI-net.

E) Defense Security Service Update
Kathy Watson, Director, DSS, presented on this topic.

Ms. Watson reported that DSS has reorganized its information security programs into three
elements: Field Operations, Policy and Programs, and Counter-Intelligence (CI). With
regard to Field Operations, Ms. Watson reported that DSS has developed a “Facility of
Interest” list, which implements a risk-based approach to facility inspections. Ms, Watson
noted that DSS has identified what it believes to be high-risk factors and companies that have
those factors are on the list. Ms. Watson then emphasized that DSS has reduced the ODAA
accreditation-cycle timeliness from 120 days to 30-45 days. She stressed that she expects
continued improvements in this area with the use of the standard templates.

Ms. Watson addressed CI and noted that DSS has recently published an unclassified and a
classified version of “U.S. Technologies: A Threat Analysis of Reporting from Defense
Industry.” The next edition will be published this summer, and DSS is hoping to move to a
quarterly reporting mechanism. Ms. Watson noted that this report is made possible only
though Industry’s reporting. However, she stated that currently, only about 10 percent of
cleared Industry actually report on suspicious foreign contacts. She noted that this needs to
be addressed. Ms. Watson then stated that DSS is planning to triple the number of CI
analysts on staff. Ms. Watson noted that once DSS has this additional capability, it will be
better able to receive and provide information. Ms. Watson also reported that DSS has
developed a methodology which helps prioritize suspicious contact reports and which
ensures that the most sensitive instances are being addressed.

With regard to Policy and Programs, Ms. Watson noted that the office is more operationally
agile in working FOCI cases. Currently, DSS is working with a consultant to look at their
processes.

Ms. Watson then addressed the forecasting of Industrial PCLs, and reported that the
requirements continue to be 96 percent accurate. Ms. Watson expressed her appreciation for
[ndustry’s help with this and stressed the importance of participating in the forecasting.

Ms. Watson then stated her top four priorities for the year, which are CI, FOCTI, training, and
human resources. With regard to CI, Ms. Watson noted that cyber-threats continue to be a
main focus. Accordingly, DSS is participating in the DIB Cyber-security Taskforce and is
also starting a cyber-cell within its counter-intelligence unit. With respect to FOCI, Ms.
Watson noted that DSS has realigned its FOCI workload to provide field-level adjudication.
Ms. Watson stressed that the focus is to understand cases on the strategic level. Ms. Watson
then addressed training, noting that DSS is continuing to make improvements in this area and
is moving to a more web-based approach. She indicated that DSS just formed the Defense
Security Training Council, which will be leveraged in order to help with curriculum
development. Finally, Ms. Watson addressed her priorities with respect to human resources.
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Ancillary Concern

oome Executive Branch agencies - . inu t v uir om. I7ti no.
SF 328 data for purposes otherthan il | . " Cl  wanon: tio .,
. espite the Form’s provisions that it is authorized for the NISP

An example is requiring the information for a risk assessment as
part of an acquisition initiative/effort.
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