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Executive Summary

In May 2010, the National Archives and Records Administration (NARA) issued the mandatory annual
records management self-assessment (RMSA) to Federal agencies, following the pilot self-assessment
completed in 2009. The goal of the self-assessments is to determine whether Federal agencies are
compliant with statutory and regulatory records management requirements. We are asking, in essence,
if agencies are properly managing their records so they can: effectively and efficiently conduct their
important business; protect the rights and interest of citizens; and identify, preserve, and transfer into
the custody of the National Archives the permanently valuable records of the Federal Government.

Of the 270 agencies who received the self-assessment, 93 percent (251) responded, and 7 percent (19)
failed to submit a response.! The responses indicate that many agencies are not managing the
disposition of their records properly or, in some cases, they are saving their records but not taking the
necessary steps to ensure that they can be retrieved, read, or interpreted.

There are fewer agencies this year that are considered low risk in regards to their compliance with
Federal records management regulations and policies. NARA believes the difference between the 2010
and 2009 scores is a reflection of changes in the nature and number of the questions. We increased the
number of questions overall, and we included more with multiple choice answers and reduced the
opportunities for open text responses, which allowed us to gather more specific information. In
addition to questions relating to agency records management programs, the 2010 RMSA included
several questions pertaining to agency size and records management staffing levels.

The low, medium, and high rankings described in this report are only one indicator of an agency’s
compliance with Federal records management regulations and policies. NARA validated a number of
agency responses to determine the reliability of the data. The validation process revealed a 25 to 27
percent error rate for several responses, which raises questions more about the accuracy of the scores
for individual agencies than for the results of the overall survey.

Despite these questions about some individual agency scores, NARA is confident that the results of the
2010 RMSA paint a generally accurate picture of the state of Federal records management. We believe
the RMSA serves as a baseline for evaluating records management within the Federal Government and
provides a roadmap for its future. Agencies can use RMSA data to chart their own programs. NARA will
use survey results in agency inspections. Taken together, data gleaned from the RMSAs and inspections
will allow NARA and the Federal records management community to assess the effectiveness of current
records management practices. We can begin the discussion of how well the Federal community
identifies, manages, and preserves Federal records in an ever-changing business environment. As
technology develops we need to utilize new tools and resources to support the critical functions of
Government, and NARA’s recent issuance of updated Web 2.0 and cloud guidance® are a first step in this
process.

!See Appendix IV for a list of non-responders.

2 See NARA Bulletin 2010-05: Guidance on Managing Records in Cloud Computing Environments (September 30,
2010) and NARA Bulletin 2011-02: Guidance on Managing Records in Web 2.0/Social Media Platforms (October 20,
2010), available via http://www.archives.gov/records-mgmt/bulletins/index.html.
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Key Findings

Responses to the staffing questions included in this year’s self-assessment point to what we see as the
most significant issues in Federal records management as it is currently practiced. First, a very small
number of individuals are given explicit or official responsibility for records management within the
Federal Government. Within that small group, many have additional or primary duties not directly
related to an agency’s records management program. Second, perhaps the most pervasive issue that
agency records officers face is the low priority senior officials place on allocating resources for records
management.

We set up the RMSA questionnaire to capture data across six major topic areas: Records Management
Program; Records Management Program - Activities; Electronic Records; Records Disposition; Records
Management Training; and Vital Records. We also asked for demographic information from our
respondents concerning their own position and job descriptions and the staffing of their records
management program generally. For this report we break out this data and discuss it first, in the section
Federal Records Management - Demographics. We discuss the specific findings highlighted below in
more depth in each topical section, and we offer recommendations tied to each finding following the
conclusion of this report.

Federal Records Management - Demographics

e Asignificant number of agencies:
— Have a Records Officer (the main agency point of contact) who does not perform records
management duties on a full-time basis; and

— Do not have records management resources adequate for the size of the agency.
Records Management Program

e Agencies generally:
— Designate a Records Officer (RO);
— Establish a network of Records Liaison Officers (RLOs); and
— Develop and update a program directive.

e However, a significant number of agencies:
— Have an RO who does not perform records management duties on a full-time basis;

— Designate RLOs yet do not include records management responsibilities in their position
descriptions; and
— Develop program directives but have not updated them in a number of years.

Records Management Program - Activities

e A majority of agencies reported that they perform the following:
— Conduct program evaluations;

— Perform records inventories; and
— Develop file plans to manage active records.



Electronic Records

e The responses in this section indicate that records management programs in many agencies:

Do not ensure that e-mail records are preserved in a recordkeeping system;

Do not monitor staff compliance with e-mail preservation policies on a regular basis;

Have policies that instruct employees to print and file e-mail messages;

Consider system backups a preservation strategy for electronic records, not distinguishing
between saving and preserving electronic records;

Consider compliance monitoring to be the responsibility of IT staff; and

Are rarely or not at all involved with, or are excluded from altogether, the design, development,
and implementation of new electronic systems.

Records Disposition

e From the data in this section, we see that:

While most Federal agencies have a functioning records disposition program, a small minority
have submitted no new or updated records control schedules within the past 10 years;

Although many Federal agencies have made measureable progress in scheduling their electronic
information systems in recent years, less than half have met the goal of fully scheduling such
systems for disposition;

Schedule implementation, in terms of systematically transferring permanent records to NARA, is
inconsistent, particularly in the case of electronic data; and

A significant minority (41%) of Federal agency records management programs do not oversee
records disposition by senior-level officials.

Vital Records

e The findings for this section show that a significant minority of agencies:

Either have not identified their vital records or do not know if they have been identified;
Continue to view the records management and continuity of operations (COOP) programs as

unrelated;

Do not perform a required annual review of their vital records program; and
Provide limited training on vital records to records liaisons and emergency management staff.

Training

e In our special topic section, we determine from the RMSA data that:

Agencies rely heavily on computer-based training, internal web sites, and broadcast e-mails to
provide training to employees;

Only a small percentage of respondents (14%, or 34 of 251) said they provide formal records
management training to all staff, including new employees, records liaisons, contractors, and
senior officials on all records management topic areas;

Most agencies use forms to evaluate the effectiveness of their training;



A significant number of agencies do not include information in their training on implementing
their records schedule;

Agencies that don’t provide training to their employees cite the lack of records management
staff as their primary reason for not doing so, followed by lack of funding and resources; and

Training for senior officials continues to be a concern in most agencies.



Authority

Federal records are national assets. They are essential to Government transparency and accountability,
and the people who use Federal records — American citizens, Government officials, researchers — must
have confidence in their integrity, authenticity, and reliability. Towards this ideal, a number of laws and
regulations are in place to govern the creation, maintenance, and disposition of Federal records. Agency
employees at all levels, and in all aspects of their work, are required to practice proper Federal records
management. They have to document their actions (and by extension the actions of the Government),
retain records in a usable format for as long as necessary, and ensure the preservation and availability of
permanent records. Agencies must have robust records management programs, with leadership and
support from senior officials, and professional staff and adequate resources, to help their employees do
this.

Under 44 United States Code (U.S.C.) 2904 and 2906, NARA has the authority to inspect the records
management practices and programs of Federal agencies. NARA evaluates agencies for compliance with
the requirements stated in 44 U.S.C. Chapters 31 and 33 and the regulations issued in the Code of
Federal Regulations (CFR), specifically Subchapter B — Records Management of 36 (CFR) Chapter XII.
NARA reports its findings to the appropriate oversight and appropriations committees of Congress and
to the Director of the Office of Management and Budget (OMB).

Background

In 2009, NARA established an annual requirement that all Federal agencies subject to the Federal
Records Act (44 U.S.C. Chapter 31) perform records management program self-assessments and report
the results to NARA. NARA'’s records management self-assessment report presents this data, explores
significant findings, and provides recommendations for improvement. Overall, this report provides a
baseline measure of the effectiveness of records management programs and practices in the Federal
Government.

Each agency should use the results of its self-assessment as a starting place to improve its records
management program, particularly in areas where the result indicates a high level of risk. The results
can indicate the need to update existing policies and records schedules, or they may reveal where such
policies do not exist at all. This assessment also highlights internal agency records management training
needs and other areas that may need more collaboration between agencies, especially components of
Cabinet-level agencies. NARA will use the RMSA data as one measure in determining agency compliance
with records management regulations. NARA and agencies across the Government will use future self-
assessments to build on this information.

Methodology

NARA revised and significantly expanded its self-assessment questionnaire in 2010. In preparation, we
evaluated the 2009 survey to identify areas for further exploration, and reviewed the responses to
identify questions that needed clarification. We also examined the updated records management
regulations to see where new questions might be added.



We selected training as this year’s special topic area, first of all because training provides the foundation
for all effective records management practices. It is also a quantifiable element of a records
management program — agencies can tell us what kind of training they conduct, how often they do it,
and how many employees they train.

We held a focus group of Federal records officers to obtain feedback on the proposed questions.
Following that session, we modified some questions and improved the communications strategy for
announcing the self-assessment.

NARA informed agency heads by letter of the pending distribution of its mandatory self-assessment to
Federal records officers. The letter advised agencies that a self-assessment would be distributed via a
web link on May 17, 2010, and established a deadline for its completion of close of business on June 17,
2010. NARA sent the web link to 270 Federal records officers and received 251 responses -- a 93
percent response rate.

Scoring

Each of the questions in the self-assessment covers an aspect of an agency’s records management
program and practices. NARA did not grade agencies on any optional comments they provided, though
they informed our analysis of the answers. We took agency responses at their face value and did not
subtract points from questions even when the response appeared incorrect or when, in the case of the
directives question (see Validation discussion below), the agency did not provide the required
documentation.

We weighted the questions according to our judgment of their subject’s importance within an agency’s
records management regimen. We valued each of the 46 scored questions between 2 and 6 points, for
a maximum of 100 points. We weighted the special focus section as 30 percent of the total.

Maximum Point Values (per section)

Records Management Program — 14

Records Management Program — Activities — 15
Electronic Records — 15

Records Disposition — 18

Vital Records — 8

Records Management Training — 30

ok wNR

NARA considers those agencies receiving 90 or more total points to have a relatively low level of risk
associated with their records management programs. We consider those with total scores between 60
and 89 to have programs at moderate risk, and those with scores below 60 at high risk. This year 95
percent of Federal agencies scored below 90, putting them in the moderate to high risk categories. Only
5 percent of agencies scored 90 or more and thus fall into the low risk category, compared to the 21
percent identified as low risk in the 2009 RMSA.

NARA added 28 agencies to this year’s self-assessment because they are regulated by 36 CFR Chapter XlI
Subchapter B. Although the regulations require that agencies provide NARA with contact information
for their Records Officers, not all do so. We are much closer to having contact with all regulated
entities, but there may still be a few small or new commissions that we have not identified or contacted
(nor have they contacted us).



Validation

As part of our methodology, we validated agency responses to questions 4 - 6 and 26, 27, and 29. For
questions 4 - 6, we conducted a 100 percent analysis. For questions 26, 27, and 29, we looked at a
random sample of 24 agencies. In analyzing responses we took agencies at their word and did not
adjust scores.

Questions 4 — 6, Records Management Directive
We validated the responses to questions 4 - 6

Question 6. Please upload a copy of your records (Section 1: Records Management Program),
management directive. . .

where we asked agencies about their records

management directive.

250

200 — Even though 91 percent of respondent§ sta'ted
they had a records management directive,
=y only 72 percent provided it to NARA as further
100 = evidence of compliance. Interestingly, the
w5 ] percentage received appeared to largely
| correlate with the percentage of agencies
0 (67%) who stated they had reviewed or
Directive Received Directive Not Received validated their records management directives

since FY 2008.

Questions 26, 27, and 29, Records Scheduling and Schedule Implementation

Five of the six incorrect responses to question 26 (concerning when the agency last submitted a records
schedule to NARA) understated the year in which the agency had last submitted a records schedule to
NARA for approval (e.g., specifying FY 2008 - 2009 rather than FY 2010), thus lowering the agency’s
overall score. Conversely, a majority of the incorrect responses to question 29, which asked whether
the agency had transferred permanent electronic records to the National Archives in FY 2009, improved
the agency’s score. Three agencies answered “yes” when NARA data indicated that “no” was the correct
response, while one answered “no” when “yes” was correct according to our data.

There may be several reasons for
these discrepancies. In tracking such Data Validation
transactions, some agencies may not HQ26 HQ27 HQ20
date them in the same manner as
NARA. For example, we count
transfers of electronic records only
when they are in our legal and
physical custody. Some agencies, on
the other hand, may count these
transfers when they formally offer
the records to NARA. Some agency
records officers may have relied on
guesswork rather than checking their
operational records when
responding to the RMSA. It also may
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be that their documentation of such actions as schedule submissions and transfers is inadequate or
incomplete.

Regardless, we had to keep these discrepancies in mind when considering the data from this portion of
the RMSA. Error rates of 25 and 29 percent in the verifiable responses to questions 26 and 29 raise
serious questions about the accuracy of the results for individual agencies. We think that the overall
results of the RMSA provide a generally accurate picture of records management in the Federal
Government, but we also caution that the results are less likely to give a precise picture of records
management in a specific agency.



FY 2010 Records Management Self-Assessment

NARA divided the FY 2010 Records Management Self-Assessment into six sections: Records
Management Program, Records Management Program - Activities, Electronic Records, Records
Disposition, Vital Records, and Training. A detailed discussion of the questions and findings for each
section follows.

The final questions (questions 67 - 73) concern basic contact information and some important data
about records management staffing at agencies that tie into the six main topical sections. The
information agencies provided here, about the numbers of full-time records management staff, duty
stations, and total FTEs in their organizations, informs all of our findings and recommendations, so we
will address these questions first.

For this report, we define resources as whatever is required to carry out records management
responsibilities or functions. Resources may be one-time or ongoing. Resources can be personnel,
equipment, technology, facilities, or funding for administering a records management activity or
completing a records management task. The lack of such resources will therefore limit the effective and
efficient conduct of the activity or prevent the completion of the task. To cope with constraints on
personnel resources, Federal agencies can utilize contractors to carry out records management tasks on
a one-time or ongoing basis. Similarly, Federal agencies can invest resources in capital improvements
like information technology solutions to improve access to and retrieval of data and documents.



Federal Records Management - Demographics
Findings

A significant number of agencies:
e Have a Records Officer (the main agency point of contact) who does not perform records
management duties on a full-time basis; and
e Do not have adequate records management resources for the size of the agency.

Analysis

As of this publication, Office of Personnel Management and Department of Defense sources give us a
total of approximately 4,640,000 employees in military and civilian service® in the U.S. Federal
Government. According to the results of the 2010 RMSA, about 3,174 employees are assigned to
records management responsibilities on a full-time basis — approximately one (1) records manager for
every 1,460 employees. NARA believes that this number is actually lower. The RMSA asked agencies
about full-time employees (FTEs) with full-time records management duties; however, some
respondents included FTEs with only part-time records management duties in their answers, thus
inflating their accounting.

The current regulations under 36 CFR 1220.34 state that an agency must:

(a) Assign records management responsibility to a person and office with appropriate authority within
the agency to coordinate and oversee implementation of the agency comprehensive records
management program principles in § 1220.32; and

(d) Assign records management responsibilities in each program (mission) and administrative area to
ensure incorporation of recordkeeping requirements and records maintenance, storage, and disposition
practices into agency programs, processes, systems, and procedures.

To assess the ability of an agency to monitor its own records management program, the 2010 RMSA
included questions to ascertain how many individuals within each agency are assigned to handle records
management duties on a full-time basis and how this relates to its size in terms of FTE and locations
nationwide and abroad. These questions (questions 71 - 73) were formulated to see if there is any
correlation between the demographic information and the risk levels of agency records management
programs as defined for this report.

® For current data on active duty military (1,473,343 as of 9/30/2010), see
http://siadapp.dmdc.osd.mil/personnel/MILITARY/miltop.htm.

For military reserve and National Guard personnel totals (1.1 million as of May 2010), see the web site of the
Office of the Assistant Secretary of Defense for Reserve Affairs, for example the publications The 7 Reserve
Components (May 2010) and Reserve Affairs Overview (May 2010) available via
http://ra.defense.gov/html/publications.html.

For information on full-time civilian personnel (2,065,171 as of March 2010), see the Office of Personnel
Management’s FedScope web site: http://www.fedscope.opm.gov/employment.asp.
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When asked about full-time employees (including contractors) on their records management staffs, at
least 3 agencies with 10,000 or more FTE indicated that no one is responsible on a full-time basis for
records management functions within their organizations. Forty-three agencies with 10,000 or more
FTE reported having less than 10 employees with full-time records management responsibilities, which
means they have at best one (1) FTE per 1,000 doing this work. Twenty-one of the 43 (10,000 or more
FTE) scored in the high risk category, 18 scored
as moderate risk, and only 4 fell in the low risk
category. The majority of respondents
indicated that their organizations had between
1,000 and 9,999 FTE, and most of this group | 230
indicated that they have less than 10 | 4,
employees with full-time records management
responsibilities. 150

Question 71. How many full-time employees are on
your records management staff?

We also asked about the number of locations 100

served by agency records management staff. 50
The responses ranged from one (1) to in excess J -_‘ sl 13
of 1,000, with a few reporting locations

(primarily military installations) numbering in <1 land<2  2to9  10to20  >20
the many thousands.

The majority of the agencies who reported a L Ly S
high number of locations and a low number of agency/organization records management program
people performing full-time records serve?
management received overall scores of less | 250
than 60, placing them in the high risk category. | 200
This may not be the only reason for their low -
scores, but it is certainly a factor.

100
Finally, to complement this demographic data, J .

4 2o

11-50  51-100  101-500  over 500

the 2010 RMSA also included two questions *0
(questions 68 - 69) relating to the Records
Officer position. We asked respondents to
specify if they were the agency’s Records
Officer, and we asked them to provide their
position title. This question is designed to gather basic contact information, but it also ties in to Section
1: Records Management Program (see discussion of that section below). In that section we explore
agency compliance with regulations to designate a Records Officer, and we see how the position
descriptions and position titles of records management personnel vary across the Government.

These findings make it clear that it is not enough to mandate that each agency have a Records Officer;
additionally (with the possible exception of micro-agencies with less than 100 employees), the Records
Officer must be assigned to records management duties full-time. Moreover, each agency must employ
a combination of staffing, information technology, and infrastructure-related resources to accomplish
records management requirements.
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Section One: Records Management Program

Regulatory background

Title 44 U.S.C. Chapter 31 § 3101-3102 directs the head of each Federal agency to “make and preserve
records containing adequate and proper documentation...” and “establish and maintain an active,
continuing program for the economical and efficient management of the records of the agency.” The
law further states that a records management program should provide for effective controls over the
maintenance and use of records, cooperate with the Administrator of General Services and the Archivist
of the United States in managing records in accordance with standards, and comply with regulations
issued under this title.

Federal agencies are responsible for establishing and
maintaining a records management program that Agenc

complies with NARA and the U.S. General Services Igfcf?;ers
Administration (GSA) regulations and guidance under

Title 44 U.S.C. Chapter 29. Also referred to as The

National Archives and Records Administration Act of | Division, Bureau, Field Office
1984, Title 44 U.S.C. Chapter 29 amended the records Ofﬁéiﬁ'g;‘;s"“ {L)%gs;
management statutes to divide records management

responsibilities between NARA and GSA. NARA is
responsible for overseeing agencies’ adequacy of Files
documentation and records disposition programs and Custodians
practices.  GSA is responsible for economy and
efficiency in records management. GSA regulations are
in 41 CFR Parts 02-193.

Figure 1-4. Liaison Organization

Figure 1: Chapter I-Disposition of Federal Records

NARA outlines essential records management program

elements in Subchapter B of 36 Code of Federal Regulations Chapter Xll and in the Disposition of Federal
Records: A Records Management Handbook. The elements described in Part 1220.34 include assigning
staff, developing a program directive, providing training, and evaluating program operations.

In the 2010 RMSA, NARA asked five questions (questions 1 - 5) to determine the extent to which
agencies have established formal records management programs, focusing on resources and the
individual agency’s records management program directive. Question 6 (the last question in the
section) asked the agency to provide a copy of their directive. The questions link to the following
portions of 36 CFR § 1220.34 which states that agencies must:

(a) Assign records management responsibility to a person and office with appropriate authority within
the agency to coordinate and oversee implementation of the agency comprehensive records

management program principles in § 1220.32;

(b) Advise NARA and agency managers of the name(s) of the individual(s) assigned operational
responsibility for the agency records management program;
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(c) Issue a directive(s) establishing program objectives, responsibilities, and authorities for the creation,
maintenance, and disposition of agency records. Copies of the directive(s) (including subsequent
amendments or supplements) must be disseminated throughout the agency, as appropriate, and a copy
must be sent to NARA; and

(d) Assign records management responsibilities in each program (mission) and administrative area to
ensure incorporation of recordkeeping requirements and records maintenance, storage, and disposition
practices into agency programs, processes, systems, and procedures.

Findings

Agencies are generally successful at assigning records management responsibility and developing
records management program directives in accordance with these regulations.

Agencies generally:
e Designate a Records Officer (RO);
e Establish a network of Records Liaison Officers (RLOs); and
o Develop and update a program directive.

However, a significant number of agencies:
e Have an RO who does not perform records management duties on a full-time basis;
e Designate RLOs yet do not include records management responsibilities in their position
descriptions; and
e Develop program directives but have not updated them in a number of years.

Analysis

Staffing

A qualified staff dedicated to records management on a full-time basis is a fundamental requirement for
a successful program. 36 CFR Part 1220 requires agencies to assign responsibility to a person and office
with appropriate authority to coordinate and oversee a comprehensive agency records management
program. Additionally, agencies must advise NARA of the individual(s) who are given this operational
records management responsibility.

Agency heads have the authority for records management, and they routinely delegate this authority to
a program to manage operations. NARA refers to the agency’s primary point of contact for records
management as the Records Officer (RO). We have a sample position description -- that of Senior
Records Manager -- on our website® to help agencies staff these positions. To work with the RO, each
program and administrative area within an agency (allowing for obvious exceptions in so-called micro-
agencies) should also have a designated records management contact, called the Records Liaison Officer
(RLO).

* Senior Records Manager Duties and Responsibilities: Sample Position Description located at
http://www.archives.gov/records-mgmt/policy/senior-records-manager.html.

12



Overall Response

One hundred percent of agencies responded that
they have formally designated a Records Officer Question 1. Has your agency formally designated a
with responsibility for carrying out its records records officer with responsibility for carrying out its
management program (question 1). One agency CE I i R
qualified their answer, stating that it does not 250
have an RO currently but it is in the process of — '
hiring one. Of note, another agency commented | 200

that their Records Officer is a contractor who | 44

works part-time. We did not ask whether ROs
are contractor or Federal, though we specified
that contractors be included in the total full-time 50
records management staff agencies provided in 0
the Federal Records = Management -
Demographics section (question 71) of the RMSA.

100

Yes No

Another issue we see here, in conjunction with findings in the Federal Records Management —
Demographics section (questions 67 - 73), is that although individuals are designated as Records Officers
or Records Liaison Officers, they may perform additional duties other than records management. In
some cases records management may be only a
secondary duty. In the Demographics section,
respondents listed their position titles (questions
68 - 69). Of the 251 respondents, 219 stated that
they were the agency Records Officer (question | 55

68), but their actual job titles varied greatly 200
(question 69). Some respondents said they had 200 |

the job title of “Records Officer”, and some said | 150

their titles included the words “Records Officer”

Question 2. Does your agency have a network of
designated records liaisons in each program and
administrative area?

H “u 100

in some way — for example “Agency Records 51
Officer,” “Bureau Records Officer,” and “Records 50 \
Management Officer.” However, others provided : |

titles with startlingly little relevance including
“Governance and Internal Controls Supervisor,”
“Executive  Assistant,” and “Administrative
Officer.”

Yes No

NARA did not endeavor in this survey to determine whether Records Officers had appropriate authority
or placement within their agencies to effectively manage their records management programs. In the
next RMSA, NARA will consider asking about organizational placement and the grade level of the
Records Officer. To compensate for limited records management staffing, agencies should continue to
explore technological solutions to these challenges. NARA will demonstrate its leadership by fostering
and supporting these efforts. Furthermore, NARA will evaluate agencies’ efforts to identify and deploy
technological solutions to address their records management issues in the FY 2011 RMSA.
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Part 1220.34 states that agencies must

Question 3. Are records management responsibilities assign records management responsibilities
explicity stated in the position descriptions of records within each program and administrative
liaisons? area in order to ensure incorporation of
550 recordkeeping requirements and records
maintenance, storage, and disposition
200 practices into all programs, processes,
150 " systems, and procedures._ .E.n?ployees who
are given these responsibilities, generally
100 , e known as Records Liaison Officers, must
50 ‘ work with each other and the agency’s
Records Officer to address recordkeeping

¢ requirements.

Yes No

NARA asked whether agencies have a

network of designated Records Liaison Officers in accordance with this regulation (question 2). Eighty
percent responded affirmatively. Of the 20 percent that said they have not established such a network,
most cited small agency size as the reason.

The next question (question 3) asked if records management responsibilities are explicitly stated in the
position descriptions of RLOs. Tellingly, fewer than half the respondents (41%) answered “yes” to this

question. The omission of these responsibilities from RLOs’
position descriptions implies that such duties are not
critical to the employee’s performance rating. If records
management responsibilities are not specified in an RLO’s
position description and if they are not regularly evaluated
during the annual performance appraisal process, the RLO
designee may not take such duties seriously.

We did not include any questions in the RMSA about the
level of involvement of RLOs in their agencies’ records
management programs, though in the Training section
(Section 6) we did ask whether they receive records
management training (question 56). There we see that 170

At [agency name withheld] ...the response to
question 3 was mixed. More than 50% of our
liaisons reported that Records Management
Duties were not included explicitly in their
PDs, or in their annual performance plans, but
some have it included or are rated on it
though it is not explicitly included (for
example as part of an element such as
“Support program by acting in an
administrative or technical role, as
assigned.”).

out of 251 agencies provided their RLOs with formal,
regular records management training. This means that
almost a third (81 of 251) did not receive such training.
Considering this and the lack of clearly defined records
management responsibilities in their position descriptions (only 41 percent had such responsibilities
identified (question 3)), the low priority agencies often give records management is clear. The lack of
defined responsibilities surely undermines the ability of agency records managers to play an effective
role in the organization.

Respondent Comment

Directive(s)

According to 36 CFR Part 1220, agencies must develop a directive that establishes program objectives,
responsibilities, and authorities for the creation, maintenance, and disposition of agency records.
Copies of the directive(s) (including subsequent amendments or supplements) must be disseminated
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throughout the agency, as appropriate, and a copy must be sent to NARA. The Disposition of Federal
Records: A Records Management Handbook also addresses requirements for a records management
program directive, adding that it should be “strongly worded” and that it “...issue the proper delegations
of authority, establish staffing patterns, and approve procedures.””

Overall Response
A majority of the agencies (91%) answered that
they do indeed have a records management Question 4. Does your agency have a records

management directive(s)?

directive (question 4). Of the 9 percent that
said they do not, most commented that it is in | 250

process and awaiting internal agency clearance. —

We also asked about the currency of agency | 2%

records ~management program directives | .,

(question 5). Sixty-seven percent stated they

either reviewed or validated their records | 100

management directive during FY 2008 - present; .

27 percent said they did so between FY 2002 - 23
2007; and 6 percent said it was in FY 2001 or 0 —
earlier. Yes No

A third of the respondents, then, have not
updated their directive(s) in a number of years. ol e e ey F st e

- _ . . validate its records management directive to ensure it
This is a deficiency in their records management . :

) includes current guidance?

programs. They are not accounting for new
records series, and they are not keeping up with | ¢,
records management best practices. For

example, NARA issues records management Al

bulletins and related guidance on an ongoing | 150 13

basis. Recently issued NARA guidance includes 100

information on creating flexible schedules, 62
media-neutrality as it applies to agencies’ 50 \_l 3
records, and techniques for scheduling 0 —

electronic records systems. Agencies need to
incorporate pertinent portions of such guidance
into their directives and other issuances.

FY 2008-present FY 2002-2007  FY 2001 or earlier

> Disposition of Federal Records: A Records Management Handbook (http://www.archives.gov/records-
mgmt/publications/disposition-of-federal-records/chapter-1.html#l.ProgramDirective).
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Section Two: Records Management Program — Activities

Findings

A majority of agencies reported that they perform the following:
e Conduct program evaluations;
e Perform records inventories; and
e Develop file plans to manage active records.

The questions in this section link to the portions of 36 CFR § 1220.34 which state that agencies must:

(i) Institute controls ensuring that all records, regardless
of format or medium, are properly organized, classified or ~ The last evaluation was conducted [in]

indexed, and described, and made available for use by all 2008/2009. The staff members that
appropriate agency staff; and conducted the evaluation no longer
! work for [agency name withheld] ..., and

the evaluation documentation cannot

(). Conduct formal evaluations to measure the be found
effectiveness of records management programs and
practices, and to ensure that they comply with NARA Respondent comment

regulations in this subchapter.

Analysis

Evaluation
Good program management involves an evaluation component, sometimes called an audit or program
review.

Overall Response

Seventy-eight percent of agencies reported that

they conduct evaluations of records management Question 7. Does your agency conduct evaluations of
practices in at least some of their program or the records management practices of any of its

administrative areas (question 7). This percentage program and administrative areas?

might include larger administrative or program

evaluations, of which records management is a | 290 196
merely a part.

100 55
Records management staff performed a majority | l
of the evaluations (72%), followed by the “Other” 0
category (31%), then by the Inspector General Yes No

(24%), and finally by Contractors or Consultants
(17%) (question 8). NARA asked agencies to specify who conducted the evaluations when they selected
the “Other” category. Those that selected this answer commented variously that Information Security
Officers, Administrative Officers, and Risk Management Program Managers performed evaluations.

NARA did not ask about the comprehensiveness of agency records management evaluations. Our
phrasing was “any of its program or administrative areas,” which admittedly may have left this question
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open to interpretation. An agency could have

Question 9. How often does your records management responded “yes” if it had evaluated one small
program staff evaluate the records management program area, or if it had evaluated its agency-
practices of one or more program and administrative wide records management program.
areas?

When asked how often they performed
evaluations (question 9), 47 percent stated
“Annually”; 24 percent said “Every 2 - 4 years”; 28

92
100 46 54 percent said “Infrequently”; and 2 percent said
oY

200

“Never.” Of those that perform evaluations, a little
over half (61%) prepared written reports (question
Annually  Every 2-4 years Infrequently — Never 10), and 86 percent reported briefing senior
officials on the findings (question 11). Eighty-four
percent stated that they followed up to determine
whether steps had been taken to implement recommendations or corrective actions (question 12).

Records Inventories

Agencies perform records inventories in order to provide information needed to schedule records and
to identify records management weaknesses. Two portions of 36 CFR Chapter XIlI Subchapter B address
records inventories. Part 1222.28 requires each agency program to develop recordkeeping
requirements for records series and systems that include:

(a) Identification of information and documentation that must be included in the series and/or system;
(b) Arrangement of each series and the records within the series and/or system; and

(c) Identification of the location of the records and the staff responsible for maintaining the records.
While this regulation does not specifically use the word “inventory,” it is implied that records must be
identified and information gathered on the arrangement, location, and custodianship of the records. A
records inventory provides this information.

Part 1225.12 of 36 CFR Chapter Xll Subchapter B is more specific in that it states agencies must:

(a) Conduct a functional or work process analysis to identify the functions or activities performed by
each organization or unit.

(b) Prepare an inventory for each function or activity to identify records series, systems, and nonrecord
materials.
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The NARA records management handbook, Disposition of
Federal Records, provides a detailed explanation of how
to perform records inventories. It also provides forms
that can be tailored by agencies as needed.

Overall Response

Sixty-three percent of agencies stated that they regularly
inventory their records (question 13), and 80 percent
said they have done so within the last 2 years (question
14). The CFR and other guidance do not specify a
timeframe for agencies to conduct records inventories.
However, as we’ve established agencies are required to
perform periodic updates of their records schedules, so
for agencies that do these updates it follows that they
also conduct records inventories to some degree.

File Plans
Many agencies utilize file plans as a means of managing
active records. NARA defines a file plan as a document

The records management program has
developed guidance on how to create and use
a File Plan that is posted on the records
management website. The records
management program recommends that
offices use this tool to manage their records.
In addition, the file plan guidance was
discussed at a recent Bureau Records
Coordinator seminar. The records
management program believes this approach
is consistent with the records management
requirements found in 36 CFR. The records
management program also recommends that
offices develop standard operating
procedures governing the management of
records in their offices.

Respondent Comment

containing the identifying number, title or description, and disposition authority of all paper, electronic,
and other special media files held in an office. A file plan is essential to an agency’s ability to implement
its records disposition program. Without one, agencies will find the maintenance and disposition of

records more difficult and time-consuming.

Overall Response

Sixty-nine percent of agencies reported that they require every program and administrative area to
maintain a file plan (question 15). There is no regulatory requirement that agencies must have file
plans; however, agencies are mandated to be able to identify records and properly manage them, and
file plans are effective and in many cases necessary tools for doing so. They are particularly important
for organizations wanting to transition to or use electronic recordkeeping tools.
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Section Three: Electronic Records

Findings

The responses in this section indicate that records management programs in many agencies:

e Do not ensure that e-mail records are preserved in a recordkeeping system;

e Do not monitor staff compliance with e-mail preservation policies on a regular basis;

e Have policies that instruct employees to print and file e-mail messages;

e Consider system backups a preservation strategy for electronic records, and do not
distinguish between saving and preserving electronic records;

e Consider compliance monitoring to be the responsibility of IT staff; and

e Arerarely or not at all involved with, or are excluded from altogether, the design,
development, and implementation of new electronic systems.

These findings confirm that management of electronic mail remains
the most troubling issue. Agency comments in response to the
RMSA reveal that only a few agencies have a DoD 5015.2 compliant
electronic recordkeeping system. Many agencies, even if they have
implemented an electronic recordkeeping system, are not able to
use it to capture e-mail messages because the recordkeeping
system and the e-mail systems are incompatible. Most Federal

[Electronic recordkeeping] needs
a lot of work. Too
overwhelming at this point since
the paper is in such a dismal

agencies do not manage their e-mail records in an electronic state.
recordkeeping system at all; instead they employ inefficient and
ineffective “print and file” practices that result in the inadequate Respondent Comment

preservation of messages that meet the criteria for Federal records.

Agencies are now looking into purchasing e-mail archiving software

products that are easier to stand up, but most such systems do not provide fully compliant life-cycle
management of record messages. As a result, agencies are basically saving all messages without any
system for distinguishing between record and non-record or between permanent and temporary.

The idea that system backups suffice as an electronic recordkeeping system is a persistent
misconception among agency staff. Many, including those with records management responsibilities,
do not recognize the difference between saving and preserving electronic records. “Preserving” in the
sense meant here involves the proper application of records retention schedules and the preservation,
in viable and usable formats, of records with permanent or long-term value. The integration of records
management controls into system design and development is necessary to achieve this, and it requires
collaboration between records management and information technology (IT) programs. Although a
number of agencies have successfully established these internal relationships or are actively working to
do so, many records officers have little or no involvement in the design, development, and
implementation of electronic information systems.

Both the records management and IT professions should encourage collaboration between the two
groups. This might be achieved by a partnership between the Federal Records Council, an interagency
advisory group that provides advice and support to NARA and OMB on Federal records and information
management issues, and the Chief Information Officers (CIO) Council, the principal interagency forum
for improving practices in the design, modernization, use, sharing, and performance of Federal
Government agency information resources.
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Analysis

Managing electronic records remains a significant challenge for Federal
agencies, as the technical issues are often compounded by the lack of  Question [20] assumes there is
senior management support and staff resources. Even with program a sizable staff/resources
support, electronic records are difficult to manage for several reasons: dedicated to such activities.
the technological complications involved in their preservation and That’s an unrealistic

. o . . . . assumption for most agencies.
proper disposition; the immense volumes involved; the proprietary and
cutting-edge technologies used to create the records; and the
decentralized environment in which they reside. However, the
heightened awareness of the issue, as evidenced by recent
Congressional testimony and reports by NARA and GAO, may present an
opportunity to make substantive progress towards a workable solution.

Respondent Comment

Management of electronic records is covered by 36 CFR Part 1236, revised by NARA in November 2009.
For the 2010 RMSA, NARA focused on those sections of 36 CFR Part 1236 that require agencies to:

e Ensure that official e-mail messages sent or received on a system not operated by the agency be
preserved in the appropriate recordkeeping system;

e Integrate records management and preservation considerations into the design, development,
enhancement, and implementation of electronic information systems; and

e Retain records in a usable format until their authorized disposition date.

The scores for this section vary widely, in some cases even among different program offices of the same
agency. We take this as an indication that records management practices are not only inconsistent
throughout the Federal Government but within agencies as well. For example, the scores for
organizations within two large agencies ranged from 2 to 14, for overall agency scores of 7. This
suggests a lack of centralized records management leadership, leaving no one to establish, promote, or
enforce standards for electronic records practices in their subordinate organizations.

Preservation of E-mail Messages

Overall Response

Although a majority of Federal agencies responded
that they do not allow the use of non-Federal e- Question 16. Does your agency allow employees to use
mail systems to conduct agency business (question non-federal e-mail systems to conduct agency business?
16), only a third of those who prohibit such use 250

actually block access to non-Federal systems
(question 17). A number of respondents
commented that they have a policy to prohibit use 150
of non-Federal systems, but they have no technical | 149
means to enforce it. Slightly more than half of the
agencies said that they ensure that e-mail records _
are preserved in the agency’s recordkeeping 0 —

system (question 18). However, this number may Yes No
actually be lower because comments revealed that
some agencies equate system backups with preservation in a recordkeeping system. According to 36
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CFR 1236.20(c), system and file backup processes and media do not provide recordkeeping
functionalities and must not be used in the place of an electronic recordkeeping system.

A third of the agencies answered that they monitor
compliance with e-mail preservation policies Question 17. Does your agency block employees’ access
(question 20). However, the responses to the to non-federal e-maiIS\I«stems to conduct agency
follow-up question (question 21, which included as |55 pusiness?
an option “Other, please specify”), concerning how 200
frequently they monitor compliance demonstrate .
a misunderstanding of the nature of e-mail |150
preservation. Some said they continue to consider |1g0 -
compliance the domain of network engineers, 50 \
system administrators, or IT staff, indicating that |
the concept of “compliance” has less to do with 0 '
the identification and preservation of records than Yes No
with server space and the deletion of messages
regardless of record status. Several other agencies
stated that all e-mail is automatically preserved, Question 18. Does your agency ensure that e-mail
again showing a lack of understanding of what Federal records are preserved in the appropriate agency
constitutes a recordkeeping system. recordkeeping system?
250

The number of Federal agencies who use |200
electronic recordkeeping systems is unknown. |qg 132 119
Several reported that they use a Records

. . 100
Management Application (RMA) or are in the
process of acquiring/implementing one. One | %0
agency said that electronic documents, excluding 0
e-mail messages, are filed in an RMA. However, Yes No
according to their own comments many agencies

continue to print and file e-mail messages. The “print and file” approach is not a satisfactory solution, as
it reflects a reliance on methods that do not account for the media and formats of the records and the
preservation of related metadata.

Despite these concerns, we also see some positive trends in some agency comments in this section.
Agencies do recognize the importance of preserving electronic mail records and address compliance in
their training and during meetings with agency staff. One agency commented that they partner with IT
staff to provide training in e-mail management with the goal of identifying Federal records and
preserving permanent e-mail messages. Another agency stated that the agency Records Officer works
with Records Liaison Officers to monitor compliance and meets with senior officials as needed to review
compliance requirements.
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Integration of Records Management Controls in New Systems

Overall Response
These questions pertain to the involvement of records management staff in the design, development,

and implementation of new electronic systems.

They also touch on the inclusion of recordkeeping
functionality in systems. Only 19 percent of

Question 20. How often does your agency monitor staff
compliance to the agency's e-mail preservation policies?
250
200
150
100
44 50
50 . )
N TSI =
G ] ] a
Every &  Everyyear Every2years Morethan Other
maonths every 2 years
Question 21. How often does your agency’s records
management program staff participate in design,
development, and implementation of new electronic
information systems?
250
200
150
1 48 o0 48 48
SN I
0 — 4 L
Always Most of the Occasionally Rarely Never
time

Federal agencies answered that their records
management staff always participate in this
process, and another 16 percent said they do so
“most of the time” (question 21).

About a quarter are involved “occasionally,” and
nearly 40 percent are rarely or never involved.
This last number is reflected in the responses to
the next question (question 22) in which 44
percent said that their agency does not ensure that
records management controls are incorporated
into new electronic information systems.

A number of agencies commented that they
currently participate in the Capital Planning
Investment Control (CPIC) process. They also said
they collaborate with the agency’s CIO office
and/or IT group to ensure that systems are in
compliance with NARA regulations. Other agencies
said they are currently working to become more
involved with system design and development and
establish a good relationship with IT staff. Despite
such progress, the collaboration between records
management and IT staff remains an area of
concern, requiring more advocacy and training.

A little over half do not approve the business case for a new electronic information system (question

23).

This is slightly more than the percentage of agencies who responded negatively in the previous

guestion about the incorporation of records management controls in systems (question 22). OMB