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2. Major Subdwison

3. Minar Subdimgion

Request for Records Disposition Authority | Leave Blank (NARA Use Only)
(See Instructions on reversa) Job Number
To: National Archl d Records Administration {NIR) - :
Washington, D‘:;I::IJB * mwﬂ; !;555 -/ ol 5
1. From: (Agency or aslablishmant)
National Reconnaissance Office (NRO) / ;:iﬂ?aﬁ:n?t?ngicy

In accordance with the provisions of 44
U.8.C. 33032, the disposilign request, in-
duding amendments, is approved except for
ilems that may be marked "disposition not
approved™ or “withdrawn” in OON.II'!'!'I 10.

5. Talephone (includa area coda)

. Mama of Paraan wih whom to confer

gency Cert

Guidance of Federal Agencies:

| hereby certify thal | am authorized to act for this agency in matters pertalning to the dispasition of §s records and that the records proposed
for disposal on tha attached page(s) ara nol now neaeded for the business of this agency or will not be naaded after the ratention
pericds specified; and that wrilten concurrence from the General Accounting Office, under the provisions of Titie 8 of the GAO Manual for

States

X ] is not required [ is attached [ ] has been requested
Titie ' - Da;( )
/ //m
9 GRSor 7| 710. Action
escriplion of ltem and Proposed Disposition Superseded faken (NARA
Job Citation Use Only)

Bucket RCS 300 series - see attached.

115309  *SN 7540-00-634-4064 Page __ of ___
F--ovious Edition Not Usable

Standard Form 115 (Rev.2/91)
Prescribed by NARA 36 CFR 1228
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UNCLASSIFIED

Last Revised: 1 March 2013 NRO RCS chkets

300 INFORMATION TECHNOLOGY AND COMMUNICATIONS

Note: This section applies to business and enterprise IT, which includes the basic systems and servites
used 10 supply the NRO and its staff with access to computers and data telecommunications, such as
hardware, sofrware, and shared applications, as well as the services necessary to design implement,)test,
validate, and maintain such component. For reconnaissance mission-related IT, see the 600 section

300-02 IT Certification and Long-Term Audit Records

]
Disposition; Temporary — 25 years '
Description: IT or COMSEC files created for long-term audit, security, or counterintelligence
purposes, such as system files certificates, compromised key lists, certificate revocation lists,
certification authority records, and other certification authority workstation cards. Excluded from
this item are backup tapes maintained for system and disaster recovery purposes and perso el

access files.

f
300-03 COMSEC Files, Schedules, and System Security Documentation ‘

Disposition: Temporary -5 years :
Description: General Communications Security (COMSEC) files, IT schedules, system security
files, and telephone use logs, including correspondence, studies, inspection reports, standards, and
other records that document communications security support provided to NRO activities; ,
workload schedules, run reports, and schedules of maintenance and support activities; computer
center records relating to system security; and telephone use records. |

|
300-04 Routine IT Administration l

Disposition: Temporary - superseded, obsolete, or no longer needed

Description: Transitory files that are created for input or source requirements, backups o data
created for disaster or system recovery purposes, summarized or aggregated data, downloaded
and copied data, or uncalibrated and unvalidated data used as input for a master file or database.
This series also includes customer service and help desk records, customer requirements récords,
appointments of COMSEC managers, telecommunications location files, records used to manage
and support operations for data created in central automated data processing (ADP) facili s,
system specific documentation, enterprise management records.

|

|
300—05 Asset and Configuration Management Files, IT Project Files, Telecommunications Files,
and Feasibility Studies :
Disposition: Temporary — 5 years '
Description: Recordkeeping copies of project documentation, IT asset and configuration
management files, inventories of IT assets, telecommunications circuit files, feasibility studies,
and COMSEC incident reports.

UNCLASSIFIED



Unclassified N1-525-12-3 Crosswalk
300 Series

* The item hlghllghted ingreyis provlded for contextual purposes only and Is not apart of job #N1-525-12-3 appralsal.

(U) Cutoff flesat

{U) Permanent. U) Ho ;
current file area  jthe end of the CY.-

(Commumeaﬁons Acqulsulon & Review after 50
Engineering Group/Aschitecture |years for
Group). - declassification and u'amfemng fo the

: - possible transfer to  |Records Center.
(Authorized N1-525-
95-1) -

NRO communlealions poﬂcy and
" Iprocedures. Recurds
documenting overall requirements
and standards; frequency

management of integrated y
information technology -
architectures (both ground and : . :

space), and sim]lar matiers. ) i .

Unclassified 6/17/12014 10f27
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emporary. |Y +4 years, 6]N1-525-02-1 |300-02 603-5 {U) Telecommunications. (U) Certification Authority (U) Temporary. (V) Thesefiles |(U) Cutoff at the
25 years months Records - Consists of monthly [Destroy 20 years 6 |must be end of each month.
backup tapes and hard copy months after transferred to the
printouts created for system creation. Records Center
recovery and long-ferm audit {Authorized N1-525- |at the end of each
purposes. (Including, butnot  [02-1.) month. Tapes
limited to, System Files and hard copy
Certificates, Compromised Key printouts must be
Lists, Cerlificale Revocation archived as
Lists, and other files associated individual archive
with creation of FORTEZZA obs.
cards from Certification Authority
Workstations.) (Vital Records)
l"l"emporary. IN |N1-525-02-1 |300-03 1901-11-b  |(U) Electronic Files. {(U) Recordkeeping coples of  [(U) Temporary. {U) Hold in (U) Cutoff fites at
§ years computer center records Destroy when § current file area  |[the end of the CY.

(V) Application Documentation. relating to system security. years old. for 1 year before
(Including records documenting |(Authorized N1-525- |transferring to the
periodic audits or review and 02-1.) Records Center.
recerfification of sensilive
applications, disaster and
continuity plans, and risk
analysis.)

Unclassified 6/17/2014 20f27
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N1-525-12-3 Crosswalk

300 Series

P

Temporary: N1-525-95-1 (U) Communications Security  [(U) Daily inventories, (COMSEC|(U) Temporary. (U) These files |(U) N/A
5 years (COMSEC). Form 9, Destroy when 1 year |cannot be refired
SF 153); Security Container old. {(Authorized N1- |to the Records
(V) COMSEC Security Files - Check Record (COMSEC Form {525-95-1.) Center. They
Correspondence, studies, 7). must be held in
inspection reports, and other current program
records that document area until they are
communications security support destroyed.
provided to NRQ activities, and
communications security
standards and policies generally.
'TeTnporary: Y +4 N1-525-95-1 |300-03 602-1-d (V) Communications Security (U} COMSEC Material Transfer [(U) Temporary. {U) These files [(U) N/A
5 years (COMSEC). Report and Change of COMSEC]Destroy upon cannot be retired
Manager Inventory (COMSEC |reconciliation of next |to the Records
(U) COMSEC Security Files - Form 13 and 16). Semi-Annual Center. They
Comespondence, studies, Inventory. must be held in
inspection reports, and other (Authorized N1-525- |current program
records that document 95-1.) area until they are
communications security support destroyed.
provided to NRO activities, and
communications security
standards and policies generally.
Unclassified 6/17/12014 Jof27
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N1-525-12-3 Crosswalk
300 Series

S

Temporary: § N1-525-95-1 {U} Communlcations Security |(U) Keying Material Disposition [(U) Temporary. {U) These files |(U) N/A
years {COMSEC). Cards, Destroy when 2 cannot be retired
years old. |to the Records
(L) COMSEC Security Files - {(Authorized N1-525- |Center. They
Correspondence, studies, 95-1) must be held in
inspection reports, and other current program
records that document area until they are
communications security support destroyed.
provided to NRO activities, and
communications security
standards and policies generally,
Temporary: 5|Y +4 N1-525-95-1 |300-03 602-1-g-1  }(U) Communications Security  |{U) User Locations. {U) Temporary, (U) These files |(U) N/A
years {COMSEC). Destroy after next  [cannot be retired
inspection. to the Records
(U) COMSEC Security Files - (Authorized N1-525- |Center. They
Correspondence, studies, 95-1.) must be held in
inspection reports, and other current program
records that document area until they are
communications security support destroyed.
provided to NRO activities, and
communications security
standards and policies generally.
{U) Record of COMSEC
Inspeclions (COMSEC Form 11).
Unclassified 6/17/2014 4 of 27




Unclassified

N1-525-12-3 Crosswalk
300 Series

1-525-95-1 {U) Communications Security {U) Temporary. (V) Hold in (U) Cul off files at
5 years {COMSEC). Destroy when 3 current file area  |the end of the CY,
years old. for 1 year before
(V) COMSEC Security Files - (Authorized N1-525- {transferring to the
Correspondence, studies, 95-1.) Records Cenler.
inspection reports, and other
racords {hat document
communications security support
provided to NRO activities, and
communications security
standards and policies generally.
(U) Record of COMSEC
|inspections (COMSEC Form 11).
"_ramporary: Y +4 N1-525-95-1 |300-03 1602-1-h-1  |{U) Communications Security  |(U) User Locations. {(U) Temporary. (L) These files {U) N/A
S years (COMSEC). Destroy upon cannot be retired
reconcifiation of next [to the Records
I(U) COMSEC Security Files - Semi-Annual Center. They
Cormrespondence, studies, inventory. must be held in
inspection reports, and other (Authorized N1-525- jcurrent program
records that document 95-1.) area until they are
communications security support destroyed.,
provided to NRO activities, and
communications security
standards and policies generally.
(U) COMSEC Material Destruction/
Record (COMSEC Form 14).

Unclassified

6/17/2014
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N1-525-95-1

602-1-h-2

N1-525-12-3 Crosswalk
300 Series

(U}.Comunlcatln Security
{COMSEC).

(U) COMSEC Security Files -

(U) Regional COMSEC Office.

(U) Temporary.
Destroy when 2
years old.

{Authorized N1-525-

{U) These file:
cannot be retlired
to the Records
Center. They
|must be held in

Comespondence, studies, 95-1.)
inspection reporis, and other current program
records that document area until they are
communications security support |destroyed.
provided to NRO activilies, and
communications security
standards and policles generally.
(U) COMSEC Material Destruction}
|Record (COMSEC Form 14).
[Femporary: [Y +4 |N1-525-95-1 |300-03 |602-1-i-1 {U) Communications Security  [(U) User Locations. (U)Temporary. (U) These files [(U) N/A
S years {COMSEC). Destroy upon cannot be retired
reconciliation of next jto the Records
(U) COMSEC Security Files - Semi-Annual Center. They
Correspondence, studies, lnventory. must be held in
inspection reports, and other (Authorized N1-525- jcurrent program
records that document 95-1.) area until they are
communications security support |destroyed.
provided to NRO acflivities, and
communications security
standards and policies generally.
(U) Semi-Annual COMSEC
Invenio M orm 15).
Unclassified 6/17/2014 6 of 27
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Temporary:
5 years

N1-525-95-1

N1-525-12-3 Crosswalk
300 Series

o

{U) Communications Sacurity
{COMSEC).

(U) COMSEC Security Files -
Corraspondence, studies,
inspection reports, and other
records that document
communications security support
provided to NRO activilies, and
communications security
standards and poficies generally.

(U) Semi-Annual COMSEC
Inventory {COMSEC Form 15).

32 :ﬁ%}‘s—&.
(V) Regional COMSEC Office.

(U) Temporary.
Destroy when 1 year
old.

(Authorized N1-525-
05-1.)

es
cannot be retired
to the Records
Center. They
must be held in
current program
area uniil they are
destroyed.

U) NIA

Unclassified

6/17/2014
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S

Temporary: |Y +2 GRS 12 ltem |300-03 6034 (U) Telecommunications. (U) Ielephone Use Records - Initiall{U) Temporary. (U) Thesefiles [(U) N/A
§ years 4 reports of use of talephone lines  Ipggiroy when 3 cannot be retired
(e.9., telephons calls, facsimile _ 1years old. Initial  [to the Records
:3;;”’::’::;;":;‘:?’;;’;’::’ reporis may b Center. They
by a &hphom company, l:he destroyed earlier if  [must be held in
general Services Adrnlni;lmﬁon, the information . current program
the Defensa Information systems  |needed to identify area until they are
Agency, or a private seclor abuse has been destroyed.
exchange on an agency’s premises, jcapiured in other
as well as records generated from  {records.
initial reports from administrative,  |(Authorized GRS 12
technica! or invesligative follow-up. |jtem 4)
{Included is such information as
originating number, destination
number, destination city and stats,
date and time of use, duration of
use, and the estimated or actual
cost of the use.) Excluded are
records accumulated in connection
with substantive investigations and
audits that are covered by ltem 202,
Inspector General Audit and
Investigation Records, and ltem
303, Accountable Officers’ Files.
Unclassified 6/17/12014 8 of 27
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Teoraﬂ N 4
5 years

TGRS 24 flem [300-03

1a

N1-525-12-3 Crosswalk
300 Series

wide or bureau-wide responsibility
for managing IT operations
relating to compliance with IT
policies, directives, and plans
including recurring and special
reports, responses to findings and
Lrecommendations. and reports of

e i T
Performance measurements

and benchmarks.

» |unresolved issues,

Destroy/delete when
5 years old or 1 year
after responsible

office determines that]
|there are no

whichever is longer.

follow-up activities.
F‘emporam Y +4 GRS 24 item {300-03 Intentionally |IT Operations Records. Workload schedules, run Destroy/delete when
5 years 8a jleft blank jreports, and schedules of 1 year old.
maintenance and support
activitiss.
Temporary: |N GRS 20 Item |300-04 1901-10 {U) Elactronic Fitss. (U) Special Purpose Programs - |[(U) Temporary. (U) These files  J(U) N/A
superseded, 10 Application software necessary |Dealete when related |cannot be retired
obsolete, or solely to use or maintain a master file or to the Records
no longer |master file or database database has been [Center. They
needed authorized for disposal in this  |deleted. (Authorized {must be held in
schedule. (Excluding special GRS 20 ltem 10.} current program
purpose software necessary to area until they are
use or maintain any destroyed.
{unscheduled master file or
database or any master file or
database scheduled for transfer
to the National Archives.
Unclassified 6/17/12014
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Temporary: GRS 20 ltem |300-04 1901-11-a (U) Eloclronlc Fllss. (U) Dala systems spedﬁcallons. (U) Tempomy {U) These files  |(U) NJA
superseded, 11-a file specifications, code books, {Destroy or delete cannot be retired
obsolete, or (U) Application Documentation.  |record layouts, user guides, when superseded or |lo the Records
no longer outpul specifications, and final [obsolete, or upon Center. They
needed reports (regardless of medium) |authorized deletion ofjmust be held in
relaling to a master file or the related master  jcurrent program
database that has been file or database. Jarea until they are
authorized for destruction by this |(Authorized GRS 20 |destroyed.
schedule. Item 11-a.)
Temporary: |N [N1-525-02-1 |300-04 1801-11-c  [{U) Electronic Files, J(U) Electronic mail and word (U) Temporary. (U) These files  |(U) N/A
superseded, processing records used to Destroy/delele within Jcannot be retired
obsolete, or (V) Application Documentation.  jgenerale records covered by 180 days afterthe  |to the Records
no longer ltems a and b, record copy has been|Center. They
needed produced. must be held in
{Authorized N1-525- |current program
02-1.) area until they are
destroyed.

[Temporary. [N GRS 20 item [300-04 1901-12-a _ |(U) Electronic Filos. {U) Derived data used for ad hoc|{U) Temporary. (U) These files _ [(U) N/A
superseded, 12-a or one-time inspection, analysis, [Delete when the cannot be refired
obsolete, or (U) Downloaded and d Data -or review, if the derived dala are Jagency detemninas  |to the Records
no longer Derived data and data files which |not needed to support the they are no longer  |[Center. They
needed are copied, extracted, merged or  [resulls of the inspection, needed for must be held in

calcutated from other data, when janalysis, or review. administrative, legal, |current program
|ihe original data is retained. area untl they are
destroyed.

Unclassified 6/17/2014 10 of 27
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N1-525-12-3 Crosswalk
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Temporary: |N GRS 20 ltem |300-04 1901-12-b  [{U) Electronic Files. (V) Derived data that provide  |(U) Temporary. (U) These files  |(U) N/A
superseded, 12-b users access in lieu of hard copy|Delete when the cannot be retired
obsolete, or (U) Downloaded and Copied Data Jreports that are authorized for  |agency determines  |to the Records
no longer Derived data and data files which |disposal. they are no longer  |Center. They
needed are copied, extracted, merged or needed for must be held in
calculated from other data, when administrative, legal, jcurrent program
the original data is retained. audit or other area until they are
operalional destroyed.
purposes.
(Authorized GRS 20
_ ltem 12-b.) —
Temporary. [N GRS 20 item }300-04 1901-12-c  |{U) Electronic Files. {U) Metadata or reference data, |(U) Temporary. {U) These files  [{U) N/A
superseded, 12-¢ Jsuch as format, range or domain|Delete when the cannot be retired
obsolste, or (U) Downloaded and Copied Data {specifications, which are agency delermines  |to the Records
no fonger Derived data and data files which |transferred from a host they are no longer  |Center. They
needed are copied, extracted, merged or {computer or server to ancther  needed for must be held in
calculated from other data, when Lcomputer for input, updating, or Jadministrative, legal, ‘current program
{the original dala is retained. transaction processing audit or other area until they are
operations. operational destroyed.
purposes.
(Authorized GRS 20
= _ ltem 12-c.) _
Temporary: [N GRS 20 ltem |300-04 1901-1-a (U) Electronlic Files. (U) Electronic files or records  [(U)Temporary. {U) These files  |[(U) N/A
superseded, 1-a created solely to test system Delete/destroy when |cannot be relired
obsolete, or (U) Files/Records Created in |performancae, as well as hard  |superseded, to the Records
no longer Central Aulomated Dala_ copy printouls and related obsolete, or no Center. They
needed ADP) Facilities documentation for the electronic [longer needed. must be held in
Management, and Support files/records. l(Authorized GRS 20 |current program
Operations 1o Create, Use, and ltem 1-a.) area until they are
Maintain Master Files. destroyed.
Unclassified 6/17/12014 110f27
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N1-525-12-3 Crosswalk
300 Series
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Temporary: |N GRS 20 ltem |300-04 1901-1-b {U) Electronic Files. (U) Electronic files or records  |({U) Temporary. (U) These fites  [(U) N/A
superseded, 1-b used fo create or update a Delete after cannot be retired
obsolete, or (U) Files/Records Created in master fite. (Including, but not  |information has been |[to the Records
no longer entral Automated Data timited to, work flles, valid transferredtothe  [Center. They
needed Proces D i transaction files, and master file and must be held in

Management, and Suppor{ intermediate input/output verified. (Authorized |current program
i o, Use, and records.) GRS 20 item 1-b.) |area until they are
IMaingain Master Files. destroyed.
Temporary: |N IGRS 20 ltem {300-04 1901-1-c  |(U) Electronic Files. {U) Electronic files and hard (V) Temporary. |(U) Thesefiles  |(U) VA
superseded, 1-c copy printouts created to Delete/destroy when [cannot be retired
obsalete, or {U) Files/Records Created in ﬂmoni‘lor sysiem usage. superseded, to the Records
no longer Central Aujomated Data (including, but not limited to, log-|obsolete, or no Center. They
needed Processing {(ADP) Facilities, in files, password files, audit trail |longer needed in Imust be hetd in
Management, and Support files, system usage files, and accordance with current program
Operations o Create, Use. and cost-back files used to assess |sound business area until they are
Maintai les. charges for system use.) practice and agency |destroyed.
standard operating
procedures.
(Authorized GRS 20
ltem 1-c.)
Unclassified 611712014 12 of 27



Unclassified N1-525-12-3 Crasswalk
300 Series

Temporary: GRS 20 item (U) Electronic Files. {U} Temporary.
superseded, 2-a forms designed and used solely |Destroy after the cannot be retired
obsolete, or (U) Inpul/Source Records. to create, update, or modify the Jinformation has been |to the Records
no longer records in an electronic medium |converied to an Center. They
needed and not required for audit or electronic medium  [must be held in 3
legal purposes (such as need forjand verified, or when jcurrent program
signatures) and not scheduled |superseded, area uniil they are
for permanent retention in obsolete, or no destroyed.
another series of this schedule.) Jlonger needed to
support the
reconstruction of, or
serve as the backup
to, the master file,
whichever is later.
(Authorized GRS 20
Item 2-a.)
Temporary: |N IGRS 20 ltem [300-04 1801-2-b  |(U) Electronic Files. {U) Electronic records, except |(U) Temporary. _ |(U) These files  |(U) N/A
superseded, 2-b as noted in ltem 1901-2-¢, Delete when data cannot be retired
obsolete, or (U)_Input/Sourca Records. entered into the sysiem during [have been entered  |to the Records
Ino longer an update process and not into the master file or [Center. They
needed required for audit and legal database and {must be held in
purposes. verified, or when no jcurrent program
longer required o area until they are
support destroyed.
reconstruction of, or
serve as back up o,
a master file or
database, whichever
Fts tater. (Authorized
GRS 20 Item 2-b.)

Unclassified 6/17/2014 13 of 27



Unclassified N1-525-12-3 Crosswalk
300 Series

Temporary: “|GRS 20 ttem 1901-2c __ [{U) Electronic Files, (U) Electronic records received |(U) Temporary. _[(U) These files

superseded, 20-¢ from another agency and used |Delate when data cannot be retired
obsolete, or (U)_Input/Source Records. as Input/source records by the [have been entered  |to the Records
no longer NRO. (Excluding records info the master file or {Center, They
needed produced by another agency database and must be held in
under the terms of an verified, or when no |current program
interagency agreement or longer required to area until they are
records created by another support ldestroyed.
agency in response fo the reconstruction of, or
specific information needs of the |serve as back up to,
INRO.) a master file or

database, whichever
is later. (Authorized
GRS 20 ltem 20-c.)

Temporary: |N |GRS 20 item [300-04 1901-2-d {U) Electronic Flles. (U) Computer files or records l(U) Temporary. (U) These files  |(U) N/A
superseded, 2-d confaining uncalibrated and Delete after the cannot be retired
obsolete, or {U) Input/Source Records. unvalidated digital or analog necessary data have |to the Records
no fonger data collected during been incorporated  |Center. They
needed observation or measurement ‘inlo a masler file. must be held in
activities or research and (Authorized GRS 20 [current program
development programs and ftem 2-d.) area unti] they are
used as input for a digital master destroyed.
Hﬁ!e or database.

Unclassified 6/17/12014 14 of 27
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(U) These files

Temporary: [N GRS 20 Item |300-04 1901-3 {U) Electronic Flles. (U) Master Files - (Including {U) Temporary, U)N/A
superseded, 3-b-2 master files that are Delete after the cannot be retired
obsolete, or components of database expiration of the to the Records
no longer management systems relating tojretention period Center. They
needed administrative functions and authorized for the must be held in
other activities lacking historical |disposable hard copy [current program
significance.) Masler files that : |file or when area until they are
(a) replace, in whole or in part, Isuperseded, destroyed.
records scheduled for disposal obsolete, or no
under one or more items in this }longer needed,
schedule, and (b) consist only of jwhichever is later.
the same Information as is (Authorized GRS 20
contained in all or portions of the |llem 3-b-2.)
disposable records it replaces or
duplicates.
Unclassified 6/17/2014 15 of 27




Unclassified N1-525-12-3 Crosswalk
300 Series

m SR et Yaos
(U) Data Files Congisting of (U) These files
Summarized Information - Delete when cannot be retired
Records that contain superseded, to the Records
summarized or aggregated obsolete, or no lCenier. They
information created by |lenger need for must be held in

combining data elements or current business. current program
individual observations from a  [(Authorized GRS 20 |area until they are
single master file or database |ltem 4.) destroyed.

that is disposable under an item
of this schedule, (Excluding data
files are: (a) created as
disclosure-{free files 1o allow
public access to data; or (b}
created from a master file or
database that is unscheduted or
that was scheduled as
permanent but no longer exisis
or can no longer be accessed;
these may not be destroyed
before securing NARA
approval.)

Unclassified 6/17/12014 16 of 27
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300 Series

EE X2 ] [k e 7 e o o o ek
GRS 20 lem 1901-5 {U) Eloctronic Files. (U) Temporary.
5-aand 5-b Extracled Information - Delete when

obsolete, or Electronic files consisting solely |superseded, to the Records

no longer of records extracted from a obsolete, or no Center. They

needed rsingle master file or database  |longer need for must be held in
that is disposable under items in |cument business. current program

Series 1900 or approved for (Authorized GRS 20 {area until they are
deletion under another series of litem 5-a and 5-b.) |destroyed.

lthis schedute. (Excluding
extracts that are : (a) produced
as disclosure-free files to allow
|public access to the data; or (b)
produced from a master file or
database that is unscheduled or
that was scheduled as
permanent but not longer exists
or can no longer be accessed;
or (c) produced by an extraction
process which changes the
informational content of the
source master file or database;
these may not be destroyed
before securing NARA
approval.) (For print and
|technical reformat files see
ftems 1901-6 and 1901-7
respeclively.)

Unclassified 6/17/12014 17 of 27
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N1-525-12-3 Crosswalk
300 Series

G

Temporary: |N GRS 20 Htem j300-04 1901-6 (U) Electronic Files. {U) Print File - Electronic file (U) Temporary. {U) These files  |(U) N/A
superseded, 6 extracted from master file or Delete when cannot be retired
obsolete, or database without changing it superseded, to the Records
no longer and used solely to produce hard jobsolete, or no Center. They
needed copy publications and/or longer needed. must be held in
printouts of tabulations, ledgers, |(Authorized GRS 20 |current program
|registers, and reporis. ltem 6.) area until they are
destroyed.
Temporary: [N GRS 20 ltem {300-04 1901-7 (U} Electronlc Files. (U) Technical Reformat File -  }(U) Temporary. (U}?hese files |{U) N/A
superseded, 7 Electronic file consisting of data {Delete when cannot be retired
obsolete, or coped from a master file or superseded, to the Records
no longer database for the specific obsolete, or no Center. They
needed purpose of information longer needed, must be held in
interchange and written with (Authorized GRS 20 |current program
varying technical specifications. }ltem 7.) area until they are
destroyed.
L'-'l'empumry: IN GRS 20 ltem |300-04 1901-8-a {U) Electronic Flles. (V) File identical {o records (V) Temporary. (V)] These files (U} N/A
superseded, 8-a scheduled for transfer to the Delete when the cannot be retired
obsolete, or (V) Disaster Backup File - National Archives. identical records to the Records
no longer Electronic file consisting of data have been Center. They
needed identical in physical format to a transferredtothe  |must be held in
master file or database and NARA and current program
retained in case the master file or successfully copied |area until they are
database is damaged or or replaced by a destroyed.
inadvertently erased. backup file.
(Authorized GRS 20
item 8-a.)
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{U) Electronic Files. (U) File identical {o reconds (U) Temporary. (U) These files
authorized for disposalin this  |Deleta when the cannot be retired
(U) Disaster Backup Fila - schedule, identical records to the Records
Electronic file consisting of data have been delsted or [Center. They
identical in physical format to a replaced by a backup jmust be held in
master file or database and file, (Authorized GRS Jcurrent program
retained in case the master file or 20 item B8-b.) area until they are
database is damaged or destroyed.
inadveriently erased.
Tempaorary: IN GRS 20 item |300-04 1901-9 |{U) Electronic Fites. (U) Einding Aids (or Indexes}- |{U) Temporary. (U) These files  J(U) N/A
superseded, 9 Electronic indexes, lists, Delete with related  |cannot be retired
obsolete, or ‘registers. and olher finding aids jrecords or when jto the Records
no longer used only to provide access to  |superseded, Center. They
needed records authorized for obsolete, or no must be held in
destruction by this schedule. longer needed, current program
(Excluding records containing  |whichever is later.  |area until they are
abslracts or other information  [(Authorized GRS 20 |destroyed.
that can be used as an fiem 9.)
information source apart from
lme related records.)
Unclassified 6/17/12014
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Temporary. [N N1-525-95-1 1300-04 {U) Contracting and (U) Customer Requiremenis,  }{U) Temporary. (U) Thesefiles  [(U) N/A
superseded, Procurement. Records - Messages, notes, Deslroy when cannot be retired
obsolete, or status reports, specifications, |superseded, to the Records
no longer and other files accumulated by {obsolete, or no Center. They
needed customer account executives, |longer needed. must be held in
litem managers, and other staff |(Authorized N1-525- jcurrent program
responsible for determining what|95-1.) area until they are
specific items of material meet destroyed.
customer requirements, for
acquiring material for
customers, and for ensuring its
timely shipment.
Temporary: [N N1-525-95-1 {300-04 601-1-b (U) Communications - General. [(U) Other offices. (U) Temporary.  |(U) These files [(U) N/A
superseded, Destroy when cannot be retired
obsolete, or (U) Communications Policy Files - superseded, to the Records
no longer Reports, studies, substantive obsolete, or no Center. They
needed memoranda, and other substantive longer needed. must be held in
records relating to the formulation {Authorized N1-525- |current program
and implementation of overall 95-1.) area until they are
NRO communications policy and |destroyed.
procedures. Records
documenting overall requirements
and standards, frequency
management, the preparation and
management of integrated
information technology
architectures (both ground and
space), and similar matters.
Unclassified 6/17/2014
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N1-525-95-1 {U) Communications Security |(U) Appointment of COMSEC {(U) Temporary. (U) These files {{U) N/A
{COMSEC). Manager, (COMSEC Form 1); |Destroy when cannot be retired
Regional COMSEC Office Local [superseded or no to the Records
(U) COMSEC Security Files - |Hand Receipts. longer needed. Center. They
Comrespondence, studies, (Authorized N1-525- |must be held in
inspection reports, and other 95-1.) current program
records that document area until they are
communications security support destroyed.
provided to NRO activities, and
communications security
standards and policies generally.
Temporary. |N N1-525-95-1 [300-04 {6033 {U) Telecommunications. (U) Location Files - (U) Temporary.  [(U) These files |(U) N/A
superseded, Comespondence, messages, Destroy when cannot be retired
obsolete, or reports, and other records that {superseded, {o the Records
no longer pertain to specific NRO obsolete, or no Center. They
needed telecommunications facilites.  |longer needed. must be held in
Records providing information  |(Authorized N1-525- |current program
concarning each facility's 95-1.) area until they are
capabilities, equipment, destroyed.
activities and identifying points
of contact.
Temporary: [N GRS 24 item |300-04 Intentionally |System Backups and Tape Incremental and full backup Delete/destroy when
superseded, 4a1 [lefibtank  |Library Records. 1apes. superseded by a full
obsolete, or backup, or when no
no langer Backup tapes maintained for longer needed for
needed potential system resioration in the system restoration,
event of a system failure or other whichever Is later.
Junintentional loss of data.
Unclassified 6/17/12014
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Destroy/delete 1 year

10a help desk information to afier record is
obsolete, or customers, including pamphlels, jsuperseded or
no longer responses to “Frequently Asked Jobsolete.
needed Questions,™ and other
documents prepared in advance
to assist customers.
ﬁemporary. N GRS 24 item {300-04 Intentionally [IT Customer Service Files. Help desk logs and reporis and [Destroy/delete when
supersedad, 10b left blank other files related to customer |1 year old or when no
obsolete, or query and problem response;  |longer needed for
lno longer query monitoring and clearance; jreview and analysis,
needed and customer feedback records; whichever is later.
jand related trend analysis and
reporting.
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(V) Eeasibility Studjes - Studies
conducted before the installation
of any technology or equipment
associated with information
technology or information
management systems, such as
Local Area Networks (LANS),
word processing, copiers,
micrographics, and voice and
data communications. Studies
and system analyses for the
initial establishment and major
changes of thess systems.
Such studies typically include a
consideration of the attemnatives
of the proposed system and a
costbenefit analysis. (Including
an analysis of tha improved
efficiency and effectivenass to
be expected from the proposed
system.)

{U) Temporary.
Destroy 5 years after
completion or
cancellation of study.
{Authorized GRS 16
Iltem 9.)

(U) Hold in
current file area
for 1 year before
transferring to the
Records Center.

(U) Cutoff files at '
the end of the CY.
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(Uy COMSEC Incident Reporls.

{U) Communlcations Security (U) Temporary.
(COMSEC). Destroy 3 years from |current file area  [the end of the CY,
closure of incident.  {for 1 year before
{U) COMSEC Security Files - (Authorized N1-525- |transferring to the
Corraspondence, studies, 95-1)) Records Center.
inspection reports, and other
records that document
communications security support
provided to NRO activities, and
communications security
standards and poficies generally.
[Event: 5 [N N1-525-95-1 |300-05 {603-1 {U) Telecommunications. (V) Telecommunications (U) Temporary. (U) Hold in (U) Cut off files at
years Project Files - Reports, Destroy 5 years after |current file area ﬁlhe end of the CY.
memoranda, and other records {completion of project.|for 1 year before
relating to specific {Authorized N1-525- |transferring to the
telecommunications projects.  |95-1.) Records Center.
JEvent: 5 Y +2 N1-525-95-1 |300-05 603-2 {U) Telecommunications. {(U) w {U) Temporary. (U} Hold in (U) Cut off files at
years Files - Requirements, forms,  |Destroy 3 years after jcurvent file area  |the end of the CY.
messages, noles, and other deactivation of for 1 year before
records relating to the circuit. (Authorized  |transferring to the
procurement and mainienance |N1-525-95-1.) Records Center.
of specific telecommunications
n - circuits.
|Event: § Y +4 GRS 24 item |300-05 Intentionally |IT Asset and Configuration Inventories of IT assels, network |Destroy/delete 1 year
years 3a left blank Management Files. circuits, and building or circuitry jafter completion of
diagrams, including equipment  |the next inventory.
control systems such as
databases of barcodes affixed to
IT physical assets.
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IT Asset and Configuration
Managemont Files.

Records created and retained for
asset management, performance
and capacity management, system
management, configuration and
change management, and
planning, follow-up, and impact
assessment of operational
networks and systems. [ncludes,
but is not limited to:

Data and detailed reports on
implementation of systems,
applications and modifications;
application sizing, resource and
demand management;
documents identifying,
requesting, and analyzing
possible changes, authorizing
changes, and documenting
implementation of changes;
documentation of software
distribution and release or
version management.

Destroy/delete 1 year
after termination of
system.

Unclassified
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Intensionally [IT Infrastructure Design and Records for projects that are not {Destroy/delete 1 year
left blank Implementation Flles. implemented. after final decision is

|made.

Records of individua) projects
designed to provide and support new
agency IT infrastructure (see Note),
systems, and services, Includes
|records documenting (1) requirements
for and implementation of functions
such as maintaining natwork servers,
deskiop computers, and other
hardware, installing and upgrading
network operating systems and
shared applications, and providing
data telecommunications; {2)
infrastructure development and
maintenance such as
acceptance/accreditation of
infrastructure components, analysis of
component options, teasibility, costs
and benefits, and work associated
with implementation, modification, and
troubleshooting; (3) models,
diagrams, schematics, and technical
documentation; and (4) quality
assurance reviews and test plans,
data, and resutis,
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IT Infrastructure Design and

Records of individua! projects
designed o provide and support new
agency IT infrastructure (see Note),
systems, and services. Includes
records documenting (1) requirements
for and implementation of functions
such as maintaining network servers,
desktop computers, and other
hardware, installing and upgrading
niatwork operating systems and
shared applications, and providing
data telecommunications; (2)
infrastructure development and
maintenance such as .
Iaocepﬁancelawedimion of
infrastructure components, analysis of
component options, feasibility, costs
and benefits, and work associated
with implementation, modification, and
jtroubleshooting; (3) models,
diagrams, schematics, and technical
documentation; and {4) quality
assurance reviews and test plans,
data, and resuits,

Record:
Implementation Files. implemented.

)"‘j -

5 for projects that

Destroy/delete 5
years after project is
terminated.
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Redactions have been made to this record control schedule pursuant to 5 U.S.C. 552(b)(3)
with the corresponding statute 10 U.S.C. 424, which protects from disclosure the
"organization or any function of, and certain information pertaining to, employees of the
National Reconnaissance Office ." You will need to submit a Freedom of Information Act
(FOIA) request to the Office of the General Counsel for the withheld information.
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