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Purpose 

The purpose of this notice is to provide recommendations for agency implementation of the 
Controlled Unclassified Information (CUI) Program based on the 32 CFR part 2002. 

Background 

The Information Security Oversight Office (ISOO) exercises Executive Agent responsibilities for 
the CUI Program. In consultation with the Office of Management and Budget and affected 
agencies, on September 14, 2016, ISOO issued CUI Notice 2016-01, "Implementation Guidance for 
the Controlled Unclassified Information Program." CUI Notice 2016-01 outlines the phased 
implementation deadlines for agencies and describes the significant elements of a CUI Program. 

Structure of the Notice 

The attached recommendations are organized into the following sections to address programmatic 
elements: 

I. Program Management;
II. Policy;

III. Training and Awareness;
IV. Physical Safeguarding;
V. Information Systems;

VI. Destruction;
VII. Self-Inspections;

VIII. Incident Management; and
IX. Contracts and Agreements.

Not all recommendations apply to every agency, but may serve to organize and focus 
implementation efforts. 

Agencies are encouraged to contact the CUI staff at ISOO with any questions at: cui@nara.gov 

Ync--1- �. 15./\-1 pa,._
MARK A. BRAD��;-r 
Director 

Attachment 

This guidance document does not have the force and effect of law and is not meant to bind the public, except as authorized by law or regulation or as incorporated into a 
contract. Accordingly, with regard to the public, this document only provides clarity regarding existing requirements under the law or agency policies. This guidance document 
is binding on agency actions as authorized under applicable statute, executive order, regulation, or similar authority.is



Recommendations

for Agency Implementation of the Controlled Unclassi■ed Information (CUI) Program

Program Management

lSOO’s memorandum to the heads of executive departments and agencies, “Appointments of

Senior Agency Of■cial and Program Manager for the Controlled Unclassi■ed Information

(CUI) Program Implementation,” dated April 11, 2013, requested that agencies af■rm or update

their initial designations of their CUI Senior Agency Of■cial (SAC) and also requested that

they assign a CUI Program Manager (PM).

1. Select a CUI SAO, assign a CUI PM and designate an organization to lead implementation

efforts.

authorityofleveladequateshouldSAOsCUI withinrepresent toana. ensureagencyyour
acquisition,includinginoverall ofapprovaltheandresourceareassuccessprogram

practices.self-inspectionandtraining,policy,

theofbehalfPMs,CUIb. ■ withciallyofanddirectlyinteractSAO,CUI 1800on on
ofoperationsday-to-daytherelated includingProgram,CUIagency’stomatters your

trainingdevelopment,policy informationself-inspectionefforts, programs,agency
otherandchangestechnology elements.programmatic

CFR32theofissuancetheSince shouldwhoreevaluatedhaveagencies2002,partc. many
agencies.theirforeffortsimplementationtheleadingbe

organizationthefromSAOsCUIappointedhaveagenciesMosti. chieftheirof

■■ considerationthebasedenocer,ofinformation commonlyisCUIthat moston
whichandenvironment,electronicthethroughaccessed hasorganizationagencyon

consideration,anotherAsbusiness.oflinesinternalimpactabilitythe to orcross
thepersonneltheirtrainagencies sensitiveforprotectivemost onnow measures

trainingbasedusinginformation bymaintainedanddevelopedfrequentlycomputer

■ organization.cer’sofinformationchiefthe

basedlargelyorganization,securitytheirfromCUIii. SAOsappointagenciesSome

elementthiswithindevelopedmethodsandexpertisethe andtoon overseemanage
frequently,suchwithinoperationssecurity agenciestheseIn cases,agency.an

■edClassiusedpracticesandmethodsexistingrelyheavilyandadapt protecttoon
information.sensitiveprotectingforbaselineInformationSecurityNational aas

d. leadorganizationandSAOCUItheselectinginusedbethatFactors tomay
include:efforts,implementation can

What theofsubcategoriescategoriesi. handles;CUI agencyor



ii. The medium through which the agency handles CUI, such as the electronic

environment;

iii. Which of■ce or internal organization currently oversees and manages the handling
of sensitive information within the agency;

iv. Which of■ce or internal organization serves as the existing focal point for security
advice and reporting security incidents;

v. Which of■ce or internal organization holds or will receive the resources to
implement and sustain information security activities.

2. Choose other CUI leadership ■'om within existing lines of business, component agencies,
regional locations, and other major elements to implement the CUI Program.

order adequatelyIn informationsensitive complexandlargewithinprotecttoa.
officialssuchorganizations, forresponsibilitiestake andimplementingonmay

CUIsustaining ofrequirementsProgram duties.their currentpartas

workingForm3. ■specifocusbody implementationcally sustainmentandtoorgroupa on
therelatedactivities Program.CUIto

The theestablishshouldSAOCUIhead eitherworking throughagencya. or agencygroup
throughcorrespondence Membershippolicy. stakeholdersallincludeshouldagencyor

businessoflinesinternalallandthewithin organizations tocomponentagency or
include agencies.component

Recommendedb. include:thisforactivities group

policiesallIdentifyi. sensitiveforprotectiveprescribethatproceduresor measures
includinginformation, thethateverything inrescindmodifyneeds to oragency

CUItheimplementing Program;

Identifyii. subcategories;andcategoriesCUIpotential newany
effortsmodulestrainingallIdentifyiii. protectiveprescribethatawarenessor measures

includinginformation,sensitivefor modifyneedsthethateverything toagency or
CUItheimplementinginrescind Program;

identifyContinuouslyiv. additionalthroughaddressedbeshouldthatissues canor
initiatives.training,policy, awarenessor

informationallandevaluateorderinworkforcethecalldataInitiate4. thosetotoa compare
thatprotectingcurrentlyisthe regulation,law,existinglinkedbetypes tocannotagency an

listedpolicygovemment—wideand protectioncontinuedwhoseandRegistryCUIthein is

theprotectioninReferneeded. analysisadditionalforAgentExecutiveCUItogapsany
guidance.and

Develop implementationalldetailsthatplanimplementationdocumentand5. strategy oran
locations.regionalallandagenciesincludingtheforactivities Atcomponentanyagency, a

implementationofelementstheincludeshouldplansimplementationminimum, core



II.

identi■ed by CUI Notice 2016-01 such as policy, training, physical safeguarding, systems
transition, and a self-inspection program.

a. Such plans or strategies do not need to be submitted to the CUI Executive Agent for

approval or as a part of the agency’s report on implementation. Nevertheless, these

plans can serve as a basis for the dates or milestones conveyed to the CUI Executive

Agent as part of the agency’s annual report.

Policy

Agency regulations will provide the foundation for effective management, oversight, and

sustainment of program activities. Agencies may a
■cspeciaddressthatpoliciesmultiplethroughpolicy AtProgram.CUItheofelementsor a

address:shouldpoliciesminimum, agency
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subcategories;andcategoriesCUI
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requirements;CUIofWaivers
.

disclosureandCUI statutes;
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Act;PrivacytheandCUI

andofdesignationtheChallenges CUI;to

CUI;ofMisuseno
?

policyexistingallIdentify1. forprotectiveprescribethatprocedureandagency measures
thewithininformationsensitive linesinternalagenciesinclude(to componentanyagency or
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■ incorporatemodifiedbeedidentiproceduresandpoliciesAllNote: ProgramCUItomust

■ safeguarding,cation,example,‘identiforelements, anddestruction,sharing,marking,
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information:sensitiveformeasures
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Systems security policy;

Physical security policy;

Records and ascension policy;

Personally Identi■able Information and privacy policy; and

Classi■ed National Security Information policy.

2. Assess and inventory the categories and subcategories of CUI handled within the agency,
including those handled by component agencies.

3. Ensure that all prescriptive requirements found in the underlying authorities for CUI

Speci■ed categories or subcategories are re■ected in applicable agency policies.

■ addressedelementsectrepoliciesthat At2016-01.NoticeCUItheEnsure4. aonagency
should:policiesminimum, agency

■■ associatedresponsibilitiesthellfuldesignatedorganizationceoftheIdentify toora.
Program;CUIthewith

SAO;CUIthetitleand/orpositionbyIdentify

PM;CUIthetitleand/orpositionbyIdentify
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■ categoriesedSpeciCUIforrequirementshandlingsafeguardinguniquetheAddress or
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ofsafeguardingtheandapplicableIf categoryto oraproperensurenecessary
byhandledroutinelyCUIallidentifyalsopoliciesCUICUI,ofsubcategory mayagency

personnel.agency

AwarenessandTrainingIII.

PersonnelsecurityeffectiveofelementsmajortrainingandeducationProactive program.anare
andknowledgesatisfactorymaintaininformationsensitiveand/orhandlewho mustcreate a

unauthorizeddisclosuresdeterthatprotectivetheofunderstanding toprevent ormeasures

persons.

protectiveprescribethatproductsmodulestrainingexistingallIdentify1. awarenessoragency
agenciesincludingthewithininformationsensitivefor component oranyagency,measures

business.oflinesinternal

■■ incorporateedmodibeedidentiproductsmodulesTrainingNote: tomustawarenessor
■ destruction,sharing,marking,safeguarding,cation,identisuchelementsProgramCUI as

protectiveprescribeoftenthatproductstrainingAgencydecontrol.and awarenessor
include:informationsensitiveformeasures



Telework training;

Systems security awareness training;

General physical security;

Records management training;

Personally Identi■able Information and privacy training; and

Classi■ed National Security Information training.m
es
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2. Raise awareness or inform the workforce about the transition to the CUI Program and about

its key elements through newsletters or email “blasts.” Many agencies use a number of

electronic newsletters or email “blasts” to raise awareness about various information

security issues and to inform personnel about agency programs and efforts. These

newsletters and emails can address the following CUI Program elements:

CUI;involvingincidentsforrequirementsandproceduresreportingtheWhat are
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■ thatinformationed(unclassiinformationlegacyremarkHow to reuseor agencyan
disseminationfromrestrictedmarked controlledotherwisein way,someoraccessas or

andProgram);CUItheprior to

implementationfullagency’spriorCUIhandleHow Program.CUItheoftoto anc.

existingintoelementstrainingCUIIncorporate3. likelyisItpossible.whenrequired courses
includingpersonnel,allthat offormrequirewillCUIwith tocontractors, someaccess

theaddressalreadyexistingSincetraining. informationsensitiveofprotectioncourses on
incorporateadvisablebeitlevel, ratherexistingintoelementstrainingtomaysome courses

than trainingCUIThemodule.training ■ inedidentibeshouldrequirementcreateto newa
policies.relevantall agency

thededicatedwebpageDevelop4. provideusedbeThisProgram.CUIto toa amaypage
informationlinkstheofoverviewgeneral linkstrainingCUIaboutto orprogram, courses,

coversheets beginwillthewhenregardinginformationandpolicies,to toagencyor agency
TheCUItheimplement CUItheforinformationprovidealsocouldsiteProgram. contact

SAO.andPM

training:offourleastdevelopingConsider5. typesat

trainingtraining.Awareness thewithworkforcetheiracquaintwilleffortsAwareness ora.
theirwithinProgramCUIthetransitioncoming executivethethroughoutandto agency

thatmeaningphases,inwillProgramCUIThebranch. theofeach agencyoccur
implementwillbranchexecutive funding,(basedtheirthe at onpaceownprogram

implementationinfoundtimelinesindividualand thisduringthatplans)'andresources,
period bealsoIttime.theexistinformationlegacyandCUIboth at maysamemay

employeesothers;ofaheadProgramCUItheimplementforpossible toagencyone
beandpossibilitythisofmadebeshould CUIbothhandlehowinformed totoasaware

information.legacyand



Note: This training is not required, but highly recommended. This training may include:

i.

ii.

iii.

iv.

v.
vi.

vii.

The reasons why the executive branch is moving to the CUI Program;

Summary of information security incidents that led to the transition to the CUI

Program;

De■nition of CUI;

Description of the CUI Registry:

Introduction to CUI markings and how to identify CUI;

Summary of the agency’s implementation plans and tirnelines to implement the CUI

program; and

How to handle CUI prior to the agency’s full implementation of the CUI Program;

b. Orientation training. Orientation training will acquaint
the

workforce with the agency’s

trainingthisminimum,2016-01,NoticeCUIFollowingandpolicyCUI atprogram. a
must:

relatedresponsibilitiesindividual protectingConvey CUI;to

subcategoriescategoriestheIdentifyii. andpersonnelbyhandledroutinelyor agency
■ed;Specihandlingspecial CUIforrequirementsany

iii. locationanditsandRegistryCUItheDescribe (i.e.,structure,purpose,
http://www.archives.gov/cui/);

betweendifferencestheDescribeiv. ■ed;SpeciCUIandBasicCUI

■ oversightwithorganizationscesoftheIdentify CUItheforresponsibilitiesor
Program;

vi. policy;bydescribedrequirements,markingCUIAddress agencyas
physicalrequiredtheAddressvii. protectingformethodsandsafeguards CUI, as
policy;bydescribed agency

andrequirementsdestructiontheAddressviii. policy;bydescribedmethods, agencyas
Addressix. byprocedures,reportingincidentthe policy;described agencyas

sharingproperlyforpracticesandmethodstheAddress CUIdisseminatingor
withandthewithin executivetheofoutsideandinsideentitiesexternalagency

andbranch;

forpracticesandmethodstheAddressxi. bydescribedCUI,decontrollingproperly as
policy.agency

■■ willtrainingedSpecitraining.edSpeci theofportionworkforcetheacquaintc. aor
handlinguniquespecialthewithworkforce ■ categoriesedSpeciCUIforrequirementsor

missiondependingsubcategories. haveinternalandAn structure,or mayonagency,
■ inmodulestrainingedSpecimultiple identifyagenciesthatRecommendplace.

thosehandlethatrolesseries,jobemployees, specialrequirethatCUIofcategoriesor
describedrequirementssafeguardinghandling regulation,law,in govemment—asor or

trainingidentifydevelopandpolicy,wide requirements.theseaddressthatmodulesor

should
all agenciestraining.specializedtakehavewillemployeesNotNote: Mosttoor

already ■cspecitheaddressplaceintrainingofhave sort toprogramawarenessorsome
laws,underlyingtheinforcalledrequirements government-wideandregulations,



IV.

policies that relate to the information, for example, privacy training; such modules or
products must be modi■ed to address the elements of the CUI Program that apply.

d. Refresher training. Re■'esher training reacquaints the workforce with safeguarding

principles addressed in the initial orientation training. This training must be

administered, at a minimum, every two years.

Physical Safeguarding

CUI must be protected in electronic and physical environments. When CUI is not under an
authorized holder’s direct control, it must be protected with at least one physical barrier that

provides reasonable assurance that the CUT will be protected from unauthorized access or
observation. A controlled environment is any area or space that has adequate physical or

disclosure.unauthorizedfromCUIcontrolsprocedural protectto oraccess

■exibilityconsiderableforallows2002CFR32The isCUIthatensuringitwhenpart tocomes
physicaltheinprotectedadequately existingutilizeleverageAgenciesenvironment. orcan
implementingwhenpracticesandpolicies Program.CUIthe

informationsensitiveaffordagenciesexample,For physicaloflevelwithCUI)(ormost a
requirementstheexceedsalreadythatprotection ■ CFR32thewithinedidentimeets partor

HomelandimplementeffortstheirThrough2002. 12,DirectivePresidentialSecurityto most
takenalreadyalsohaveagencies limitingbyenvironments”“controlledestablishtosteps access

theoffeaturessecuritytheusingselect addition,InCard.AccessCommonto mostareas

placeinandpoliciessecurityphysicalhaveagencies forbaselineestablishthatprograms a
withinsecurityphysicalensuring Theselocations.regionalallsub-agency, atoragencyan

theestablishroutinelypoliciesand incidenttheandagencieswithinpolicy“escort”programs
reporting withinfoundindividualsunauthorizedwhenforguidelinesprocedures areor

environments.workingcontrolled

proceduresandpolicies,protectivetheEvaluate1. andwithinusedcurrentlymeasures, across
facilities,the that:environmentsworkingandassets,protectto toagency ensure

■protectiveThe unauthorizedthecientsufusedcurrently preventtoaremeasuresa. access
CUI;of

■ policyofinectedrestandardsprotectiveTheb. sortareormeasures oragencysome
procedure;

implementedstandardsprotectiveThe include(tothethroughoutareormeasuresc. agency
business);oflinesinternalagencies andcomponent or

inwillplaceinisThatd. CUItheofimplementationtheofplace,besystem partasora
implementationtheandevaluateroutinelyProgram, protectivetheofto ensure

measures.

workspacesphysicaltheandworkforcetheAssess2. unauthorizedthatto ensure oraccess
withoutthoseaffordedforopportunities lawfultonot governmentareaccess purpose.a

beneedmightCUIofcertainwithworkingwhounitsworkIndividuals totypesareor



segregated from other parts of the workforce to ensure unauthorized access or disclosure

does not occur. Ensure that:

a. Employees know which areas or work environments are acceptable for storing, handling,

and discussing CUI;

b. CUI is stored in an environment that includes at least one physical barrier of protection

that would show evidence of tampering or alteration. When appropriate, provide

employees with areas, of■ces, cabinets, or drawers where CUI may be stored.

Information Systems

Information systems that used to store, process, or transmit CUI must be con■gured at no less

than the Moderate Con■dentiality impact value (see 32 CFR part 2002.14). The majority of the

standard.thisguredconalreadybranchExecutivethethroughout ■systems toare

informationallIdentify1. transmitused CUI;store,tosystems orprocess,
determine2. ■ andguration;contheirAssess currentor

informationalltransitionplanDevelop3. ■guredconbefoundtostrategy tosystemsora
■dentiality.ConModeratethanlower

Destruction

When form,electronicinincludingCUI,destroying thatindoagencies makesmust manneraso
destructionAgenciesirrecoverable.andindecipherable,unreadable,mediathe must anyuse

■ byrequiredcallyspecimethod govemment-wideregulation,law, TheCUI.thatforpolicyor
ofInstituteNational PublicationSpecialTechnologyandStandards for“Guidelines800-88,

providesSanitization,”Media withagencies destroyedbeCUIhowrecommendations orcanon
should:Agenciessanitized.

the1. ofregardlessCUI,sanitizedestroyusedcurrentlymethodsAssess andmedia,to or
includingthe oflinesinternalagencies business;componentagency,across or.

Identify2. thewithinprocedurespolicy methodparticularrequirethatcurrent orany aagency
sanitizationdestructionof information;sensitiveforor

equipment,destructionallIdentify3. andapprovedmethods,andprocedures, forapprovednot
sanitization;destructionCUI andor

Establish4. procedures,equipment,destructiontheandevaluateroutinelytosystema assess
and sanitizationdestructiontheforusedmethods CUI.ofor

Self-InspectionsVII.

conductagenciesEach theirofandreview ProgramCUIagency’smust toassessmentayear,
effectiveness,evaluate monitorandcompliance,ofleveltheto toprogram measure

efforts.implementation

self-inspectionsconductthatagenciesSome compartmented,decentralized, andoperate

protections,physicaleitherinlimitedofteninspectioninfrequent systemstoscopeprograms, or



VIII.

and rarely performed on a regular basis to cover the entire scope of an information security

program.

1. Ensure self-inspection programs evaluate all agency CUI policies and procedures; training

and awareness efforts; and controlled environments or areas where CUI is stored, handled,

or processed.

Incident Management

A key element of the CUI program, incident reporting includes the tracking and analysis of

trends/patterns, as well as reporting the possible loss or compromise of CUI, and the response to
possible losses or compromises. Incident reporting and the information that comes ■om

■inhelpsincidentsofnumbersandthetracking changes,policyuence updates,trainingtypes to

self-inspection.oftheand targets

ofreportingincidenttheAt ofcertainfocusonlyagenciespresent, systems typesonsome
information,unclassifiedsensitive privacytypically physicaladditionininformation, toon

technologyinformationoflosstheandissues,security losstheandequipmentany or
■ itinformation,edclassiofcompromise incidentHowever,handled.iswherever reporting

includeactivities,monitoringtheseintegraterarely privacythan(otherCUIsystems or
withininformation) their scope.

involvingincidentsofauditsinternalConduct1. informationprivacyandsensitive andany
trainingadjust andSecurityaccordingly.and personnelmanagementprogramsawareness

■ incidents.suchofanalysisfromtbene anmay

employeesformechanismsDevelop2. Includeofmisusemishandlingthe CUI.reportto or
inmechanismsreportingthese standardandtrainingapplicable coursesany awareness

activities.

ContractsIX. Agreements.and

intoroutinelyAgencies entitiesnon-Federalwithand otheragreementscontractsenter or
typicallyTheseagencies.branchexecutive inthatlanguagecontainagreements waysome

theforcallsspeaks information.sensitiveofprotectionto or

allIdentify1. isguidancehandlingsafeguardingwhere conveyedagreementscontracts or or
andCUI;for

suchallModify2. safeguardingthealign theofrequirementstotoagreementscontracts or
CFR(32ProgramCUI 2002.14).part




