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Hi, thank you for joining us today. Today we will be discussing how to properly dispose of CUI when it is in electronic and physical forms. 



= Two Forms of Media

= Proper and Improper Physical Destruction
= Approved Destruction Materials

= Electronic Destruction




Media Sanitation: Two Forms of Media

SPECIAL REVIEW

Hard Copy Media -

Physical representations of information (in
example, on paper). Can also include things
like ribbons, drums and platens. Can be
vulnerable to dumpster divers or overcurious
employees.

Electronic “ Soft” Media

" Devices containing bit/ bytes like hard drives,
; random access memory, read only memory, disks,
"~ memory devices, etc., of CUI. Generally require a
~more involved process of destruction than hard
copy media.
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To begin, it is helpful to make the distinction between the two types of CUI that you will be destroying. Hard Copy Media refers to physical information, such as forms or documents. Electronic, or “soft”, media refers to media that is virtual, such as hard drives, computers, flash drives, or any kind of memory drive. These often require a more extensive process of destruction because their information exists in non-physical way.



Proper and Improper Physical Destruction

= Unreadable, Indecipherable, and Irrecoverable

= NIST SP 800-88, Guidelines for Media
Sanitization

Destroy paper using cross cut
shredders that produce particles
that are mm by 5 mm.

NOT APPROVED
APPROVED
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The rule of thumb when destroying any kind of CUI is to render the information unreadable, indecipherable, and irrecoverable. This is especially important when you trying to destroy any kind of physical form or document. Take for example a form that is shredded. On screen we have two examples of a shredded form. In the not-approved example, this has been shared so that entire names, numbers and addresses can still be put together. However, the example that we have “approved” has been cross cut using 1mm by 5mm particle machine. As you can see, the information is entirely unreadable, indecipherable, and irrecoverable. Nothing from that document can be put back together. 



Approved Destruction Methods

e Signage can be placed on equipment to indicate
that it is approved for CUI destruction.
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This equipment has been approved for the destruction
of Controlled Unclassified Information (CUI).

Inspected and Approved by: Date: Serial Number:
. . ABCD987654321
Quinn Cummings, CUI PM 7/18/2017 Make,/ Model:
This Shredder/XXX
Note: Only equipment which produces particles that are » mum x5 mm {004 i x 0,2 in.) i size (or smaller)

may he approved. Please direct any questions Lo
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As mentioned, it is important to destroy physical media in such a way that the CUI can never be rendered readable once again. Therefore, be on the lookout for shredders and other equipment that has signage that indicates that it has been approved for the destruction of CUI. On screen we have an example of a label that may be placed on a machine that has been inspected and approved for the destruction of cui. 



Approved Physical Destruction Methods

= Look for approved destruction bins to deposit CUl materials.

- Approved for the |
~ destruction of |
Controlled
Uncla;s‘siﬁe_d

~rmation
P Informa

= Never use trash cans or
recycling bins to dispose of CUI
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Some organizations use “destruction bins” to destroy their CUI.  Ideally, these bins should have signage on them indicating that it is acceptable to deposit CUI within them.  These bins should be locked to prevent any unauthorized access. Your organization should also ensure that all materials deposited into the bin is destroyed in such a manner that is with CUI protocol, meaning that it is unreadable, irrecoverable, and indecipherable.   NEVER use a standard trash can or recycling bin when throwing out CUI!



Electronic Destruction

Three Ways to Dispose of Electronic Media

Clearing

Protects against non-invasive data recovery techniques by
clearing data through standard Read and Write commands on
device. Examples include rewriting or resetting the storage device.

Purging
Applies physical or logical techniques that render Target Data recovery
infeasible using state of the art laboratory techniques.

Destroying

Like purging, state of the art laboratory techniques are used to make
the data impossible to retrieve. However, the media is then completely
destroyed so that it cannot be used for storage again.
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Electronic, or soft copy, media can be a bit trickier to dispose of in that its information exists in a virtual form and not just in a physical manner. There are three suggested practices to overcome that obstacle, they include clearing, purging, and destroying. Clearing refers to wiping information from a device, by means like rewriting or resetting the machine. Purging takes information clearing a step further by involving laboratory techniques to render the CUI information recovery impossible. Destroying also requires laboratory techniques to make information irretrievable; however, it destroys said media so that it can never be used for storage again. You should always consult with your local security manager on CUI for specific information on how you should be destroying your electronic media.  



Information Security Oversight Office
Attn: CUI Program
National Archives and Records Administration
700 Pennsylvania Avenue, N.W., Room 100
Washington, DC 20408-0001
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(202) 357-6870 (voice)
(202) 357-6871/6872 (fax)
archives.gov/cui
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Thank you for joining us today, and thank you for taking the time to learn how to properly dispose of your CUI.  
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