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Iraq's B:ologlcal Warfare Program:
Well Positioned for the Future ||

Despite six years of UNSCOM inspections, Iraq has only reluetantly
offered details of its biological warfare (BW) program:

Iraq did not acknowledge any work beyond basic research until
Husayn Kamil's 1995 defection forced it to admit to an offensive
program that had achieved largc-sca]e production, weaponjzauon.
and deployment,

Evidente from multiple sources Indicates that Irag still is hiding
details of its prewar program, including additional agents, muni-
tions, and g doctrine for use. .

Throughout the postwar period, Irag has continued weapons-
applicable research in the guise of legitimate biological production.
This research has allowed Baghdad to develop a better understanding
of agent production and weaponization and to maintain the technical’
expertise of its BW persoanel.

Iraq has perfécted techniques for drying organisms in a respirable
particle size range.

Dispersal trials with a biopesticide—a close analogue to anthrax—
have provided Iraq with valuable data for BW agent dissemination.

Iraq is using sanctions and the inspection process as an opportunity to
further its program and (o increase its self-sufficiency. Iraq’s new
Jound strengths will increase the dxff culty of detecting and tracking
the program in the future, '

Repeated questioning by inspectors has drawn Iragi attention to
more advanced munitions such as bombléts and to additional -
agents, specifically plague and smallpox.

Iraq now has the design and manufacturing facilities to indig-
encusly produce its.own biological production: cquipmcm, thereby
decreasing reliance on foreign suppliers.

Iraqi officials have stated that a long-term goal was to build dual-
use facilities that could be converted from civilian production to
biological weapons production when needed.

Withheld under statutory authority of the .
Central Intelligence Agency Act of 1949 (50 iii _m;-?-_amx
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Barring a change in government or attitudes, Iraq will probably
- resurrect its BW.program once sanctions are lifted or the
UNSCOM presence is reduced.

* Approximately five years after sanctions cease, we estimate that
Iraq will have a consolidated in-country expertise on agent
production and will be moving toward more efficient and
flexible dissemination systems.

+ Iraq is likely 1o investigate the application of genctic engineer-
ing to BW agents and may continue earlier research on mixing
s, ||
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Iraq’s Biological Warfare Program:
Well Positioned for the Future [ |

BW Program: More Sophisticated Than Declared

Before the Gult war, we assessed that Iraq had thé most -
extznsive biological warfare (BW) program in the
Middle East. We were contident that Iraq had produced
anthrax and botulinum toxin and knew that it bad the
capahility to weaponize those agents into bombs, missile
warheads, and spray tanks. Multiple intelligence
reports obtained after the war corroborated and ex-
panded our assessmeats, pointing (o Irag’s BW agent
production nd weaponization efforts. |H:|

For more than four years after the cease-tire, Iraq
insisted that its BW program had never progressed
beyond rescarch. Despite the assistance of international
intelligence information, UNSCOM was unable to Show
definitively that Iraq’s BW program had progressed to
production and weaponization. Irag was successfully
able o provide plausible, legitimate explanations for
facilities with dual-usé capabilities and equipment,

[ E.O. 13526, section 1.4(c) | 7
—1

Only after Husayn Kamil's August 1995 delection did
Iraq disclose substantially new, atbeil incompleie,
information on its offensive program, including key
personrel, facilities, types of agents, and munitions (see
figure 1). Iraq cluims that after an inilial failed atternpt
in the mid-1970s, research for the BW program was
reinitiated in 1985 and full-scale production of BW
agents began in 1987, Although a number of facilities
were used for agent R&D and production, a new
dedicated site for biological weapons production was
built at al Hakam in 1988. Weapons trals of bombs
and artillery shells filled with anthrax simulant and
toxin took place from 1988 through 1990. I:l

Alter Iraq's invasion of Kuwait, a “crash” pmgram' was
started to produce and deploy biological weapons. Iraq

Iraq produced spray tanks for both piloted and remotely
piloted fighters that were capable of dispersing 2,000
liters of anthrax. Field trials of these tanks using an
anthrax simuolant were conducted in January 1991.

Irag claims that all biological agents and munitions
were unilaterally destroyed in July 1991,

Multipte inteHigence sources, UNSCOM inspections,
and inconsistencies within Iraq’s extensive BW
declasations all indicate that the spectrum of Iraq’s BW
program—{rom R&D to BW agent production, to
weapons testing, 10 munitions filling—was more
sophisticated than admitted (see appendix). Further-
more, Baghdad's consistent obstruction of UNSCOM's
information gathering and its denial or misrepresenta-
tion of the scope of its BW activities are designed (o
preserve those advanced capabilities deemed critical to

restasting the program. [ |
Agents: Incapacitating toLethal [ |. |

.Iraq researched bacterial, viral, and wxin agents,

producing effects varying from incapacitation to death,
‘The ranpe of agents declared by Irag (see table 1)
would allow a customized pairing of agent to munition
for both Wactical and stralegic scenarios. Research
chcompassed not only human palhogem but also a
plant pathogen mdlf.‘.almg an interest in economic
warfare, tl

Growing evidence from intelligence and UNSCOM
reports indicates that Traq investigated additional

“undeclared agents, specifically plague, smallpox, and

tularemia. Iraq has denied any research efforts on these
agents and ¢luims not o maintain any stocks. Trag's
admited work on camelpox, however, has raised
concemns thut the agent was being used as a tumulam
for smallpox.

Suspect Agents Not Declared
Plagae, [
inittated work on plague in 1985] l

claims bombs and missile warheads were filled with
anthrax, botulinum toxin, and aflatoxin and deployed to
four locations for the duration of the war. In late 1990,

portedly, plague was produced and
weaponized, yet technical difficulties regarding
delivery made the weapons ineffective.

| E.O. 13526, section 1.4(c) |

——Seoret—

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
U.S.C., section 3507)



http:progr.im
http:Sophl!.11eat.ed

C01306167

T SECRET

—Soeret—

[ 1| u.s.c, section 3507)

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50

Table 1 .

Iragl-Declared Agent Productlon

Apgents Location Dates Research/ Production
) Production Amount
Quantitles
Aflatoxin Salman Pak Pre-1989 Research None
Al Safa'a 1989 Production * * 600L
1990 Production 1,600L
(2,200Ly
Anthrax Al Muthanna Pre-1990 " Research None
Salman Pak Pre-1950 Research None
1950 Produciion 150L -
Al Hakam 1990 Production 8,350L
{8,500L)
Bacillus subtilis Salman Pak 1988 Production 240L
(anthrax 1989 . 300L
- stmulant) Al Hakam 1989 Production 250L
- 1990 100L
(890L})
Botulinum toxin Al Muthanna Pre-1988 Research None
Salman Pak Pre-1988 Research None
Al Tajt 1988 Production 400L
Al Hakam 1958 Production 400L
193950 : 13,200L
Al Menal 1990-91 Production 5400L
(19,400L)
Clostridiiim perfringens Salman Pak - 1988 Research None
Al Hakam 1990 Production 340L
Ricin Salman Pak Unknown Production 300g
. Testing None
. Al Muthanna Testing None
Tricothecene Al Safa'a 1950 Research None
Mycoloxins Salman Pak . 1990 Testing None
Al Muthanna 1990 Testing None
Viruses Al Menal 1990 * Research None
(camelpox,
acute hemorr-
hagic conjunctivitis,
rotavirus)
Wheat Cover Al Safa'a 1983-86 Resecarch None
Smut Mosul 1984-90 Production 1,988.5 tons
Salman Pak Unknown Testing None
. This tuble is Confidential,
;—Seeee&— 2
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I |

M&Lx” E.O. 13526, section 1.4(¢c) |

__Ibiological weapans-technol-
ogy dealing with anthrax and smallpox was made
avaitable to \rag in the late 1980s, when scientists from
that institute traveled to Trag to provide BW assistance,

[ E.O. 13526, section 1.4(¢c) |

UNSCOM hus discovered smallpox “seeds,” smallpox
vaccine, and freeze dryers libeled “smallpox muchine.”
Traq claims thal the “secds™ are a vaccine struin needéd
in case the disease reemerges and the dryers were used
in the 1950s to dry smallpox vaccine.b

Tularemia. Iraq tumned over strains of tylagemia to the

" first UNSCOM BW leam as a part of their “defensive” .

culture collection. Given Iraq’s later admission of
olfensive work, it is likely that al? organisms relin-

quished to that UNSCOM (cam also were investigated
as part of the ofremivc.program.‘

| E.O. 13526, section 1.4(c) |

1

BW Agent Productlon Enhancenrent D

Production Technlques

Iraq has admitted to investigating production tech-
niques that could increase the efficiency of dissemina-
tion and effectiveness of BW agents. Despite Irag
downplaying this research and claiming that significant
progress was not made, it is clear that the valee and
importunce of these techniques were recognized.
Although reponing is not sufficient enough Lo allow an
assessment of Iraq's actual progress, al 2 minimum,
Iraq has positioned itself to make great strides in these
areas.

Mixtures. Traq investigated mixing various BW agents
with mustard, tear gas, and skin penetrating chemicals.
recognizing that these chemicals could enhance the
toxicity of the BW agen. |

| E.O. 13526, section 1.4(c) |

[aerosolized aflatoxin was lethal,

but when mixed with tear gas the mixture cavsed only
miner intoxication, then complete recovery. However,
mixmres with DMSO—a skin penetraling chemical—
appeared to0 ephance the effects of the BW agents
anthirax and Clostridium perfringens, Although
preliminary, these investigations demonstrate that Trag
was interested in more sophisticated final agent mixes.

Dried. In general, drying a BW agent increases the
efficiency of dissemination, extends the shelf-life, and
concentrates the agent for higher weapons lpad. Irag
acknowledged performing only two enclosed tests with
dried anthrax on sheep. It has denied UNSCOM's
accpsations that wheat cover smut spores were used a5
simulants for dried BW agent during field trials,
Drying equipment capable of processing large quantities
of agent was in place at BW production facililics,
althoogh raq claims it was not used to dry BW agents.
Iraq did, however, produce dried biopesticide after the
war, demonstrating the ability to successfully use this
type of equipment | ]

Carriers and stabilizers. Carriers and stabilizers can be
added to BW agents to increasc the efficiency of
dissemination, stabiize the agent over extended periods
of time, and protect the agent from heat or explosive
shock. Irag acknowledged investigating the addition of
silica to wheat cover smut to increase dissemination
efficiency and had plans 1o test its addition to affatoxin -
as well. Other countries, such as the former Soviet
Union, used sifica as a carrier for BW agents,] |

Genetic engineering. Iraq admitied to an interest in
applying genetic enginecring to the development of
antibiolic resistant agents. Although Iraq presented its
past research in this area as elementary, conferring |
antibiotic resistance o an organism is relatively simple

~—Secret—

-
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and Iraqgi personnel would have been lechnica]lly
qualified to conduct such research,

Productlon Capability: Above Declared Preductlon

Iraq has been recalcitant in providing details on the
quanlity, type, and timirg of biological agent produc-
tion. UNSCOM reported in December 1996 that Irag
had the potential for preduction far in excess of what it
has claimed—1iwo times higher for botalinum toxin,
two to three times higher for aflatoxin, and five to six
times higher for anthrax, Even Traq keeps modifying
its agent production quantities to correlate with the
changing weapons production figures.

| E.O. 13526, section 1.4(c) |

1 o
| E.O. 13526, section 1.4(c) | ,
Traq produced anthrax at the al Menal

Facility—a facility lraq claims was involved only in the
production of botalinum toxin following the Kuwaiti

invasion, 1
| E.O. 13526, section 1.4(c) |

I Furthermore, Traq has only
admitted to production of botulinum toxin type A, and
recent sample analysis shows cvidence of botulinum
toxin type B. .

| E.0. 13526, section 1.4(c) |

_| Reportedly, four filling
muchines—two large and two small—were ordered in
March 1989 and required spare parts by October 1989
because of heavy use, The large machines possibly
were used for filling bombs, such as the R40DA, and
the smaller machines for filling bomblets,

Munitlons: Less than Ideal [ ]

Iraq examined a wide range of munitions for BW
dissemination but lacked the necessary expentise.and
time 1o develap efficient systems before the Gulf war
(see table 2). Much of the wesponization expertise for

—Seeret—

BW cume from the chemical warfare (CW) program
using CW technigues and principles to modify conven-
tional munitions for BW fill. BW and CW agents,
however, require different delivery methods to maxi-
mize cffectiveness. Filling CW-modified conventional
munitions with BW agents probably contributed to Iragi
difficulties. The Iraqis described problems in several
areas and provided other munitions data that suggest
that the efficiency of their weapon®s capability at the
time of the Gulf war would have been limited. Despite
prablems (described in the following paragraphs), the
munitions developed could sall effectively deliver BW
agents. Furthermare, Iraqi explanations of faifure may
have been designed to cover the exact nature of BW
weaponization efforts.

Dispersal Efficiency. Although Iraq declared that they
deployed bulk-filled R400A aerial bombs and al Husayn
nissile warheads during the Gulf war, it is donbtful
how efficient either of these weapons would have been.
The charge required to rupture the I-centimeter-thick
bomb casing of the R400A- would have created such an
increase in intemal pressure and température that it is
likely much of the biological payload would have been
destroyed. Likewise, the al Husayn warhead would
have been a far better psychological terror weapon than
an efficient disseininator of BW agent. Describing the
warhead as a whim of Husayn Kamil, the Ifagis
dismissed it as useless, believing the heat of rceatry
would destroy the bulk agent. In fact, most of the agent
would likely have survived the reentry temperatures, as
the warhead contained extra asbestos insulation, The

" warhcad, however, may have faced rup;uring problems

similar to the R400A bomb.

Fuzing. Traq's choice of an impact fuze for its BW
munitions also limited the potential effectiveness. Irag
claims to have made the decision to qutfit its warheads
and bombds with impact fuzes based on a visual assess-
ment of acrosol clouds generated during comparative
stati¢ ficld tests mimicking proximity and impact fuzes.
Althouph the dispensal efficiency from the ground burst
of a low ierminal velncity bomb would probably be .
superior to that of the high terminal velocity al Husayn,
neither would generate efficiendy a respirable aerosol.
The rationale for declaring the use of impact fuzes may
have rested inore on the limited availability of proxi-
mity fuzes or the destre lo withhold information from
UNSCOM that indicated development of more sophisti-
cated munitions.

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949'(50

U.S.C., section 3507)
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Table.2
Iragyl-Declared Munitions
Munitien Fleld Tested Deployed
Al Husayn missile Simulunts Anthrax
warhead oil Botnlinum toxin-
"spoilt” sarin Afldtoxin
-t €25 wtal)
R400A hombs Anthrax simulunt Anthrax
Bowlinum toxin Botulinum toxin
Allatoxin
{166 toual)
122-mm artillery shells Anthrax simulant None
Botlinum toxin
" Aflaoxin
155-mm rockets Ricin None
"LD-250 bombs Anthrax ‘simulant . Nonpe
. Botulinum toxin
Modified diop tanks - Anthrax simulant 4 modified

for Mirage F-1 and -
remately piloted aircraft

This table is-Cenfidentink

Parachute-retarded warhead. In carly 1995,
UNSCOM uncovered frag's Meteo-1 project, a
prewar attempt to procure hundreds of parachute
yysiems for the Al Husayn warhead. The Meteo-1
project probably was an attempt at weaponizing BW
agents for the Al Husayn. The parachute system

" would both stabilize and slow.down the Al Husayn

warhead 10 less than 10 meters per secand l '

|

| This slow speed significuntly reduces the

difficuliies in fuzing and dispersing a BW agent.
Furthermore

|Irag had a tacility

|'E.O. 13526, section 1.4(c) |

designed to fill parachute-retarded, aircraft-delivered
bumbs, and weapons filling kad reportédly begun by
at least the end of 1990, [raq claims that the systems
were to be used for one or (wo flight tests 1o recover
video payloads used to monitor the break-up of

Al Husayn missiles.

5

Aerosal Devices, The two spray systems designed by
Irag probably would have been its most efficient
delivery system. The modified 2,200-liter fuel drop
anks fitted to the Mirage F-1 aircraft could have

created a line spurce of arespirable aerpsal ¢

l Jind lests using a simulant for anthrax

were conducted during the air war in January 1991,
according (o Iraqi declarations, The Zubaydi acrasol
device was a standard pesticide sprayer, adapted with

overlaying mesh screens to obtain smaller particle
sizes, and was fitted to a helicopter.. [raq claims the
results of 1988 tests in which this device was used were
unsatisfactory, und the project was abandoned, [ |

Cluster munitions. Although lraq claims that all its
BW munitions contained bulk fill, growing evidence
indicates that Iraq bad an early interest in developmg
cluster bombs for BW.

Withheld under statutory authority of the
Central Intelligence Agency Act of 1949 (50
U.S.C., section 3507)
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Mllitary Poctrine I:]

Iray has given UNSCOM little insight into the thought
process behind the development of biological weapons
and even less into the docirine for their use. Ithas
denied any military doctrine for developing and using
its BW program. Tt has admitted only that the drop
tank spray device was developed in response 1o an
Israchi article aceusing Iraq.of developing such a
dissemination device. Irag claimed that the device,

| E.O. 13526, section 1.4(c) l conld have been used against Tsrael, Saudi Arabia, or

the Coalition forces. ['p ), 13526, section 1.4(c) |

- | - |Irag had a
plan to use BW during the war. The plan called
for an initial air r2id on Riyadh with conventional
high explosives, which, if-successful, wonld be
followed by a second mission containing 2a BW
dispersal aiscraft. Reportedly, the first mission
was shot down and no other efforts were made Lo
deliver the BW agent,

» Thus far, Baghdad has only admilted 10 a retalia-

. | |Dr. Mukblif—the ' tory docurine. ‘The commanders entrusted with the
project manager for the construction of.al Hakam biological weapons during the Gulf war were
and the head of the Salman Pak Forensics section authorized to counterattack with BW only in the
that included BW research—made an initial visit case of first strike with weapans of mass destrac- -
to the al Noaman claster bomb factory in 1987 or tion by the Coalition forces against Baghdad.
1988 o dizcuss weapons the biology group could
use. He claims to have rejected the idea of cluster -
bombs because of high intemal temperatures, Lessons Learned Since 1991 |

Contintted Covert Weapons Research

Despite intrusive UNSCOM inspections, Iraq has

continved 1o conduct weapons-applicable research in

| E.O. 13526, section 1.4(c) | the guise of legitimate, commercial work, preserving

" the technical eéxpertise of BW personnel, From 1991
until mid-1996, the al Hakam facility—Iraq's principle
BW agent production facility before the Gulf war—

| E.O. 13526, section 1.4(c) |

yi T " produced the biopesticide Bacillus thurengiensis (Bty—
\\ ‘ . a close analogue to anthrax, During this time, Iraq
=T ] was able to:

Brigadier General Mahmoud Bilal—former head of ) e .
BW weaponization—claimed repeatedly that cluster *  Perfect the technique of drying liquid suspensions

bombs had been modified for biological agents and . of harvested spores by spraying directly into

were tested, with two being produted. Presidential bentonile—a material that overcoals spores. The

adviser LTG Sa’adi confirmed this statement. Ata resultant end-product had extended stability and
" later meeting, Bilal alleged that his earlier statements excellent handling and dispersal qualities.

were a mistake, I:f

_ Withheld under statutory authority of the
—Seret 6 Central Intelligence Agency Act of 1949 (50
: U.S.C,, section 3507)
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E.O. 13526, section 1.4(c) |

= Successfully produce the Bt i a respirable particle
size ranging from 1 to 10 microns. This size is
ideal for the dissemination of BW agents in which
the acrosol produced can be'inhaled; it is not ideal
for a biopesticide that must be at least 10 times
this size ta effectively coat crops.

«  Conduct dissemination Irials in conjunction with
biologists from the Tuwaitha Nuclear Fucility.
These tests—carried out under differing climatic
conditions—waould provide Traq with valuable daty
for agent dissemination. .

Although UNSCOM recently destroyed al Hakam, the
past five years of research at the facility greatly en-
hanced Iraq's capability to produce and d:sscmm.uc

anthrax and other BW ageats.

Self-Sufficlency: A Negative Product of Sanctlons
Since the cease-fire, sanctions have seriously, but only
temporarily, crippled Iraq’s ability to conduoct biological
research. They also have forced Irag to become more
self-sufficient, On the basis of successful reverse-
engineering efforts, Iraq now has the design and
manufacturing facilities to indigenously produce its .
own biological production equipment, specifically
fermentation unils. Il is virtually impossible to know
where these fermentors may now be located. Develop-
ing the ability to manufacture these fermenters mini-.
mizes reliance on foreign equipment suppliers in the
futore and complicates international efforts to track
biological activities through procurement orders.

|

[it was Iraq s long-term plan to

have dual-use facilities that could convert to chemical
and biological weapons production, This plan was
devised in reaction to compromises of the al Muthanna
State Establishment chermical warfare facility and the
Salman Pak biological warfare facility. Some other
countries, particularly Russia, use mobilization con-
cepls that would enable specific civilian institutes to
convert to the production and weaponization of BW
agents in a wartime siwation. &]

Denfal and Deceptlon Lessons for. the Future

" Iraq has leamed valuable lessons from the war and the

inspection cxperience. | )

[ E.O. 13526, section 1.4(c) |

I E—

Iraq also has gained new insights into weapons devel-
opment because of the inspection process. Through
specific and repeat questioning, well-meaging interna-
tional inspectors have highlighted areas of concem in
biological weapons development. )

o __linspectors have queried
the Iraqis extensively on past work on plague and
smallpox. Altbough Iraq has repeatedly denied
any research on either agent, the continved
diglogue denotes the importance 2nd potential

effectiveness inspectors believe such ageatts would
have if used offensively. .

[ E.O. 13526, section 1.4(c) |

= . Multiple inspections and interrogation sessions
have been devoted in part to questioning the Iragis
about cluster bombs for biological agents.

| E.O. 13526, section 1.4(c) |
LI |

Iraq developed 4 security commitiee to act as the

. primary command and control organization for decep-
{tion operations—hiding material, providing false
documents, camouflage, and delay tactics—mounted
against UN inspectors visiting I

[ [These coordinated deceplion efforts
contribuied to Iraq’s four years of success in hiding the
true-nature of its offensive program.” Even after Husayn
Kamil's defection and the subsequent disclosures, Iraq

stil! has attempted to deny certain BW acltivities.

Inan lde'al Position for Future Blological Weapom;
Productlon | |

Bamring Saddam’s overthrow or a sea change in Irag’s .
military posture, it is highly unlikely that Iraq will
relinguish plans to resirect its offensive BW program.

7 ' —Seeret—
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The lessons Iraq has leamed over the past six years,
coupled with its experience before the war, place
Baghdad in an ideal position to reseme production and
weaponization of BW agents once sanctions are Jifted
or UNSCOM's presence is diminished. [ |

Short-Term Prospects

In the one to lwo years after sanctions are lifted, Irag
probably will work loward regaining its prewar status
by pursuing many of the same agents and improving
upon munitions from its prewar program. UNSCOM's
destruction of facilitics and equipment associated with
the past program bave made ncar-term start up of
offensive activities more complicuted. Even with
minimal UNSCOM interference, Iraq is likely to locate
the progeam to unmonitored sites, and it will take some
timne to overcome inevitable start-up problems. Irag,
however, has a number of remaining capabilities that
will ease the resurrection of its offensive program:

= The technical cadre of scientists and engincers
formerly involved in BW work have been main-
tained. Many are associated with the National
Monitoring Directorate—an analogue to the UN's
Baghdad Monitoring and Verification Center—and
have been involved in the UNSCOM inspections
and discussions.

»  Facilities remain that are capable of conducting
biological production and mesal/munitions
manufacturing.

« Iraq’s reliance on foreign technology and expertise
15 fur less than before the war and it has the
capability 1o preduce biological production equip-
ment indigenously.

Mid-Term Prospects

By five years afler sanctions cease, Irag probdbly will
buave consolidated in-country expertise on agent
production. Having mastered production of traditional
BW agents such as anthrax and botulinum toxin, Trag
probably would investigate additionat agents. Iraq
admitied that much of its zarly research on anthrax and
botulinumn toxin was accomplished through litcratore |
searches of the old US offensive program. [Ff the Iragis
continue that approach, Isaq may investigate agenls
such as Q-fever and tularemia. It may also elaboraie
upon the prewar rescarch conducted on mixing agents.

| E.O. 13526, section 1.4(c) |

Finally, Irag would

likely concentrale on ways to enhance the efficiency and
effectiveness of the BW agent by perfect.ing the prodec-
tion of dried agents in the comrect, particle size and
expanding the prewar research conducted on camas
such us silica and bentonite.

Iraq also probably will move toward more sophisticated

- and flexible dissemination systems. Although the

Iragis probably will continue to modify conventional
weapons for BW [ill, they will likely attempt to
progress beyond terror weapons and strive for an
efficicat dissemination of apents,

*  Spray Lype devices can be designed to deliver an-
aerosol by nonexplosive means and can he fitted 10
virwally all sircrafl including remoteiy piloted

.vehicles and cruise mts-\lleq .

- Submunition development wauld increase the
_efficiency of agent dissemination for both air
bombs and missile warheads.

Iraq may develop a mititary doctrine to include use of
BW with special forces. Baghdad probably will -
continue to view the use of BW primarily as a deterrent
and secondarily as a retalistory or Tast resort weapon.
Irag may view the usc of BW by special forces, hotw-

- ever, as ideally suited for covert, first-sirike missions.

Long-Term Prospects
Long-term projections on how Irag's program will
progress are difficalt 10 predict. Iraq may continue the

. application of genetic engineering to BW agents.

Genetic engineering can be used effectively w increase
the virulence of and confer antibiotic resistance to
organisms, It is also possible that Iraq could investigate
transferring toxin genes from ane pathogenic organism
ta another, in essence creating an organism with
characteristies of both, Although the techniques for
conferring antibiotic resistance to an ¢rganism afe nol
difficult, frag would have to vastly improve its general
capabilitics in the field of molecular biclogy to carry ont.
more sophisticated research such as increasing viru-
lence or toxin gene transfer, [ |
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' Irzg may also move heyond dedicaled BW facilities services. Irag Wil likely develop new procurement
and ] networks taking into account thé tracking methods the

aeate tree dual-use facilities that would only produce IC used before the war.
biological weapons in lime of necessity. To ensure a
smoath transition, this concept would be possible onlty
after many relisble and reproducible production and
munitions filling rens hud been accomplished. (S NF)

[ E.O. 13526, section 1.4(c) |

Just us Trag's prospects for rebuilding its BW program

| E.Q. 13526, scction 1.4(c) |

are promising, Intelligence Community (IC} prospects

for identifying, monitoring, and penetrating that same

program have been greatly diminished. [rag bas

improved not only the technical capabilities needed for

a sophisticuted BW program, but also hus learned how

to protect that programn from foreign intelligence ﬂ |
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Appendix

Iraqi-Declared Organizational Structure of

Biological Warfare Propram
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