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Privacy Impact Assessment (PIA) 

Name of Project: Case Management & Re porting Svste m (CMRS) 
Project 's Unique ID: 6380P 

Legal Computer Securi ty Ac t of 1987 (P .L. I 00-235) 
Authority(ies): Government Performance and Results act of 1993 (GPRA) (P .L. 103-62) 

E-Governme nt Act of 2002 (P.L. 107-347) 
, Freedom o f In fo rmation Act (5 U.S.C. § 552. as amended) 
i Pri vacy Act of 1974 (5 U.S.C. § 552a) 
I 

i 
Purpose of this System/A pplicatio n: T his Privacy Impac t Assessment (PI A) documents the types of : 
personal information protected under th e Privacy Act and the Freedom of 1ntormation Act (FOIA) that 
the Case Management and Reporting System (C MRS) possesses and stores. In addition, this document 
identities the categories of indi vid uals to whom this information pertains. a nd the system(s) controls 
that will be used to prote ct access to this information. N ARA will continue to revise this PIA as 
appropriate. 

Section 1: Information to be Collected 
1. Describe the information (data elements and fields) a vailable in the system in t he following 
categories : 

Employees I Unique login in formation that w ill establish the pa rameters for their use and grant I 
' them access to th e data necessary to perform their duties; no other ide ntifying 

info rmation is collected on emplovees. 
External 

i 
The requester or veteran name. address. phone nu mber. e-mail address and 

User s I signature: a ny information necessary to identify a spec itic mi litary record. T his 
; 

incl udes date and place of birth, bra nch of service, du ration of military service. 
social security nu mber a nd/or service number. specilic units of assignment. 

I m ilitary rank. and date/place of medical treatment. 
Audit trail 
information 
(including 

I 
(*see " Employees" above) ! 

employee log
in 
information) 
Other This category includes two distinct subsets of users, third party requestors and 
(describe) other agenc y users. 

- All third pan y requestors , incl uding individua ls acting on behal f of the veteran, 
military dependent. Federal, state, and local government offices/personnel. 
representatives of the military service bra nches and next of kin Contact 
inform ation and information concerni ng the requested mi litary record are 
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available in the system. 

-Other agency users. including employees of the Department of Veterans Affairs. 

the Social Security Administration and military service departments. These 

parties are required to provide an assigned login id and personal password to gain 

access to CMRS. No other identifying information is collected. 


Describe/identify which data elements are obtained from files, databases, individuals, or any , 
other sources? . . I 

NARA ! [ NPRC Registries are used to locate the physical location of records maintained by 
operational / NARA. The Registries identify military personnel and medical tiles in the NPRC 
records I holdings by name. service number and/or social security: include civilian 

1 

personnel and medical tiles located at the NPRC Annex in Valmeyer. IL indexed 
1 

I I by social security number. name and date of birth. as well as x-ray tiles indexed ~-
. bv service number or social securitv number , 
.[ I Case Reference Guide (CRG)- co~tains ·how-to" information on military 

. personnel and medical records. It provides instructions on how to locate records 
and the appropriate way to research and respond to various requests for those 

I records. The CRG also contains instructions on how dependant and other 
medical records can be ordered from other the NPRC Valmeyer facility. 

External users ! Third party sources, including any requester (e.g.- friends. potential employers. I 
news agencies, and veterans· organizations) seeking information from military 
records or dependent medical records on tile at the NPRC- CMRS will collect 

1 contact infom1ation and information needed to locate the appropriate military tile 1 

(This category also includes any requesting veterans)- CMRS will collect 
contact information and request-related information provided directly by the 
veteran or employee: only information directly collected from employees of 
NPRC or the military service agencies is their login id and personal password: 

J _I system administrator 

Other Federal I [ Department of Veterans Affairs - provides access to the Beneficiary 
agencies (list 

Employees 

Identification and Records Locator Subsystem (BIRLS) to assist NPRC staff m 
agency) identifying veterans and locating respective records: BIRLS information does not 

reside in CMRS and is not accessible through an interface with CMRS: identified 
data obtained from BIRLS (such as veteran· s service number or date of birth) 
may be entered into CMRS to assist staff in accessing requests 
Federal Civilian Human Resources Offices of Various Agencies- Provide 
employee data such as names and social security numbers when they need to 
track OPFs sent to NPRC for scanning 

State and local No state or local agencies provide information: may only occur when requests are 
agencies (list received from such agencies (and even then. only contact information is entered 
agency) into the system) 
Other third 
part\' source 

Section 2: Why the Information is Being Collected 
l. Is each data element required for the business purpose of the system? Explain. 

Yes- The CMRS is designed to manage the workload ofthe NPRC and provide statistical reports 
concerning the volume of requests received and the performance of individuals and teams. 
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2 . Is ther e another source for the data? Explain how that source is or is not used? 
CMRS is the source for data required to satisfy wo rkload tracking and management oversight. The 
data is not available from other sources. 

[ 

Section 3: Intended Use oft this Information 
I. Will the syste m derive new data or create previously unavailable data about an individual 
through aggregation ~rom the information collected, and how will this be maintained and fil ed? 

The syste m will not derive any new data or create previously unavailable data about an individual 
through aggregation of collected information. The medi cal docume nts that are scanned into CMRS as 
an attachment to a specific request will only remain in the syste m temporarily. Once the request is 
satisfied and the re is no indicatio n of a need in the near future. the med ical documents are deleted. 

2. Will the new data be placed in the individual's r eco rd? 

Although the system will not deri ve nev.' data or create previously unavailable data about an individual 
through aggregation. a scanned copy of the request made wi th attachments and a copy of the response 
from the NPRC w ill be attached to the appropriate request within CMRS . The req uest and responsive 
material are maintained in accordance with the provisions of the Privacy Act and current records 
di sposition instruct ions. 

3. Can the system make d eterminations about employees/the public that would not be possible 
without the new data? 

No new determinatio ns are made about the veteran, mili tary dependent or third party req uester. 

New determinations can be made about NPRC employees relating to quality. quantity. and timeliness 
ofwork performed. 

Ne\v determinat ions can be made about other agency users relating to the quantity of requests made 
against the CMRS . 

4 . How will the new data be verified for r elevance and accuracy? 

I 

I
I

I 

I 


1 

I 
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Nev..· data relating to employees is verified by manual repo rts and feedback. Thi s data concerns quality. 
quantity and timeliness o f work produced . No other persona l information is collected. 

5. If th e data is being consolidated, what controls are i n pl ace to prot ect th e data from 
u nauthorized access or use? 

NARA does not plan any consoli dation or linkage about system users \Vith ot her ti les or syste ms . 

NAR.A.. throug h NPRC. may offer services to link fi les or systems for records it stores on behalf of 
othe r Federal agenc ies. ,,.·hen such serv ices are requested by the originati ng agency and are made in 
accorda nce vv ith applicable laws. If t his determination is made. the data in CMRS \vould conti nue to 
be pass,vord protected and availab le to authorized personnel as required by limit s set by the system 
administrator. 

i 

6. If processes a r e being con solidated, are th e proper controls r em ai ning in place to protect t he ! 

data and prevent unauthorized a ccess? Explai n. I 
Data input personne l enter in formation identifying the req uester and requeste d record into CMRS. T he 

request and any attachments are scanned into CMRS. DATA input personnel are not authorized to a lter 

any of the data. a lthough annotations can be made on by NARA sta tT on the related TI F tiles . All users 

ente r a pass,vo rd and log in to gain access to the system. 


i 
7. Ge nerally, how will th e data be retri eved by th e user ? I 
Data in CMRS can be ret rieved by name. social security number. service number. address. phone Inumber. e-mai l add ress. or date of birth . By use of a query ing capabi lity. information may also be 

retri eved by use of a syste m-assigned request number. by name and date of birth of the veteran. and by 
 lrequester-supplied information. such as name and address. phone number. or e-mai l address. There is 
no current limit on the query fu nction. I 

i 
8. Is th e data retrievable by a personal id entifi er such as a nam e, SSN or oth er uniqu e identifier ? I 
If yes, explain and list the id entifie rs that will be used to retrieve informati on on a n individual. J 

I*see di rect ly above 

I 
9. What kinds of r eport s can be produced on individuals? What will be the use of th ese r eports? I 
Who will hav e access to the m? I 

0 

T he data elements in CMRS are desc ribed in detail and documented in t he CMRS fu nctional operations ~· 
document. A copy of the document can be provided upon request. 

10. Can th e use of th e sys te m all ow NARA to treat th e public, employees or oth er perso ns 
l diffe rently'! If yes , explain. 



' 


I 
Treatment of any individual or group depends on the request made and the records available to process 
that request. No disparate treatment is readily possible. 

I 

11. Will this system be used to identify, locate, and monitor individuals? If yes, describe the 
business purpose for the capability and the controls established explain. 

Since personal identifying information is input into the system, it provides the capability to identify and 
locate individuals who request access to OMPFs and related records on veterans. The work processes 
ofNPRC and the employees of other agencies can be monitored within CMRS. 

12. What kinds of information are collected as a function of the monitoring of individuals? 
CMRS is the source for data required to track the quantity and quality of work completed by 
individuals. This data is utilized by supervisory staff and management for production. planning 
evaluation and reporting purposes. 

13. What controls will be used to prevent unauthorized monitoring? 
Monitoring capabilities are limited only to supervisory and management personnel for production. 
planning. evaluation. and reporting purposes. The system administrator and the Configuration Control 
Board (CCB) control access permissions given to supervisors. 

14. lfthe system is web-based, does it use persistent cookies or other tracking devices to identify 
web visitors? 
eVETRECS. the public facing CMRS web interface does not use persistent cookies or other tools to 
track individual web visitors. 

Section 4: Sharing of< Collected Information 
1. Who will have access to the data in the system (e.g., contractors, users, managers, system 
administrators, developers, other)? 

NPRC Employees~ NPRC employees responsible for data entry have access to information provided 
by the requester. Staff responsible for responding to requests has access to the requester information. 
data used to identify responsive records. information available from the OMPF and information used to 
provide responses. 

Managers~ Managers have access to input data concerning requestors as well as access to data 
concerning the quantity and quality of work performed by NPRC employees working under their 
supervision. 

System Administrator~ System administrator has access to login data provided by all users. 
Passwords within CMRS are encrypted and are not accessible to system administrators. although the 
administrator staff can change passwords when they are forgotten or lost by users. The system 
administrator also has access to input data concerning requestors. as well as data concerning the 
performance of individual employees. 
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Develop er s and System Contractors- DeYelopers. incl uding the employees ot~ the current system 
contractor. OPTIMOS. ha,·e access to data about system users. 

Othe r Age ncy Use r s - Authorized members ot~ the ind iYidual se n ·ice departments haYe access to input 
data and info rmation about the use of their records. This access includ es access to incoming req uests 
and repl ies. Some agency use rs haYe permissio n to ,·iew the system to YeritY sen· ices billed to the 
agency and for quality checks ot~ the \vork being done in their name. Other agency users foliO\\ the 
sa me protocols establ ished for NPRC statl~ 

IVete ran s/3n1 Party Req uestors- Requestors onl y ha,·e access to information conce rni ng the status of 
their request. This access is granted, on line. by utilizing h!!Ps:/!VetRecs .arch i\ es .UO\. 

2. How is access to the data by a use r determin ed and by who m? Are crit eria , procedures, 
controls, and r es pons ibilities r egarding access do cume nted? If so, wh er e are they docu mented 
(e.g., con cept of. operations docume nt, etc.). Are safeguards in place to terminate access to th e 
data by the use r? 

A full ' iew ot~ information pro' ided by the requeste r is aYailable to all use rs: howe,·er. indi,·idual 
system users hm e spec ific limited pe rmissions. ,,.·hich are set by the system adm inistrator: 

(1) For N PRC em ployees, access to data in CM RS is limited by indi ' idual job requirements. 
lndiYid ual employees can only access and update reques ts that are assigned to them. 

(2) First-lin e s upen·isors (coaches) can onl y access work ass igned to their employees. Within their 
work group a coach may make or change ass ignments. secure statistical data. and run inquiries. 

(3) The sys tem administrator has access to all data in CMRS and can make changes to system 

worktlows . which impac t the \Vay CM RS processes requests and da ta. 


l'he sys tem admi nistrato r docume nts each user's c urrent access requi rements. Le,·ets of access se ldom 
change and most inYoh e opening or closing accou nts in the system. All requests for access or changes 
to access are doc umented by the system administrator. consistent with ex isting criteria and policies for 
access to data in CMRS. 

3. Will use rs ha ve access to all data on the system or will the user's access be restricted? 

Explain. 


(1) Use rs processing r equ es ts for OMPFs and medical r ecord s onl y hm·e access to the information 
proYided by the reques ter. data used to identify res ponsiYe records. and int(mn at ion used to proYide 
responses. such as form letters and paragraphs, case-working instructions, and references. 

· (2) Manager s ha,·e the sa me access as those processing req uests. They also ha'e access to make or 
cha nge ass ignme nts. secure statistical data, and run inquiries . 

(3} The sys tem adminis trator and support contractors ha,·e the ability to make changes to the way 
the CMRS processes requests and data. No changes. hov.:e,er. a re made witho ut the concurrence o f the 
CC B. All changes made to the CM RS are doc umented on a CMRS Change Re uest (CCR). All CCRs 



are reviewed and discussed by the CCB. The CCRs are identified and tracked by the initials of the 
originator and a sequential number. The CCB Secretariat tracks all requests for changes to the CMRS. 
while the CMRS project manager tracks and them through the approval. development, testing and 
deployment phases. The CMRS contractor, OPTIMOS, works with the project manager and performs 
the required programming once the change is approved. 

4. What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by 
those who have been granted access (please list processes and training materials)? How will these 
controls be monitored and verified? 

Data can be viewed by all users, but very little can be changed. Data in CMRS is only accessible using 
an assigned login id and password. Information provided by the requestor is accessible in read-only 
format to all authorized CMRS users. Users can only access and act on those requests that have been 
assigned to them or in areas in CMRS to which they have been given permission by the system 
administrator. 

a. 	 CMRS CCB Members will include representation from the following offices/organizations. 
Note that as CMRS expands to support other functional areas, membership will be adjusted 
according!y. 

Chairperson- Director, National Personnel Records Center 
• 	 Voting Members: 

o 	 Assistant Directors (3) 
o 	 Chief, Management Systems Staff 
o 	 Reference Core Managers ( 4) 
o 	 Supervisor, Records Retrieval Branch 

b. 	 CMRS Advisory Members will include representation from the following organizations. 
Again, note that as CMRS expands to support other functional areas, membership will be 
adjusted accordingly. Advisory members will be invited to participate at the call of the 
CCB Chairperson. 

o 	 NARA Architecture Team 
o 	 NARA CM Manager 
o 	 NARA Software Architect 
o 	 NARA Network Architect 
o 	 IT Operations Director 
o 	 IT Operations Manager 
o 	 NARA Data Administrator 
o 	 NARA Data Base Administrator 
o 	 NARA Acquisition 
o 	 NARA Chief Financial Officer (CFO) 
o 	 NARA Chieflnformafion Officer (CIO) 

5. Are contractors involved with the design and development of the system and will they be 
involved with the maintenance of the system? If yes, were Privacy Act contract clauses inserted 
in their contracts and other regulatory measures addressed? 
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Yes - Contractors are involved with the design and development of the system and will be involved 
with the maintenance of the system (*see above). All contracts include Privacy Act clauses and 
mandates to comply with other regulatory guidelines. 

6. Do other NARA systems provide, receive or share data in the system? If yes, list the system 
and describe which data is shared. If no, continue to question 7. 

CMRS Analytics is the data warehouse and business intelligence repository that stores CMRS request 
data for quick retrieval, reporting, and analysis by NPRC managers and supervisors. Authorized users 
gain access to the data in the warehouse through a web interface, controlled by a unique login id and 
password. No personal data about veterans or requestors is retrievable. 

The Performance Measurement and Reporting System (PMRS) exports data fields/elements from 
CMRS relating to volume. tum-around of requests and request identification numbers, in compliance 
with the Government Performance and Results Act (GPRA). Only statistics are used in these 
interfaces. No personal data is transferred. 

7. Have the NARA systems described in item 6 received an approved Security Certification and 

Privacy Impact Assessment? 

Yes, CMRS Analytics is addressed under CMRS certifications and PIAs, while PMRS is addressed 

separately. 


8. Who will be responsible for protecting the privacy rights of the public and employees affected 

by the interface? 

The NARA CIO and personnel acting in the roles of Project Managers and System Owners are 

responsible for protecting privacy rights of the public and employees affected by the interface. 


9. Will other agencies share data or have access to the data in this system (Federal, State, Local, 
or Other)? If so list the agency and the official responsible for proper use of the data, and 
explain how the data will be used. 

Specific offices/personnel of the individual military services have access to data in CMRS. Electronic 
access allows for faster turnaround of a high volume of requests. All Federal users gain access to 
CMRS through a unique login id and password. The level of access given to authorized employees of 
other agencies allows them to enter requests and receive information/responses to those requests. 
Other agencies gain access through terminals physically located at the NPRC or by remote access 
facilitated by the use of a secure web interface and circuits. 

Section 5: 01!1!_ortunities for Individuals to Decline Providing Information 
1. What opportunities do individuals have to decline to provide information (i.e., where providing 
information is voluntary) or to consent to particular uses of the information (other than required 
or authorized uses), and how can individuals grant consent? 

Not applicable. 
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2. Does the system ensure "due process" by allowing affected parties to respond to any negative 
determination, prior to final action? 
Not applicable. 

Section 6: Security o~ Collected Information 
1. How will data be verified for accuracy, timeliness, and completeness? \Vhat steps or 
procedures are taken to ensure the data is current? Name the document that outlines these 
procedures (e.g., data models, etc.). 

Accuracy- Data is accepted as accurate if it comes from a government source. If there appears to be a 
discrepancy in the information supplied by the veteran or information from other sources. NPRC 
personnel will attempt to verify the data by determining where the information in question originated. 
Once the origin is determined. the accuracy ofthe information is compared against NPRC records. 

Completeness- Contact information is determined to be complete if the NPRC is able to contact the 
requestor at the address or e-mail provided. Information on a specific veteran or military dependent is 
determined to be correct if NPRC staff is able to locate the requested OMPF or medical file. 
Information on a specific civilian employee is determined to be correct if the corresponding paper OPF 
arrives in a shipment for scanning and/or storage. Data provided by employees is determined to be 
correct if they are able to access the system. 

Current- Requestors provide contact information and we assume the data is current if we are able to 
contact them. Requestors also provide information concerning the requested OMPF or dependent 
medical record. If NPRC staff can locate the responsive record using the information provided. we 
assume the information provided is current. 

The ..CMRS functional operations document" outlines these procedures. 

2. If the system is operated in more than one site, how will consistent use of the system and data 
be maintained in all sites? 

Access to C:VIRS is available to authorized NARA users on NARANet that are located outside of the 
Archives II (the location of the CMRS hardware) and NPRC on Archives Drive in StLouis (the work 
site of the primary CMRS user base). Additionally, other Federal agencies (the individual military 
service departments. the Department of Veterans Affairs. and oftices of the Social Security 
Administration) are granted system access to receive and process requests or data from NPRC systems. 
The NPRC system administrator and CCB authorize and set the parameters of individual CMRS use at 
remote locations. These controls are consistent with uses established for employees at NPRC. Users at 
remote locations gain access through a secured server. 
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3. \Vhat are the retention periods of data in this system? 

The disposition of CMRS data is scheduled under FILES 203. item I 340. Transaction data is retained 
for tiYe years: data \Varehouse data for ten years. The electronic CMRS request and response tiles are 
kept as records of disclosure pursuant to the proYisions of the PriYacy Act and Department of Defense 
regulations until NARA becomes the legal 0\vner of the related OMPF. Paper records associated \Vith 
CMRS are kept 30 days after assignment of the request to a processing technician. or 30 days after the 
case is closed. \VhicheYer comes tirst. Scanned military and dependent medical records are '\vorkmg 
copies" of the official records made only to facilitate efficient deliYery bet\veen the l\vo NPRC sites 
and. thus. are retained in CMRS temporarily. Once the request has been satisfied and it is determined 
that no need for the records \Viii be required in the near future. the images are deleted from the system. 

4. \Vhat arc the procedures for disposition of the data at the end of the retention period? HO\v 
long '"ill the reports produced be kept? \Vhere are the procedures documented? Cite the 
disposition instructions for records that have an approved records disposition in accordance 
with, FILES 203. If the records are unscheduled that cannot be destroyed or purged until the 
schedule is approved. 

The IT solution for exporting and storing the disclosure data under item I 340-2b has not been 
designed: therefore. no transaction data has been disposed of yet. Scanned images of the dependent 
medical records are deleted from CMRS by an automated routine once the request has been ans\vered 
and there is no indication of a need for the records in the near future. 

5. Is the system using technologies in ways that the Agency has not previously employed (e.g., 
monitoring software, Smart Cards, Caller-ID)? If yes, describe. 

I Yes. these include scanning of request documents and attachments into an electronic format. automated 
\VorktlO\v processes. \Veb access to submit requests. and electronic referrals to other Federal agencies 
haYing custody ofthe record needed to process the request. In addition. NPRC has added the box
tracking functionality \Vithin CMRS for paper OPFs that are being conYerted to electronic format. Also. 
a dependent medical record stored at the NPRC Valmeyer Annex location is being scanned into CMRS 
as a temporary attachment in response to a need for the record by MPR to respond to an inquiry. 

6. How does the use of this technology affect public/employee privacy? 

Technology enhances the \Vorktlo\v at NPRC and allO\vs more NARA and Federal agency staff the 
ability to Yie\v information that is protected by the proYisions of the PriYacy Act. HO\veYer. \Ve do not 
anticipate the use of CMRS \Viii cause a substantial change in the priYacy policy regarding requester 
information at NPRC. Consistent \Vith the PriYacy Act and our internal polices. the NPRC continues to 
make priYate informatton accessible to appropriate employees \Vith a need to knO\v. Employee 
performance priYacy is still protected by the permissions granted to the user by the system 
admimstrator. 
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7. Does the system meet both NARA 's IT security requirements as well as the procedures 
required by federal law and policy? 

YES 

I' 

i 

8. Has a risk assessment been performed for this system? If so, and risks were identified, what 
controls or procedures were enacted to safeguard the information? 

A risk assessment has been performed on the CMRS system. A plan of action has been developed and 
is being executed to address vulnerabilities. Resolutions have included application of the latest 
\\,.,indo\vs. UNIX. JAVA. Veritas and Oracle/Siebel software patches. Unnecessary FTP. Rexec and 
Telenet patches have been disabled. Pass\vords have been assigned to the Oracle TNS Listener 
accounts. 

CMRS servers are not configured according to security benchmark guides found in NlST's 800-70 
configuration checklist repository. Additionally. the non-public facing CMRS test. development and 
production servers all reside in a dedicated subnet \Vithin NARANet. 

9. Describe any monitoring, testing, or evaluating done on this system to ensure continued 
security of information. 

NARA conducts vulnerability scans on all net\vork devices. including the CMRS servers. on a monthly 
basis per a predefined schedule. A quarterly report of open vulnerabilities is compiled and analyzed. In 
addition. a subset ofNIST 800-53 controls are tested for NARA systems on an annual basis. 

1, 

10. Identify a point of contact for any additional questions from users regarding the security of 
the system. 

Linda Ferro 
ISSP - St Loms 
Email: linda.ferroa·nara.gov 

-~ ~ 

Phone: 314.801.0957 

Section 7: Is this a system of records covered by the Privacy Act? 
1. Under which Privacy Act systems of records notice does the system operate? Provide number 
and name. 

NARA 35. Privacy Act Notice for Case Management and Reporting System (CMRS) 

2. If the system is being modified, will the Privacy Act system of records notice require 
amendment or revision? Explain. 

I 


I 


I 

I 
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Changes to CMRS in conjunct ion with the 2.0 upgrade during o f the summer of 20I 2 ,.vere a tech nical 
refresh of hard ..vare and softwa re o,·erall system functionality was not impacted by thi s moditication 
and the curre nt Pri ,·acy Act requirements remain intact. 

Conclusions and Analysis 
I. Did any pertinent iss ues arise during the drafting of this Assessm ent? 
No 

2. If so, what changes were made to the system/application to compensate? 

Not a pplicable. 


I 

I 
I 

~-------------------------~ 
See Atta ch ed A pproval Page 

Once the PriYacy Impac t Assess me nt (PIA) is comp leted a nd the signature appro ,·aJ page is signed. 

please pro,· ide copies o f the PI A to the follo ...ving: 


IT Security Manager 

Pri,·acy Act Officer 




.}\. 

The Following Officials Have Approved this PIA 

Svstem Owner (Pro.iect Manager) 

r 0 I II I ' :L), I } 
J 

j --~ 
•j ''---" \_r""' (Signature) I _/ (Date) \ 

Name: DaYid Weinberg ------6 I 

Title: Director. Federal Records Center Program 
I 

Contact information: 301-837-3115 I 

Senior Agencv Official for Privacv (or designee) 

~ ~;-~ ~>--~ (Signature) j ~J-/G/1} 
Name': Gary i\1. $te'fn 

Title: General Counsel 

Contact information: 301-837-1750 

Chief Information Officer (or designee) 

/1 0(,.- ;.-/ (Signature) ) [/ / 7/7---7/1 ,'< -

Name: Mike Wash 

Title: Chiet~ Information Otlicer 

Contact information: 301-837-1992 

(Date) 

i 

I 

I 

' 

I 
(Date) J 

I 

I 

I 
I 
I 
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