Privacy Impact Assessment (PIA

Name of Project: Foundation for the National Arch
System

Project’s Unique ID: NDEV (Blackbaud: Raiser's Edge

Legal 44 USC 2112(g)(1); 2305
Authority(ies):

Purpose of this System/Application:

The FNA Donor/Gift Records Management System (NDEV) provides an application for tracking
Donor Records. The information in the system facilitates the gift solicitation authority of the
Archivist of the United States on behalf of the National Archives and Records Administration, as
well as fund-raising activities performed by the Foundatmn

The NDEYV system is located on the NARA servers and access on by FNA staff. The Foundation

staff exclusively oversee, operate, and secure its use for the purposes of fundraising on behalf of
NARA.,

- All references below regarding employee use of NDEV refers to FNA employees.

1. Describe the information (data clemets and fields) available in the system in the following
categories:

Employees Unique User ID and password

External N/A

Users

Audit trail Audit trails track information concening system administrator and user activities

information on the system. Audit tools create, maintain, and protect a trail of actions of users

(including and administrators that trace security-relevant events to an individual, ensuring

employee log- accountability

in

information) _

Other Biographical and demographic information for individuals and organizations;

(describe) background information, interests, affiliations and giving history for donations.
The systern also includes information on gifts and pledges and miscellancous
information about each gift.

Describe/identify which data elements are obtained from files, databases, individuals, or any
other sources?
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NARA Exports from the Researcher Registration System (RRS) for those NARA

operational researchers who agree to receive mailings from the Foundation for the National
records Archives. ' '
External users N/A
Employees Create donor profiles, which include names, mailing address.
' telephone numbers and financial data (amount of donation and method of
remittance).

Other Federal N/A
agencies (list
agency)

State and local N/A
agencies (list
agency)

Other third . N/A

1. Is each data element required for the business purpose of the system? Explain.
User ID'S and passwords are needed to ensure the security of the system and integrity of the data it
contains. Personal information is necessary to solicit and track information conceming donors and
prospective donors.

2. Is there another source for the data? Explain how that source is or is not used?
No '

1. Will the syst;em erive new data or create previously unavailable dat“a about an individual
through aggregation from the information collected, and how will this be maintained and filed?

No '

2. Will the new data be placed in the individual’s record?
-| Data will be added to the individual's record when they make subsequent donations and attend events.

3. Can the system make determinations about employees/the public that would not be possible

without the new data?
N/A
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4. How will the new data be verified for relevance and accuracy?
New data will be verified at the time of collection.

3. If the data is being consolidated, what controls are in place to protect the data from
unauthorized access or use?

Access to the system is controlled by the client software, which must be installed on individual
workstations. Each user account is password protected with passwords that comply with the NARA's
password policy.

6. If processes are being consolidated, are the proper controls remaining in place to protect the

data and prevent unauthorized access? Explain.
N/A

7. Generally, how will the data be retrieved by the user?
Only internal access is authorized in NDEV. However, the system allows authorized employees to
retrieve information by the name of the donor or prospective donor.

8. Is the data retrievable by a personal identifier such as a name, SSN or other unique identifier?
| If yes, explain and list the identifiers that will be used to retrieve information on an individual.

Yes, the data in NDEV can be retrieved by name. There is no collection of social security numbers in
NDEV. ‘

9. What kinds of reports can be produced on individuals? What will be the use of these reports?
Who will have access to them?

Reports can be produced on individual donors. Such reports include the history of donations and/or
gifts and information conceming pledges. This information will be used to process acknowledgement
packages, and solicit additional and/or annual gifts. There arc three types of users of NDEV. Executive
users can only view donor records. The development team can create records, add additional
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information to a donor record and enter gifts. The system administrator has all access privileges,
including creating and deleting records.

10. Can the use of the system allow NARA to treat the public, employees or other persons
differently? If yes, explain.
No

11. 'Will this system be used to identify, locate, and monitor individuals? If yes, describe the
business purpose for the capability and the controls established explain.
N/A. NDEV is used to track 'NA's and NARA's donation records, not individuals.

12. What kinds of information are collected as a function of the monitoring of individuals?
N/A

13. What controls will be used to prevent unauthorized monitoring?

The integrity of the data in NDEV is important to ensure fundraising management. The system contains
information that must be protected from unauthorized, unanticipated, or unintentional modification.
Therefore security controls are in place to ensure separation of duties, least privilege (users are _
assigned only the minimum privileges to do their job), individual accountability, audit, dlscretlonary
access control and integrity.

14. If the system is web-based, does it use persistent cookies or other trackmg devices to identify

web visitors?
N/A

1. Who will have access to the data in the system (e.g., contractors, users, managers, system
administrators, developers, other)? _
The system can be accessed by authorized users and the system administrator. Access in NDEV is
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allowed for the following users:

NDEV USERS AND ACCESS LEVELS

USERS FUNCTION
Executive * View Donor Records.
Development Team * Create Donor Records.
* Add additional information to a Donor Record, provided that the record
is not a gift
* Cannot delete records.
* Enter gifts.
System Admimstrator » All privileges, including Creating a Record and Deleting a Record.

2. How is access to the data by a user determined and by whom? Are criteria, procedures,
controls, and responsibilities regarding access documented? If so, where are they documented
(e.g., concept of operations document, ctc.). Are safegnards in place to terminate access to the
data by the user?

NDEYV system user accounts are set up following the "least privilege approach" that assign users with -
only the system privileges necessary to complete their job function as outlined in item 1 above. The
system administrator is responsible for assigning access permissions. Criteria, procedures, and
responsibilities regarding access are documented in the NDEV System Security Plan, Document
Version: 1.0, December 2003.

3. ‘Will users have access to all data on the system. or will the user’s access be restricted?
Explain.
"User access in NDEV is restricted as outlined in item 1, above.

4. What controls are in place to prevent the misuse (e.g., unauthorized browsing) of data by
those who have been granted access (please list processes and training materials)? How will these
controls be monitored and verified?

A User Responsibility Agreement applies to the users of NDEV. Among the roles of behavior outlined
in this agreement are: warnings against attempts to gain access to any system or network to which the
individual has not specifically been authorized to use and prohibitions against illegal, fraudulent or
malicious activities. This agreement is outlined in the System Security Plan for NDEV. Copies
available upon request.

NARA has 'unplemented an agency-wide Security Awareness and Training program for their
employees and contractors. The Security Awareness and Training program ensures that NARA system
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users are aware of their security responsibilities and how to fulfill them. The program includes security
briefings, educational brochure(s), security awareness posters throughout NARA facilities, annual
refresher training for information technology and security personnel, and a mechanism to track training
received by employees and contractors. In addition, NARA system users can access various NARA IT
Security publications via NARA Staff Only Intranet.

5. Are contractors involved with the design and development of the system and will they be
involved with the maintenance of the system? If yes, were Privacy Act contract clauses inserted
in their contracts and other regulatory measures addressed?

No contractors are involved with the maintenance of the system.

6. Do other NARA systems provide, receive or share data in the system? If yes, list the system
and describe which data is shared. If no, continue to question 7.

Yes, some data in NDEV was originally collected in the Researcher Reglstratzon System and
transferred to NDEV.

7. Have the NARA systems described in ifem 6 received an approved Security Certification and

Privacy Impact Assessment?
Yes

8. Who will be responsible for protecting the privacy rights of the public and employces affected
by the interface?

The system owner, system administrator and system users will be responsible for protecting the privacy
rights through this interface. The Senior Agency Official for Privacy is responsible for training and
implementing NARA's privacy policies.

9. Will other agencies share data or have access to the data in this system (Federal, State, Local,
or Other)? If so list the agency and the official respons1ble for proper use of the data, and
explain how the data will be used. : :

N/A
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cline to provide information (i.e., where providing
information is voluntary) or to consent to particular uses of the information (other than required
or authorized uses), and how can individuals grant consent?

Submission of information by individuals is voluntary. Individuals choose to provide their personal
information for inclusion in NDEV. If data is collected as a part of the information in RRS, the
applicable form offers the appropriate Privacy Act statement notifying the individual of how their
information will be used. That information is also covered by a properly published Privacy Act system
of records notice, NARA 1 Researcher Application Files. Information in NDEYV, collected through
other solicitation efforts, is covered by a properly published Privacy Act system of records notice
NARA 33, Development and Donor Files.

2. Does the system ensure “due process” by allowing affected parties to respond to any negative

determination, prior to final action?
N/A

procedures are taken to ensure the data is current? Name the document that outlines these
procedures (e.g., data models, etc.).
Data solicated from individuals is verified at the time of collection.

2, If the system is operated in more than one site, how will consistent use of the system and data

be maintained in all sites? ,

The NDEV system resides on a Microsoft Windows Intemet Information Services (IIS)

5.0 production server with the Windows 2000 operating system. The server is located in the computer
room at the Archives 11, in College Park, MD. The server grants access to the applicationfi-om NARA
facilities in Washington, DC and College Park, Maryland.

The application provides the ability for authorized users to read, update, or add gifts to a record.
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3. What are the retention periods of data in this system?
The records in NDEV are scheduled in accordance with NI-64-04-4, item 3b. Inactive donor and
development files are cut off after two years. Inactive records are deleted after three years.

4. What are the procedures for disposition of the data at the end of the retention period? How
long will the reports produced be kept? Where are the procedures documented? Cite the
disposition instructions for records that have an approved records disposition in accordance
with, FILES 203. If the records are unscheduled that cannot be destroyed or purged until the '
schedule is approved.

See above. The disposition schedule for the data in the NDEV system was approved in April 2004.

3. Is the system using technologies in ways that the Agency has not previously employed (e.g.,
monitoring software, Smart Cards, Caller-ID)" If yes, describe.
No

6. How does the use of this technology affect public/employee prlvacy"
N/A

7. Does the system meet both NARA’s IT security requirements as well as the proéedures
required by federal law and policy?

Yes, to a large degree it meets those requirements that are applicable specifically to the Researcher
Registration System (RRS) . NARANET is the GSS that provides many of the security controls for the
systems that reside on it, including RRS. NARA's I'T security requirements are based on Federal law,
policy, and procedures.:

8. Has a risk assessment been performed for this system? If so, and risks were identified, what
controls or procedures were enacted to safeguard the information?
The last formal risk assessment of RRS was completed in March, 2007. Tdentified risks requiring
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mitigation are tracked through a POAM to ensure resources are allocated to resolve identified
weaknesses.

9. Describe any menitoring, testing, or evaluating done on this system to ensure continued
security of information.

NARA conducts vulnerability scans on all network devices on a monthly basis according to a
predefined schedule. A quarterly report of open vulnerabilities is compiled and analyzed. In addition, a
subset of NIST 800-53 controls are tested for NARA systems on an annual basis.

10. Identify a point of contact for any additional questions from users regarding the security of

the system.
Leo Scanlon, CISO, IT Security Office, All, 301-837-0752

1. Under which Privacy Act systems of records notice does the system operate? Provide number
and name.

This system operates under the NARA Privacy Act system of records notice NARA 33, Development
and Donor Files.

2. If the system is being modified, will the Privacy Act system of records notice require
amendment or revision? Explain.
There are no modifications to the system or Privacy Act system of records notice at this tiime.

1. Did any pertment issues arise durmg the drafting of this Assessment?
No

2. If so, what changes were made to the system/application to compensate?
N/A
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See Attached Approval Page

Once the Privacy Impact Assessment (PIA) is completed and the s1gnature approval page is signed,
please provide copies of the PIA to the following:

IT Security Manager
Privacy Act Officer
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_The Following Officials Have Approved this PIA

S

{Signature)

y2 ;éff-»fé’ |

{Date)

Title: Chicf Strategy and Communications Office (3)

Contact miox‘matmn Room 106 - Axchwesl 202-357-7464

Senior Agency Official for Privacy (or designee)

Y

\/
a4

{Signature) | il/'&bf 3 (Date)

Contact information: Room 3110, Archives 2: 301-837-3026

! Chief .lnformatibn‘{)ifiic.ér (or: designee)

W _ eewy] 7777 pag

Name: Michael Wash

Title: Executive for Information Services/Chief Information Officer I

Contact iformation: Roorn 4400, Archives 2, 301-837-1993
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