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		Section A:  Identifying Information	

	Agency:
	Department of State
	Date: 
	09/15/2022

	Name and Title/Position of Senior Agency Official:
	John Bass
Under Secretary of State for Management


	Name, Title/Position, Phone Number, and 
E-Mail Address of FCGR Point of Contact:
	Jeffrey Charlston
Chief, Systematic Review Program
CharlstonJA@state.gov
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	Section B:  Consolidated Classification Guides (CCG)

	B-1. Does your agency have a CCG that consolidates classification guidance that applies for all components within the agency? If so, how many separate Security Classification Guides (SCGs) did your agency consolidate into the CCG? Please explain in your attached narrative.
	Yes

	B-2. Whether or not your agency has a CCG that applies for all components within the agency, does your agency have guides that consolidate classification guidance for specific activities, programs, or topics (including Special Access Programs [SAPs]) within the agency? Please explain in your attached narrative.
	Yes

	  B-2a. If so, how many classification guides does your agency have that apply to the specific activities, programs, or topics (including Special Access Programs [SAPs])? When was (were) the consolidation(s) implemented? Please explain in your attached narrative.
	4

	B-3.  In the absence of a current CCG that applies for all components within the agency, does your agency have a plan to develop one? In your attached narrative, please explain your agency’s plan. If your agency has no plan for a CCG that applies for all components within the agency, please explain why not.
	N/A



	Section C:  Security Classification Guides (SCG)

	C-1. Total number of classification guides at the beginning of the current FY 2022 FCGR.
      DO NOT COUNT DECLASSIFICATION GUIDES.
	5

	C-2. Number of classification guides cancelled as a result of this FCGR review.
	0

	C-3. Number of classification guides consolidated or superceded as a result of the current FY 2022 FCGR. Please explain in your attached narrative.
	0

	C-4. As a result of the current FY 2022 FCGR, was there a determination that new classification guides are required? Please explain in your attached narrative.
	No

	  C-4a. If there was a determination that new classification guides are required as a result of the FY 2022 FCGR, how many are required? Please explain in your attached narrative.
	N/A

	C-5. Total number of classification guides at the end of the current FY 2022 FCGR.
	5



	Section D:  Security Classification Elements

	D-1. Total number of modifications made to increase the duration of classifications.
	0

	D-2. Total number of modifications made to decrease the duration of classifications.
	0

	D-3. Total number of exemptions from automatic declassification added to guides, pursuant to E.O. 13526, Sec. 3.3, (b)(1-9).
	0

	D-4. Total number of exemptions from automatic declassification removed from guides, pursuant to E.O. 13526, Sec. 3.3, (b)(1-9).
	0



	Section E:  Shared or Multi-agency Guides

	E-1.  Does your agency use any shared or multi-agency classification guides?
	Yes

	  E-1a. If so, how has your agency conducted the review of such shared or multi-agency classification guides for purposes of the FY 2022 FCGR? Please describe in your attached narrative.
	See Narrative

	  E-1b.  If not, is your agency considering the development of any shared or multi-agency classification guides? Please explain in your attached narrative.
	N/A



	[bookmark: _Hlk94853791]Section F:  Classification Guides in Electronic Format

	F-1.  Does your agency maintain classification guides in electronic format?
	Yes

	   F-1a. If so, are your agency’s classification guides provided to users in a machine-readable electronic format? Please explain in your attached narrative.
	No

	   F-1b. If all of your agency’s classification guides are not maintained in a machine-readable electronic format, do you plan to put them in a machine-readable electronic format as part of the FCGR process? Please explain in your attached narrative.
	No

	   F-1c. What is the total number of classification guides currently maintained by your agency in an electronic format at the end of the current FY 2022 FCGR, expressed as a raw number and as a percentage of the total number of classification guides? Please explain in your attached narrative.
	5/100%

	   F-1d. What is the total number of classification guides currently maintained by your agency in a machine-readable electronic format at the end of the current FY 2022 FCGR, expressed as a raw number and as a percentage of the total number of electronic classification guides? Please explain in your attached narrative.
	0/0%

	F-2.  Does your agency use an electronic marking tool to mark classified information in accordance with the appropriate classification guide? Please identify the electronic marking tool(s) used by your agency.
	Yes

	   F-2a. If so, what metadata standard does your electronic marking tool use to mark classified information in accordance with the appropriate classification guide? Please explain in your attached narrative.
	See Narrative

	   F-2b. If your agency uses an electronic marking tool, does the electronic marking tool apply electronic markings in a machine-readable electronic format? Please explain in your attached narrative.
	Yes



	Section G:  FGCR Review Process

	G-1.  Was a working group formed to conduct the review?
	No

	G-2.  If yes, did the working group include subject matter experts, classification and declassification experts, technical experts, and users of the guides?  Please describe the process in your attached narrative.
	

	G-3.  If no, please describe the process used to conduct the review in your attached narrative.
	See Narrative

	G-4.  During the review process, did your agency consider the following:
	

	     G-4a.  Should the information retain its current level of classification?
	Yes

	     G-4b.  Should any information be downgraded?
	Yes

	     G-4c.  Should any information be declassified?
	Yes

	     G-4d.  Is the current duration of classification appropriate?
	Yes

	     G-4e.  Are current exemptions from automatic declassification valid?
	Yes

	        G-4e(1). If so, what is your process for confirming the exemption(s)? Please describe in your         attached narrative.
	 See Narrative

	     G-4f.  Does each guide contain the following information: (as required by 32 CFR 2001.15):
	

	        G-4f(1).  Identification of the subject matter.
	Yes

	        G-4f(2).  Approval and signature by the appropriate OCA by name or personal identifier, and position.
	Yes

	        G-4f(3).  Agency point of contact (and contact information) for questions regarding the guide.
	Yes

	        G-4f(4).  Date of issuance or last review.
	Yes

	        G-4f(5).  Precise statement of each element of information that requires protection.
	Yes

	        G-4f(6).  The level of classification for each element of information.
	Yes

	        G-4f(7).  If applicable, handling caveats.
	Yes

	        G-4f(8).  The concise reason for classification as described in E.O. 13256, Sec. 1.4.
	Yes

	        G-4f(9).  A specific date or event for declassification.
	Yes

	G-5.  Have past and recent classification and declassification decisions been incorporated?
	Yes

	      G-5a. If so, please describe the process in your attached narrative. 
                If not, please describe why not. 
	

	G-6.  Has your FY 2022 FCGR process included cross-referencing information with other classification guides (internal and external) and coordinated the cross-referencing of classification guides with the appropriate OCAs to ensure consistency? Please explain in your attached narrative.
	Yes

	Section H:  Training

	H-1.  For the period under review, did agency personnel receive any training in the use of your SCGs, CCG, and all classification guides for specific activities, programs, or topics (including SAPs)? If so, describe the training in your attached narrative.
	Yes 

	H-2.  For the period under review, did agency personnel receive any training in the use of electronic classification marking tools? If so, describe the training in your attached narrative.
	Yes 

	H-2.  For the period under review, did agency personnel receive any training in the development of your SCGs, CCG, and all classification guides for specific activities, programs, or topics (including SAPs)? If so, please describe the training in your attached narrative.
	No

	H-3.  For the period under review, were OCAs involved in the process of developing your CCG, SCGs, and all classification guides for specific activities, programs, or topics (including SAPs)? Please explain in your attached narrative.  
	Yes










	Section I:  Comments

	
B-1  The Department of State Classification Guide applies to all components within the Department.  
B-2  The Department has 4 guides that consolidate classification guidance for specific topics.
B-2a  The 4 guides specific to particular topics consolidated guidance on these topics since their initial publication.  

C-3  All guides remain in effect.  
C-4  No need for new guides was identified.

E-1a  The Classification Guide for Technical Nuclear Forensics is managed by the Department of Energy; review and updating has been left to DoE.  

F-1a  The Department’s classification guides are maintained in PDF and Word format.  
F-1b  The Department has not identified a need for classification guides in machine readable format.  All classification decisions are made by drafters and users of documents.  
F-1d  All classification guides are maintained in electronic format but not in machine readable form.  
F-2  Two electronic marking tools are used, the State Marking Archive and Retrieval Toolset (SMART) tool is used for cables and a similar tool is used for emails.  Electronic classification markings are applied using XML or Mime-X headers.  
F-2a  All records in the eRecords system, which captures permanent electronic records including email and cables, are tagged with metadata meeting the standards of NARA bulletin 2015-04, with the exception of “Description.”  Retired records within this system have a description at the lot level but not for individual records.  The Department has been exploring some tools that could be used to generate a short description of the text within a record.  
F-2b  Electronic classification markings are applied using XML or Mime-X headers.  

G-3  All bureaus in the Department were tasked with reviewing the Department of State Classification Guide and determining whether the content was accurate.  Each bureau was specifically asked whether information identified in the DSCG should retain its current level of classification, any information should be downgraded to a lower classification level, any information should be declassified, the current duration of classification for information is appropriate, and current exemptions from automatic declassification are valid.  
G-4e 1.  The Department takes no exemptions from automatic declassification in its classification guides beyond 50X1-HUM and 50X2-WMD as authorized by E.O. 13526.
G-5a  n/a
G-6   No conflicting guidance exists among the Department’s guides.

H-3  All classification guides are issued by OCAs.  
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