6/03/2011

NATIONAL INDUSTRIAL SECURITY PROGRAM
POLICY ADVISORY COMMITTEE (NISPPAC)

SUMMARY MINUTES OF THE MEETING

The NISPPAC held its 38th meeting on Thursday, March 3™ 2011, at 10:00 a.m., at the National
Archives Building, 700 Pennsylvania Avenue, NW, Washington, DC. William J. Bosanko,
Director, Information Security Oversight Office (ISOQ), chaired the meeting, which was open to
the public. The following minutes were finalized and certified on June 3, 2011.

The following members/observers were present:

e William J. Bosanko (Chair) e Darlene Fenton (Nuclear Regulatory

e Daniel McGarvey (Department of the Commission)
Air Force) e Dennis Hanratty (National Security

e Lisa Gearhart (Department of the Army) Agency)

e George Ladner (Central Intelligence e Sean Carney (Department of the Navy)
Agency) e Michael Hawk (Department of State)

e Eric Dorsey (Department of Commerce) e Rosalind Baybutt (Industry)
e Valerie Heil (Department of Defense) e Chris Beals (Industry)
e Gina Otto (Office of the Director of e Scott Conway (Industry)
National Intelligence) e Shawn Daley (Industry)
e Drew Winneberger (Defense Security e Sherry Escobar (Industry)
Service) e Frederick Riccardi (Industry)
e Richard Donovan (Department of e Marshall Sanders (Industry)
Energy) e Michael Witt (Industry)
e Christal Fulton (Department of e William Marosy (Office of Personnel
Homeland Security) Management) — Observer

I. Welcome, Introductions, and Administrative Matters

The Chair greeted the membership and called the meeting to order at 10:00 a.m. After
introductions, he reminded everyone that the meeting was being recorded and was open to the
public. He also reminded the members that copies of the minutes from the November 17, 2010,
meeting and copies of today’s presentations were in their packets.

I1. Old Business

Greg Pannoni, Designated Federal Officer, ISOO, reported on the status of the five action items
from the previous meeting. First, the Office of the Director of National intelligence (ODNI)
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agreed to provide an update on the status of the government clearance reform, which was on the
agenda for today’s meeting. Next, the Chair requested that metric data regarding the causes for
extensions to an Interim Approval To Operate (IATO) and efforts to resolve issues pertaining to
the designation of integrity and availability requirements for information systems security plans
be included in the Certification &Accreditation (C&A) working group report. Also, the Defense
Security Service (DSS) will report on Industry’s progress in replacing non-GSA-approved
security containers., and finally, the Department of Defense (DoD) will report on whether the
Defense Federal Acquisition Regulation (DFAR) permits random drug testing of contractor
personnel.

I11. Working Group Updates
A) Personnel Security Clearance (PCL) Working Group Report

William Marosy, Office of Personnel Management (OPM), announced that effective
February 1, 2011, Kathy Dillaman, OPM, retired as the Director of the Federal
Investigative Service, with, Merton Miller selected as her successor. Mr. Marosy
proceeded with his presentation (appendix 1) on timeliness performance metrics for
clearance decisions for the first quarter of fiscal year (FY) 2011.

He noted that there has been a slight increase in volume of incoming cases from the
fourth quarter of FY 2010 and the first quarter of FY 2011. He also noted that for all
initial Top Secret, and all Secret and Confidential clearances, the average time for the
completion of the fastest 90 percent decreased from 97 days to 87 days between
November 2010 and December 2010. He further noted that for December 2010, there
was a noticeable decrease in the adjudication timeliness for initial Top Secret cases.
Regarding Secret/Confidential clearance decisions for the same period, he noted that the
initiation phase remains below the 14-day requirement, with investigations averaging 36
days and adjudications 29 days respectively. He articulated that a large portion of these
cases are handled through automated processes that involve less field work, which results
in shorter timelines.

For Top Secret reinvestigations, Mr. Marosy mentioned that there has been an increase in
submissions, of about 500-1000 per month, due largely to the use of the Electronic
Questionnaire for Investigations Processing. He briefed that in December 2010, the
average investigative time was 102 days, and the average adjudicative time was 54 days.
Mr. Marosy then addressed the declining use of the Phased Periodic Reinvestigation (PR)
product noting that he has been working with Jim O’Heron at the Defense Industrial
Security Clearance Office (DISCO) to identify a cause for the decline; he will report on
those trends at the next NISPPAC meeting.

Helmut Hawkins, DSS, provided an update (appendix 2) on metrics regarding the
FY2011 inventory of Single Scope Background Investigation/ National Agency Check
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with Local and Credit Checks (SSBI/ NACLC) and PR adjudications. Mr. Hawkins
noted that there was a 27 percent decrease in the number of SSBI/NACLC adjudications
between October 2010 and January 2011. Regarding PRs, Mr. Hawkins explained that
the dramatic decrease of 94 percent in total PR adjudications from October 2010 to
February 2011 can be explained as a possible aberration resulting from the way the
coding is done on SSBI’s in the Case Adjudication and Tracking System (CATS). He
noted an increase of 23 percent for NACLC, SSBI, SBPR, and Phased PR case types
from October 2009 to February 2011. Mr. Hawkins commented on the FY 2011 reject
rates at DISCO for the period of November 2010 to January 2011 explaining that, prior to
January 2011, a contractor compiled the data from the Joint Personnel Adjudication
System (JPAS), but this data did not comprise all the reject data because about half the
cases were handled internally by DISCO and these would not have been included in the
JPAS data. He stated that, at the next NISPPAC meeting, the Defense Industrial Security
Clearance Office (DISCO) will present both sets of data so that the overall rejection rate
is reflected. Inresponse to a comment by Stan Sims, DSS, regarding the cause of the
rejects, Mr. Hawkins stated that of the nearly five percent OPM reject rate, 63 percent
was due to fingerprint issues; 19 percent was due to problems with releases, and six
percent was due to lack of place of birth on forms. For submissions processed by
DISCO, the principal reasons for rejections are: (1) missing or incorrect Social Security
number; (2) missing or incorrect alien registration number for foreign born relatives; (3)
lack of signed release(s); (4) missing scope information (employment, etc.); and (5) lack
of specific cost data in financial reporting. In response to a comment regarding where the
rejects are occurring, Mr. Hawkins provided that the vast majority of rejections come
from small companies, with category “D” companies accounting for 30 percent of the
rejections and category “E” companies accounting for 57 percent of the rejections. Scott
Conway, Industry, commented that we need to include data from the Defense Office of
Hearings and Appeals (DOHA) in future reports of denial metrics in order to get a more
accurate picture. He suggested that DOHA should be invited to participate in the PCL
working group and at the NISPPAC meetings.

The Chair commented that, while there has been progress in the last quarter with regard
to adjudications, he expressed concern about the on-going relocation of DISCO.

Mr. Sims responded that DISCO has lost over 85 percent of its adjudication staff in the
consolidation of the Central Adjudication Facilities to Fort Meade, Md. Citing the use of
mandatory overtime and extra training to ensure that DISCO stays on track in meeting
timelines, Mr. Sims stressed that, although Industry could experience some delays, they
would be kept to a minimum.
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B) Government Clearance Reform Update

The Chair introduced Mr. Charles Sowell, ODNI, to update the NISPPAC on the efforts
of the Joint Suitability and Security Clearance Reform Team. Mr. Sowell provided a
brief overview (appendix 3) of the Joint Reform Team organization, its authorities, its
missions, as well as providing an orientation to its major functional areas. He noted that
security executive agent support is provided by the ODNI. This support includes
planning, monitoring, and reporting for 51 executive branch-wide and intelligence
community-specific, special reform projects, as well as interfacing with the Performance
Accountability Council. Mr. Sowell explained the timelines developed for clearance
reform and how the endeavor resulted in the development of a strategic framework that
drives current efforts. The efforts have brought about the recent removal of DoD from
the Government Accountability Office “high risk” list, where it was placed in 2005. Mr.
Sowell described the transformed process, which includes validating needs, eApplication
(a new Standard Form (SF) 86), automated records check, eAjudicate, enhanced subject
interviews, and expandable, focused investigations through continuous evaluation. Mr.
Sowell indicated that timeliness has significantly improved over the last five years while
the focus on quality has been maintained and reciprocity and transparency have
improved. His discussion of the performance measures showed that the end-to-end
timelines for the fastest 90 percent of all initial and Top Secret PR investigations in the
fourth quarter of FY 2010 meet the Intelligence Reform and Terrorism Prevention Act
requirements and the Office of Management and Budget goals.

He then provided an update on the status of the Joint Reform Team Interagency Working
Group revision of the Federal Investigation Standards (FIS) to improve the cost, quality,
and timeliness of investigations. The updated FIS model consists of five tiers that reflect
the difference in formats and investigative scope for public trust positions (tiers two and
four) as well as those for sensitive and national security positions (tiers one, three, and
five). He reiterated that the goal of the FIS updates is to resolve some of the policy
conflicts that currently exist between Intelligence Community Directive 704 and the 1997
federal investigative standards.

In response to an inquiry from Ms. Baybutt as to why Industry numbers seem to be
highest, Mr. Sowell stated that the reason was unclear. However, subsequent comments
from Mr. Sims and Mr. Hawkins suggested that differences in the processes used to
monitor the submissions by the Agencies and Industry definitely impacted the timelines.
Mr. Sims stated that most Agencies conduct a pre-screening of submissions on the front-
end so these submissions are a lot cleaner and can be put through the e-adjudication
process (currently 28—-34 percent of investigations), and he noted that only four percent of
Industry submissions are adjudicated electronically. Mr. Hawkins added that the
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e-adjudications are limited to NACLC’s and that SSBI’s and other more in-depth
investigations are not eligible for electronic processing. Mr. Conway suggested that this
information should be in the metrics reported to the PCL working group. Mr. Sims
pointed out that DSS sends all investigations with substantial issues to DOHA, which
significantly lengthens the adjudicative timeline.

C) Certification and Accreditation (C&A) Working Group Report

Randy Riley, DSS, reported (appendix 4) on the Industrial Security Field Office, Office
of the Designated Approval Authority (ODAA) metrics, on behalf of the NISPPAC C&A
working group. After a review of the ODAA’s C&A responsibilities, Mr. Riley
presented the metrics showing the number of days to process information systems plan
submissions for the period of February 2010 through January 2011. During that period,
3,859 Interim Approvals to Operate (IATO) were granted within an average of 28 days
after submission. The average number of days from an IATO to a formal Approval to
Operate (ATO) was reported at 84 days.

Ms. Baybutt commented about a working group discussion regarding System Security
Plans (SSP) being rejected prior to their being entered into the formal DSS review
process. Mr. Riley acknowledged that some plans are sent back to the Information
Systems Security Managers (ISSM) because they do not include critical information
needed for the review process, but that the ODAA works with ISSMs to expedite
corrections. It is rare that this issue would cause a plan to be sent to the back of the
queue where the review process would have to be restarted. Mr. Pannoni commented that
the metrics need more refinement in this area to show the total number of plans that were
submitted and how many plans made it into the queue that in turn started the clock for
IATO/ATO approval. John Haberkern, DSS, commented that it is important to
understand what differentiates a rejection from a denial; however, it is a process than may
take a little more time to fine tune. Mr. Riley agreed the ODAA is responsible for
collecting data to answer those questions. Specifically, he indicated that, for January
2011, 317 IATOs were granted within an average of 21 days after submission, and the
IATO to ATO approvals averaged 82 days.

The metrics for reviews of SSPs indicated that between February 2010 and January 2011,
4,906 plans were reviewed and that on average 36.9 percent of all the plans submitted
required some changes prior to the on-site verification for an ATO. The review revealed
that the common errors encountered during plan reviews included incomplete or missing
attachments and certifications, and integrity and availability issues that were not
addressed. In response to a comment from Mr. Pannoni regarding a breakdown of the
“other” category, which constituted 20 percent of the total number of errors, Mr. Sims
indicated that the review process was manual and that the collection of the data in such
detail would be very manpower intensive. However, he indicated that DSS would
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examine if it could get better clarity for the report. The Chair commented it was
important to know where the errors are coming from so we can start to reduce them over
a period of time. Tony Ingenito, Industry, and Vince Jarvie, Industry, both commented
on the importance of identifying the type of company where the errors are coming from
so that training can be adjusted to help mitigate the problems. Mr. Riley then reported on
the 3,662 on-site verifications conducted by ODAA between February 2010 and January
2011, and noted that over 24 percent of the systems that were reviewed required some
type of modification to receive an ATO. Specifically, he noted that 814 (22.2 percent) of
the systems had some minor discrepancy that was resolved during the on-site validation
and that 73 systems (2 percent) had significant discrepancies that could not be resolved
during the on-site. He noted that, for the period of October 2010 through January 2011,
the most common discrepancies found during on-site reviews included security relevant
objects that were not being protected and the system topology not being accurately
reflected in the SSP. In response to a comment from Mr. Pannoni regarding the need for
more detail on where the discrepancies are occurring, Mr. Riley agreed that the ODAA
should be able to get more granularity as it improves its processes.

Sheri Escobar, Industry, inquired as to what would be done if we determine that the small
companies contribute to the majority of the discrepancies? Ms. Escobar elaborated,
stating that Government and Industry continue to push the problems back and forth to
each other, but nothing gets done. Reiterating her point, she opined that if everyone
agrees it is the category “D” and “E” companies that are the problems, then solutions
need to be found through NISPPAC working groups or other ways, and we must focus on
how to help these small companies improve their processes. In response, Mr. Sims
commented that it still needs to be determined if it is the small companies, and if so there
will be ways to address the problems and work within the Government to get solutions to
help the small companies. Mr. Pannoni opined that there is a framework that can address
the issues, such as the National Classification Management Society (NCMS) chapter
meetings that could provide the venues for focused educational efforts. The Chair
commented that this is an agenda item for the next meeting in New Orleans especially
since there will be a higher percentage of small companies present at the meeting.

Mr. Riley finished his presentation by reviewing the three general reasons for an IATO
extension: (1) the on-site review did not result in an ATO; (2) DSS had to postpone an
onsite review; or (3) the contractor had to postpone the onsite review. Regarding the
“Integrity and Availability not available” error, Mr. Riley showed a before and after
sample of the checklist that is being changed to enable the default of “not contractually
imposed,” which should apply to 99 percent of the NISP contractors.
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V. New Business
A) Defense Security Service Update

Mr. Sims advised of his new role as the Director of DSS. He noted that in the last two
days he hosted both Government and Industry stakeholders meetings where several of the
same issues being presented here today were discussed. He explained that during both
meetings he presented his vision for DSS and his intention to fundamentally change how
DSS will be doing business. He emphasized that DSS collaboration and communication
with its Government and Industry partners will become paramount and that everything
will be transparent so that DSS’s partners fully understand the dynamics that we face. He
emphasized that he is proactive in getting things fixed, believes in the team approach, and
considers Industry a key part of the team. He stated he has emphasized to his staff that he
wants to conduct oversight as an advisory and assistance type of function. Mr. Sims
provided a recap of central themes from the stakeholders meeting, specifically
emphasizing the importance of the “Voice of Industry Survey”, and stressing the
importance of ensuring that the respondents give honest efforts, without fear of reprisals,
because these surveys are taken seriously by the DSS leadership. In response to Industry
feedback faulting the current security review rating system as being too subjective, Mr.
Sims announced that there is a new numeric-based rating system being presented to
Industry, and while it may have problems at first, with feedback it will be fixed. He cited
as an example, electronic fingerprinting and stated that DoD was taking the lead and is
forming a working group, which will include Industry, to develop a plan to meet the

FY 2013 implementation requirement.

Mr. Sims acknowledged the need to get more Industry-oriented threat data through DSS’
Counterintelligence (Cl) efforts. He mentioned that the DSS CI office has produced
threat analyses for specific companies and has received positive feedback on the results.
He also noted that DSS is trying to capture threat information from the intelligence
agencies that might impact Industry. Mr. Sims highlighted his plan to make the DSS
website a “one stop shop” that provides more links and accessibility to information that
Industry needs. Regarding National Interest Determinations (NID), Mr. Sims, stated that
DoD is leading the effort to fix the NID process and highlighted the need for coordination
of policies and procedures across all the Cognizant Security Authorities to ensure
Industry is not adversely impacted by the process.

Mr. Sims then solicited Industry’s support for the annual Personnel Security
Investigations (PSI) survey, which is provided to Industry each year to help forecast PSI
requirements. Emphasizing its importance, Mr. Sims, emphasized that the survey
directly impacts how DSS resources manpower for processing clearances and that it is
essential to have a 100 percent response to the survey. He also appealed for Industry
participation in the Wounded Warrior Program and cited successful accomplishments by
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Industry. Mr. Sims concluded his update by indicating that in his 88 days on the job he
has identified areas where DSS can do better and that he is working with his staff to
affect necessary change.

The Chair commented that both Government and Industry look forward to working with
Mr. Sims in his new position and then requested an update on how Industry is doing with
the replacement of non-GSA approved containers. In response, Sharon Irwin, DSS,
reported that about 2,500 non-GSA approved containers have been replaced since
October, 2010, and that DSS will report at the next meeting regarding the number of
non-GSA- approved containers that still need to be replaced. Mr. Sims commented that
the information is being collected as DSS conducts its security reviews, and the Chair
requested an in-depth report at the fall meeting.

B) JPAS Status Update

The Chairman introduced George Angelovic, Defense Manpower Data Center (DMDC),
to report (appendix 5) on efforts regarding the use of Public Key Infrastructure (PKI) on
JPAS and on the elimination of the fax option for submitting forms to DISCO and OPM.
After providing an overview, Mr. Angelovic provided an update on the status of public
key enabling for the JPAS system. Phase 1 which began in June 2010, gathered
requirements from DSS and Industry to address security issues regarding JPAS access.
Using a multi-phased approach, JPAS became Common Access Card (CAC)-enabled on
January 19, 2011. Users can now login to JPAS using either a username or password or a
previously issued CAC. InJune 2011, the testing of the personal identification
verification (P1V) card begins. When this is complete, the PIV will provide another
means to login to JPAS. Phase Il will enable the use of Industry-issued/DoD-approved
PKI devices.

Mr. Angelovic then explained that the use of the fax server option within JPAS, which
allows submission of signature pages associated with an SF 86, will end on May 1, 2011.
The fax option is very manpower-intensive and costs the Government almost one million
dollars a year to operate. The use of the scan and upload method, which is currently
available for submission of signature pages, will become the required standard for
submitting the SF 86 certification and authorization forms. Mr. Angelovic mentioned
some of the benefits of this change include: (1) removal of an unsecure submission
method and an improvement in the protection of Personally Identifiable Information
(PIN); (2) resolution of data quality issues that required manual processes; and (3)
elimination of a 25 percent delay rate for fax submissions. He then provided an update
on changes to the timeout policies, stating that the Joint Adjudication Management
System timeout will go from four hours to 30 minutes, and that the Joint Clearance &
Access Verification System timeout will go from 45 minutes to 15 minutes. These
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changes will help mitigate significant security vulnerabilities to the network, web servers,
and PI1I data, as well as enhance compliance with DoD and Defense Information Systems
Agency computer use policies. Finally, Mr. Angelovic summarized on-going
communication and outreach efforts to keep stakeholders apprised of the changes
occurring within the DMDC. Mr. Sims noted that DSS would be providing links to the
DMDC website to make it easier to get to the needed information.

C) DoD Update

Valerie Heil, DoD, provided an update regarding implementation of Section 845 of the
National Defense Authorization Act of 2011, which requires the Secretary of Defense to
provide plans and guidance regarding covered entities that are authorized to safeguard
classified national security information and not under foreign ownership, control or
influence mitigation measures. The report is due to Congress in October 2011 and Ms.
Heil noted that DoD and DSS will work with the NISPPAC working groups to issue
NISP Operating Manual (NISPOM) changes that address the new requirements. Ms. Heil
discussed the NISPOM revisions and thanked everyone who provided inputs and noted
that the January 25, 2011, ad-hoc working group meeting resulted in the identification of
the need for a significant rewrite of the safeguarding section. Mr. Sims asked about
changes to the timeline for getting the rewrite published, and Ms. Heil stated that DoD is
planning for a public release for comments in the fourth quarter of FY 2011. She further
explained that the document would also go through the DoD internal approval process at
the same time and stressed that the NISPPAC members would have one final opportunity
for review of the document. Mr. Sims commented on the time it is taking to get the new
NISPOM published and encouraged a tighter timeline to review the proposed changes.
The Chair commented on the need to validate the requirement that the NISPOM be
published in the Federal Register, citing the ISOO Implementing Directive as an example
by noting that it was not published in the Federal Register prior to release. The Chair
highlighted the criticality in getting the NISPOM published and suggested that the DoD
process should be expedited, asserting that it is important to have the document published
as soon as possible. Mr. Sims concurred with the Chair’s comments regarding an
expedited DoD coordination process. Ms. Heil detailed what remains in the coordination
process and reiterated that efforts are being made to get the NISPOM update approved.
The Chair again commented that it might be prudent to approve what we currently have,
rather than to continue to wait to get other sections coordinated. Finally, in response to
the action item from the last meeting on whether the DFAR permits random drug testing
of contractor personnel, Ms. Heil commented that the issue is under evaluation and
assessment within DoD and expects an answer by the June NISPPAC meeting.

Note: Since the March NISPPAC meeting, the DoD representative to the NISPPAC
responded that DFARS clause 252.223-7004 clearly requires the contractor to institute
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and maintain a program to identify illegal drug users in applicable contracts and the
phrase "appropriate alternatives” does not present an option to avoid drug testing. If
Industry NISPPAC members believe that there is an issue with the meaning of the clause,
they should formally raise the issue to the Office of the Director, Defense Procurement
and Acquisition Policy with a request for revision of the clause.

D) Combined Industry Presentation

Scott Conway, Industry, presented the combined industry presentation (appendix 6).
After a review of Industry members of the NISPPAC, and Memorandum of
Understanding (MOU) organizations, Mr. Conway explained the roles and
responsibilities of the NISPPAC Industry members in support of the various working
groups and NISPOM review teams. Mr. Conway specifically noted Industry’s efforts as
part of the DoD Special Access Program (SAP) Manual Review Team, and Ronald
Hopkins, DoD, shared details regarding the plan to incorporate revised SAP guidance
into the Special Security Information section (Attachment D) of the NISPOM.

Mr. Conway highlighted the following areas of interest for Industry: (1) efforts to
enhance information sharing, specifically regarding getting threat information through the
Defense Industrial Base (DIB) processes and framework; (2) C&A process timelines with
specific concerns regarding when the clock for the review process actually starts and with
the processes for reaccreditation of expiring systems; (3) PCL reform, with specific
concerns regarding continuous monitoring as JPAS transitions to PKI; (4) industrial
security policy modernization and Controlled Unclassified Information implementation
with specific concerns regarding revisions, updates, and implementation issues; (5)
implementation of an information technology (IT) security strategy that includes
developing DFAR clauses regarding IT security relating to the DIB-wide environment;
(6) increased focus on insider threat and associated problems resulting from the Wiki
Leaks that has brought increased focus on CI and that has highlighted related gaps in the
governance process; (7) cost and impact of data spills and the associated need to review
the advanced persistent threat requirements; (8) impact on staffing levels related to the
relocation of DISCO and the possibility of temporary delays in clearance processing; and
(9) the future of the NISPOM Supplement and the need for consistent national policy for
special security requirements. In response to a comment from Gina Otto, ODNI,
regarding updates to the current insider threat efforts at a future NISPPAC meeting, the
Chair commented on government efforts pertaining to insider threat that may be of
interest to the NISPPAC, and he stated that DSS is a model with standards and oversight
in the executive branch.

V. General Open Forum/Discussion

No items were discussed.

10
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VI. Closing Remarks and Adjournment

The Chair noted that the next NISPPAC meeting will be on Monday June 20, 2011, from 1:00 to
3:00 p.m., at the Hilton Riverside Hotel in New Orleans, Louisiana, in conjunction with the
NCMS Annual Training Seminar. He reminded members to begin their travel planning as soon
as possible and solicited agenda items for the meeting by May 16, 2011. Finally, he noted that
the last meeting for this calendar year is scheduled for November 16, 2011. The Chair adjourned
the meeting at 12:15 p.m.

11
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Summary of Action ltems

(1) DoD will formally request representation of DOHA in the NISSPAC’s PCL working
group processes in order to better understand clearance appeal processes and timeliness
issues.

(2) DSS will clarify the rejection and denial processes in regard to the review and approval
of SSPs.

(3) Industry will work with Government to identify methodologies and capabilities to assist
small and medium sized companies, identified as submitting PCL requests and system
accreditation packages that are continually rejected, with resources to eliminate their
problematic actions.

(4) 1SOO0 requested an update from DoD at the November 2011, NISPPAC meeting on the
number of non-GSA approved security containers in Industry that require replacement.

(5) 1SOO will coordinate the presentation on the “Governance of the Insider Threat” at the
November 2011 NISPPAC meeting.

(6) Government and Industry members were requested to provide agenda items for the
June NISPPAC meeting in New Orleans, by May 16, 2011. Additionally, the working
group reports should provide enhanced metrics relating to small and medium sized
companies.

(7) Industry will provide an update on its progress in nominating two new members to
represent Industry from October 1, 2011, to September 30, 2015.

(8) OPM and DISCO will report on trends relating to a decline in the submission of Phased
PRs.

12
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Timeliness Performance Metrics for DoD’s Industry Personnel
Submission, Investigation & Adjudication* Time

Average Days of Fastest 90% of Reported Clearance Decisions Made
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Industry’s Average Timeliness Trends for 90%
Initial Top Secret and All Secret/Confidential Security Clearance Decisions
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Industry’s Average Timeliness Trends for 90%
Initial Top Secret Security Clearance Decisions
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Industry’s Average Timeliness Trends for 90%
Secret/Confidential Security Clearance Decisions
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Industry’s Average Timeliness Trends for 90%
Top Secret Reinvestigation Security Clearance Decisions
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Phased PR Investigations - Industry

Based on Cases Closed by Quarter
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Appendix 2- DISCO PCL Presentation



DISCO

FY11 Adjudication Inventory
SSBI/NACLC Clearance Adjudications
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Oct- Nov- Dec- Jan- Feb- Mar- Apr- May- Jun- Jul- Aug- Sep- Oct- Nov- Dec- Jan- Feb-
09 09 09 10 10 10 10 10 10 10 10 10 10 10 10 11 11
O 0 - 20 days O 21 - 90 days B Greater than 90 days
Category Oct-09 | Nov-09 [ Dec-09 | Jan-10 | Feb-10 | Mar-10 | Apr-10 | May-10 | Jun-10 | Jul-10 | Aug-10 | Sep-10 | Oct-10 | Nov-10 | Dec-10 | Jan-11 | Feb-11
0- 20 days 4,797 2,650 2,002 4752 3656 | 5331 | 5642 6,759 | 6414 | 6,087 | 3666 | 2975 | 4661 | 5643 [ 5709 | 6,020 | 6,782
21 - 90 days 3,349 1,987 840 1,238 890 1247 | 2012 3935 | 5728 | 4470 | 10,288 | 10210 | 7925 | 5556 | 3536 | 3315 | 3517
Greater than 90 days 01 269 557 653 591 550 505 374 315 599 315 379 1,199 670 593 414 192
Grand Total 8,237 4,906 3,399 6,643 5137 7128 | 8159 11,068 | 12457 | 11,156 | 14,269 | 13564 | 14,385 | 11869 | 9,838 | 9,749 | 10491
1

Source: JPAS and CATS




DISCO

FY11 Adjudication Inventory
Periodic Reinvestigation Adjudications
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Oct- Nov- Dec- Jan- Feb- Mar- Apr- May- Jun- Jul- Aug- Sep- Oct- Nov- Dec- Jan- Feb-
09 09 09 10 10 10 10 10 10 10 10 10 10 10 11 11
| O 0-30days 0O31- 90 days M Greater than 90 days
Category Oct-09 [ Nov-09 | Dec-09 | Jan-10 | Feb-10 | Mar-10 | Apr-10 | May-10 | Jun-10| Jul-10 | Aug-10 | Sep-10 | Oct-10 | Nov-10 | Dec-10 | Jan-11 | Feb-11
0- 30 days 308 312 201 831 586 761 946 1812 | 1733 | 15890 | 1583 | 1437 | 1868 | 1718 | 1843 | 1454 201
31- 90 days 133 135 54 53 47 56 55 113 599 722 249 | 2877 | 2331 | 2373 967 380 52
Greater than 90 days 47 37 87 82 73 71 73 82 51 111 50 58 142 108 145 79 13
Grand Total | 488 | 484 | 342 | o966 | 706 | 888 | 1074 [ 2007 | 2383 | 2723 | 4129 | 4372 | 4341 | 4199 | 2,95 | 1913 | 266

Source: JPA