
 
 

 
 

 
 

 
 

   
    

     
 

 
 

     
     

   
   

     
   

     
    

        
   

  
 

     
    

  
  

    
      

       
  

  
     

   
 

   
 

  
 

 
 

   
   

       
    

STATE, LOCAL, TRIBAL, AND PRIVATE SECTOR
 
POLICY ADVISORY COMMITTEE (SLTPS-PAC)
 

JANUARY 25, 2017
 

SUMMARY MINUTES OF THE MEETING
 

The SLTPS-PAC held its twelfth meeting on Wednesday, January 25, 2017, at 10:00 a.m., at the 
National Archives Building, 700 Pennsylvania Avenue, NW, Washington, DC. Mark Bradley, 
Director, Information Security Oversight Office (ISOO), chaired the meeting, which was open to 
the public. The following minutes were finalized and certified on April 25, 2017. 

I.  Welcome, Introductions, and Administrative Matters 

The Chair welcomed the attendees. He advised that he would proceed slowly and methodically at 
this meeting because, although he helped with the drafting of the executive order that created this 
committee, this was his first SLTPS-PAC meeting. He introduced himself to the participants, 
noting that his position as Director of ISOO is his fourth with the Federal government.  He came to 
ISOO from the Department of Justice, National Security Division, where he worked on a variety of 
issues including the Foreign Intelligence Surveillance Act, intelligence community guidelines, and 
all sorts of boards and panels.  Before that, he was Senator Daniel Patrick Moynihan’s legislative 
director on the Hill.  He took a segue for eight years as a criminal defense lawyer in Washington, 
D.C., and he was in the CIA in the 1980s.  The Chair reminded the attendees that all SLTPS-PAC 
meetings are recorded events subject to the Federal Advisory Committee Act and are open to the 
public.  He advised them that the meeting was being audio-recorded.  

The Chair noted the departure of SLTPS-entity members Kevin Donovan and Lindsey Johnson last 
year and welcomed new members Agnes Rainer Kirk, who is the Washington State Chief 
Information Security Officer, and Jessica Davenport, who is a senior management analyst 
supervisor with the Florida Department of Law Enforcement at the Florida Fusion Center.  Both 
were participating via teleconference. On the Federal side, the Chair indicated that Lou Widawski, 
from the Department of Transportation (DOT), is retiring at the end of the month.  DOT will 
identify a new member to the committee when the replacement for Mr. Widawski is selected. 
Michael Layton, of the Nuclear Regulatory Commission (NRC), will no longer be able to serve on 
the SLTPS-PAC, and Darryl Parsons, the NRC alternate, will continue to represent the NRC on the 
committee until a replacement for Mr. Layton is named. The Chair asked the attendees and 
participants to introduce themselves.  He then introduced Greg Pannoni, Associate Director for 
Operations and Industrial Security, ISOO, and the Committee’s Designated Federal Official (DFO).  
(See Attachment 1 for a list of the attendees and participants.) 

II. Old Business 

Updates from the DFO 

Greg Pannoni, DFO, began by reminding the membership due to budgetary limitations, it continues 
to be necessary to offer a teleconference capability.  No funds are available to pay for travel for 
those who are out of the DC area.  And on that point, he thanked Rich Licht for travelling from New 
York to attend in person. Mr. Pannoni then turned to the three interrelated action items from the 
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last SLTPS-PAC meeting and asked Charlie Rogers, Vice-Chair, Department of Homeland Security 
(DHS), and Chief of the DHS’s SLTPS Management Division, to join the discussion. 

The first action item concerns Joint Worldwide Intelligence Communications System (JWICS) 
access for Fusion Center personnel and other state, local, and tribal personnel without the 
requirement of being detailed to a federal agency.  Mr. Pannoni pointed out the executive order sets 
the basic threshold at the Secret level for access to classified information and for information 
systems that process or store classified information.  Then there’s a more stringent threshold 
essentially on a case-by-case basis with each sponsoring agency, to gain approval for access above 
Secret, to include Top Secret, Sensitive Compartmented Information (SCI) and Special Access 
Program information.  The information system requirement is similar. If there is to be physical 
custody above the Secret level, the order speaks to having a DHS person or another federal 
government executive agency person full-time to manage the operations and controls of the fusion 
center.  So, a person does not have to be detailed to a federal agency in order to gain access to 
JWICS, although it is a high threshold.  There are much more stringent controls to access JWICS.  
Unfortunately, there has been transition with representation from Office of the Director of National 
Intelligence (ODNI), so, there has not been an opportunity to have a thorough, lengthy discussion 
with respect to JWICS access, which ultimately is under the ODNI’s authority.  Nevertheless, it is 
still necessary to pursue this issue because the SLTPS program is about consistent safeguarding and 
enhancing the sharing of classified information.  Mr. Pannoni indicated that he shared the concern 
and understanding that there is, at least in certain instances, a need for access to higher levels above 
Secret, and he noted that access has happened in some instances, as Mr. Rogers has indicated.  Mr. 
Pannoni then indicated that, unless the DNI representative wanted to comment on this—which he 
did not—he would turn to Mr. Rogers to continue. 

Mr. Rogers began by discussing the second action item, which related to extending the length of 
inactivity that would prompt deactivation of a Homeland Secure Data Network (HSDN) account.  
The understanding at the previous meeting was that the period was 20 days.  Mr. Rogers indicated 
that after research on this issue, he learned that the period is 30 days.  He also learned that if the 
account is not used for 30 days, it can be reactivated for another 60 days, provided that the 
individual had set up challenge questions with the help desk.  So, this provides the user with up to a 
90-day grace period, which should be sufficient.  Mr. Rogers also confirmed that this period is the 
same for DHS’s internal SCI system.  He indicated that some people may have been canceled out at 
30 days because they weren’t aware of the challenge questions. 

Mr. Rogers addressed the third action item, which related to formalizing and making permanent the 
security clearance process because there were concerns if the processes were going to continue with 
the new administration.  He noted that the Office of Intelligence and Analysis (I&A) at DHS vets 
and sponsors a select number of people for SCI access and his Directorate grants their clearances. 
I&A has formalized its processes and forms. The implementing directive for the SLTPS program, 
which is national policy and which was approved by this committee, sets the criteria for SCI access 
for state, local, tribal, private sector. The I&A nominating forms mirror the policy exactly.  
Individual access is on a case-by-case basis.  There is a requirement that the individual identify an 
SCI facility (SCIF) or a location in which he or she can access the information, because state 
facilities cannot have SCI under their own management.  They can have SCIFs, as do New York 
City and Chicago, but the SCIFs are managed by DHS.  Another requirement is that they make an 
18-month commitment.  The implementing directive to Executive Order 13549, “Classified 
National Security Programs for State, Local, Tribal and Private Sector Entities,” requires “a 

2
 



 
 

   
     

      
      

     
   

 
 

  
   

  
   

  
     
   

  
  

  
 

 
   

   
       

    
   

      
      

      
  

    
   

       
 

        
   

   
    

    
 

 
  

     
    

      
 

     
      

sufficient duration,” to justify the expense, which I&A has set at 18 months.  Mr. Rogers 
summarized that this process is articulated in policy.  It’s in the national policy and in the I&A 
policy, and I&A indicated that it is not being eliminated. Mr. Pannoni added that there is language 
in the directive about a “demonstrated and foreseeable need.” Mr. Rogers affirmed this.  He noted 
that there is a wide range of personnel who can get SCI access if they have a connection to 
homeland security and a federal counterterrorism mission and they have the ability to influence and 
provide expertise to the process.  

Mark Schouten, SLTPS-entity member, who serves as the Director of the Iowa Department of 
Homeland Security and Emergency Management, asked the difference between JWICS and HSDN 
and whether the processes for obtaining access to each of those are similar or different.  Mr. Rogers 
replied that JWICS is an SCI-level system managed by the intelligence community (IC) and the 
HSDN is a Secret-level system that DHS manages and other federal agencies access.  The 
requirements for access to the systems are based upon the individual’s clearance level and whether 
the individual has SCI access.  So they are two separate systems with two separate requirements for 
access:  one is an IC system; the other is a collateral DHS system.  Tip Wight, SLTPS Vice-Chair 
added that, he has been told, the only way to get a JWICS account is to be detailed to a federal 
agency.  He noted that this is one of the open action items and that, for state and local personnel, 
unless they are assigned to a joint terrorism task force or something like that, there’s no way to get a 
JWICS account at present. 

Mr. Schouten added, in Iowa homeland security, he’s not so concerned about JWICS.  His office 
would like a direct connection to the HSDN, which he assumed would be through Mr. Rogers’ 
office and perhaps easier to get than JWICS. Mr. Rogers responded that it is relatively easy but it is 
not exactly through him.  The HSDN requires that a secure facility be built to house the network or 
the system, which incurs a monthly cost just to manage it.  There is a personnel cost to manage that 
alarmed room; so, there’s a whole security overlay that goes with it. Access to these systems are 
basically endorsed and nominated by I&A.  Because of the significant budgetary and security 
footprint, I&A limits the number of locations that get HSDN.  For the most part, access is provided 
directly to fusion centers, with the expectation that people could work with the fusion centers to 
gain access to the network there.  So getting access to the network is not that difficult.  It’s a matter 
of negotiating with I&A, having the appropriate clearance, and negotiating with the fusion center.  
However, to get access at your location would entail a very significant outlay, and I&A would make 
that decision.  Mr. Schouten responded that he understands this.  His office has a memorandum of 
understanding with the National Guard to use its SCIF. However, they are having some difficulty 
getting regular access to HSDN for their critical infrastructure person working cybersecurity issues.  
So, they are looking at alternatives in the interest of sharing information and sharing it better.  
Mr. Schouten reflected that, as Mr. Wight said at the last meeting, cyber puts all of the information 
sharing in a different light, and it is essential to make sure that information is getting out. 

Mr. Wight interjected that he agreed completely.  He lamented that one of the reasons for his push 
for the TS/SCI access for fusion centers is because much of that cyber information is at the TS 
level. He added that it sounded to him like Mr. Schouten’s office was not co-located with the Iowa 
Fusion Center. Mr. Schouten answered that they were not.  He indicated that they recently pointed 
out to their DHS intelligence contact that not all states have their homeland security advisor under 
Department of Public Safety, which also controls the Fusion Center.  Quite often, the fusion centers 
are outside of the homeland security advisor’s office and there is not the automatic linkage that 
DHS may assume is happening.  The result is that the information sharing isn’t perhaps as good as it 
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could be or as it would be if the connection were direct.  Not all states are created and/or organized 
the same. There are, maybe, 15 states where the homeland security advisor is not connected 
directly with the fusion centers.  Information may not be shared as well at this level in some states. 
Mr. Rogers agreed that there is diversity in the way in which states are configured.  He added that 
I&A is prioritizing where the resources are going because the costs to construct, manage, and 
operate a room that houses HSDN are significant. He suggested that a guest speaker from I&A 
might be brought to a meeting to discuss this process for their field operations.  Mr. Wight added 
that in Washington, DC, the issue was resolved, because the fusion center, which originally started 
in the police department, was relocated to the Emergency Management Agency, where it is now co-
located with the homeland security advisor.  The Chair and other members agreed that there would 
be value in having an I&A person to brief on the process. The Chair then turned to Mr. Rogers to 
provide an update on the implementation of the SLTPS security program. 

III. New Business 

A. SLTPS Security Program Updates 

Mr. Rogers began by noting that in the SLTPS security program, there is a big emphasis on the 
fusion centers.  There are different aspects to the program to ensure that we’re providing the support 
we need to provide and that classified information at those locations is protected sufficiently. DHS 
has a compliance review program to oversee that this occurring.  The program was implemented in 
late 2012.  The SLTPS Management Division performs the compliance reviews and also makes 
special visits on other occasions.  I&A also conducts assistance visits.  There are about 15 
compliance reviews each year, but the number has varied from a low of 11 to a high of 19.  Since 
the program was implemented, Mr. Rogers’ division performed a total of 76 compliance reviews 
with the fusion centers. So, it’s a pretty robust program. 

In another aspect of the SLTPS security program, in accordance with the implementing directive, 
fusion centers are required to appoint onsite security liaisons who have responsibility for managing 
the classified program and managing the secure room at their location.  There is an ongoing training 
program to ensure that the security liaisons maintain an appropriate level of expertise to carry out 
their duties.  There are several elements to this training program.  There is a webinar program, 
which includes about two hours of training.  It provides an opportunity to go over the policy and 
procedures and to answer questions.  Mr. Rogers’ division does about 10 of those a year.  In 2015, 
they did 10 webinars and trained 81 security liaisons, and in 2016 they also did 10 webinars and 
trained 80 security liaisons. Compliance reviews provide another opportunity for training, although 
it is web-based training, not in-person training.  There is also another training program that is 
funded by I&A and consists of quarterly training events that bring newly appointed security liaisons 
to DHS headquarters for about two and a half days of training. The Office of Security, I&A, and 
other offices within DHS participate in this training.  Although, due to a funding issue, there were 
none of these events in 2016, one has already been held in 2017 that brought in four liaisons for 
training. 

Mr. Rogers turned to personnel security.  He reported that DHS has issued approximately 2,100 
private-sector clearances under EO 13549.  These are subject matter experts who have been 
primarily granted Secret clearances.  There are another 5,500 state and local personnel who are 
cleared through the program.  The current combined private sector and state and local clearances is 
about 7,500 people.  Over the years approximately 2,200 clearances have been deactivated through 
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separation, or because the individual is no longer eligible or no longer works for the company or in 
the infrastructure that the company represents.  These personnel have been debriefed. 

Mr. Pannoni inquired regarding the number of SCI clearances.  Mr. Rogers responded that the 
number of state, local, and private sector SCI clearances stands at 370.  Mr. Wight noted that that 
number would not represent all the state, local, tribal, or private sector personnel that are cleared to 
the SCI level.  That’s only through DHS.  There are personnel like him who are cleared through the 
Federal Bureau of Investigation (FBI).  So, there are other sources.  Mr. Rogers agreed.   He stated 
that under the executive order, agencies are able to clear whoever they need to.  The DHS is not 
solely responsible for all state and local clearances.  FBI frequently clears personnel and also has a 
clearance turnover and debriefing process.  

Mr. Schouten added his perspective from a state like Iowa where the security liaison is part of 
homeland security and emergency management, not part of the fusion center.  The security liaison 
there is a former NSA employee. Mr. Schouten’s office works with its personal security assistant 
(PSA) to do the private sector clearances, and particularly now, with cyber, they are reaching out to 
the lifeline critical infrastructure folks and talking with their PSA, trying to get higher level 
clearances for them. He indicated that he is inclined to agree with Mr. Wight that the Secret 
clearance is probably not enough for some of them.  He spoke of a utility representative who is part 
of the Kansas Fusion Center and has Top Secret/SCI.  Mr. Schouten expressed his belief that, from 
the cyber standpoint, if you’re really going to be getting into the attack analysis, then SCI is 
probably necessary.  Mr. Rogers affirmed that the PSAs do nominate a lot of private sector 
personnel.  There are two nominating activities in DHS:  one in I&A and one in the National 
Protection and Programs Directorate (NPPD), which has the private sector infrastructure protection 
mission.  So there are two nominating elements that feed into the Office of Security, which vets and 
validates the requirements. 

Mr. Schouten continued that from his standpoint in Iowa his office has taken the approach that they 
need a number of people with clearances, but they request them judiciously, particularly among the 
300 to 400 municipal utilities there are in the state, so that one or two would represent that sector or 
the gas systems or the water and wastewater reclamation systems. His office talks to the organized 
groups for these sectors and asks for one or two people to nominate with the PSA to get a clearance, 
because they think merely giving them a nondisclosure agreement at the time of an incident is 
probably not going to be adequate.  If they are to be prepared, it is necessary to provide them some 
classified threat information.  Critical infrastructure protection changed after the Russian hack of 
the power grid in the Ukraine at the end of 2015.  He noted that before Ukraine, his office was not 
nearly as sharply focused on lifeline critical infrastructure as they are now.  Having the knowledge 
that an attack like this is possible, they want to increase these persons’ awareness of the threat, and 
perhaps give them more information about the nature of the risk.  But to do so, it is absolutely 
necessary that they be cleared at, at least to the Secret level to make it worth their time to hear the 
briefing. Mr. Rogers indicated that Mr. Schouten could contact him and he would try to connect 
him to the critical infrastructure people in DHS, since it is necessary to establish a relationship with 
them in order to facilitate any sponsoring of clearances.  The clearances would have to have a nexus 
to a DHS mission and that is what the critical infrastructure people are involved in.  They’re 
involved in infrastructure and cyber.  Mr. Rogers provided his e-mail address so that he could help 
facilitate this. Mr. Schouten indicated that this was consistent with what his office is doing.  The 
PSA is handling it.  There are maybe four or five clearance requests in process.  There will not be 
more than six.  He does not want to burden the system, but he thinks -- and the PSA agrees -- that 
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they will be adding a lot of value to the state by having select members or representatives of critical 
lifeline industries with clearances so they can hear the nature of the risk. Mr. Rogers and the Chair 
agreed that this all makes sense. Mr. Schouten added that his office will see how these clearances 
are processed, noting that he has an idea of how it should be done.  The DHS plays a critical role, 
and information sharing is paramount.  He believes that so far it is working really well and that they 
are taking steps to add significant value to what they do. 

The Chair thanked Mr. Rogers and noted the Mr. Pannoni will be joining Mr. Rogers for the next 
presentation, which will provide an update on the status of an initiative that sets forth the National 
Industrial Security Program procedures for sharing and safeguarding classified information with 
certain private sector and other non-federal entities. This is an update to their discussion on this 
topic at the last meeting. 

B.  Update on Additional National Industrial Security Program (NISP) Procedures for 
Sharing and Safeguarding Classified Information with Certain Private Sector or Other Non-
Federal Entities 

Mr. Pannoni began by noting that he would not recount the discussion from the last meeting on 
what had occurred to that point with the classified critical infrastructure protection program (CIPP) 
under the NISP, as it is documented in pages four through six of the meeting minutes.  Since then, 
the President signed the implementation procedures on December 28, 2016, and that’s the beginning 
of implementation.  There is a considerable amount of work to be done with responsibility mostly 
on the DHS side, for the DHS secretary, but also working with Department of Defense (DOD), 
through the Defense Security Service (DSS).  The procedures are designed to streamline the process 
for sharing and safeguarding classified CIPP information.  The vetting, reporting, and oversight 
mechanisms under this program are less stringent than they are under the traditional NISP program, 
and that was done deliberately to increase involvement from both parties.  They are operating under 
cooperative research and development agreements (CRADA), which is a contract, and because of 
this, the process falls under the NISP.  With that Mr. Pannoni turned to Mr. Rogers to continue the 
discussion 

Mr. Rogers provided a brief overview of this hybrid program.  He indicated that DHS was tasked by 
the National Security Council, which directed DHS and DOD to work together and to develop an 
alternative program to facilitate classified information sharing with the private sector. A number of 
people at this meeting, including Kathy Branch, Keith Minard and Mr. Pannoni, were involved in 
the long process of negotiation and writing to develop an alternative process that lessened the 
burden on companies while retaining some of what was determined to be essential safeguarding 
requirements of any classified information sharing with the private sector.  So, the White House did 
sign it. It has a long name, “Additional National Industrial Security Program Procedures for 
Sharing and Safeguarding Classified Information with the Private Sector Infrastructure Entities,” 
but it is referred to as the hybrid.  Some of the key elements that are waived for this program are 
that the private sector companies who will eventually get access to classified information would not 
be required to get a facility security clearance, would not be able to bid on any additional classified 
contracts, and would not be permitted to store classified at their location.  But once they met all the 
requirements of the program, they could get security clearances that would enable the sharing of 
classified information. Some of the things that are required to be in place for this classified 
information sharing to take place are relatively simple, like creating security agreements between 
DHS and the company.  Some are complex, such as establishing a foreign ownership, control, and 
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influence (FOCI) information collection and evaluation process.  Mr. Rogers admitted that he does 
not fully understand all of the complexities of the process and noted that it is going to be a challenge 
to stand up a full capability in DHS.  

Mr. Rogers noted that DHS had internal meetings on December 29, 2016, the day after the hybrid 
was signed.  DHS met with the DSS on December 13 and is working with them to help gain an 
understanding of what is involved in establishing this capability in DHS.  The two agencies have 
signed a Memorandum of Understanding for this.  DHS has detailed a person to DSS to begin to 
acquire that knowledge.  DHS also assigned three other people to meet intermittently with people at 
DSS and collect documents.  There are ongoing conversations on this.  DHS also plans to meet with 
the Nuclear Regulatory Commission (NRC), because it has a program from which they can learn. 
Mr. Rogers added that, in order to implement this program, DHS had to become a cognizant 
security agency (CSA) under the NSIP.  This was facilitated by EO 13691, “Promoting Private 
Sector Cybersecurity Information Sharing,” February 13, 2015, and the DHS had been waiting since 
then for the hybrid to be approved.  

Mr. Minard, DSS, indicated that DSS is collaborating with DHS to help them through the process.  
He noted that it is going to be a long process to understand FOCI analysis and mitigation.  There are 
a lot of procedures that are required to be put in place, such as information collection approvals 
from the companies or entities that they are going to oversee and provide access to classified data.  
Also, a key point, as Mr. Rogers mentioned, is working with the NRC.  The NRC has some FOCI 
and mitigation processes that might be more similar to what DHS needs to do, so DSS is making 
sure that they connect DHS with the right communities along the way to start understanding the 
processes.  

Mr. Pannoni asked Mr. Rogers to give the group an understanding of the approximate size of the 
program today and where we project to be in a few years.  Mr. Rogers indicted that there are about 
165 companies who have signed these cooperative agreements with DHS with the expectation that 
they will eventually be able to enter into the program, and certainly there’s a backed-up momentum 
or backed-up expectation.  These companies urgently want to get in the program.  We’ve all been 
waiting for a couple of years for its approval, but we couldn’t build a program without being a CSA, 
and without having the hybrid process.  He expressed that there are approximately 200 companies 
that are in the background, but the program office in DHS has about a dozen that they urgently 
would like to be brought into the program.  So the plan is that DHS first has to build the capability 
as quickly as possible to allow them to get some of these companies in the pipeline.  He recognizes 
that DHS cannot put them in the pipeline until they are able to appropriately vet them and 
appropriately do all the requirements that are necessary for the hybrid.  DHS has funding in the 
2018 budget—both money and requests for personnel—to supplement this program, but there is no 
funding for this year and its costs are being borne by other DHS programs.  DHS is getting 
assistance from partners in other CSAs. Mr. Rogers promised an update on progress at the next 
meeting. The immediate need is to understand all the things that need to be accomplished in order 
to implement the program, and it is most urgent now to understand the information collection 
process, the forms, and the FOCI evaluation.  There will eventually be an oversight program 
associated with it, but the focus right now must be on the front end.  

Mr. Pannoni added that it is important to know that this is very much insular, these facility security 
clearances or entity eligibility determinations are restricted to this program, so there’s no reciprocity 
by which an entity can take the fact that it has been granted this eligibility and start bidding on other 
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contracts that require access to classified information.  The entity would have to enter the traditional 
NISP process in order to do that. Mr. Rogers agreed and noted that the real purpose of the program 
is to facilitate classified cyber information sharing.  The plan is to enable DHS and other federal 
agencies to share threat and risk information and to mitigate risk with companies by having 
classified information sharing.  The companies would not store classified information, but they 
could have six, eight, 10, or 12 people cleared so that they could get the information they need to 
protect their networks and to provide expertise to the federal community.  DHS is working to bring 
this about now that it has the approvals to move forward. 

The Chair indicated that this is a good start. He then introduced Mr. Wight, the SLTPS entity Vice 
Chair, to make a presentation on the National Network of Fusion Centers.  Colonel (Retired) Lee 
“Tip” Wight is currently the director of the DC Metropolitan Police Department’s real-time crime 
center. He was the Director of DC’s fusion center from 2013 to 2016 and also served as the vice 
president of the National Fusion Center Association (NFCA) from 2014 to 2016.  His briefing, 
entitled “Fusion Centers and National Strategy, National Asset, Local Resource,” describes state, 
local, tribal, and territorial fusion centers and the National Fusion Center Network. 

C. Fusion Centers and the National Strategy: National Asset, Local Resource 

Mr. Wight started by noting that many people do not understand what a fusion center is or that a 
network exists among all 78 of them.  He noted that many do not know how to leverage these 
resources and are unaware that there is a national strategy for the fusion centers. The intent of the 
strategy is to standardize the delivery of this capability to state, local, tribal, territorial, and private 
sector entities as well as allowing the federal government partners to leverage the capacity.  So, the 
purpose of the briefing is to increase the understanding of all of these things. Mr. Wight explained 
that when the presentation uses the term “local resource” the intent is not just local entities. It 
encompasses the whole umbrella of state, local, tribal, territorial, and private sector. 

Mr. Wight observed that there are a lot of misconceptions as to what a fusion center is.  They are 
not federally owned or controlled.  Rather they are very much owned by state, local, tribal, or 
territorial entities.  They conduct regional intelligence and information sharing.  Each one is unique, 
although some of the things such as the national strategy and the FEMA grant program, and the 
requirements under DHS I&A for reporting and evaluation have standardized them to some degree. 
They are unique because each jurisdiction wants to tailor the service to its local needs. Some will 
have an investigative role, such as the Boston Regional Intelligence Center.  Mr. Wight’s former 
center, the Washington Regional Threat Analysis Center (WRTAC) in DC, had no investigative 
capability and was under the rubric of an emergency management agency. All fusion centers are 
multi-agency but the composition in each is unique.  In DC, there were about 50 partner agencies 
that had a variety of different kinds of relationships, from having a full-time liaison officer detailed 
to it to virtual connectivity through which conversations were held every couple of weeks at a staff 
meeting at the end of a phone line.  This too varies across the national network.  What the fusion 
centers are focused on will also depend on the jurisdiction.  The terms “all crimes,” “all threats,” 
and “all hazards” are commonly used.  A threat is manmade, and a hazard is something naturally 
occurring, such as a hurricane or an earthquake. When a center professes to be all-crime, such as 
the WRTAC did, it is not possible for the center to have an analyst for every possible crime.  But, 
among the 900 trained analysts in the fusion center network, the expertise does exist, and personnel 
throughout the network reach out to others and benefit from their expertise. Mr. Wight then noted 
that fusion centers do not duplicate the mission of joint terrorism task forces (JTTF).  A JTTF is 
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owned by a federal agency and has a single mission, counterterrorism, whereas a fusion center 
generally looks at all threats and all hazards, with the exception that some are just law enforcement 
and homeland security.  

Mr. Wight then turned the National Strategy for the Network of Fusion Centers. He noted that after 
9/11 and the recognition of the need to share information among federal, state, and local partners, 
more fusion centers were being established and a variety of reports and guidelines were issued, 
including various Congressional documents.  He traced the origin of the National Strategy to 2013, 
when Congressman Peter T. King made an assessment of fusion centers that recognized that fusion 
centers have come a long way since 9/11 and are performing well, but he observed that there was no 
strategy for them.  This assessment led to the NFCA to begin work on the National Strategy, which 
was issued in 2014. A copy of the National Strategy can be found on the NFCA website 
(NFCAUSA.org).  The NFCA worked with partners at the National Governors Association, Major 
County Sheriffs Association, Major City Policy Chiefs Association, and other agencies including 
Fire Service and Emergency Management.  The strategy had broad circulation and support as it was 
developed. 

The intent of the document was to define the strategy of the national network, to identify a path 
forward for it, to discuss its effectiveness, and to demonstrate what an asset it is.  The mission of the 
network is to use the unique capabilities that are available.  Many of the 900-plus trained analysts 
are former federal IC personnel that have either retired or decided to work closer to the mission at 
the state and local level and to be able to leverage their skill set.  Mr. Wight returned to a point he 
previously made about TS/SCI clearances, insisting that it makes no sense that when someone takes 
off the federal hat with a TS/SCI clearance and goes to work for a state and local agency, the next 
day the individual is only cleared to a Secret level. The strategy is aimed at helping to protect the 
homeland and discusses this in terms of receiving, analyzing, disseminating, and gathering threat 
information and intelligence in support of the state, local, tribal, territorial, and private sectors as 
well as the federal efforts to protect it.  

Mr. Wight reported that this national network has become a multidisciplinary, all-crimes, 
all-threats, all-hazard, information sharing network that protects the nation’s security while 
safeguarding the privacy, civil rights, and civil liberties of our citizens.  He noted that this last point 
is something that is really key.  The network is a decentralized, distributed, self-organizing national 
asset.  Mr. Wight emphasized that it is self-organizing. There is no federal directive that all these 
entities participate together, but they do, and the network functions quite well.  There are 78 fusion 
centers, including three in federal territories:  the US Virgin Islands, Puerto Rico, and Guam. 

Mr. Wight turned to the four goals of the National Strategy.  The first goal is to uphold public 
confidence, which involves protecting the information, privacy, civil rights, and civil liberties, and 
it is key to all the work that the fusion centers do.  The second goal is to support engagement and 
expand the network of each fusion center.  When Mr. Wight was at the WRTAC, he had 50 partner 
agencies.  Trying to expand the breadth and depth of each fusion center’s individual network is the 
focus of goal two.  Goal three is to strengthen the integration and interconnectedness of fusion 
centers.  It is about enhancing the national network.  And, goal four is to increase the overall 
connectivity between fusion centers and the federal government. It is the vertical piece of 
connecting with the federal partners and strengthening the information sharing efforts that go along 
with that. 
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Mr. Wight then discussed the objectives to be attained in reaching the four goals.  Of the 37 
initiatives that support this strategy, he highlighted some of the key objectives under each of the 
four goals.  Under goal one he cited objective 1, “privacy, civil rights, and civil liberties 
protections;” objective 2, “enhance and sustain a trusted network;” and objective 3, “promote fusion 
center accountability and transparency.” Each of these objectives talks to an aspect of upholding 
that public confidence.  Under goal two, he highlighted just a few of the six or seven objectives that 
fall under it:  objective 1, “identify opportunities for continued outreach and engagement with state, 
local, tribal, territorial, and private sector;” objective 4, “advocate for visibility of local homeland 
security priorities;” and objective 5, “improve the information sharing enterprise within fusion 
centers’ areas of responsibility.”  These concern providing opportunities for better outreach and 
engagement with state, local, territorial, and the private sector to ensure that there is visibility for 
local homeland security priorities in the fusion center.  They aim to improve information sharing 
within each of the areas of responsibility of these fusion centers. Goal three addresses the whole, 
overall network again.  

Mr. Wight cited several of the objectives under goal three: objective 2, “develop centers of analytic 
excellence;” objective 3, “promote the development and interoperability of fusion 
center information sharing and intelligence management systems;” and objective 4, “develop a rapid 
response or augmentation capability to physically and virtually support fusion centers.” Because 
each agency is unique and each has unique contracting and procurement practices and differences in 
availability of funding, some of the systems at the fusion centers end up being different, and they 
are not all interoperable or interconnected.  This can be a challenge when sharing information or 
having analysts from one center come to support another one. For example, if personnel from 
Maryland come to the fusion center in DC, they wouldn’t have any ability to log in and use the 
systems and really leverage that talent there.  The question becomes, how to develop that kind of 
capability and interoperability. That ties to objective four.  Mr. Wight cited two of the objectives 
here:  objective 4, “collaboration and formalized production of joint products;” and objective 6, 
“improve smart practices regarding JTTFs.” Mr. Wight noted that leveraging these partnerships for 
information sharing between the federal partners and the fusion center network has come a long 
way through collaboration and the formalized production of joint products.  Many of these 
initiatives are already completed in the federal framework. In fact, the WRTAC just did one for the 
inauguration, a joint threat assessment, with DHS, FBI, and National Counterterrorism Center. 

Mr. Wight touched on several of the other 37 objectives.  He discussed standardized training and 
noted that I&A has helped a lot with this.  He spoke to the development of a baseline set of fusion 
center common technology services.  He noted that it is not possible to specify what a jurisdiction 
must use, but it is possible to develop a rating system or identify best practices and generate a list of 
the systems that work better than others.  There have been discussions about the possibility of 
holding some licenses at the NFCA level that can be used for some of these systems by the 
individual centers.  With regard to the initiative to improve the collection of information and 
intelligence from correctional facilities, he observed that different rules apply, and there is a great 
deal of intelligence there. Improving cyber strategies is an initiative that is still a growth area. 
Concerning the initiative to develop comprehensive fusion center intelligence requirements, 
Mr. Wight noted that, unlike a federal intelligence agency where collection can be tasked, it is not 
possible to task at the state and local level. It is possible to pick up the phone and ask a center to 
share intelligence. The objective is concerned with having collection requirements and standing 
intelligence requirements and about refining them and keeping them current.  Another objective is 
cross-training analysts between fusion centers. Mr. Wight pointed to the fact the WRTAC had an 
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exchange program with the Maryland center, through which the WRTAC send analysts to spend a 
week at the Maryland center, and Maryland send analysts to DC. The Maryland analysts were 
given logins and passwords and gained an understanding of WRTAC systems and products and 
processes.  There are efforts to do this in a broader context within regions, because, if the DC center 
is overwhelmed, Maryland probably is, too; so, it may be necessary to reach up to Connecticut or 
elsewhere for help.  

Mr. Wight turned to the federal framework that complements the national strategy, and noted that 
there were 40 projects identified with that.  He reported that 37 have been completed and three are 
in progress and an MOU has been developed and is awaiting final signature. So, it is almost 
complete.  There are four goals for the federal framework that mirror the goals of the national 
strategy.  The first is, again, continuing to safeguard information while protecting privacy, civil 
rights, and civil liberties. The second is to standardize partnerships between the Federal 
government and the fusion centers to increase analytic and information sharing capabilities.  The 
third goal for the federal framework is to expand fusion center engagement with Federal and state, 
local, tribal, territorial, and private sector partners. It aims to ensure that the Federal agencies are 
able to leverage all the talent in the network, because there is a lot of information at the state and 
local level that federal agencies do not have.  Mr. Wight noted that Mr. Rogers just provided a great 
summary on some of the key projects that are in the federal framework to support the strategy, such 
as enabling TS/SCI clearances for state, local, tribal, and territorial analysts.  He commented that, 
while it is probably not yet as smooth as it could be, it works.  Another project is the fusion center 
assessment program, done annually by DHS. Initially, it was quite cumbersome, with over 300 
questions.  With the support of Francis X. Taylor, former Under Secretary for Intelligence and 
Analysis, DHS, it was revised to about 10 metrics, including five key ones for which the fusion 
centers had to collect the data and five for which DHS collected data from existing sources, such as 
products that are posted on the Homeland Security Information Network (HSIN).  This reduced the 
requirement while still managing to show the effectiveness of the network, tell the fusion center 
story, and explain why federal money is being used to support them. Another project is to define 
where fusion centers fit in the cyber mission space.  Since DHS has the requirement for that cyber 
defense mission nationally, it has an interest in figuring out where fusion centers fit, identifying 
common technology requirements and common analytic training standards, and refining and 
improving analytic training centers.  Mr. Wight noted that there is an initiative to develop a 
national mission cell, which is to imbed a DHS analyst from I&A and an FBI analyst into a fusion 
center and produce products on site that address national mission priorities like counterterrorism.  

Mr. Wight then turned to fusion center network collaboration successes.  He praised the HSIN, 
noting the value of the situational awareness from the HSIN SitAware, whereby the centers across 
the nation could see what was going on in DC because both the police department and the fusion 
center were posting the information in the situation room.  Similarly, he noted that there is an 
awareness room, HSIN CinAware, for sharing cyber security information. A lot of these things, 
especially in the cyber world, are not local issues.  Somebody may be in a local area, but they’re 
attacking, internationally or nationally as well.  So, often, issues, such as ransomware, that occur in 
one area will pop up elsewhere.  Having that ability to share information instantly about an attack 
and provide that information through the HSIN CinAware network is a great thing.  

Pointing to a specific example, Mr. Wight discussed a collaboration between Alabama and Chicago 
fusion centers. Somebody in Alabama who was looking at social media and got concerned about 
some postings called the local fusion center.  The Alabama fusion center inquired and found that the 
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individual was traveling to Chicago where he stated he was going to kill some law enforcement 
people.  Alabama passed the information to the Chicago fusion center, who tracked this individual 
down and found that he had a basement full of weapons and his own shooting range where he was 
training for and planning the attack.  The subject was arrested. Mr. Wight explained that this kind 
of collaboration occurs daily across the national network, noting that looking at success stories like 
this and realizing what things have been prevented, demonstrates how much value there is in the 
fusion center network.  He noted another example that shows there is value to information shared 
across the network even for centers that are not involved in an incident. The Northern California 
center was supporting a network of partners with an event in San Bernardino.  In DC, they could see 
in real time what was happening in San Bernardino, and, as interested observers, were trying to 
determine if and how it could affect the local area.  The first question that the senior leaders would 
always ask about a high profile events like this is whether there is any nexus to DC?  Number two, 
is it part of a broader plan, and, number three, is it coming this way?  It is valuable information that 
can support an investigation. 

Mr. Wight then touched on the centers of analytic excellence and noted that the idea is to share 
tradecraft. Since some fusion centers are blessed with some great skills in certain areas but other 
centers may not have that access, the idea is to explain how centers built up a capability, how they 
crafted the products, how they trained analysts, and how they put that information out for centers to 
access. He lauded another great initiative, the fusion center cyber pilot, which he described as a 
toolkit, a cybersecurity program in a box. It can be accessed on the DHS HSIN, as well as on 
NFCA website.  This is particularly important because many fusion centers are getting into the 
cyber realm and need to hire cybersecurity analysts.  They must learn how to develop a requirement 
to hire them, to determine what skill sets they are looking for, how to get them trained, the career 
path, and certifications.  All this and other information is available, and it has been very effective. 
Mr. Wight also mentioned the cyber- intelligence network, noting that there are six regions, each 
with a coordinator and a deputy.  There is the HSIN CinAware where more than 300 cyber 
professionals share information.  Plus, there is the real-time situation awareness room, the HSIN 
SitAware.  Mr. Wight ended his presentation by advising that contact information for the fusion 
centers can be found on the HSIN or through the NFCA.  

Rich Licht, SLTPS-entity member from the Center for Internet Security/Multi-State Information 
Sharing & Analysis Center asked if it was correct that there is not a funding stream for the 37 key 
initiatives and projects.  Mr. Wight affirmed this and explained that the fusion centers themselves— 
76 of the 78—receive some form of federal grant funding.  Some receive a lot, like DC, which is 
100% grant-funded, and some such as Louisiana and Alaska receive none.  For the others, the 
funding varies, although it’s a relatively small portion for most of them.  So, while there is grant 
funding, there is none specifically earmarked for the 37 initiatives. Mr. Licht then inquired about 
DHS standardization of technology.  Mr. Wight replied that standardization is one of the initiatives 
being worked by DHS and the Program Manager for the Information Sharing Environment, ODNI, 
to provide technology services and recommendations.  Part of the challenge is there are different 
rules and different funding availability, but there are analytic tools on the HSIN. This is one of the 
initiatives. These tools are made available on HSIN that anybody can use. 

Josh Ederheimer from the DOJ Office of Tribal Justice inquired regarding the participation of tribal 
law enforcement.  He indicated that he was aware that it is working fairly effectively in New 
Mexico and Arizona but was not sure about other places.  Mr. Wight responded that there is 
participation in the national network.  Certainly, Arizona has tribal representatives that are a formal 
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• 4 Complementary goals

• 9 “Imperatives”

• 12 Priority initiatives

• 40 Supporting projects

• Released Dec 2014 

40 Projects 
• 37Completed 
• 3 In Progress 

>90% Complete 



 

  

 

Continue to safeguard information and protect privacy, civil 
rights, and civil liberties (P/CRCL) 

Standardize partnerships between Federal Gov’t and FCs to 
increase analytic and info sharing capabilities and 
enhance SA in the homeland 

Develop and expand FC engagement w/Federal & SLTTP 
partners to enhance FC core capabilities & improve SA in FC 
AOR 

Improve/increase Homeland Security Enterprise ability to 
leverage National Network information & expertise 



 

 

•	 TS/SCI Clearances for SLTT Analysts 

•	 Revised Fusion Center Assessment Program
 

•	 Cyber Strategy/Define FC Cyber Mission 
Space 

•	 Baseline common technology requirements
 

• Develop common analytic training 
standards 

• National Mission Cell 



 

• Boston Marathon
 

 

• DC Navy Yard 

• Alabama-Chicago


• San Bernardino 

• HSIN SitAware 

• HSIN CinAware 



 
 

 

 

  

ALABAMA/CHICAGO COLLABORATION 

UNCLASSIFIED 

•	 On 8 December 2014, the 
Alabama Fusion Center (AFC) 
received a call from an Alabama 
citizen alarmed by an 
individual’s social media posts 
related to killing civilians and 
law enforcement. 

•	 On 26 December 2014, the 
subject was located and 
stopped. 
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CENTERS OF ANALYTIC
 

EXCELLENCE (COAE):
 
Sharing Resources, Best Practices, and Expertise
 

Toward a Stronger Network
 

•	 Collaborate, access resources, and • Capabilities, activities, 
learn how FCs add value to national examples: 
security and crime reduction – Policies and procedures 

• NFCA coordinating mechanism 	 – Resources and methods 

and	 – Decryption, language 
translation, and data “force-multiplier,” 
reduction 

–	 Tradecraft and product 
information 
•	 Analytical Tradecraft 

Community of 
Interest (AT COI) 



FC CYBER PILOT 




Sample Job Descriptions 

Cyber IA Year One  Basic Skill  Sets  

Recommended  Career Paths 

Industry Standard Certifications 

Campaigns, Resources,  Training, & Assessments 

Communications Maps  

Malicious Cyber Threat Actors Guide  

Cyber Intake Questionnaire 

STIX  / TAXII /  CybOX 

Cyber TTX Planning Guide 

FLO Cybersecurity Toolkit 





NFCA-CIN 
Cyber Intelligence Network 

•	 6 regions each with 1 Coordinator and 1 
Deputy 

•	 Implemented NFCA-CIN portal on HSIN 

–	 50 agencies 

–	 40+ states 

–	 300 Cyber professionals 

•	 Implemented Cyber Situation Awareness 
Room (CINAWARE) on HSIN. 
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Troy Campbell – Co-Chair – KCTEW 
Devin King – Co-Chair – LA-SAFE 
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• Chad Holmes – Private Sector Cyber Intelligence SME 
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NFCA Cyber Intelligence Network (CIN) 
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Why is the CUI Program necessary? 

Executive departments and agencies apply 
their own ad-hoc policies and markings to 

unclassified information that requires 
safeguarding or dissemination controls, 

resulting in: 

An inefficient 
patchwork 

system with 
more than 

100 different 
policies and 

markings 
across the 
executive 

branch 

Inconsistent 
marking and 
safeguarding 
of documents 

Unclear or 
unnecessarily 

restrictive 
dissemination 

policies 

Impediments 
to authorized 
information 

sharing 
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Executive Order 13556 

 Established CUI Program
 
–	 In consultation with affected agencies 

(CUI Advisory Council) 

 Designated an Executive Agent (EA) to 
implement the E.O. and oversee department 
and agency actions to ensure compliance. 
–	 National Archives and Records Administration 

– Information Security Oversight Office 

 An open and uniform program to manage all 
unclassified information within the executive 
branch that requires safeguarding and 
dissemination controls as required by law, 
regulation, and Government-wide policy 
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CUI Registry 

EO 13556 called for a review of the 

categories, subcategories, and markings 

currently used by agencies. 

Agencies submitted over 2,200 

authorities for controlling many 

types of information. 

Information types were grouped 

together, legal authorities were 

examined, and a CUI Registry was 

published. 

• 23 Categories 

• 84 Sub-categories 

• 315 Control citations 

• 106 Sanction citations 

www.archives.gov/cui 
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32 CFR 2002 (September 14, 2016) 

 Implements the CUI Program 

–	 Establishes policy for designating, handling, 

and decontrolling information that qualifies as 

CUI 

–	 Effective :  November 14, 2016 (Day 0) 

 Describes, defines, and provides guidance 
on the minimum protections (derived from 
existing agency practices) for CUI 
–	 Physical and Electronic Environments 

–	 Marking 

–	 Sharing 

–	 Destruction 

–	 Decontrol 

 Emphasizes unique protections described in 
law, regulation, and/or Government-wide 
policies (authorities) 
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Information Systems and CUI 

 Purpose of the CUI Program is to provide a uniform 
and consistent system for protecting CUI throughout 
executive branch. 

 Baseline standard for protecting CUI is no less than 
moderate confidentiality. 
– Such protection is greater than low, the minimum
 

requirements for all systems under the FISMA
 
– Most agencies already configure their systems to 

Moderate for protection of information falling under the 

scope of the CUI Program. 
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NIST Special Publication 800-171 

•	 Agenc ies mus t use NIS T  S P 800-171 when 

es tablishing security requirements to protect 

CUI’s confidentiality on non-Federal 

information sys tems .  

•	 The NIS T  800-171 is intended for use by 
federal agenc ies in appropriate contractual 

vehic les or other agreements es tablished 
between those agenc ies and nonfederal 

organizations .  

•	 E s tablishes requirements for protecting CUI at 

the Moderate Confidentiality Impact Value. 

•	 Non-tailorable requirements 

•	 F lexibility in how to meet requirements 
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E.O. 13556 Registry 
Implementing 

Directive 
(32 CFR 2002) 

FAR 
Government 

To promote s tandardization, the CUI E xecutive 

Agent plans to sponsor a F ederal Acquis ition 

Federal Acquisition Regulation 

Industry 

R egulation (F AR ) c lause that will apply the 

requirements contained in the 32 CF R  Part 

2002 and NIS T  S P 800-171 to indus try. 

1 Year 
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Implementation of the CUI Program 

Physical 
Safeguarding 

Systems 

Develop and 

Publish Policy 

Implement Physical 

Safeguarding 

Develop and Deploy 

Training Complete CUI 

Training 

Develop and 

Publish Component 

Policy 

Assessment of 

Systems Develop Systems 

Transition Strategy 

(Planning) 

(Planning) 

Day 0 (14 Nov ‘16) 180 Year 1 180 Year 2
 

Policy 

Training 

Initiate Internal 

Oversight 

Self 
Inspection 
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Recommendations for Implementation 

 Policy 

 Program Management 

 Training 

 Physical Safeguarding 

 Systems 

 Incidents 

 Self-inspection 

 Contracts & Agreements (agencies and non-
federals) 
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Understanding the CUI Program 

 CUI Registry 

 CUI Basic versus CUI Specified 
– Specified Examples 

 Limitations of Agency Policy 
– CUI Specified Category/Subcategory Requirements 

 Sharing and Lawful Government Purpose 

 Marking CUI 
– Handbook 

– Coversheets 

 Legacy Information 

 Safeguarding 

 Destruction 
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Briefings on CUI and Implementation 

 Information Security Oversight Office will be providing briefings on the 
Controlled Unclassified Information Program.  RSVP to 
mark.riddle@nara.gov 

Virtual briefings: 
Date: January 26, 2017 

Time: 1000-1200 

Date: February 14, 2017 

Time: 1000-1200 

Date: February 22, 2017 

Time: 1000-1200 

Additional information (i.e., call-in information and web links) will be forwarded to the attendee(s) 

prior to the event. 

In-Person briefing: 
Date: January 27, 2017 

Time: 1000-1200 

Location: 

William G. McGowan Theater
 
700 Pennsylvania Avenue, NW
 
Washington DC
 

Attendees should enter through the “Special Events” entrance on the Constitution Avenue side of 
the building. 
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Questions? 

Patrick Viscuso (202-357-5313)
 
Associate Director
 
Patrick.viscuso@nara.gov
 

Mark Riddle (202-357-6864)
 
Lead for Implementation and Oversight 

mark.riddle@nara.gov
 

Devin Casey (202-357-6867)
 
Implementation and Oversight 

devin.casey@nara.gov 
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