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The President

The White House
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Dear Mr. P resident:

i am pleased to submit the WED—Bl Report to the President of the Information Security
Dversight Office.

Under Executive Order l2■'65, effective December I, IEYE, this Office oversees the
information security program Throughout the executive branch. Recaiving its policy
direction from the Nationoi Security Council, this Office has monitored the first Several
years of a program in which the prior odministrotion stremed openness in government asthe cornerstone of information security. The information security system embodied in
[2.0. EZDEE reflects that emphasis.

Many persons within the Government's information security community have felt that the
existing system downplays the critical importance of protecting national security
information. Your administration has given credence to efforts to remedy the perceived
imboiance between openness and security concerns. As a result, considerable efforts are
now in progress to design an easier to understand information security system that servesthis purpose. I hope to recommend this new system to you in the very near future.

Respectfully,

STEVEN GARFINKEL
Director
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INFORMATION SECURITY OVERSIGHT OFFICE

AUTHORITIES AND RESPONSIBILITIES OF

THE DIRECTOR UNDER EXECUTIVE ORDER IEDSS

OVERSEEING EXECUTIVE BRANCH—WIDE AGENCY ACTIONS TO ENSURE
COMPLIANCE WITH E.O. IECISS AND ISOO IMPLEMENTING DIRECTIVE if I.

CONSIDERING AND TAKING ACTION ON SUGGESTIONS AND COMPLAINTS
FROM PERSONS WITHIN OR OUTSIDE THE GOVERNMENT WITH RESPECT TO
THE ADMINISTRATION OF THE PROGRAM.

DEVELOPING, IN CONSULTATION WITH THE AGENCIES, AND PROMULGATING,
SUBJECT TO THE APPROVAL OF THE NATIONAL SECURITY COUNCIL,
IMPLEMENTING DIRECTIVES 'WHICH ARE BINDING ON ALL AGENCIES.

REPORTING ANNUALLY TO THE PRESIDENT ON THE IMPLEMENTATION OF‘
THE ORDER.

REOUIRING INFORMATION DETERMINED TO BE CLASSIFIED IN VIOLATION OF
THE ORDER IO BE DECLASSIEIED.

REVIEWING AGENCIES' IMPLEMENTING REGULATIONS AND GUIDELINES FOR
SYSTEMATIC DECLASSIFICATION REVIEW.

EXERCISING TOP SECRET CLASSIFICATION AUTHORITY.

REVIEWING REQUESTS FROM AGENCIES FOR ORIGINAL CLASSIFICATION
AUTHORITY.

CONDUCTING ONSITE REVIEWS OF AGENCY INFORMATION SECURITY
PROGRAMS.

REQUIRING OF EACH AGENCY INFORMATION, REPORTS, AND COOPERATION
NECESSARY TO FULFILL THE DIRECTOR'S RESPONSIBILITIES.

CHAIRING AN INTERAGENCY INFORMATION SECURITY COMMITTEE.

CONSIDERII‘IG, GRANTING, ANDTOR REVOKING WAIVERS OF ADMINISTRATIVE
REQUIREMENTS OF THE ORDER.

APPROVING SPECIAL PROCEDURES ESTABLISHED BY THE SECRE TARY OF
DEFENSE AND THE DIRECTOR, CENTRAL INTELLIGENCE AGENCY,
REGARDING THE REVIE‘II'IIr AND DECLASSIFICATION OF CRYPTOLOGIC

INFORMATION AND INTELLIGENCE SOURCES AND METHODS.
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HEARING AND ACTING UPON APPEALS FROM THE DENIAL OF REQUESTS
FOR D’ECLASSIFICATIUN OF PRESIDENTIAL MATERIAL.

HAVING NUNDELEGABLE ACCESS TO ACCUUNTINCS DF ALL AGENCY
SPECIAL ACCESS PROGRAMS.



iNFORMATlON SECURITY OVERSlOHT OFFICE

Agency missions, programs, and authorities.

The information Security Oversight Office {EEO-OJ was established pursuant toExecutive Order IZDES on December i, 1915i. It is responsible for monitoring theinformation security programs of all executive branch agencies which create orhandle national security information and for reporting annually to the President
on the status of the program and agency implementation of the Order. There areover Hill] executive branch agencies which create or handlenatianoi security
information, although this activity is concentrated in the Departments of
Defense, State, Justice and Energy and the Central intelligence Agency. ISOO's
purpose is, through effective oversight, to bring about improved protection for
infarmatim essential to our national security while facilitating access by the
American public to that information that does not require protection.

Basic organization and functions.

ISOO is a small organization consisting of JS persons. its functions include: {a}
conducting in—depth onsite compliance inspections of over [EU executive branch
agencies or major components of those agencies; (b) gathering and analyzing
statistical data to obtain information upon which to evaluate compliance; {c}
sponsoring information security education and training programs; {d} developing
and promulgating directives implementing the Order; lie} reviewing agencyregulations, classification guides and guidelines for systematic review of
information for declassificotion; if} taking action on suggestions and complaints
from persons within or outside the Government with respect to the
administration of the program, including complaints about the classification of
documents; and {g} conducting special studies related to the functioning and
improvement of the information security program.

Budgetary and financial information.

ISOO funding is included as a part of the budget of the National Archives and
Records Service. The ISOO budget for FY IFBI is $563,ii■[i.

Personnel policies and administration.

ESOO's status as an agency is somewhat unusual. While administratively a part of
the lGeneral Services Administration, it receives its policy direction from the
National Security Council. in practice it operates semi-autonomously. The
Director of ISOO occupies a career SE5 position and is appointed to that position
by the Administrator of General Services, subject to the approval of the
President. The Administrator of rGeneral Services also has, by the provisions of
Executive Order [2065, the authority to appoint the staff of lSOO, although this
function is ordinarily delegated to the Director.



Significant interogency relationships.

A close and continuing relationship exists between i500 and senior personnei of
the more than iiii} agencies or major components monitored by [500. This
involves coordinaticm primarily with agency heads or with the senior officials
designated by the agency heads to be responsible for the agency information
security program. Each agency is aisa served by on 1500 staff member in a
liaison role, which greatly facilitates the conduct of routine communication.

Significant intergovernmental relationships.

Since a segment of the program may involve security agreements with various
foreign nations, i500 is required on occasion to coordinate and hold discussions
with representatives at those countries. These meetings are arranged by and
coordinated with the Department of State.

LegislatiVe processes, including legislative clearanCe requirements.

ISDD is established and functions under Executive order rather than statute,
based on the premise that constitutionally only the President may regulate the
executive branch's information Security program. In the post, however, iii-DO has
worked closely with several congressional committees or subcommittees,
including the House Subcommittee on Government Information and individual
Rights and the House Subcommittee on Administrative Practice and Procedure.
1500 and its predecessor organization, the lnteragency Classification Review
Committee, have been actively involved in commenting on and presenting
testimony during hearings on proposed legislation for codifying the information
security system. At one time, as many as nine proposed hills to this end were
before the Congress. IIilt'itl't the promulgation of Eli}. IEUES, legisiotive initiatives
in this area have decreased significantly.

kn



F‘r’ EU ACTIVITIES

i‘i‘iDNIT■HING CDMPLEANC’E reports were submitted To the inspected
ogencies. {3f these, over 5D percent

ISDG bases its evaluation of agency involved an inspection of activities in the
compliance and progress primarin on The Departments of Defense, State, Energy, end
results of ill onsite compliance inspections, Justice, and the Central intelligence
and iii} analysis of statistical data Agency—the rnojar classifying activities of
submitted by all agencies which create or the Government. The number of inspec-
handle classified information. tions conducted in FY 5D exceeded by

5? percent the inspection activity of
DNSITE INSPECTIONS F‘I’ in. in addition to formal inspections,

the [EDD staff also conducted informal
Within the United States onci throughout the visits and follow-up reviews to previous
world, there ore tens of thousands of inspections.
facilities which create or handle clossified
information. 1J‘iith a full-time staff that During The year ISDD also conducted a
presently totals IS persons, 1500 can series of formal inspections outside The
realistically hope to inspect only a fraction Washington metropolitan area. The areas
of I percent of The-5e octivities in on}:r given visited included Atlanta, St. Louis, Norfolk,
year. Fortunately, an 500 inspection of Philadelphia, and Boston. During each of
every facility is not only impossible, it is These week-long trips, on TSUO analyst
also unnecessary. By motivating senior conducted a formal inspection of approxi—
agency officials and securityr personnel to mateiv six government octivities. Included
police their own progroms and by strotegi- in most of these visits were inspections of
colly directing ISDCT's staff to selective government contractor facilities—a first
WINS ThTOUQh■l-Ji' lite program enVironr‘nenT', for [SUD monitorship and on area that is
ISDU can successfully monitor the receiving increased emphasis this fiscal
executive branch-wide system with limited year. Nine contractor facilities were
resources. insinectm daring FY SCI.

[500's made at operotion places maximum The inspecrions covered the entire
emphasis on The conduct of inspections in information security field including
Those agencies thot are the major cIossi- classification, downgrading, declassi-
fiers and devotes minimal time and ficatian, safeguarding, education one
resources to Those ogencies that ore only!i training and administrative requirements.
custodians of clossified information and are
not involved in the classificotio■ precess. FORMAL Ii’dSPECTK■‘NS BY THE
During F‘r’ 8'], I530 analysts conducted I911 UVERSIGHT (JHCANlZATIDN
in—depth inspectionzs for which formal
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An essential element of each inspection

was an examination of documents ciasaified
by the activity. This examination focused
on such matters as proper ciassification,
marking, declassification and control.

ESDD prepares and submits a report of each
formal inspection. Each report includes
both the ■ndings of the ISCTU analysts and
recommendations to resolve problem areas
or to achieve overall program improvement.
These reports are sent to the senior agency
official responsibie for the program.
Procedures adopted during FY 8D, required
agency officials to implement the
recommendations and to notify i500 of
action taken within 60 days of receipt of
the report. in the vast majority of cases,
the officials took responsive action as these
matters and notified 1500 as required. A
reevaluation of the previously discovered
problem areas and the remedial action
taken were made a part of subsequent lSUD
inspections.

The inspections conducted during FY 8i] by
[500 and the agencies had a significant
impact on identifying program weaknesses
and achieving overall program improve-
ment. The agencies conducted over BEND
formal inspections of their own activities
and in so doing, identified over [8,039
security infractions dealing with accem,
marking, transmission, storage, destruction
and reproduction. This is an 8? percent
increase in the number of formal inspec-
tions conducted when compared with FY” ‘39
and a llii percent increase in the number of
detected infractions. The increase in the
number of infractions appears attributable
to the increase in the number and quality of
inspections conducted rather than a degra-
dation of the system.

AGENCY SELF-INSPECTIONS 3i] ,■i}?

F‘tSCl'

STATISTICAL DATA COLLECTlDN

The collection and analysis of statistical.
data regarding information security
program operations are an integral part of
the oversight evaluative process. Over the
years statistical data reporting require—
ments have been changed to more ade—
quately meet the needs of the Oversight
Office and the public for information
regarding the program, to achieve cost
reductions by eliminating items of minimal
significance, and to facilitate the admin—-
istrative burden on reporting agencies.
In FY Bi], I500 significantly amended
Standard Form 3| l—the single form used by
agencies to report statistical data to the
Oversight Office. This form provides [500
information regarding:

Classification authorities
Classification decisions including

declassificatim assignments
Mandatory declassification review

regUests and appeals
Systematic review for declassifica—

tian
Formal agency inspections and

infractions discovered
Top Secret inventories
Declassification actions
Security education and training
Physical security actions
Use of the balancing test
Program management problems

Collection of data from a large universe
can be very expensive and, in some cases,
e-g., the Department of Defense, prohibi—
tive- it is the opinion of iSDCi that,
except where specific agency information is
required, satisfactory results can be
obtained from statistical samples. ISOO
accepts approved sampling in the larger
agencies and has conducted its own
sampling in connection with agency
inspections to verify statistics provided by
the respondents.



in providing the statistical data for FY 80,
iSDD granted permission for sampling
systems in the Departments of Defense,
State, and Justice, and in the Central
Intelligence Agency. All other agencies
report ed on an actual count basis. The
Department of Defense sample was based
on the results of an automated message
system design-ed at a 95 percent accuracy
rate. The reporting on classification'
actions other than messages was achieved
by applying correlation factors based on animdepth sampling candUcted by DoD in
FY W. in addition, classification actions
for the National Security Agency {NBA}, to
include all electrically forwarded product
and administrative messages, were included
for the first time. Failure to include NSA
data had been a matter of concern by the
General Accounting Office in a report on
the program issued in lEED. The data
submitted by the Department of Justice and
the Central intelligence Agency were based
on a document by document count for a
I—weelr period and Were projected to cover
the entire reporting period. The
Department of State statistics were taken
from an automated system and correlation
factors consistent with those determined by
lSDD sampling were applied to determine
the number of derivative classification
actions over the year.

An analysis of the statistical data reported
to ISDD by agencies for FY BID indicates
that respondents mode concerted efforts to
increase both the accuracy and validity of
the reported data. ESDD received full
cooperation from agencies in conducting its
own statistical samples and was able to
conduct such reviews on a random basis-

A definitive judgment on the effectiveness
of agency implementation based on the
results of program inspections and statis-
tical data is not possible as yet; suffi-
cient comparative data are still lacking.
Eiut progress achieved thus for has per-
mitted the start of a foundation of an
evaluative system that should be able to
answer the questions in the future. This
system will assist ISUD in determining

the most effective direction for the pro—
gram and the manner in which its limited
resources should be allocated among various
program components.

THE STATE OF THE PROGRAM

FY ED was the first full fiscal year of
operations for lSGD and, although
conclusions basad on data covering such alimited period are no: absolute, it is
possible to make some observations on the
results.

DPENNESS

iSDD has taken positive steps to achieve
the openness initiatives in the Order.
Internally, its operations have been
conducted and recorded to minimize the
number of classified documents within
lSDD. Almost all documentary material
within 1500 is available for inspection by
the public upon request. Moreover, i500
and executive branch agencies have taken
action in a responsible and timely fashion
on requests from the public for assistance
or in instances where administrative
conformance has been questioned. Dn
numerous occasions during the year
assistance was provided to the media,
historians, faculty and students of academic
institutions, and members of the public.

An area of progress over FY 7'? involves
agency actions taken in response to manda—
tory review requests from the public to
review information for declassification.
Despite substantial increases in the number
of new requests received during FY SD,
agencies acted on nearly | |5[i more cases
and declassified the information in whole
or in part in 9t} percent of the cases as
compared with 33 percent in FY i9. The
Iii percent denial—in—full rate is the lowest
rate achieved since the monitorship pro-
gram Was begun in ISTZ. In the area of
appeals from denials of mandatory review
requests, the agencies further declassified
in whole or in part in another 69 percent of
the cases. Agencies reduced the backlog of
unresolved appeal cases from LIB at the end
of FY 3“? to 29 at the end of FY Si].



[in the negative side, at the end of FY Ell]

there were still over l,2[l[i unresolved

initial requests. Moreover, in as percent of
the cases acted upon during the year, action

was not completed within the Ei■~day time-
frame established by the Clrder.

MANDATORY RENEW Iii'iiCITllCli‘le

2l36

1923

986

Ft“ :39 Ft’ EH3

I
- Total cases acted on

- Beclesstfied in whole or in part

— ■eclssstficstton denied

Among selected activities by the agencies

during FY EU to enhance openness are the

following:

National Security Council (NSC). Extensive

efforts are underway in the NSC to update

and reissue the listing of declassified NSC
policy papers to provide another avenue for
public access to declassified information.
in addition. the NSC Director of Freedom
of information visited the Truman and
Eisenhower Presidential Libraries to
explore methods of expediting mandatory
review procedures.

Department of Energy {DOE}. DUE is in
the pTDCESS of screening and sanitizing ail
its records related to radiation health
effects and the conduct of past LLS. nuclear
testing. Copies of all relevant records will
be made available to the public through a
reading room and library arrangement at
the DOE Nevada Uperations Office.

Central intelligence Agency {CIA}. During
the reporting period the National Archives
and Records Service {MARS} occessioned

some Cl■. records and others are under con—
sideration. NARS has also been given a
printout from the Agency's ADP" system in+
dicoting the review decisions on a record

group of finished intelligence, most of
which was declassified. This will enable
HARE to take the indicated action on its

own copies1 thus making the information
available to the public.

Department of State (STATE). State has

begun an experiment to test the effect of
deelossifying (but embargoing} Farei n
Relations of the United States iFRUSi

manuscripts six months in advance at the
anticipated publication-'1 date in the expect?
otion that this will considerably reduce the
delay which has ensued in the past between
clearance for and actual publication of
FRUS volumes. State has also devised a
system whereby scholars interested in
Departmental records on a given country
held by MARS may be given a computer
printout listing the documents on that

country declassified by State during its

review of the material for the purpose of
preparing systematic review guidelines.
These documents are expected to provide
scholars a tenfold increase in the number of

pages as compared with FFiLiS compilations.

--
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Agencies also initiated positive action
during The year To establish systematic
review programs. In all, over ‘34:}million
pages of previously classi■ed information
were reviewed for declassificotion. Of the
9f} million pages reviewed, less than
2 percent had their classification extended
beyond 3E} years.

CLASSiFlCATlDN

A. lClassification Authorities. Daring
FY ED, executive branch agencies continued
The favorable trend of reducing original
classification authorities. Overall
authorities were reduced by lol} {2 percent}.
At the end of The reporting period there
were only l,5i}l persons in The entire execu-tive branch authorized to make original Top
Secret classification decisions, l-i,13■i
designated as original Secret classification
authorities, and l,5lit as Confidential
authorities. 1.«llithin The classification
designation categories, There was ai percent increase in Top Secret authorities,
and a 3 percent decrease in both Secret and
Confidential authoritiEs.

Overall, the distribution of authorities
remained essentially The same as F‘r’ i9:
2| percent Top Secret, 58 percent Secret
and El percent Confidential. An analysis of
ISU‘U inspection reports indicates that
minimal reduction can still be achieved in
this area since approximately 5 percent of
authorized original classifiers are not
actively using that authority.

[ll-"lIGI i‘ll‘LL EL■SS IFICllTlDi-i AUTHORITIES

4134

The continued reduction of original clos—
sificotion authorities has a significant
impact on the program, because originally
classified information is the basis for
derivatively classifying additional docu-
ments. Thus, a reduction in authorities has
both an initial and ocaelerator effect in
reducing classification activity. Reported
statistics for FY Bi} show That derivative
classification again accounted for over91; percent of all classification actions.

UERI'JPJLUE

8. Classification Activity

During FY El) executive branch agencies
reported an approximate ll} percent
increase in bath original and derivative
classification actions. A total of
l6,058,?6ii actions were reported for the
year as compared with lii,85U',Cl■U for
FY 7‘“. Of the total actions reported,
3 percent were assigned a Top Secret clas—
sification, 9 percent Secret and 68 percentConfidential. This is essentially the sameratio as that achieved in F‘r‘" W. While
some of The increase in classification
actions must be aTtribuTed to improved and
more accurate reporting by the agencies
and The inclusion of additional agencies in
the universe such as The National Security
Agency, most is believed to as the result of
specific events which bear on national seca—rity. For example, during The year agenc‘classification activity was influenced by the

l—
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change of government in Iran, the hoster

situation, events in Afghanistan, the Middle

East and other areas of the world. This
clearly points out the impact of current
events on the number of claSslficatim
decisions and the difficulty of evaluating

program improvement in this area because
of the correlation.

Of the approximate 1 million original
classification decisions made during F‘I’ Si],
33 percent were assigned declassificatio'i or
review dates of is years or less. This is the

same percentage obtained in FY 7'9.

ISUD’s in-depth inspections indicate that, in
general, agencies were in compliance with
the provisions of the Order as they apply to
classification. Hovvever, some specific

areas were discovered that require added
emphasis by agency security personnel.
These areas are listed below. {Numbers in
parentheses indicate the percentage of
inspections in which these types of defie
ciencies were noted}

incomplete or improper markings--
ass-s}

Lack of portion marking—{26%}

Failure to mark subjects—H895}

Marking derivative actions as
original—{Bio}

Na clossificatim guides issuedal■‘hi

Failure to update guides—lite}

Using unauthorized caveats—l lets}

Failure to include TS approval on
guides—{29o}

Inconsistency in assigned clossi iico-
flank-{2%}

Using obsolete stamps or markings-—
(13%}

Classifying without authority—{figs}

Failure to list multiple sources—(3%}

Unnecessary Ct■■■ifit■iim"{5%}

Failure to use cover sheetsull‘illii

FY 33 was the first year in which formal

ISUD inspections were conducted of
Defense contractor facilities. The results

of this initial examination indicated strong

management support for the program and

commendable accounting and safeguarding

procedures. How-ever, the General

Accounting lfoice has cited recurring

deficiencies in the area of classification
guidance and the application of such guide

once to documents. This is an area that
requires additional emphasis by ISDD
and budgeting and planning has been accom—
plished to permit increased ISOU inspec—
lions during FY Ell.

DECLASSIFICATlUN

it'll. General. Fiscal Year IESU brought an
increase in the scope of the declassificotion

program within the executive branch of
government. More agencies instituted
docios■ficatim projects and those with

programs already in effect continued to
improve their output in an attempt to reach
the goal and requirement of the Order that
information be systematically revieWed for
deal-ossification on the twentieth anniver—

sary of its creation.

El. §ysternotic Review. During FY at}, the
General Accounting Office {GAO} investi-
gated the systematic review process. in a
report published October 15. IESED, CAD
recommended that the Executive order be
revisad to eliminate systematic review and

to require that only records specifically
requested or Iii-rely to be requested by the
public be reviewed under the provisions of
the Freedom of Information Act {FOIA} or
the mandatory review provisions of the
rJra'er. GAD claimed that such action
would result in substantial savings to the
Government. ESUO responded to the GAO

report on behalf of the executive branch
stating that to eliminate systematic review,
and to rely entirely on the FUN-“t and
mandatory review would be a retraction
of the government's commitment to open-
ness and would leave large portions of

government records unavailable for
research. Further,I 1590 pointed out that

the increased use of and the high costs
associated with processing under the FDIA

and mandatory review would most likely
make the system more costly and burden—

some than at present.

interestingly, the problem in the declas-
sification field most often brought to
1580’s attention by the agencies has been

the limited resources available to



accomplish mandatory review and declas-
sificotion functions; this includes commentsfrom the major classifying activities suah
as the National Security Council, the
Central intelligence Agency, and the
Departments of Defense and Energy. The
results of lSDD inspections have also shown
a direct iinlr between the lack of adequate
resources and full and effective implemen—
tation of the Order.

C. Achievement of 20-year Review. The
lack of sufficient resources has res—tilted in
Several activities informing the i500 thatthey cannot meet the lSBE deadline for
achieving 20-year review. For example, theNational Security Council has stated that
present budgetary limitations preclude their
reaching the goal. The ClA anticipates that
it will have only systematically reviewed 3!]
percent of its material by lSBB. Either
agencies such as the Department of Energy,
Office of Management and Budget, National
Aeronautics and Space Administration,
international Communication Agency,
Commerce and the Agency for international
Development indicate that they cannot yetdetermine when or if they will reach the
EEG—year point. Seven activities, the
Nualear Regulatory Commission, Treasury,
State, National Security Agency, Defense
intelligence Agency, Defense investigative
Service and the Office of the Secretary
of Defense have indicated they will be in
compliance with the ZED-year rule between
lSBE and lS'dS. Three activities, Interior,
Agriculture and the lCirgonization of the
Joint lChiefs of Staff, have already achieved
the 20—year goal.

A particularly critical problem exists within
the National Archives and Records Service
(MARS), which has the largest declassified—
tion program in the Government. MARS has
indicated that the continuation of budget-
ary and personnel limitations during ISED
will preclude it from reaching the EDI-year
review goal.

lSDD considers the systematic review
program and the problems associated with
it to be a major priority subject. it is
conducting an in-depth study on the subject
during FY 8i. if the result of the study

shows that the requirements of the Order
cannot be met, then consideration will begiven to requesting the President to modifythe Order.

D. Other Deelotalfication af■ictions1 DuringFY Bl] executive branch agencies reviewed
over 9i} million pages for deciassificotion
purposes. Dverall, nearly 2A million pagesor 2? percent were declassified. However,
some impressive declassificotion

rates wereachieved by individual agencies (Office ofMicronesian Status Negotiations-92
per—cent, Office of Management and Budget-

83 percent, Department of State—
SA percent, international Communication
Agency-52

percent, and the Department ofDefense■■
percent, of nearly E million

pages it reviewadi. The lower 2? percentdeclassifi cation rate can be attributed tothe fact that MARS, the major reviewer ofrecord series classified material, spentmuch of its time during the year re~reviewing records withdrovrn during thel9i2di■il■ period in accordance with the
new systematic review guidelines developed
under Executive Cinder IEUSS.

Major records Series reviewed by MARS fordeclassificotion during the year included
the records of the Solid Fuels
Administration for War liSS■-JS‘SA};
additional records of the War Relocation
Authority [SEQ-£9346}; records of Naval
Districts and Share Establishments
ilEEJ—JSSSJ; National Headquarters
Files of the Selective Service System;
personal papers of General .i. Lawton
Collins as Special Ambassador to 'v'ietnam
ilEiSA—lS‘SSi; and the papers of |General
Lucius D. Clay as High Commissioner inGermany. in addition, the review of anumber of very extensive and important
files continued in ISBG, e.g., intelligence
files of the Army Assistant Chief of Staff
for lntelligene, records of Foreign Service
Posts of the Departmentaf State {I EELS—SA},
records of the National Aeronautics andSpace Administration and its predecessor
agencies {l9l6-l958i, and the US. Army
Commands during the Korean War.

i'u
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SAFEGUARDS

Problems in the safeguarding of classified

information noted during ISDD inspections

highalighted the fact that security regula—

tions do not guarantee protection. For

example, in some agencies Top Secret

material was not being inventoried; Top

Secret control officers had not been

appointed; and storage containers did not

meet minimum standards. Further, classi—

fied documents in some instances 1were
transferred between offices without proper
document covers to identify them as classi—

fied; controls over reproduction of classi—

fied documents were tacking; and; in limits

ed instances, obsolete security markings

were still in use. in a few agencies, cam—
binations to locks on security containers

were not being changed at the intervals

prescribed and names of the combination

holders were not being recorded in one
central location.

One of the most significant developments in

improving the safeguarding of classified

information was action taken by agencies to

reduce material OH—i'tCII'Id to the absolute

minimum required for the accomplishment

of the agencies' missions. in the

wake of hostile actions against United

States installations abroad, agencies with

large holdings such as the Departments of

Defense and State, and the Agency for

international Development implemented

accelerated retirementidestruction pro—

grams at both domestic and foreign

locations.

Cost savings were a positive port of the

P381] information security safeguards prm

gram. Reductions in ciassified holdings

resulted in a decreased need of security

container requirements. Several agencies

improved their procedures for granting

security clearances. This reduces security

investigation costs. One agency; for exam-

pie, estimated they had reduced the number

of critical-sensitive positions in the agency

by over Tilt]. This represents, in this one

agency alone, ossibic future cost ovoid—

ances of over .
~l million.

Other agencies reported to the 1500 that

efforts to enhance safeguards included such

programs as increased after—hours inspec—

tions; more stringent visitor control over
entry to areas containing classified infor—

mation; procurement of approved shredding

machines to ensure destruction of obsolete

material; more vigorous trainingi'retraining

programs; and improved procedures for

reporting security infractions.

EDUCATION AND TRMHlNG

There is no question that effective educa-

tion and training are the keystone to the

success of the executive branch information

security program. Continuous and improved

training programs are essential because of

the constantly changing personnel situation

within the Government and because most

personnei occupying security positions do so

on an additional duty basis. For these rea—

sons, ISDO and executive branch agencies

devoted increased emphasis to education

and training during FY Bi]. There is also

no question that training played an
ever-increasing role in maintaining a
quality force of security professionals in

those agencies where such positions are
established. Moreover, there is ampie

evidence that effective training has im-

proved not only skiils, but also the moti—

vation that, in turn, improves program
implementation.

A. ISOO Findings. An analysis of a sample

of over lEl■' ISUO inspections conducted dur-

ing FY 8i} indicated that improvement was
needed in many security education areas.
For example, [500 surveys showed that

1? percent of inspected agencies had not

established formal education programs; that

9 percent needed improved education pro—

grams that distinguished the difference

between original and derivative classifica—

tion; that 30 percent showed a need for

improved training an marking; and that in

28 percent of the inspections, a need was
identified for improved training on internal

safeguarding procedures.

Eu. Agency Accamg iishmgg■ Noteworthy

improvement was made in the deveiopment

of improved security briefings and security
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oworeness programs across the executive
branch. Typicol exomples of progressive
octi on reported by some ogencies include:

A ency for internotionol DevelopmentlatiD).
in oddition to holding weekly

orientation: Sessions, AID held mandotory
briefings during the 1weelr of September 22.
Hal), in which 850 employees were in-
structed in oil phases of document
security■from preporotion to destruction.

Department of Treosury. The Department
conducted :1 comprehensive review of all
Treosury education and training programs
ond, os a result, produced a major revision
to its training program. This resulted in opocicoge which is applicable Treasury-wide
and which con be modified to meet the
needs of individual components.

Nuclear Requlotory Commission {NRC}.
The NRC security poster progrom hos wonthe First Place Aword two yeors in o row at
the Americon Society for industrial
Security l■iSIS) onnuoi notional poster
competition.

Department of Stote. The time olloted by
Stote to the security briefing progrom hos
hoen doubled. in addition, the security
office now provides o program of individuol
briefings for senior officers of the Deputy
Assistant Secretory level ond obove, o
group that includes ambossodors leoving for
oversees posts.

Deportment of Defense (Dotti. The DoD
ochieved mojor improvements in its
security education progrom during the yeor
primorin through increosed emphasis on the
subject by the Deputy Secretary of Defense
[Policy Review]. Significont security
initiatives of o generoi nature include:

|. Development ond disseminotion of o
guide for morldng classified docu—
ments. This is a guolity document
that should result in improved DoD
documentotion morking end will also
be useful to other executive branch
agencies os a guide for preporing their
own troining aids.

2. Development ond disseminotion of ovostly improved DoD hondbooh on the
preporotion of security clossificotion
guidonce. This agoin will prove of
greot value to other agencies with
little or no experience in writing
clossificoticn guides.

Significant goins were olso mode by DoD
elements during the yeor. Exomples
include:

i. Defense intelligence Agency (Dim.
Three of the video tapes produced by the
.■igency and used in their security education
prog rom hove wm‘i owards from the ASES.
The Dirt. hos also developed a 30-minute
slide ond sound presentation which can be
viewed by senior officiols in their offices ostheir work schedule will permit. Because
of its recognized excellence, much of the
education moteriol developed by the Di■.
hos been used by numerous deportments ond
ogencies ol' the Government end the con—
troctor Community. The ogency hos olso
exchonged security education moteriol with
the Governments of Conodo, Austrolio, and
.Jopon.

2. Deportment of the Army {DA}. In
June lSBD, on sponsored its first Army
Security Manogers Conference in
Washington, D. C. Becouse of its success,
future conferences will be held every i8
months. The educotion progrom ol the LLB.
Army Europe ond= in porticolor, its security
monogers course held in 1vilseclr, Gerinony.
hos received fovorobie comment during the
yeor. Heodquorters has olso developed
specioi security educotionol video—
cassettes which hove been shown over the
local Armed Forces T‘vr network.

3. De ortment of the Nov
.

Novy‘s efforts
hove been directed primorin to educoting
the security monoger so he or she will be
oble to train command personnel effective-
ly; providing resources for use in the
commend security educotion program; ond
updating the level of instruction ot Navy
training facilities. Novy educotion
programs currently include audio—visual
briefings for Security Drientotion, Ciossi—
ficotion and Declossificotion, Security for
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Clerical Personnel, Personnel Security and
Foreign Travel. The Navy has also revised
its Security Manager Correspondence
Course that is now required f or all new
security managers-

it. Department of the Air Force (USAF).

During November lBTB‘, the USAF held its

third annual Air Force Worldwide Informa—
tion Security Workshop. This brought
together senior information security
specialists from throughout the world. The
USAF is continuing its efforts to establish a
Civilian Specialist Coreor Management
Program that will improve the quality of
personnel and encourage young people to
enter the security specialist field. The
Department is also currently developing a
series of instruelionol videotapes that
will cover the key aspects of Executive
|Cirder iEDES. These are aimed at the work—
ing level individual and will be suitable for
self—study or group instruction.

C. i300 Participation

During FY Si}, ISUU analysts worked closely
with agencies, particularly those minimally
involved with claSsification, to assist them
in developing or improving education pro—

grams. In addition, an evaluation of agency
security training programs was made a part
of all ISDD inspections.

The iSD-Ci also participated in a number of

agency or professional security society

events during the year. For example,

Senior [SUD officials spoke on numerous
occasions at the request of agencies or
other groups such as the National

Classification Management Society. The
Office also participated actively in the

program of the Defense industrial Security

institute, which continues to offer improved

courses in information security and related

areas.

Overall, FY 80 was a year in which agencies

came to recognize shortfalls in their

security education programs and tool:

positive action to correct them.

UTHER ■iFiEAS FOR PRDGH■M
lMF'RCWEMENT

An area of considerable concern, as stated
by the various agencies and offices moni—
tored by EEOC), is the lock of sufficient

resources to effectively implement the pro—
gram-wprimarily inadequate funds allocated
to information security programs. Usually,
security duties are collateral and account
for only a portion of on official's responsi-
bilities. in such cases, time allocated to
information security is, at best, minimal.
Even agencies with full—time security per—
sonnel find that lhe enormity of the job
often precludes accomplishing all of the
goals of the Order with allocated resources.
This lack of resources impacts primarily on
the declassification review programs and
security training within agencies. The
subject of adequate resources is one that
demands greatly increased attention by
senior agency officials.

Another widely recognized problem deals
with document marking. Many agencies,
continue to express concern about the lack
of uniformity in the markings applied
throughout the executive branch. Of eon-
cern to these agencies is the fact that
the variance in markings often mal-res it
difficult to determine the source of original
classification or the date or event for
declassificatian or review. Similar con-
cerns are expressod about the failure of

some agencies to apply portion—marking to
documents, a practice that compounds the
problem of derivative classification and
often provides a basis for under or
overciossification. agencies have ex—
pressed considerable concern that such
practices could lead to inadequate protec—
tion for Foreign Government information,
particularly that dealing with intelligence

sources and methods. in the most flagrant

variations from the norm3 ISDO has
approached those agencies in an attempt to
achieve greater standardization.

Another problem area. involves the individ—
uals designated as senior agency officials or



senior agency security managers. in someinstances these officials do not have theauthority to moi-to decisions regarding thevarious aspects of the program within theiragencies. This situation has the effect oflimiting the level of security interest
among such individuals; impeding the under—taking of security initiatives and, conse»quently, the effective implementation ofthe program; and greatly compounds theoversight problems faced by lSDD. Agencyheads must ensure that individuals designawted by them as responsible for the programhave the latitude and authority to make the

program work.

A significant problem that extends acrossthe executive branch deals with information
classified by the farmer emergency pre-paredness agencies and the current FederalEmergency Management Agency iFEMAl.
in conducting reviews and inspections, lSOCIhas discovered great quantities of classified
information concerning emergency
preparedness within agenciesI files. Muchof the material is outdated and obsolete.
F urther,I there is often a loci: of under-
standing arnong the holders of such infor—
mation of which information is operative.Needless to say, this situation has seriousimpacts beyond the claSsificatim of theinformation. in an effort to remedy this
stituation, 1500 has contacted FEMA andobtained the name of on official that
agencies can contact to determine the
currency of FEM■. holdings. The senior
officials of all agencies handling such
material were provided this information byISUO and Were requested to undertake this
review and updating of emergency
management information.

The above action will also assist in the
resolution of another prevalent problem—
that of cleaning out and destroying obsolete
material in files. in Eli percent of the [500
inspections conducted during the year, ISDD
analysts reported a need for a records
cleaneout

program. Such programs result in
increased security by reducing the chances
of compromise of the destroyed information
and by narrowing the available sources for
the creation of derivative documents. This

subject will continue to be a matter ofinterest during FY Bl inspections and shouldbe given great attention by agency securityand records management staffs.

FlRST HALF" F‘r‘ Ell ACTWlTlES

A. lSUO Liaison‘Hole. Early in FY Bl lSDDbegan implementing
certain measuresdesigned to enhance the effectiveness andresponsiveness of program oversight. Cineof these measures was the establishment ofagency liaison roles for I500 analysts forthe purpose of furthering

communicationbetween agenciesr information securitystaffs and1 1500. Under this system thedesignated analyst serves as the primarypoint of contact and provides assigned
agencies with technical assistance and
answers to inquiries

on program relatedmatters.

The agency liaison system has proved highly
successful. it has provided for a freerand more direct means of cornn‘aunicotion aswell as prompter handling of inquiries. ithas also contributed to developing

a pool ofexperts familiar with all aspects of agen—cies' information security programs, to in—clude hath strengths and weaknesses. Thishas facilitated the Director's decision~
making by allowing him to utilise this poolof expertise.

The agency liaison concept complements
ashift in oversight emphasis from a corn-pliance to a systems oriented approach.This has resulted in more rounded oversightthrough the examination of the program ona governmeniuwide perspective rather than

an the basis of individual agencies' per—ceived problems.

El. [SUD lns ection Pro ram. Through ad—vanced planning,
a formal schedule forESDU reviews and inspections to be con--ducted in FY St was developed and

coordinated with executive branch agenciesThis program has resulted in one and, in
some cases, two visits to most agencies,including major subordinate elements. inaddition, lSDC} analysts have visited severaldefense contractors in California, Texas,
and Washington. These were to:
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- determine if the agency or contractor

was complying with the Order and im-

plementing directive;

— assess the effectiveness of the acti‘

vity‘s information security program;
and

-
assist security program staffs by iden—

tifying the causes of problems, and to
recommend remedial action.

The formal reviews and inspections have

largely focused on four key sections of the

Executive order—original classification,

derivative classificatim, declassificatim

and downgrading, and safeguarding.

Experience thus far in FY 8| inspections

has shown that agencies are cooperating

fully with [SOD and are providing iSOD

analysts with necessary access to agency
classified holdings and related records.

C. Security Education and Training.

Cmsistent with the findings of [SEQ

inspections and reviews in FY Bl], delibera—

tive planning was conducted by ISOU to

determine the best methods t or oversight

of security education and training during its

FY Bl monitorship activities. These

' included increased concentration on the

subject during scheduled visits to executive

branch agencies, particularly in those

smaller organizations that lack full—time

security personnel; monitorship and review

of courses conducted by the Defense

Industrial Security Institute; attendance and

participation in professional security orga—
nization presentations such as those con—
ducted by the l'lational Classification,

Management Society; monitorship of secu-

rity briefings and training given by

executive branch agencies; collection and

evaluation of agency security education

materials and training aids; and the devel-

opment and presentation of standard

briefings by 1500 itself to executive branch

agencies.

In connection with the latter, ISDG

developed two standard security briefings

on the program. Both tool-1 the form of

slide and tape presentations. The first was

a short synthesis of the overall program and

was designed to provide senior officials,

particularly those without previous expo—

sure to national security information, with

an overview of the information program and
their responsibilities under that program.
This briefing was presented to the new
National Security Council staff by ISOD-

The second briefing developed by ISDO is

a more detailed presentation covering the

operational aspects of the program and is
designed to meet the needs of agency
security personnel, action officers, and

administrative personnel. These briefings

are available to agencies for use in their

security education programs.

Initial evaluation of the increased emphasis

on security education and training indicates

that it is paying benefits in improving un—
derstanding of the program and better

marking and protection of national security

information. ISOU emphasis will continue

on this subject throughout FY 3|.

D. Annual lSDU Syr’npasiurn. On

November I? and El}, I‘Eitfl. I500 sponsored

a 2-day symposium. Selecting as its

theme, "Information Security: Critical

Perspectives," the program was designed to

stimulate interest, thought and dialogue

about the strengths and weaknesses of the

executive branch information security pra—

grom. In keeping with the theme of the

program, speakers were selected who

represented opposing views on the Order.

Featured speakers on the first day‘s

program were Seymour Hersh, formerly of

the New York Times; John 5. Warner,

farmer General lCounsel of the Central

Intelligence Agency; Morton Halperin,

Director of the Center for National

Security Studies; Richard Hewlett, Senior

Associate with History Associates, Inc., and

former Chief Historian for the Department

of Energy and its predecessor agencies;

Salvatore Gallo, Jr., Security Manager,

Orlando Division of MartineMorietto

Aerospace; and Robert Kirnrnitt, Staff

Counsel, National Security Council. The

second day of the program featured a
round—table discussion by guest speakers

centered around questions raised by
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attendees. The Director, ESDD, served asmoderator for both sessions.

Highlights of the symposium included
stimulating discussions

on the availability
of classified information to the media andthe attitude or responsibility of the media
in handling such information; the signifi-
cance and use of the "balancing test”
provisions of the Order; and protection
provided by the l[L‘Irder to foreign govern—
ment information.

Approximately TDD people attended the
2—day program. The attendees included
agency officials, security staff members,
lawyers, Freedom of information and public
affairs personnel, and members of the gen—eral public. lSDC} was encouraged by
the response to the program and plans to
sponsor additional programs in the future.

E. Special Studies. At the close of FY BU,
i500 critically examined its ansite i nspec-tion program to determine where to devote
its limited resources. The examination
simwed that agencies were generally
making significant progress in meeting the
fundamental requirements of the Order.
Thus, ISDD was able to limit emphasis oncompliance inspections and to modify its
oversight role by examining other areas of
the program in need of attention.

in broadening its oversight role, i500 has
undertaken the conduct of four special
studies. The focus of these studies is on the
examination of particular aspects of the
system from an executive branch—wide
perspective. The topics were selected with
a view toward examining cost avoidance
aspects of the system; a related concern
was to determine whether some of the re-quirements of the lElrder were contributing
to effectiveness.

The four studies deal with the applicability
of ADP technology to information security;
the advantages and disadvantages of classi-
fication guides; the efficacy of systematic
review of information for declassification;
and, the practicality of standardizing
information security forms. Each study is

concerned with the possible adjustment ofthe system to make it more costueffective.


