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What is the ISCAP? 


• 	 Interagency Security Classification Appeals Panel 

• 	 Created by President Clinton in Executive Order 12958 in 1995 

• 	 The ISCAP provides the public and users of the classification 
system with a forum for further review of classification decisions 

• 	 Four functions: 
- Decide on appeals for classification challenges 
- Approve exemptions to declassification at 25, 50, and 75 years 
- Decide on mandatory declassification review (MDR) appeals 
- Inform senior agency officials and the public of its decisions 



Membership of the ISCAP 


• 	 National Security Council: 
- John Ficklin (Chair) , Senior Director, 

Records and Access Management 

• 	 Department of Defense: 
- Garry P . Reid , Director for Defense 

Intelligence, Office of the Deputy Under 
Secretary of Defense (Intelligence and 
Security) 

• 	 Department of Justice: 
- Mark Bradley, Director of FOIA, 

Declassification , and Pre-Publication 
Review, National Security Division 

• 	 Department of State: 
- Margaret Grafeld, Deputy Assistant 

Secretary for Global Information 
Services 

• 	 National Archives and 
Records Administration 

- Sheryl Shenberger, Director, National 
Declassification Center 

• 	 Office of the Director of 
National Intelligence 

- Jennifer Hudson, Chief, Information 
and Data Management Group 

• 	 Central Intelligence Agency 
(for discussions regarding 
CIA information only) 

- Joseph Lambert, Director, Information 
Management Services 



Membership and Staffing 


• 	 ISCAP members are senior agency leaders appointed 
by agency heads 

• 	 ISCAP members appoint Liaisons to meet on a biweekly 
basis 
-	 Liaisons are experienced senior managers of the records and 

information staffs of agencies 

• 	The ISCAP Staff consists of staff members of ISOO 
- One Senior Program Analyst, five Program Analysts 
- ISOO Associate Director William Cira represents the Executive 

Secretary in Liaisons meetings 

• 	 ISCAP records are Presidential records, covered by 
specific release protections established by law 



Classification Challenges 


• 	Section 1.8 of the Order encourages any authorized 
holder of classified information to challenge the 
classification of improperly classified information 

• 	The Order requires agencies to have a formal system 
for the adjudication and appeal of classification 
challenges 

• 	The ISCAP is the highest level of appeal for 
classification challenges 

• 	 In 2014, the ISCAP received and decided upon one 
classification challenge: the Sarwar Jan intelligence 
report 



Declassification Guides 


• Agencies describe their declassification exemptions in 
declassification guides, which are reviewed, amended, 
and approved by the ISCAP 

• 	Guides must be updated at least every five years 
• 	23 agencies have received approval from the ISCAP to 

exempt information from automatic declassification at 25 
years 
-	 20 agencies may exempt specific information from declassification at 

50 years (information from 1970 and before) 
- 3 agencies have the ability to exempt very specific information from 

declassification at 75 years (from 1945 and before) 
- See ISOO Notice 2014-04, "Agencies Eligible to Receive Referrals 

from Automatic Declassification at 25, 50, and 75 Years." 



File Series Exemptions 


• Section 3.3(c) allows for agencies to seek the 
delay of automatic declassification until 50 
years for specific file series of records 

• Information must be almost invariably exempt 

from automatic declassification at 25 years 


• Requests are evaluated by ISCAP Staff and 
voted upon by the ISCAP 

• FSEs approved before 2008 are valid for 1 0 
years 



MDR Appeals to the ISCAP 


• Mandatory Declassification Review (MDR) requests 
may be appealed to the ISCAP after the agency has 
made an appeal decision or if the requester did not 
receive a response after one year or a response to 
an appeal after 180 days 
- Agencies must continue to process MDR requests that 

have been appealed to the ISCAP due to the expiration of 
a response deadline: See ISOO Notice 2013-03 

• Decided in FY 2014: 48 MDR appeals 
- 451 documents 
- 4241 pages 

• Received in FY 2014: 109 appeals 



Appeals Received by the ISCAP 


200 ~------------------------------------------~ 
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Total appeals received since 1996: 1078 




Agency Interaction with the ISCAP 


• 	 IS CAP Staff will request responsive materials from 
agencies when appeals are received 

• 	 ISOO Notice 2013-03, "Processing of MDR Requests 
Appealed to the ISCAP:" notify the ISCAP Staff of 
additional information released after an appeal comes to 
the ISCAP 

• 	 Coordination during ISCAP deliberations 

• 	 Decision letters to agency Senior Agency Officials 

• 	 Appeal to the President 

• 	 Section 3.1 (i): "When making decisions under sections 
3.3, 3.4, and 3.5 of this order, agencies shall consider the 
final decisions of the Panel." 



Appeal Selection Criteria 


• ISCAP not bound by "first in, first out" 
• Factors for appeal selection described on ISCAP 

website: 
- Age: ISCAP is committed to resolving old appeals 
- Type of appellant: National Security Archive, or new 

appellant seeking a single document? 
- Declassification breakthroughs: Rwanda (new topic) 

vs. nuclear weapons employment policy (frequent topic) 
- Size and complexity: smaller, straightforward appeals 

may be discussed among large, complex appeals 
- Self-prioritization by appellant 
- Type of appeal: priority to rare classification challenges 



How the ISCAP Works 


• 	The ISCAP Liaisons have 
two three-hour meetings 
each month 

• 	The ISCAP Staff prepare 
classified briefing books 
containing redaction 
proposals for review and 
discussion 

• 	 ISCAP Members vote on 
proposals discussed in 
Liaisons meetings 

3. 	 Berlin a. Our initial asseSSDI9nt of the 
abolition of the Office of the Sov!et 
C91U1andant leads us to suggest that i 
Khrushchev sees 1 i ttle chance now for 
further festern concessions and is 
cono~rnod aainly w'i tb a trona;theains 
his position for Signing a trea ty; 
8011Mit •ov• to subjoct civilian--but 
probably not Allied mUit.ary- -alr 
occc8a to Eest Ceraan control may be 
in the offing; we aay see new requtre
aent,s lor eatry into East Borlin. 

b. So tar, tbere bas boe11 no 
iii:IDE!diate practical effect on Allied 
milltllry ac:ceaa and movement•. Our 
military vehic l es entered East Berlin 
tbls aoru1ns w1thou t d1tt1cul ty. 

c • . Presumably Ulbricht was in on 
the Soviet decision, but at the moment 
he reuus a bit of a mystery. l'l1gllts 
by hiS usual aircraft suggest that be 
returned to East on 

IE.O. 13526,5e<lion 3.3(b)(l) I 

(, Cuba a , llost of our infor11at1on frOID 
within Cuba on tbe influx of Soviet 
equipment and tecbDicians bas come 
trom Cuban sources. We ' now have 
several reports fr011 tbe British 
Ellhassy •·bose ~opl'e have been out 
loolci.ng. 

For The Pretidont 0\ly T p C 

Fro.m a President's Intelligence Checklist 1 1962 

'...L C71 L'7 / · 
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The ISCAP Release Process 


• The ISCAP Staff prepare 
declassified documents for 
public release 

• Some information may be 
redacted under an agency's 
statutory authority 

• All redaction reasons are 
indicated on the released 
documents 

• Documents are released to 
the appellant and 
originating agency and 
posted on the I SCAP 
website 
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c::::::J Status· of Iraq_'• WMD Programs 

and proCurement. 

r..o. ,,.,.. """'"'", 

c::::::J Baghdad's abRI!y over the laslthr~ years to wcri< on prohibited 
programs\\Mhout risk of cfisdosure hu grown immenoely. Iraq's activities since 
1998 clearly show that~ has repaired and expanded dusklse WMO facilities, 
increased WMD production eapebililles, and advanced clandestine production 

· · · 
~IJ526. ~ccion t.4(c:) I 

Iraq maintains an active and capable BW program • 
Iraq is using lran sportable fioN agent production 

plan s; we 1mate oould produce hundreds of metric tons of 
uneoneenlrated.agent siulry peryear. Iraq alSo haslhe dangerous eapabiity to · 
qui ckly convert vaoclne, blopestlcide, and oilier plant., 

• 	 Baghdad has rebuD~ expanded, and is now operati ng the vaccine plant 
at a~Oawrah, which produced 5,400 iters of Botulinum toxin in a few 
months before the Gun war. Tho BW-associated Amiriyah senm 
facility has alSo oxpandO<j its research, production, and cold storage 
capabU~Ies. • 

• 	 liaq has baen cperat>rg the F atlujah Ill caolor ol plil.nt slnoe March 
2000 end could be elC!raetfng ricin toxin from f!le leftover bean pu_,, as 
it did in tha earty 1990s. lrllq is not open!)' destroying lhe pulp, nor is it 
operatn g the neart>y brake ftuld plant- the olalned destination of the 
castor oil. 

. .!==J Baghdad oonmues to work oil unmanned aerial ~llloles that 
wa belieVe wiO be fitled with an indigenously made dissemination deviCe fo r BW 
agents . Iraq is. trying to move beyond tho L-29 ~froraft to lho more capable L -39 
and other vehicles. Over the last year, the program sponl $5-6 mHiion on new 
UAV and autopilot technology. 

c:J Iraq Is advancing its CW Program Under cover of civilian . 
chemical industries, the same tactic~ used before the Gul war. In particular, 
Iraq has rebultt and expanded the faclfities at F allujah II that produce chlorine 
and phenol, key nerve agont precursor ingredients. lmpOJtant parts of the plant 
are tied to I raq's defense ministry and leading plant personnel oome from Iraq's 
p ast ON program. Moreover, imagery showS that trallers previously used as ON 
filling stations were mO\Ied to the compound last year and have been partially 
assarni>J9Q. 

Wltll~ Ct11111 !MIIIIItdiotl- rt•• fiA'ollk-f; kwln 
!.flM". .fOJ.Ir)MCt*' ..catCutnl ..lcni:l'IWC 
A~M) Aflef194,. 
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Recent ISCAP Decisions: 9/11 Commission 


• 	Several appeals, 
including 9/11 
Commission records 
from the Center for 
Legislative Archives 
and DoD records 

• 	Notes, drafts, 
transcripts, 
memoranda for 
record 

TOP SECRET 

6/912004 

Sttrcta ry Rum )fcld 
"Day of" 9/11 Q uestio as: 

POSTURE & READf!\ESS PRIOR TO 9/1 1 

ht your interview "ith lbe DoD historian, you were asked to "llat extent you !lad 
begun to thinkabol!t homelar.d security prior to September II. You provided 
the following answer: 

•we bod been engaged in what was called the Quadrennial Defense Review. So, 
well prior to September ll we had been. ualking o.bout the defense of the homelAnd 
and discussing how we were going to be able to deal with that problem. We f.ad 
elevated lr to <he rop ofour prlorlry lfsr." (e:nph>sls added) 

(I) Please describe these discussions. Who was involved? What actions were 
contemplated? \Vha.t threats were envisiomd'? Specifically. prior to 9/ll. what 
were the p-iori1ies? 

(2) To your knowledge - in the e<>ntext ofthese discussions or any other- prior 
w9·11 did DoD ever consldcr the threat 10 t he homeland posed ~y a suicide 
hijacking? Prior to 9/11, was there any planning o r training within DoD for such 
an attack? 

B. NORAD Mission: 

Last May, in testimony before our Commission, Gentral McKinleyofNORAD 
Slated that: 

"On the day ofSeptember 11", 2001, [NORAD's) miss ion was to defend North 
America, to surveil, to inte.rctpt. to identify, and if ni!Cessary to dettroy,thou 
targets which we wue posturing \\-'ere going to come from ouuide our country. . . 
. lt wa.s (our te$ponsibility] to look oulwatd, as a Cold War VC$tige, primarily 
developed during the Cold War, to pro:ect against Soviet long-range bomber 
penetration ofour intercept zone."' 

(I ) Ifhomoland sectll'ity was at the top of DoD's priority list -and ifNORA.D 
was the primary (orpertups: sole) Command w i th responsibility for 
safeguarding tile nation prior to 9/11 - why was NORAD only equipped to protect 
against Sov ie t long-range bombcrpencuatioo ofour intercept tone'? Do you 
agree that NORAD' s mil$iOn was this limited? 

(2) Priorto 9/11, was there any discussion ofchanging NORAD's mission to take 
account of new, emerging tlueaJS? I f not, why not? 



Recent ISCAP Decisions: UK NIE 


• National Intelligence 
Estimate 21-66 on the 
United Kingdom 

• Declassified in full 
• Social and political 

conditions in Great 
Britain and Northern 
Ireland in 1966 

/Jife. s... I ..;I 
/

NIE 21 · 60~ 
10 Morch 1966 CONlROllEO DlSSfM 
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NATIONAL INTELLIGENCE ESTIMATE 

The United Kingdom: 


Problems and Prospects 


DIRECTOR Of CENTRAL INTEUIGENCE 
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Recent ISCAP Decisions: Israeli Nuclear Program 


• 	Ongoing interest in 
the Israeli nuclear 
program 

• 	Several appeals 
contained RD 
information, 25X1, 
25X6, and 50X1-HUM 
information 

O€CI..ASS II>"IIW U~' ()£R A'-''TIIORITV OFTBE 

IN1'ERACENCY SECURITY Cl.ASSIFICATI0/1 APPEAl.S PANEl.. 

E.O. 13516, SEC'nO,, S.J(b)(J) 

ISCAP APPEAL NO. 10094 076. d()oumt ot oo. I 
OECL>\SSIF'ICA'I' JO~ 0 :\T[: Mar('h 18.10 14 

DtPAilTMEtiT or STArt 
WASHI NGTON 

October 17, 1969,'VIfo ~T/NODIS 

MEMORANDUM FOR THE PRESIDSNT 

Subject, Israel's Nuclear Pr09ram 

Amba.aacSor Rabin called on me October 15 to 
deliver hi a government •s responses to the three 
requests I put to him on Juiy 29 with resp<!ct to 
I•r•el• 1 nuclea r program. AI you wi l l recall, 
those requests weie for (a) a report on the reaulta 
of the Israel Gove rno.ont 'a study of the NPT question, 
(b) an assurance that vhen Israel says it will not 
intr oduce nuclear veapon1 it mean• lt t~ill not 
possess such weapons. and (c) an aaaurance that 
I srael will not prod'uce or deploy t he Jer icho 
•trategic missile. A full record of my OCtober 15 
meeting with Ambassador Rabin ia enclosed. 

Iarael' s reply with respect to the NPT aays in 
effect that thia ques tion ia on ice until after the 
forthcadnq Israeli elections. Israel's reply on 
what • introduction• of nuclear weapons means !a not 
4irect ly responsive to our req uest , but we will neec1 
to exami ne it• nuances carefully to dotenn.ine whether 
it in tact represent• any advance toward 'the kind of 
assuretnce we seek . The reply wi th respect to the 
Jericho missi le, in Jayinq that there wi11 be n o 
operational deployment for at least thre-e years, is 
in effect confirmation ot rs.uol' a present intentions 
ulti,.,toly to deploy such missiles . 

~-..,...., 
Elliot L. Ri.chart110n 

-·-to I 
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J 
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Recent ISCAP Decisions: Rwanda 


• 	58 documents from the 
Clinton Library regarding 
US reaction to the 
Rwanda crisis in the 
1990s 

• 	Some redactions under 
sections 1.4(b), (c), and 
(d) 

• 	All approved for release 
by President Clinton's 
representative under the 
Presidential Records Act 

. f-Q!L_ ENTIAL 0583REDO 
NATlONAL SECURITY COUNCIL 

January 3 1, 

M::MOIIANDUX FOR ANTHONY ~ ._ / 

THROUGI!: 	 RI CHJI.RD cLJ/..~ 

DON S':'EINSERGif' 


Tll~OTHY J . ~TKIN/SUS~ 
OE<.:LASSif!llm ll\OER AU1'110RITY Of' Till!SUSJECT ; Rwanda Update 111>1'EKAC£.SC\' StCIJRI' rY CI..AS.SIriCATION A PP(Al.S I•A~f:l.• 
E.O. 13Sl6. SECTION S.J(b)(3) 

ISCAJ• APPUL ,'10. 2013-040. document ao. I 
OI:':Cl.ASSII'IC.;A1108 UA·n : : \1:arttll8,:!0 14 

UN Report on Camp Security 

The Secretary General released hts second Report on security in 

the Rwandan Refugee Cattps January 27, 1995 . In consultation w.1th 

Mrs . Ogata , the Secreta r y Genera l decided the quickest way to 

improve camp security would be for UNHCR to make appropriate 

arran9et:tents with Zaire . 


T~e report notes it has t r aditi o:1al l y been host country 

responsibility to provide s ecuri cy for re fugees. On J anuary 27, 

UNHCR and Zai rian qovQrn.rnent rQpresQntat ives signed a securi ty 

a g reement. The agreement covers five months wi th the option for 

three month renewals unt il Decemb~r 1995. UNHCR will pay 

soldiers a salary complement and provide uniforms and equipment 

at an est i mated cost of $13M (raised by vol untary donation ) . 

UNHCR will also establish a l iai son qroup to provide training and 

loqistical support. The pact c a lls for 1500 Zalrian troops to : 


• 	 maintain law and order .in the camps ; 

• 	 prevent intioi dation of r e fuc;;ees who wi sh to return home and 

escor t recurnir:.q re!uqees as far as the Rwandan border ; a~d, 


• 	 protect human i tarian agency installations and personnel . 

UNHCR is relying on USG backi ng for and financial support of th i s 

proposal . It wou l d be helpfu l, at an Ad Hoc level , to establish 

the level of USG ossistance . 

The Secretary Gen~ral r u led out peacekeeping, contracted training 

and monitors, and international pol ice cr.onit ors/military 

observers because of a lack o f contributing countries and/or 

costs . 

~AL 
Declass ify on : 

http:111>1'EKAC�.SC


ISCAP Transparency 


• Lack of transparency of the ISCAP process can 
erode public confidence in it 

• 	 ISCAP Staff regularly fielded questions from 
appellants: 

- What is the status of my appeal? 

- Why has my appeal not been decided upon? 


• 	 ISCAP Chair John Ficklin directed the ISCAP Staff 
to be more open about the ISCAP process: 
- Release the criteria for appeal selection for ISCAP 

deliberation 

- Release an ISCAP appeal status log 




ISCAP Appeals Status Log 


• Available on ISCAP 
website as an Excel 
spreadsheet 

• 	Lists all appeals 
active in the Obama 
administration 

• 	Updated quarterly 

• Status field: 
Materials requested 
Materials received 
Administratively closed 
Appeal under review 
Decision reached 

ISCAF No. 
DATE OF 
REQUEST 

Requestor 
Last) Source (Library o r Agency) STATUS 

201.3·104 7/22/201.3 John son Reagan Prt!'sidential Ubraty M aterials Received f rom P.Rencv 

201.3-105 7/29/201.3 La rson Departmen t of Defense M aterials Requ est ed from Agency 

201.3· 106 8/1/2013 We b e r Departmen t o f De fense Administratively Oosed FY 2013 

2013· 107 8/5/2013 Ravnitzky Centrall n telli ence Agency Materials Re-ceived f ro m ~ency 

201.3-108 8/5/201.3 Bu rr Departmen t of ~fense M aterials Received f rom Agency 

201.3· 109 8/5/201.3 Burr Oe_partment of Defense M aterials ~~uested fro-m A_g~ncy 

2013· 110 8/12/2013 Pesavento Central In te lligence Agency Decision Reached FY 2014 

201.3· 111 8/lA/2013 John son Oepan:ment of Defense M aterials Requested from Agency 

2013-112 8/14/2013 Vick Centralln tellillence A~encv Admi nist(ati~lv Oosed fV 2013 

201.3· 113 8/15/2013 Burr Centra l In te lligence Agency Materials RKeived f ro m AEencv 

2013· 114 8/16/2013 Jones Central In te lligence Agency Appea l Under Review by t he ISCAP 

2013· 115 8/21/2013 Ra·as Central In telligence Agency Decision Reached FY 2014 

201.3-116 8/21/2013 Rojas Oe-p artm@nt of Stat~ Mat•rlals Re<elved f ro m A&•ncv 



Links and Contact Information 


• 	 ISCAP Appeals Status Log: 
-	 http:Ilwww .archives .gov Ideclassificationliscaplstatus-log

description.html 

• 	 ISCAP Decisions: 
-	 http:Ilwww .archives .gov Ideclassificationliscapl decision

table.html 

• Contact ISCAP Staff 
- iscap@nara.gov 
- william.carpenter@nara.gov 
- wcarpenter@nara.csp.ic.gov 
- william.c.carpenter52 .civ@mail.smil. mil 
- 202-357-5466 




