1500 Trammg Tip #22.,

June 2019
TOPIC: ‘Marking Classified 'E.-I\/Iail

How do you properly mark a classified e-mail? J
32 CFR 2001.23(b) states the following: :
*  E-mail transmitted on or prepared for transmission on cfassmed systems or networks shaII be
~ configured to display the overall classification at the top and bottom of the body of each message
Classified e-mails shall be portion marked. : T Sarneyd .
The subject line shall be portion marked. : " : : By
The classification authority block shall be placed after the signature block, but before the overall
classification marking string at the end of the e-mail. : - :
 When forwarding or replying to an e-mail, individuals shall ensure that in addition to the markings
-required for the content of the reply or forward e-mail itself, the markings shall reflect the overaII
cIassnflcatlon and declassmcatlon |nstruct|ons for the entire string of e-mails.

New Message
Recipients

Subject
Abverall classification of e-mail thread === SECRET January 23, 2015
? eé; % : AL £ [ UNCLASSIFIED
 Unclassified reply to original é-.‘nau —q (U) Thanks for the information.
UNCLASSIFIED
B SECRET January 22, 2015

(S) This is an example of an e-mail that contains
classified information, but no attachments.

Original e-mail =4 Classified by: Scott Jones, Program Analyst
. Derived from: DGW Memo, Subj: (U) Sample E-
Mail, Dated Dec 10, 2014
Declassify on: Dec 10, 2024

SECRET

' Overall qlassification of e-mail thread === SECRET

Reference 32 CFR 2001. 23(b)
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https://www.archives.gov/files/isoo/policy-documents/isoo-implementing-directive.pdf
https://www.archives.gov/files/isoo/training/marking-booklet-revision.pdf



