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Background

In what year did this quote appear in the ISOO annual
report?

“Dedicated and effective agency self-inspection is
the best means of assuring that the provisions of
the Order are being carried out.”

FY 1979




Background

Why the detailed self-inspection
reporting under E.O. 135267




E.O. 13526, “Classified National
Security Information”
(Section 5.4(d)(4))

32 CFR Part 2001
(§ 2001.60)




= Self-Inspection Program Requirements of the Order

o On-going program

o Regular reviews of representative samples of the agency’s original
and derivative classification actions

o Authorize appropriate agency officials to correct misclassification
actions

o Report annually to the Director of ISOO on the agency’s self-
iInspection program
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= Self-Inspection Program Requirements of the
Directive

o SAO responsible for directing and administering
o SAO designates personnel to carry out responsibility
o Program to be structured to provide SAO with

Information necessary
=to assess the effectiveness of the CNSI program
»within individual activities and
»the agency as a whole
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= Self-Inspection Program Requirements of the
Directive

o Evaluate adherence to the principles and
requirements of the Order and Directive

o Evaluate effectiveness of agency programs covering

= Original Classification

= Derivative Classification
= Declassification

= Safeguarding

= Security Violations

= Education and Training

= Management and Oversiiht




= Self-Inspection Program Requirements of the
Directive

o Review of Classification Actions

= Regular reviews of representative samples of the agency’s
original and derivative actions

= Encompass all activities that generate classified information

= |nclude a sample of varying types of classified information (in
document and electronic format)

= Proportionally sufficient to enable a credible assessment of
agency’s classified product

= Personnel who conduct are knowledgeable of classification and
marking requirements and have access to pertinent classification
guides.

= SAO authorize appropriate agency officials to correct
misclassification
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= Self-Inspection Program Requirements of the Directive

o Frequency: At least annually, with SAQO setting frequency
based on program needs and degree of classification activity

o Coverage: SAO establishes self-inspection coverage
requirements based on program or policy needs
o Reporting, Internal:

= SAO sets format for documenting

= Security education and training should address underlying causes of
findings and concerns of a systemic nature

o Reporting, External
= SAO reports annually to the Director of ISOO
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The self-
inspection
program
must be
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structured to
provide the
SAO with
information
necessary to
assess the
effectiveness
of the CNSI
program
within
individual
activities and

the agency as
a whole




What Self-Inspections
Should Accomplish




What Self-Inspections Should Accomplish
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Observations:
FY 2014
Self-Inspection Reports
to ISOO




Observations: FY 2014 Self-Inspection Reports

= Reports have continued to improve

= Agencies are providing responses in nearly all of the
required areas

= Many agencies have refined their program descriptions
and appear to have made improvements to their self-

Inspection programs

= For a number of agencies, the reports suggest that a
strong and effective self-inspection program is in place

= While a few agencies’ reports suggest their self-
Inspection programs may not be getting the attention
they require




Observations: FY 2014 Self-Inspection Reports

The Good




Observations: FY 2014 Self-Inspection Reports

Areas Were Attention is
Required




Observations: FY 2014 Self-Inspection Reports

COR CTIVE ACTIONS

= 40% of the Agencies that Identified CNSI Program
Deficiencies Did Not Report Corrective Actions for Some or
All of the Deficiencies that They ldentified.

* 15.5% reported no corrective actions

* 24.4% reported corrective actions for some but not all
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Observations: FY 2014 Self-Inspection Reports

Many of the reported deficiencies for which no
corrective actions were provided are in the key areas
of training, performance evaluations and classification

challenges.

Percentage of Agencies with| Percentage of Agencies with
100 Percent Compliance 90 Percent Compliance
Initial Training 91.3 95.65
Refresher Training 50.0 76.09
IOCA Training 50.0 63.64
Derivative Classifier Training 63.89 80.56
Performance Element 36.96 47.83
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Observations: FY 2014 Self-Inspection Reports

Other Core Requirements

Percentage of Agencies Reporting
They Meet the Requirement

IOCA Delegations Limited to Minimum Required

80.0

lCIassification Challenge Procedures

67.39

Document Markings

Number Documents

Percentage of Documents that

Reviewed Include the Required Marking
Identification of
Derivative Classifiers 287,446 71.42
Listing of Multiple
e 179,650 66.86
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The Report to ISOO




The Report to ISOO

Enclosure 2
AGENCY ANNUAL SELF-INSPECTION PROGRAM DATA: FY 2014
(Submizrions mt be nnchified )
PART A ing Information
1. Enter the agency mme. |1
1 Emter the date of this report. 2
3. Emter the name tfle, address, phone. fix, and 2 moaol addrecs of the Semior | 3.
Agency Official (SA0) (x defined in EO. 13526, vection 5 4(d)) respoesible
for theis repent.
(¥ Exter the name. Gile, phone. Thx. and &-mal] asdres of e manigual o1 T
P o wng self-mepecnens and repering Srdmgs
5. Emter the name. 5tie, phone. fax. and e-mail address for the pamé-af- 5
contact ible for dine the repert
FART B. Classified National Secarity Infor mation (CNSI) Pr Profile Information
& Has vous agency been desiznared. dedepared s an ariginal classific ation muthanty (OCA) 6 OYs DN
7. Dwes your agency periorm arigimal classification activiry? 7. DYs ONe
. Deoes your agency periorm derivative classification activiry” £ OYes ONe
GMWWMEWWE % 9 DYes ONe
A mmwmmmummm
ides the SAD with i o assess of the CNST

mﬂh-ﬂmmﬁs-‘&ﬂntﬁ

11, How & the self-Mspection ProsTam Sructured (o provide the SAD Wil IRIrmaton Decessary 10 255055 the AZency § LIGL [I0 A I order 1

I mmummnmmm admunistenng the self mspection program? Who conducts the self inspactions”
(I the SAQ conducts the self-mvpactions. which mury be the cass in smalier agencies, indlicats this )

INFORMATION SECURITY OVERSIGHT OFFECE AUTHORIZED FOR. LOCAL REPRODUCTICN.
IICFR 1001 EO. 13326
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