|

DECLASSIFIED

Authority () _72(g§§>] ()

TOP SECRET
‘-[—I-ID E f‘\ {—‘r—\ ﬁ reed
L.Uu\ilL.

TURING'S TREATISE ON THE ENIGMA

A Photographic Copy of a Paper Prepared in GCCS,
n
Written ca. 1939-1942 \

W
W
o
W
N
n

2

2

3

TOP SECRET

-

Lled . D= o Kot )

—, S .

|

118310y 9L ¥. N

auj 0} uJ.‘lﬁa A LS a1anna

SPeoll J8dU0) Ou udym A1t ig




DECLASSIFIED
Authority NN 250 6

mOP SECRET

Pages missing in film of Turing's Treatise

38-40, 47-59

68 (but there are two “"67"'s)

74, 81-83, 90

1007 (but there is an empty 26 x 26 square ins tead)
113-114

119? (But there is an unnumbered page instead)
124-128 (but there are two "129"'s)

131

TOP SECRET



DECLASSIFIED

Authority pJ N\

¢
- NE

| i
W

'
:
+

I, A _deseription of the mroh_ine,

We berin by desoribing the 'unnteokerod enigmm', The mmohine
comaists of m box with 0 keys 1abnlled with the letters of the
alphebet and "6 bulbs whioh ahine throush ntencils on whioch
lettert nre marked, It nlso eéntnins wheerlawhose funotion will
be de oribved 1ntor ofe When m key 1n depresaed the whe la are
mrnde to move in n certelin way and » current flows through the
wheels to one of the bulbs. Ymxmmduxxkawdxthm The letter whioh
nppenrs over the buldl 15 Exiimi the result of enoilphering the

letter on the depres'ed kev with the wheels in the position they

h'. h. bl‘ t!l
' To underat nd thh workdéng of the mrohlne it is best! to senmrabe
A, .
4 4n our minds

Q'O eleotrio olrouit of the mmchine without the whe«ls.
The oirouit through the whe mlsn.
The meohenism for turnins the wheela mnd for deseribing
‘ﬂll‘ positiocnn of the wheels.
1 The eircuit of the meohline without the wheels.

f‘ .- F“. ! E'th\-'ﬂl'thla,

The machine ocoptaine » oviliiar enlled the Eintritt{sweslz
(EJW)on whioh mre 86 controts (:"J""Cl-b' The effeot of the
wheels 1s to oonnept these contects un in omirm, the motuml
peirines of course depending on the nositions of the wheels,
On the other side the conteots C, G, ,“'C‘.‘nre oonneoted
enoh to one of the keya, For the moment we wi 1 sup ose that the
order 14 gwertzmimzafxhgkx - WT4ULOASDFGHIKPYXCVBNML | and we
will sey that § ia tﬁo letter mssoointed with € » W th 't assoceiated
with q etc., This saries of letters » oo inted with C,,C,.,...,C“
is orlled th e dimgonel, for reasons whioh will np esr in Chap
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‘'he partiouler order we linve chosen 18 “nov e OWERTZU order,

The dispgrem shevs the connections vhen Lthe key 1, is

depressed snd suprosin ; thet C' is conneoted to Cé throuzh the

C
[u
i L
- T /aﬁ
|
L .’

)
A

The only outlet for the nositive of the berttery is through the
kevt o C' hence to CJ and then through the ¥ bulb , The result is

that the I bulb lkghts, iore generrlly we c=n s-y

/
If tvo contrets L, C of the Eintrit swelz mre connected
throughthe wheels th en the result of encinhering the letter

’
s socinted with C 15 the letter na oci~ted with C .

’

Notice thet if P 1s the result of enciphering G, then G is the
result of encinhering ¥ at the same nlace, rlso that the result

of encinhering G cAn never be G,

Henceforveard we mey neglect nl! »f the mechine exceont thwe
what affects the conrections betweesn the contects of the

E.W, and the turnove-r mechanlism which ~ffects the nositions of the

wheels,

Connections through t he wheels,

The whe«1ls inolude one which is seldom removed from the

mrchine, and wh ich mry or meyvy "0t be ratateble.. kit 1s oalled tie

Umkeh rwnlz (U.KeW.), This wherl h md 8 mxr‘lnu-.contﬁots .whteh_

are conrected together in pmira, here are three or mpre other
wheels which rre Temoveble and ~odbatable ; they have 26 soring
contrets on therizht end ¢ plate contmots on the laft'( left and

hen in the m ohln'e) Each soring

ri-ht with wmmrmxXx noitlon
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oontnot 1 connaoted Lo one »pd -rw'h‘ onn Alnte nnll"'n‘t, On the
whoaln nre ringn or tyres anrvrying --]w'|‘|- brtn ' "nvd ro!:»!,:-l-lv 1th
reapaotl. Lo Lhe re L of Lhe he 13 mores rhout, Lhi!~ nlor 'turnovaras’,
Whon the merohlne 1o bedng uoed three of the whenols ~re nut in
bolween the U,KW, rmd the KW, In 1o nx'v;mn',llmd order . The

way Lhint the ourren!t mlgzht flow fron the I',d, t rougzh th o wheeals

nnd beok 1n mhen belo
Lww A.uw
w

-~ -

bmbakoinly 2o 3 Lansctighs o s Whal 2y
Tumrnovers, Iingatvelluhs, Window nosition , rod ositien.
I'rom the noint of view of the le itimrte deocinherer, the
position of th » whecls 1s desoribed Ly the letters on the tyres
af cthaxxhmmix whioch shew through the thre: (or 4 if the U.K.W.
rotntea) windows 1n the oralng of the meroh! e, Thins se uence of lett
w oml)ll the 'window nomition', “hen =» ke, ia depres ed the window
poasltion ohangon, but doen not ohsanse further :ntht key is
nllowed to rise, We wil! smy that 'he nonition ohanges into the
‘ol lowlng' porition. The posltion whiloh follows » given one depends
only on the orde of the wheols nd on the original window
ponition, TThis 1m beonuse the mmoh~nisn for oh"n:ing the nositions
1 onr 1ed on the t ren
The turnin: meohnnian oohsintn of
Theen h"'l‘!n oparated by th e keaya, one 'ving just to the
right of th e right hond whecl, one betwoen the R.H.W and M,W,
nnd no bevween the 1.0, "nd th e L.H.W,
76 ontohes flxed on Ehxxrig®k on~oh whesrl on the right .,
One (or tnghmxoxxmxmg os {bly more, here we will anlwaya

nasume 1t ia only one)eomtol on esoh t.rew the left,

Tho effeot. of the rigzht hwnd nal! ia Lo move the rixhkxhs R.H.W,

forwnrd one plmoo every tliae n key is depresned, The middle pall



DECLASSIFIED
; Authority NND 250\

]

normnlly comes into contact wilth the smooth surface of the tyre
which prevents
of the R.H.W., mrexmmiimx it from mmximgx ensaging with the

catches of the M.W, If however it 1s ~ble to slin in to the
ostoch on the byre of the R,H.W. it will re;ch the ea2tch on the
M.W. end ill push both R.l.W. smd M.W. forward: of course thb
Relie's is being pushed forweed by the right hend pawl in sny
o~se, The occurence of such & movement of the M.W, is csled a
'turnover', Owing to the feot thet the cetch 13 on the tyre the
position st which the turnover occuirs depends onlv on what
wheel is in the right hend position, and on the window vosition
of that wheel., For instence with German service wheels , wheel I
turns over betwe:-n Q and R , i,e, if I is in the R.H. position [
then th e M.W, will move forward whenever the window nositionof
the R.HeW. chenges from @ to R, The left hand pe=l ovneretes
sinilerly to the middle n»awl, but in this case 1t is essentisl ‘o
remember thet both M.W. and L.H.'s move farwserd,

‘"ypic~1l exrmples of consecutive windo~ -~ositions with middle

wvheel xmm turnover E-F, E® R.H.W. T.0. 0 =R

AWO BDU oadt i Py
AwP BDP NFX «Fr
AWQ BD NFY D
ALR. DER wr'a &7
ALS CFo
asT Ccrl ;

P-4 s 6

The effect of encipherinz = let er devends only on the ‘
whe=1 order (Welzenlsgze) =nd the “?éition (1.e, amount rotsted) /
of the whe=1l proner (l.,e, not the_t~}e). To describe this wositlbn
we could im gine thet there wrg ¢ set of'iettera attéohed to
th: business nart of enmch wheel; 'ﬁd'that these letters could /
xXxm ,be seen throughthe windows =s ‘éll s the lottgrs on tb#
tyfps, The letters seen would gijb thu'ébspluto' or 'rod'oosiéion

of the wheel (the point of th e expres=don 'rod nosition' will

be seen in Chep ). The position of the tyre redetive to th e

busines= pert is fixed by meens of a olip on the business part
which osn drop into holes nesr the ;etters. When the oli-> iksin the -

!
H
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hole nenr the leller C o ary that the Hingatellong 11 ' 1or

S

Lhint. wheal, 16 1 alerr Lhel aome equrtion of the form

Window position = Hod <osition 4 kingstellune 4 n oconnatrnt
munt hold( 1t belny underatood thet A B,C 4., are Tegrrded
na Interoheangerble with 1,2,3,,,.), fxxxxxXt Mormrl y sxrEmExtast

txm one arrengzen thet this constent ia zero (mee mlso )

The stegkerod e {jmr. ‘

in nome eni mr the rosoocirtion of the ocon tmois of the |
Eintrittawnl> withthe keys mnd bulbs orn be varied, ‘'here ere 26
pnlra of socketa lrbelled with the letters of the mlphabet
one of erch prnir leading to m contaect of the kKintrittswnlz and
the other to one of the keva, Normmllv the two sockets are
connected torether by » hidden s ri ¢, if however n'Stecker’
i3 plugred into two pmira of sookets, W mnd R sry, thes springs
nre forord awsy nnd new oonneotions nre mede through the Steoker,
the W key being coniected to the ocontm~-t whioh would otherwise
be conneocted to th e R key , mnd vioe-versm, Thet W rnd R are
oconiected by such » plu la erprea ~d In the rofm 'W/R' or 'R/W* .,
'  effeot of the .'teoker on the enoinherment i{s nuite simnlae,
I nt n cortaln osition of the mm thrla'A eﬁoiphered gives N,
(rbtrevinted to AN) then st the smme nnsition,WIth'Staakor
A/VN,N/O, rnd perhrps others, we hnve VO; if inatead we have the
Stecker A/V but none frvolving N , we should heve VN (or as we

asometimes sry the 'oonstetion' VN). Thus if » nos2ible onoipﬂei-mont

without sny lecker were )
ROGECRBLIDERL D110 KRB s 5 . _.
ORXAXRONLRL HYMVEEYO ' ‘

Y

then a »Honaible encinherment strrting from the arme poaitions

of th e wleels(or an e arv, from the s me nlree) xEm w{th‘tho

steoker D\/.‘J. _RY/I.J,_B/_K, V/Y vould be .
SIEDENKE ° -
BVIYBIVO: .-

R Weck thint Pl =

':'37 ﬁ b-udul.bs—bvn.c_
Shedein



9
a
2 3
& 0
g 0
< Z
o £
=
A &

£

E
-

S MY LA

Pov the juarpose of dooaedbinge the wirlng of wheels %o
trotrlotnun one vorkas from »'apol' on Lhe right hend (spring
|
conte oL bereing) atde of the- wheol, or {f there is no npot’trom
the oontrot whiloh 1a uppermoatwhen »ny writing on the fmce is
horizentnl
D
M’
Lfﬁ“'k‘u J} Shi
Fey S
The contnet whleh 1ls uppermost or n-mres' to the spot 1s called 1

and then the numberin. 1is oontinued inr eclookwise direotion.

One then mmakes out » soheme like thins

Jpring co trets|/ 1 2 3 4 ! 6 7 B ...

99

Fixed contmota 6 3 18 14 ...

From the noln t of view of the cryntourenh er the moat naturnl
wny of naming th e controts is reather different., One would put

the Ringstelluny to zero, then put zero (Z) in the window, and
after

name nny controt on the right of the R.H.V. Ny the letter

agnool-ted with the contmct of the LE.W. whioh it touoles, there

belng masumed to be no Stecker, To conneot these two notations

it would be necrs ary to tsmke Into eonsidersmtion the relative
positlons of the dontrot C;‘ of the E.W. nnd the windows, and mlso

the nositiona of the olip ~nd spot on the wheel, Here is a rule

of thumb for obtnining eleotrioirns dmte from the oryntogranhie

dntn, 1llus r-ted by Rallwrv Wheel I, W

Write doen n\‘. rdlrst unright of the inverse scusre for the w
: unsteoknre
and above it the ddmsconmle Use the top two lines to'transpose'the

| 2 Yy & 67 B g 0unvin ¥y Iy v 3 tpl
& vk : : VgV M
2

NS v

lo'quzi,i

I 0 ¥ ‘ / '

g8 9 10 3 26 1% I " 1789 Wi w118 |

UL CUBF ILIE — —
&

hn‘
)
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{ | (" Into ey, 1 hietin rrab ut the aecond »nd third ]ine'.
rule 1 not wr o bolately relis le becruse of nosaible
var | font of deai, ma or vheels rnd mschines,
The comig strips.
Jor demor atr-tion nrurposea it is bet to replece the mechine
by « vep 1 model, ranlerce erch wheel by = prpEerxstripyxrofrxax

strin of sousred peper 62 sousres 'y 5 sourees, The squrres in the
rizht hand column of the strip represent the s»ring contects of the
wheel in netursl order (to ke th e scurres of the striv agree
with the contects of the wleel oneimust wrep th e strip round the
whe 1 with‘th e writing on the strin inwerds3}., The squares on the
left represent the plete contects., In the right hand column is writter
the diagonal twice over, these being the 'oryptographers nemes' of the
contrcts es explerined in the 1lsst section; in the left hend column
letters are also written, snd in such = wev the!' squeres conteining
represent contects which ~re

the seme letter xxm oconnected together, Down thhe centre column

may be written the numbers 1,...,206,1,..., 26, These numbers sesrve

to descrivbe the nosition of the whes1l, either the rod nosition or

the window ~osition sccording to hov they =re used, "he Umkehrwwlz

is renresented b e strin three squeres 'wide, conteining in one
column the dis-onal reve-ted(this is not entirely e sential) in
another the num erda 1,...,20 renentexd, The third column represents
the contacts;end sjunares representing contacts which are connected
contein the se=me number (which does nor emceed 13), The machine itsel
iz renresemted b’ = sheet of p=per with slots to hold the 'wheels',
In @& column on the right is written the unzteckered diagonal Zwiwm
pxxx to revresent the Eintrittswelz, It is oconvenient to repe-t
T¥wxwxx this s1lohebet betwe=n ecch -rir of wheels. The squere

berring the letter . betwe ' n the !l.,!i,. #and the M,W. will bw
cerlled R H,W.'rod point ' or M.W.'output -~oint O', Between the
wheels we elso write 1,...,26 “eperted., These garraxiaxtexsriirs
timxtinmg sre used for describing the nosition of the wheel when
the Ringstellu ng is ziven., To understeand how this o= n be done

we need only notice that the seme effeoct a< a moveble type
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oould be obtnined by h”VlnmlwlndOWH qnd pnwly which oould be

rotrntod Tound the wheels In sten, To use thls Kingotellung device

)

on the comioc strips we mnke Dendil‘ﬁnrkﬂ nnainat'the numbera
on th e fixed she~t and rend’drf‘the “fﬁdow vbaitions on the strins
apposite these m&rks. We: nlso mﬂkb'nermnnont'lines oh fhd strios
to shew where the turnovarooéuré; thn‘thosé lines pass the
tingatellung mrrks » turnover ogrura, '

If the machine hns dleoker,we may leeve n golumn on the Tight
for the kevs to which the contects of the IN.W. sre oconnected through

the itecke:,

"he Tule of thumb for the mekine of comie strips is to take

the lest uprisht of the rod aqurre for the left hrnd columns

of the strina,

I_t maAyv npperr rrther stren.» th-t the letters written on
the fix~d shBeet ietween th_e strina should be in the order of
the dingonerl, r~ther thrn s~y ABCD... ; the noint of writing the
letters in thia order ia thet wherever » strin is put into the
mechine there xt ia the acme sarrangement of letters on either aide
of i1t, If this were not «o 1t uld he neces ary to have one

'rod square' for the +he~l when in the R.ll. nngsition »nd another

for the other noaitiona.
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Lo ol e olementor o of rodn,
| [0

Th o rod agqunre npd Invorae rod moun e

ttoin conventenlt Lo heve o tebile plving im ea@iriely the effenst

af o wheo b boorne o nomiblon, de arg o omete Lhiis out, 1n Lhe form of
N e menauring POl ame L ongueren . Lhe oolunns being 1ahallad
with the nambers 1,,.4,20, =0d Lhe rowa Irhelled with the letters

uf Lthe Adngonnl, mry qwertzu,,,, If we went to know the outnut

latteor whioh Im conneoted Lo = pivan rod soktnt we look in the
row nnmed nfler the rod nolnt »nd ths oolumn named safter Lhe

rod position fof the whenl, Thum in oolumn 18 and row » of the

Fr i

T
purple mlu"rn/vm rina ﬂ, nnd looklng on th o fixed oomio atrips

(Fig 11) whorn Lhe vurple wheel In in rod posmition 18 we find the

rod polnt | oconneoted to output polnt i

Q n Y Q i wWote X Q
Wl W 1 x| W @ 2

w PV C|W
£V o ¢ | B ; ™ stlye
Al x ¥R [ ko N

= f

Ral pur 18 Fiy 2 Rk pos 14
Thim mogunre 1o nown o0 thoe'rod aquare' for th » wheel; itas rows
are known nan 'rodn' nod {ts ool mns ~m 'uprights’,

Weo onn mnke oul n rether aimllnr aqumg/® In which the rowa
are B onmed nftor Lhe ouliut lettors nnd the letters in the
. ﬁ.‘_ 57
squaren nre th e rod pointe, "his in omlled the {nversme aquare,

It mhould be notioed that {n b Lh squnres na one nrooceeds

Adlngonnlly from ton to bottom »nd from right to left the letters nre

In the or ar of the dingonnl. [lenes the mxnm name, That this must
brnokwnarda

"hmopen Is obviousafron the fnnl; that If one nrooendns nte-dily roun A

the lleWe net the wheol moves farwnrd cin’o‘ will mlwnys be in ocontmot
with the srme polnt of the I(.1.W, nnd therefore conneoted to the
meme polint on L‘lf Inft hrnd mide of the (W, This point ia
moving mtendily round "I.H] l.hc-rnf‘orn the rod ‘nolntll demoribing

Ite 'lmﬂltl,un move Leokwsrd ."l‘.'”"'- th e diseounl,
Knooding ? ol ':i; roga’ .

Fob th e purpdse of deocoding without » mmohlie, snd in oconneoti

with ‘mrhy methods of finding keys 1t ls oonvenient to hnve the
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rowa of the rod sajunre written out on rotunl enrdbonrd rods, in t

guare with squared pnper, let us aupvose thet we wish to decode a

thextaXkowimg nos age boginning
XY EEXY OS2VI DMEFPN EXACHM HWWXU JYUTY NGVVX DZ.soe

of not more th n 30 sroups, th-~t we know the wheel order to
be I11 1 I1I (treen, Red, Purplq), the Rinrstelluns to he
26 17 16 13, »nd the Spruch sohluessel to ba 10 & 26 1

the window position
i,e, thet the wimdoxxzwxttimm mrchine =ahould be set tq,10 516 1
pxxxim nud the deciphering then begun. /e fir<t work out the
turnovers in terms of réd -ositions., WVheel IIL hms window T,.O,.
BE-F i1.e, 5=-6, nnd since the Ringstellung for thi- wheel is 13
the rod 7.0, 1s 16-19. The middle wheel 'indow 1.,0. is M¥ N-O
and the rod 1.0, is 24=20. N xt we tgnnsrorm the Spruchsohluessel
10 5 20 1 into rod vrlues by subtrroting the Ringstellung. We
obtein 10 14 10 14 , ~nd we cen now write mxrmixrFoyiitmaxxmt
Tamxixidx¥x over the letters of the messr-ge the rod nositions of the
RelleWe At which they nre to be encinhered, remembering thet the
maxkkfom window nositlon -t whlch the first let'er is encivhered
is not th e Svruchachlue ael but its sucressor, e orn mrlso mark in
the turnovers, Uver esch section between turnovefs we oern merk the
position of the middle whe-1l, As the mes ege ls amxXy not more than
150 letters no double .0, wll' be bernched 2,nd the U.K.W. will
be ntL 1C rnd the L.H... =t 14 throughout, "¢ w~n work out the
effect of these two wheels for this me ange onee nnd for all.
Je set up the comle strips for the U.K.VW. 2nd L.li.We to this
position »nd re~d off the peirs of M.W. rod noints whioh are
connected through them, (1lhe fixed comic strips Fig Il h~ve the
UeKewve nud .eWe set to this nosition)They nre qo{ ev, be, k-,
sx, we, mj, td, ;xr'fi. yu, zl, hb:vFrOm these we wish to
obtein th e oonneotions hetween the right hrnd whe~l roa ~oints

far all relevsant positions of the M.'. If e set up the red rods

10 11
1! 16 17718§19 20 21 72 23 24 25 251 2 3
¢ o ... VJI b ¥ ¥ ¥ N E X A C U

Rivagr == el ARy + T 0.7

e o0 1:7/6 ?
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nocording Lo the pnlre qo, ev,.,, (see Viuls). In Any column of
Su-"“f
the result iy aakumm will be found Lhe letters of the slphebet in
nairs; these prirn nre the sHes T0d points which ere conneoted
together through the U .Keiwe,Lelisve And Moo with the U.K.We ~nd
Leitewte in the position 10 14 and the MW, in the position given
g8t the hend of the colwmn in que tion: thile ecr.. be verlified from
i 4 in the crse of column 1(, In order to decipher the pnrt ge6f
the mes »ye before the first turnover we aset un the purole rods
accordin . to the prlrs in column 10 of "ie 13, "his set of nairs
is ¢rl'ed the 'coupling of the RyH.W. rods' or simnlv the
'oouniing'. ‘“he vair- of letters i: the vrrious colunn of the
purple set-up »re the nos~ible constations when the “.K.V.gxlxlx
xmdx Myxxyxxmk L. . ./., 2nd e . h ve the noaitlon3 10 14 10 -nd the
.H.Wshna the »osltlouns iven ot 'he he-d f the dolumn, /e cmn
therefore uase ttxfor the set un for decodinrg un to the first T.0.
Afte w rds we have to rerr-ange the rods width the coupling inthe

11th colunn of the red rod set-up (FI.§ /5 )
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- Yemkxtarxitxim write it down with its partner in the first

16

Chspter llll.Mq}hodq for findin _  the connections of » meochine,

A pbets =nd boxes:

For any position of.the.Lheeln of » mschine the letters of the =iy
alphebet c¢nn be put into 13 peir- so thyt tQJp r-sult of enciphering
one member of n palr 1s the other member, These pairs sre ususlly
wribtten one under the other Apnd oslled 'the elphsbet' at the
position in question., Thus the slphmbet for the wheel order
Green Red Purple end rod nosition 10 14 11 17 is

FEZEEHBRHEESE

The order in whigcl these are written is immesteriel.
When we have two mlpherbets to derl whth 1t 1s sometimes
helpful to describe both elohabets simultanecusly in the form of

e'box', Teke for lnstemnce th e two slphebets

« A

W™ VU
ZJd ON
ES Jw
GA HI1
NP TM
XR FG
OF EZ
HI LR
LB B
DWw XP
YI' YK
UK AC -
«C SD

To form & box from these we ohoose » letter at random, sery T, and

alphsbet, Y, following 1it, thus TY; we therylook fér ¥ Y in the
second alph abet end find it in YK; we write the K disgonally

dovnwerds to th e left from Y, thus EY s now we look for K!in



the rirat ond i in tt In I vwrila ™Y , From thi= va -at to
KU ,
TY end TY , but pov If we were Lo aontlnus the “roeea~ we should
KU KU
9 v VM
- 5; et TY
2 5 o
— |
= 0
- TY
»n = KU
5 Z VI
o £ Y
= .
a £ :
£
3 | We thercfore drew m line, seleot m new letier, Ramy, and

|

stort apeain, writing our results below whrt we hrve slresdy
written, Thus ve pet

Y
KO
VM
X

PN
OF
GA
ca
BL

Fventurlly when there nre no lat'ers left we stoo 'vith the
completed 'box!' (U-/S box)

Illy
KU
VM
™
IN
OF
GA
Ccw
BL
a1
v
WD
T

There »re vrirlous ranrkﬂ to be mnde ~bout boxes, A box
. completely det rminea the rlphnbets from wvhioh it ws made. Also
it orn be written In vrrlous forms depending on the ohoices of letten
whileh nre mnde during the nrocess, but two different boxes mnde n@ﬁm
the seme mlrhnbets ern nlwnys be -trenaformed lntgﬁne snother

by » co binrtion ﬂty the rooces es




1) Henrra gine the order of the comnertmentsa

110 oving o number of lines from the ton of the comnartment

to the botlbm, the order of the 1llnes remr ning the seme
1ti) Kotating » comprrtment through 180° about its centre, and

oA
then roteting each 1ettegkthrough anO about its centre .

15/ ftrﬁt gight 1t would seem pos~tible thet 4n merking s box

one might renrch a strnte of nffeirs 1llke this AB
cDh
E.

|
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and th t EA oocurs in the first elphebet, »nd ~ne would not then
know what to 4o, This is not mcturlly pos ‘ible 3 FA in tq/o first
elphabet would ocontrrdict AB, For the s~me rerson it is notnos~ible

to hrve i counled with Aanv octher letier which 2,hs mlrerdy occured,

If we ti.ink of the columns in ® comperrtment of » box e see thet

the effect of go:ng dovn the left hrnd column of » ¥® comnertment,
or up the right hend column i ives the result of encivhering aletter
with the first nlnhbfbet nnd then enckphering the result with the
second, Consequently 1f zmoaowxfiymmxtkx instemd of beins given the

nlphabets we have the result of this double enoipherment we shall

almost h s=ve the box, ‘e shnll not know how much to sli e the opposit

dides of » compertment rel~tive to one mnother, and in the omse of
compertments of enurl aize we shea’'l not know how to pair off the

sides,

The effect of encinhering; firat with & then with ﬁ I =he1l a~11

*the permutetion F¢ \, likevise the effeet of enciphering with o¢
e then /3 then A/ »1ill be e-1led k73# . or these permutrtions
there is » notvtionﬁimllar to the boxeam, lowever this kind of
'generr]l box' does not en~ble one to reconwr the originel
‘ alphebets, It is erl'0 more convenient to write them horizrntelly
(the srme epnlies to ordinery boxes, but th e trrdition there is

‘ farmly eateblished), As nn cxample of the notntion

Y(L oo (@KLAIYSUHFP) (TCWMZB) (DEXVIN) (J) (0) (Q)
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This merna thet G encinherad rp L  lving / ), »nd then rt
/S(qlvlng C) rnd then =t &/ siven 1, 1ikewlsms K enoiphered «
with)Y3¢f-iv«~ L, P enoiphered give=s G, mnd J enclnhered gives J,
VWith +the same notrtion the mlphmbet ¢¢ oould be expressed in the
form (VM) (4J)(E5) (GA) (NP) (XR) (OF) (HI) (LB)(DW) (YT) (UK) (QC).

If the letlera of n pailr of rlphabetas are aubjected to a
substitution, »"nd A new box i3 mrde up from the resulting
nlphabeta the alzos of th e compartments of thds box will be the
s'me as 'in the originnl box: in frot thds box orn be obtmined
from the firal box by subjecting it to the srme ~ubstitution,
(exoepg‘fosgihly for order of comnartments eto,): e.g. Iif we

subject the apphabets ot,/l to the substitution

ABCDEFGHIJKLMNODPQIRSTUVWIXYZ
ZDGYTNBHPFIKOLUEMOSOSROCIAVIWP

( 4 to replyce A etc.) then we ¢et the ml-h beta

gl /3/ b

AL AJ and the box CcWw

PI KU KJ

TQ Iv Al

B, MR MC . =

XR NB ' U

IEN TP . kN

HF Oit BZ

(0)))] SD G5

YV XM ' DO

WC WK T

JK 2G PI

3 QY VY

UM M Ry ]

COnkaWﬂlV If we nre given two prirs of mlnhebats Auu ~nd e/G’
such thet the aslzc2 of the eom» “tment~ in the Af‘ hox Are the
aarme 38 in the EU_ box, then it 1s 'o0s- ible to fimd » sulstitut'on
whioh will tronsform A into @ »nd finto@ (in feet usurlly a
srent magy suoch substitutions)., We heve only to write the boxes ¥
in deorepsing compartment size(sany), and then » substitution

with the re&lured property will be the one whioch transforms

letters In corresnonding positions into one nnother,
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The sl of th cotvrtwnte In a4 box, rnd the lensths o
the xy xximx brickets (cyelwsn) rre lmnortent, sa they re~in the
seme if 11 th e letters 1involved are subjccted to the a=nme
subatitution, ('hich mi ht be r Steckering), Rmxxtha If we write
down the length~ of the cyeles of = substitutionx in 4ecrersing
order we ohtain hnt e 611 the 'elss=' or the 'shepe' of th
substitution. e.z. the cless of XPU- ~bove i= 11,6,6,1,1,1; with
box:s ther~ - pe t“o'wfys of d~scribin/ the shepe, ~ith er by the
lengths of the comprrtments or 'v the nu-bers of letters 'n them,
kKt It is ~1lw-vs ebvious enomzh vhich 1~ being uq?glsgg; folloving

information sbout fre uencies of box shroe= me - be of interest,

26 25%

24,2 13%

22,4 7 3%
20,6 5,4%
18,8 4,5%
16,10 4,07
14,12 3.9%

22,2,2 3.7%

<
’
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lefore trying to exnlenlin the moatusl methods used |1 finding
the conneotiona of n mmahi & 1t wi1) he a well to ahaw the
kind of phenomenn on whioh the aélution Adenends,

‘'he moat imnortent of tln henomenn {ia t' {s, luppose we nre

ziven the nlphnbets nt the sonitlonn Xlll;lll*! %lA FKA WMA

nnd mnlao nt. REB FKB WMB then there i{n l{auhﬂtitutl”nl whiech

w111l tranaform the nlphabet REA irto REB, FKA into FKB etc, The
lettara of

aubstitution is thot which trnnnformﬁétha ~olumn of the rod

aquare correponding to noaition A into the letters on the arme rog'

in eolumn B, When wa nre givan com-late ~Inhrbets we aen box HREA

| Authority N

L

with FKA and REB with FKB, nnd the subatitution will heve to be one
which tranaform= the fir=:t box into th e second . Aa en exsrmn e of £

tht phenomen on wo mny take the ml hebeta rnd boxes

RIA REB REA REB
REA  REB FKA FKB WMA  WMB FKA FKB WMA  WMB
X RO KH ZJ ™ X1 EX RO EX RO
UL Fu JQ  Ni Wb PG UL FU UL U
HG JM NL KU LK e NK 12, KN ZE
Ch AG GC Ma KN Vi HG JM KT VX
YV KL ZR 1V V. 1N CDh AG Wl ID
FS BY 10 DC 0e CA My 3P PB W
1T Vi PA Wi} KL Y, J4 NH YV KL
Jd 1’3 BW  WI i3 MY RT VX JZ NH
Wl il TV X1 By WK VY LK Fs BY
BP WT 8Y YK I8 oy SF Y1 oH MY
/0 i MD SG H I wI -TID MO SP
JZ NH EF KRB AU 5 0A cu DC GA
n luaa UX rFu Al Ul Py W OA cQ

The mubstitution whiech will tr naform KA inté REB, FKA into FKB,
KA REB " REA REB
WA Into WMB, the box FEKA  Into FKB »nd WMA into WMB 1is

<<

ABCDLDEYNWGWLGLIJ . I\ , I WXYZ3
s WAGHKRBMJDUDNZUSECYTYT PVYXPFLIOKH

In this exrmpla the r 1phrhets h vre o n written out in suech m way
thrnt tha » letter and the result of. » lving the substitution
occupy correnponding rositiona, Of courne if our mlpherbetas wers
dnta fron whioh the substitulon wn& to be found this would not
genernlly be the orme, Our problem would bé to ATTANES fham =

sEgkxamxertxx or the bhoxes mede from them, In aueh an order .
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B

ar

he he t. 1

nlpheabetianl r 3

lzb REA REB REA <iB
el e s / FXA KB WMA wWMB
AV AG A AM A i \' AU AG AU Al
UJ BY U«I .llt\‘ i'- ?D/%v} .I.N JJ‘) CD Pd
Ch €y G c¢Dh ¢o P NH. Wi JM
KX DI DM EU D, KV CD VX' HG YB
F3 82 k¥ FO KX Py M, LK's Hy
G FU HK G3 FZ GP J4  YB 72 LK
Iw HN I0 HV UGS e RT\ RO VY WT
J4 Jd Jy IWw B OIX Vi) Fp B DI
KN KL LN JZ IP Js S EZ IN XV
LU OR~ RZ XY. JV Xw EX gh_l Th EZ
M, PS5 SY LX KL IN UL . NK UF
RT TW TV NP NR MY NK T™W LU %%
VY VX UK QT TW RL H Inp X OR

U
foostvhat®X Hen

and th_en mnk% I‘ro'nZth. € boxes on ‘he right, From the right hend

poir of boxes we ar thet Hmust become either 0 or R in the

by
substitu. tion, and we ¢an trv both® hynotheaes out i arranging
boxes

the first twH cxphmketx corresnondingly. If the first bor is left

as it is, the co respon_ding Trerrrangements of the se~cond sre
PSSPy

ZL  IK

UF YB

OR RO

BY FU

Ki. EZ

v JM

The first of the e r arrengements ia imno==iBle, It im~lies for
Inst-nee thet
but

wharaxx in the third box ¢

in the substitution ¢ becomes H end M becomes P

“nd !l oerur on o-~nosite sides of =
M 3

compartment hile in the fourth they rre o
six

Aetus1ly we have 1in the;“]“h“betﬁ rrther »n emberrng de richesse.
It would re 11y be e~sier to work with 3nv the first five

the s-me side,

21lphabets and tkm two constatetions , AC ndd BH say of the

ramﬂEning one, 3inees B snd i ocrur thre~ anmart in the same column
of iﬁg the patir oflettera of WMA from whioh BH rrises by,thﬂl

substitution must eecur th;ev
the lorge ocomhartment of gﬁﬁ

apert in one of the oolunnsibf

« The onlv =oasibility is' th »t BH
"rises from FZ, »nd ‘& 6°n cheek th " result with the Ae@,

|,
G oyl
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o Xe e of third nheanomanon han we hrya found aome ~arts sf
of th e rod , duppoac w find the subatituty! n «hilah tranaforms
the firg 't ecolumn of the surole roda into the third

1L 34 ¢
R Y Y
D Kw |
U KC A
Y VX 1
T CDh E
N FA D
B ol R
6 C
F ILI -‘t
I UB N
K NR X
O TL 74
L QV M
U BLVv
E 04y J

It ia ‘
(ZDKNFH) (G10TC TUBSUIWRYVLQ) (JX) (A1) ‘
shif BES BababiEntlen whidh beranBorns: b Baber Ealumh Lits ¥ie
fﬁ%:th is

(JYBNULZWPTRAIVIMQ) (CADROL) (1) (FR)

These two aubstitutions are of the srme '1heneB, snd if we write them
like this

( YVLWGROTC LUBSMWR ) (NI'HADE ) (PA ) (JX
(J YBNSLZWPTRXIVMG ) (CALsoG ) (HU ) (FE

enoh letter In the lo er line is below the letter which is three
places further on nlong the (/i U) dlnzoial, We oan s o that
thuixhust hnwxﬁn beonuse 1if we replnoe the lettera of the

first and third columna of the rod aqunre hy fh.na whioh are
three plnoen FH;%*&? nlong the d}AgoﬁWI nnd.then move the whmiw
besult three plmoes to the rizht and th*rﬁa unwerds wn‘qohvtho 1

fourth and aixth columns,
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A rethear almilsr shenonenon 1o uanfn)l hen » g8 ¥now the
Alr. onnl of the mmohina, [ teh « ccan we arn m ke + oeorreetion
to oup eonatntlonm Lran forains them Into eonneetiona hetwesn
the contoelaxafxthmxx on the right of theli,ileis Inatend of betwsen
oontnota of the Eintrittawnlz, The oconat tations when ao
t rnarormed nro desoribed a1 'added up' or 'buttoned up'. The
proenan onn be anrried out withlwo atripa of onrdbonrd wéth the
Aingonn) writinn on them, and 1n one cn1n rdnon}nd. As ~i exam-le
to mnke quite ol r what thia ndding un procen {ia teke the
fixed oomio atria Fiz 11, The nlnhrbat for thias nosition of the
maohine 1a (CB)(FR) (V) (L0) (J¥) (W) (AG) (Y ) (Bz) (K1) (IL) (£M) (US)
Thae nd ed up alnhrhet o' n be obtrine’ either bv trreing through
the wheela from the purnle columm nn the récht brek to this
column ngnin, or by rpplyins the aubstitution

VE RKTZU10A 3DFGIHI PYXCVBNML
Y XCV N | ) Y /41U 1T OAS3SDFOHJIKP

Lo the ordinnry nlphmbet, [t 1in

ERILTYILBRAL L@ {
(FR) (TV)(BG) (D) (TOY (XY ) (W) (As) (IIN) (UK) (LP) (CT) (ME)

Inatend of trmoling the ocubrent througsh from the right hand purple
column in I'ig 11 we onan of eourae trroe {t through from the left
h'nd purple column bmck to this aol mn reri , ExtxrrexXXEcfesk
Extxxfxa Lt o x TR xR uxy x xof xwi o a dted e ent phcnm tx xhiesrearx
Thia gives ue » very aimnle ~icture of how the mndded up mlnhahata
between turnovers nre rol-ted; one {ia obt~ined from another
ailmply by » nllde on this TIeft hend nurnle ocolumn, i.,e, » slide
on the MBMR 1a=t unright of the rod aquare. For instence thm
1f on the fixmm conle strips il 11 we nove the it.H.W. to rod
position 15 e hrnvs the ndied un slnlinbet

(EA) (RD) (VI4) (10) (PN) (UB ) (LF) (GW) (YX) (CT) (0T ) (KZ) (H3) |
whloh onn be obtnined from tha ndded up nlphabet at rod nosition
18 by the subntitution

TWVESHBCEYUFHXZINIJGOPAQIRLD
RLDTWVKSBCEYUFHXZMNJIGOPAOG®
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Suppoae thet one 1ee.t rlona with an anigma for hnlf an
h ur, the 1id being look ! do'n and th Umﬁnhrwnlz not moveblw,
what detr would 1t be h?wi'tv 3 ke do'm, rnd how would one use
the dntn nftervnrda in order to find out the connections of the
machine ? Cen one n this way find out nll nbout the connections ?
Thfq nroblem is unfortunetely one “hich one ernnot often spnly,
but it helps t6 illustrete other more nracticel methods,

It i3 beast to occupy mosat T one'a hrlf hour in teking down
complete alphnbets, At lern:t nine of these erre neces~~ry, o=
follows frowu this rriument., IworriwmirisxisxramidxEexrexxtirtctex
fimd xkraxmorEaak tonx xyxxriting xdomxxit resxirlecawtxxoex
o ook Ao X b yorrans x dog e £ xfehrerco marx ok o oo ook x e s ke 1
rithrtkmxdxtaxIf the solution 1= comnletely determined by the
dnta the number of nossible different dnte must be =t lerst
equrl to th e number of pos ible different gw solutionz, Now the
n umber of »ossible different dirgonsls is mprFxmxt 26!, the
number of weys in which one c¢nn wire up - wheel is elso 26%, and
the number of weys in whiech on: ecrn wire a: ! mkehrwrlz is

approximately (261)" , 80 thrt the number of »nos ible solutions

is about (261)9/2 . The number of noaaible veriertions of an

nlphabet is sbout (P61) , so thet th e number of »os=ible
0/2

variations of nine ~1lphebet  1a ~bout (26%) whioh 1s the

number of solutions,

The practicrl miiimum ~mount of drtoliq aurorisincly elose
to this theoretic 1xy minimum, It 1is pos 1ble to f£ind the
connections with 9 prorerly chosen »l1ph abets and 10 other
constationa pro erly ohosen, Howev. r in order to shorten the

work I shnll tmke an exmmple where we are gilven 11 ajpphabets

nndl & oconatrntations,
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)ate fOT sSAEP

AAA AAC ABA ABC CAA CAD

AAB  AAD ABB ACA BAA ADA CAC
KEXKHXKIXK ACB DAA nAY
AL AD AI Al AKX AE AW AM AS AQ AZ S50 UY Mg HX MA

BY BS BO B3 BV BP BO BV BN ZJ LB IL V3 fU

BS BC

CE EK CT CH CF CR CZ CE CP CH CO
DH FV Dii DR DE Dw DX D# DJ DU DI
Fl1 GZ EV EC GQ FL EJ FG EU EP EI
GR HN FN Fg HW GV Fo HL F. FM GL
IK IT GX GP IX HK GU IZ GV Gl HX
JN JY HU IJ JP IN HI JO HY I[Z JR
0Z LU JO KX LS JP Kit Xu IL JO KP
PV 0Q KZ LT MY MO L. NU KT X MY
Jo PS LW UZ NR UY MT RS MX RW QV
TY RX P9 VY TZ WZ NS TX NR ST 3T
UX MW RS NW UV TX PY VY W/ XY UW

Trere will be = =substitution which trensforms AAA into AAE
for findin <~ such » substitution
ABA into ABB end ACA into ACB, Followin~ the method{exn1l#s ined

AAA  AAR AAC
in th e 1lest per=¢reph we form the boxes ABA, ABB end =1so ABC

whiech w1l be needed 1-ter

AAA AAB AAC
ABA ABB ABC AC/  ACB Cin CaC
! AD AI A 5 H(
SB HU BO Vs
My GX (3

DM DJ
My VF TC EU

ZK FQ

RS 3V
W NF HY
GR BC 0J IL
N RX EV KT
PV TI BY X
UX NH PQ LR
IK KE L vz

AAB
We went to re rrenge the box ABR in th v thet wes done st
A AA
the bottom of p, .The ‘ubstitution whiech transforms ABA
AAB

into ABB must slso tranaf.rm two constrtions of ACA #&nto SO
end ZJ. The only const-tetions fxrm of ACA from which SO oould
hrve ~risen ere LH, 99, VY. If 05 rriscs fro mitker LH we
should h_gve to have = sub titution which involves ZJ arising

from OE in ACA, »nd thia doea not exis: ,
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th't. %) nriam from NY n 1 2 nefiatne fro 1/, He onn
AAL
aimlinrle arrnnge ABE to it «1th tham ~nd » rean with CAA ~n CAC,
A A AAD

and £t CAA to 1t finto GAD ngrecins with BAA rnd BAD,

Reorranged Hanrranged
AAN  AAB ANCT b ANA aAAD
A BA ABB ALC CAL CAA CAD
Al "0 GX Ui Al 'l'J‘.
SB LU b A 1i Gl
i (0 VA b & b i, 6 v TY KL
= TY 3+ yAS W b He
4 MF BC RS Dii JN OF
2 Cl BX NI J1 1 1J
! i TI 0J 50 vy )
= Wy NH EV CH Cls Fu
a GrR KK  BY KK UK VY
—— NJ AD Py PG MF MA
Pv Qo LA LT W Z
Ux o Al 3B Z0 WN

We o08n n. owwlte dovn the narta of the roda whie’ mre in the
oolumna corresponding to the window nositlions A, B,C D though we
do not know the ocorreet order, ''hev are

AVGT Yo KX WIKU ULLY |
LFXL MBRM V2  XWIY ’
SLLO FCSA UKBJ IVAITH
BUMB CRNF RISYT KGU P
OYTN EXFQ NA P JDQO

H}Z ﬂ TOC PRLD

H1JH VOWR

The substitution whieh trenafeorma the lettera in the f4rst eolumm
o)
of these roda into those on the asme roda in the seoond column is

(AVOYSLFCREXW ) (BUM) (. DTPQHI ) (GK )

That which tranaform: the second into the third 1s
(VGUMAPZH) (FX) (LD) (YTOW LICSKBRNE )

and th 't whieh ¢~ naforma the third Into the fourth
(GTNFQUOWRMBJIH ) (XLDSAVZK ) (EUP) (Y1)

These three subatitutliona hnve now Lo be srrranged one under the
other in aueh n wnv thet the subatitutlion whioh tr-nsforms the
third into th @ second 1a the a2 me ra the! whioh trernaformas the

second into the fdrst, thia subatitution baing » alide of one on

(Fn) S€cmd
the dinionnl, Clenrly (=) In the whdad hr~ to 1t unde~ either
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(W) or () ' the xegamt (loary ff fe undar G '« srnnot £1{t the
v oomd ond third topethar, for F oneura | breaveat, of 13 in the
thivd, »nd ti in n hpnekat of N in the neadnd, (I ¥ 19 under 1L e
frn LG the threo torscther 1ive thin

(AVOYSLFCKuAwiv) | (WD aadd ) (sl )

‘\3.\. RNEY'TOWLIC ) (L) (VGUGMAL 1) (XK )
(NECOCWIC DI HGT ) (iU ) (RaALSAVZ ) ( 1Y)

The dinpronnl in
APCBORYFRVOHIAGIWELUDITCHG

ERRY R eXEYXmXkExeRt (f coursc e do not ‘tno rhera the disgonnl
'atartat', but ~ith r hntted dlnromrl 1like this it doea not mntter,
Je een une the dirponnl to nut the rod~ in order and to cive them
, hecruse

e ahnll not 'mo - vhere to atrrt neming chem: el o= Pradant
te arylng th »t v Xno '1' vhn
1t hrmd eolumn 3;/€hn co
Know where to .-;z(:rt:

n_rmes, There Ia 1'kely to be »n error ir our naming
i

order to write the letisera in the

e strir POr the

zn | It ¥8 eculy

py /
conngdtions #f the vfel excepy for r rotrtion of Lhe

: 6 the apripg contreots /
kno ey Tty twist', ,.l/t fa » Tt,r;"'ml v d‘f"{r'ult remoyd it.
1 ave somefd ts 4‘;nh t.ru /rlndn“ nogitions and

1 R THoTr T ———

either th e rows or th_ e columna , Th e Aifficulty ~bout nrming
th e ecolumns aimly merna th' t e do not kno- 'he Ringstellung
or th.e abaolute noaltions involved, If wo have the aolumns
corraectly nrmed but the rows wréngly we ah~1] heve the wheel
right except th t the nlate contret ere ropated with re-neet to
the snring controta, 1% ip ver Adlfficult to ermndiente this, jmxy
sbocoosoctbescinoRxwaizydeasynet meveyxantxthere are merexhhen
eRragxwRaxiE Wa xRN byv»lp raadinmmeanmnnvnthﬂt-m
mtmxnnnm:-ltxlunx#dnxnttnutxmmnrimtntx

It ern only be done it wn)h"vv n pgrect der'l of Informmtlon

nbout motunl window positiionn and Kingstellung, e.,g. if there

in » Herivelismus or if the letters of the Ringstellung ~re
restrioted to be nllhiff rent nnd notwo oontecutive in the

Alpheabet except Z And A,
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L ¥
W
' l‘\
LA x
AN "
VOWR J
iKY 1 w
I ; o LEA
KU 1
JDow u

NI U4 qa
OY''N m
FC

NAL'K
1D
BUME
DIoC
CINF
YKX q
AVAQT
SdCw
WNIU
GLDO
UMAV
TVPZK
WV, v

22330 ~

(=7 =

<0

AN e oAn n ov transform all our data ahout other »1phabeta

fnto th o form of a1y nbout rod ooy 1ingn. The onen we need fir-t
nre

AN AB AC AD

nh ax yw fv

bo bl eh an

o ow bd

at deypx

ri ey gt

ew £ ki

In ko zo

kq ma v

12 nu na

mo pt um

px 1V g

rv rh fo

oy 17 ar

From th o e we cri et Lhe unrigh § of the middle wha~1, The
firat atep In of o urae to ndd up the nInhinheta, Here they are
ndded up with 7. an atend pd

AA*AB*AC*AD*

p! qJ vu hx
ol rd 4 mb
nd nl yo
me to ow
kx uk enm

Jo ve jh
w2y xf
vb op 1im
ul mm pg

tr bn tn

q¢. wh 1r

y o« Ty zn

' l-ﬁl ‘;k
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e 10 lYox A vith AlL°® i AR® {th AC*, ' 4 then re rrenge
B
A C* "0 ENEE »° tn T{~A ths nhat ftution “hiey tr nafor
“u\‘ A\b.
. B* into AC* "3 AC* {nto AD®
-‘L-\. AB‘ AT
AB* A C* AC* rver nnre
pL ot ip > + B
£q hw ax X e
je ot xf i o
il m Bx  ox ]
nd kxu i 0
rt ve yr e
ol sl i 1a
sw rd > 2 4 tr
hu g L oN in |
Bx ne Y r @
fe zy | o ) B v Q
(o] -
F & = zL

TIomoarrighixef e ymid xYerxcmxt This substitution send-~ ereon
letter of the unri-ht of the mid-le wheel into the next on the
unright; h _ence the unpight is

1e lsezftrdgpjyxniqchukbmwveo

4s we added up to position Z ns stand-rd this uoright igthe

“upright for nosition Z, /e ¢ n meke out part of the rod square

there being
fron it,(difficulties about where to besin es bhefore

ZABCD

LNJHB
SWKOL
LVRUP

'gYDQW

TOLHC
RUINH
DXSIQ
GAXBV
PGOZD
JRHMK
YITVN
XCZSU
NHADF
IPMKT
JTVIO
CZERS
HLYAE
UFPLI
KOUXR
BDGYT
JJFCA
KN PG
VSOJM
ABWTX
OULCGY

DR N IR

[

<>¢‘H<«1H00‘.o-oom:foc+[§o,c
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PR now trr afor r orooel Aste Into {9formetiond mtout
counl in, of the mid le “ha' 1 rodn, iy alidins the Adisagonal
up the alde of th e rod squnre v orn et the a _ouplingn
i redintely Into ndded up form

1'\' “’ U'
AY B* ¢+ Dt B* c A* renrrrnged

rM as ay kd r" as wl
bt bdbn bl ox sl gz or

oce or ol wj en do
di do dar ke Jk vt
fo ey ez zv tx nb
gk v fn fo ph 1v
hyegz go di wl my
iw hp hw un or a9

3 iu xp bt do gz
mx Jk Jq xn v eq
n ulw kt yh nb jk
pa my mu pq iu tx
vz tx vo ec my ph

The left heno whecl upright is

rwdmgxeptznschkvbgfiy jounle

zhixijweludmtenanpgborv kv

nnd under it h s bern it en the di-ronrl., This servea to tranaform

A or A*' into tho Um ehrwrla conveetiona, 'TThev nre

yv,fa,é&e zw ol mu,r!,qx,nk,nd, ht b nl
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o .
logt riet il methoda of firdin the con ectl na of the o @ .' - ¢ 3
L1 G
wchine deapend on re!'t ing lon g erib, elther by 'raudinﬂ.on i "’f
-» ]
o L ]
depth!' (ser Colénel T 11tmrn'a pnper Jor wy .‘. 4
pinohing, In miny e~2e: e axnect the di~-onal to have some '.' ‘
Qe o
°
anecinrl value, (e,;r, qwertzu becr-use tir orivinmal COMﬂeroigl ¢« ¢ .
@ .
. L 4 e
mrehine hrd such » dingonmnl), In this cerae th e rmtying of orid , " e
- o @ :
[ 4
necea ary ia not. very much , To e~tiri~te the rmount nf'mr-'.r-'r'in; » .
. ‘ PR 4 o, .
that ve heve it {a bhe~t to “ork out P e’ ..‘l. L &4
®.? .’l.‘.. 1
. . " ‘ .. ®
(Length - 8,5)X squere of nvernce 'eorrected depth'® g ¢
L d L ] . |
K4

Crlltmgxthis the 'mrteriesl meraure', By corrected deoth :3 menn the
xxaxx actuel number of constatrtions, so thet this bnﬁ never

exce s#d 13, As re ards the mmount of material neces ary, it will’
slmost slweys be impos-ible to get the wheel out with leg_s than

# messure of 90, from 90 to 140 it will te » matter of chrhoe whother
it comes out or not. [from 140 onwrrda it will alweys come out, but
with inere- 5in;: erscn: ‘the m terinl me-sure mounts up, With a
raterind mer aure of $00 it 1~ 20 eaav thet the trouble of adding up
further materisl ould be more 'h-n would be -rined in shortening the
further work, The method i< xraaixxX e3 entiellvy the arme a~ we
used for fin@ing the middle wheel in the cr<e of the sege, Here
hovever we herve to do with nertirl ml1-hebets or even single

con stetations insterd of comnlete Al hmrbets, We cernnot therefore

d> any boxing. After v heve ndied the meterisl up we take some
hypothesis about the unright, e.g, that F immediriely follows K

and work out 1its consequences, I[f for instance we find the

;(addod up, I shell mwt omit to mention this in future) constatations

- S
R and B immediately following one rnother we c¢mn infer that

T immedintely follows R on the unright, This we mey express in the

form

o e <P — RT

the desh denoting lo le t enuiv-lence, We follo~ ocut the consenuenoces

until we resch = confirm-tin or » contrrdiotion. When there is
£

e AT hame P o Ko “T'hrﬁzki,. 1CF ™ el et |1 r'Fau.hAvsfgr'ﬁ¢,

i
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PATMHLY U e i e W0 UL URUN L LY ML L LD WOTK M nypothesis
unleas there Ia golnge taie nn tmmedt: Le oonfirm tion, e,g, 1r

TC implles RJ from tvo Aifrerent -nrta i the oridb, Thin will
menn to any that the oonat tntionns ﬁ nnd ZJ) 0o0our txtem oon"aouiivnly
twioe over. Alternntively w onn anv the. : oorurs twiee oz;r

“ton ocertnin diatinee, ~nd thnt g nlno vorurs iwioa ;V'T nt the
anme dist nom. In order thernfore to find thense "rofitable
hypothenea we hnve onlv to look for revatitdons of osonatatations
(half-bombea na thoy nre rrther nrbourdly onlled) , For this resson
nnd EERERETXWR 1180 baorunn 1nter we w11l wrnt to0 be nhle to apot
oecurrences of n given letter nt n #lanoe, we »ut omr mater® 1 as
wo ndd 1t up intothe form in Mg /¢ , ‘

Now to tnke n pertloulnr nroblem, We nre riven mnterinl six deop
and 100 long, nnd we expec! that the dingonal 1a qwertzu, Our
mrtorinl is

MYC..

NGJ..
{

RCA ..
YID. .

DA, .
'xlll'v .

YON,.

RMI. .

OFlL,.
Vuo..

MUX. .
Ndw ..

(*nunt npologlan for It not nking ar nase) , hmnt!mxm
XL .
MIYix
be ) o
\
neven columns, nnd therefore we nd.1 up the oolumns 1-7,27-33,53-59.
#ottin

1cN. .
MY, .

TBF..
KA, .

FBG, .
LUM, .

: |
We deoide to try out the hypothesds thet there {2 no T,0. in the fir“
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llowever we nut the met rinl dircotly into the form of Kig (9

4 aees pnumeroun hnlt - bombea rnd do no! ne~d to mrnke rny

nnnlvaia of their lencthe [ order to find » ‘rofitable

atrrt, The hrlf bomben 3 rnd ﬁ augeat, the two posaible

atert: o F = SH and @ H=SF (the two atroken merning » douhble
imnlirstion, not vqunlitv;). The conaequences of the second of these
rre she'm in 'l 20 . Acontr dietion 1a nulekly rerched, The
conzequences of (" in Fig 2/ , The loop OF-Z0-MB-UJ-QF rivesn

» gecond confirnrtion, nnd onr hvnotheaia 1a now - virtuel

ce tninty. ‘e now nbendon the tre~ figure £ sn elnhehet "rith
consecutives writtem n »lnsg them (FI.2%), A11 -0oe= s=oothly
evcapt that there 13 c¢le 1y “n erroe Iin our dete -3 w§ have »

few eontrerdictions. e sort out the good from the bad by using

palrs of letters two anart o the unright, Thus JOn- AF'conrirmin'
$12 JL,20,AQ,WF, 'hen we h- v ohecked them nll 've crnm write out

the upright of the ‘.ii.v.

AYFPEVEKYNCU JZ0D A LSHT IRGWL

we then hr ' to find the unrisht of the [,i. To do this '@ use the
armge  rToecea: a e did with the arpgr, e hrve to f£ind the

pdded u~ counlin = of the middile ~he 1, Thias orn ~rtually be

done without either addinr u: seprretely or ritine out the

rod square, aimnlv by h"v{n't';gvnhln strinas with the unright

an? 0w rtzu written ont on erch, rnd 3114ing theve rbove the(mdded uj
nr14t111 the cnnat:tetions f'reh'”ith nnira of latters on the
strips direetly above, i | an rn;%'gr“ th ¢ counldnf from the {
row of qwaertzu let'ers, taking the noir of letters in ocolumn ‘
1 for colimnt 1-7 of- the erib column 2 for 27-33 ete. Under

Fig ‘7 {2 shevm-the atrips » xkww set for rerding off :::: of

tlp ndded u- couplings for 53-59, viz . aq.-, The addbd up

couplinzas thet » Bet ar~ o
1-7 27-33 £3.59  79-85 105~ s
nn ‘h’ Ll jln 7m
wh Tns ., wl xv t1
r." L | ¢
.tn 2. 3 21 ’ (f‘”';} 2}' '
;: ) 2y um ;; o Mnasl T»«— na bt d X
A : .
) - 1o .
i ov sk Towb R4 )
an a1 db . ol
hv m Ty gz
1o b pn © ., enm - :
k1 el el - Xn ' & el
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‘-li e Il -
hx '
1k 7 ln
of m b
md ul w)
Jo Ja np
L ]\F'. um
ry ok o
AR ) 72X
M (AN vr
L) ov th
1x rn ry
hv Dl ol
on ot ol

whon v 1t Lhete bhoxens together o fall i r-bly, rnd no e

vy ve Lo naqsume Lhet Lhere 1la » double TeUs monewhenre 1 splte of
the boxes all turning out Lhe @ me ahepe, e r£ind thel this

1o betaen Lh rirn o cond c1lahebeta, and thrt the
roardlnder emn be fittrd together with th o upright

wihnhoovrtlxlyn qeplkinoud )
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| 0N Lve ancond ey anle of Lhe '+dAing ua' method for »

ar-ie here 1L 1o only tual hom ible to vet the problem out,
I— The materinl ta fven In Mg 43 111 reras mdoid uo, There nre

no 'enuldistrnoea' (hrlf-boibern with mqur} diatrnees) snd go ve hove 1
g 2 to mnke rn anelyvaia ahowlne nll the eonaecuences of sny hypothesis
% . th' t one letter followa rnother on the n'wrllﬂl tilig 31). Fop
é ;%_ inatrnee rrom the rnnl-ala wa der thrt K¥XxMER AV, HT ,NF,ZA, are
E .g‘ <11 ¢ n= urneer of l1ll, The venoll letters round the outside

§ xxm vorc put h:t‘ﬁwd'\-ﬂth the mM~king of the rnelvais ~nd were

.-

used in eonnecti n *rith eolumn_p 37,33 of tha =etrrisl, Of coursae
a0 of the consesuences will be frlan ovin s tr).?tllrnovpr, but ns
e r e de~1ing onlr *1th distenece~ of 1 '@ n*n hone to neglect thin
““{thout horrm., ¢ o ple out Xxrg squrrea with a lerge number of
entries in them ~nd follo out th e further consesuence3 of them,
making treca ac hefore, ~nd honing to find oconfirmations, Whem
1t eontrrdletiona '+ lerve the tre- for the present but have
Flga 2¥-30
to remonber Lhe TeUe o0z ihilit  , When we set stuck we e¢=n
aometimes sontinue usins ~on_senuences *hich are of th_e form
trutlt"'o letters rre -t disirnce 2 on the upright, For this
murioae »n annlvals of positione st ~hieh letters oecur is useful
b ode
(FIgle), &£ In prrticuler e no-dlt,‘*is -t Fig 49 , Now VW rnd
WY imnly VY2 end Pi rnd RS 1moly PS° ~nd thene imply on e
. 2
nnother from columns 19,21, We rlso et GL whieh aterts off
pnother trrin of econse-uences involving ~mother conrirnptlolLFEP‘).i
Lventuslly we get stuek with the bits of #wtx uopight
vy
N.qQ PRS
UHJK
FGIL.O
B.E

{e mizht try putting in KA sa » h-othesds, Txixxumtm afterwards

o~

try KB ete.(KA np e rs nt first to give confirmetions, but these
rre bogus. Th e only relisble rule ebout confirmetions is to
» const tetion out ~nd then se= {f 1t

c'n be inferred from the hrnothe=ds), We might =lso try
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YN conatr trtlona ne o ible hieh »re

conacquenge of thoae & lisve rnd oup avellebla Informrtion

nho 1 the unright, »nd then at: prt oft" «freah ~1th qome now dlateanes

on th o upright, H, llut. Lthe & 1a » cuigker rond to succes :,
|

ote the conat tion J L 1 nnd ¥ 10 17, ines we hive J following I

rn 1 following G on the uprich L 1L aeemn highly probable that

we hnve HGL‘ nnd Jl]u . IT thin 17 s0o we hove thia 29 pnrt of the

u right .
[“G]JJ'U see .UllJK

llanee Uu-Sé syhieh 1inides 'KC giving ua this na upright

I*G LN OGN ROGUTL K

IFrom this we get many confirmr t.lona rnd rre rble to £111 in the

~hole of th u'ri-h t (excent AXwhich -oer In the one remeining nlroe),

i."+n +h + the TeOe whirh roturll oaouras hetve n “4snd 2% hra  not

L'in\llﬂnd ua nt ..1]‘
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Jlilcks st unL_L'T'vl_xJ_—‘-’x_i_'.. 1106 ."
= 19 A mathad F“'. ria 1 thes connectiona hen 40 not
knowe the dingopnl, ll[l; ve'y similsr ta.the sxga¥xt beginning of
the gagss, in prlnoini A, .lt depends on mrkine hyp«)'theqeq AXYLE
about airs of lettars being on the sare rod, »nd drewings conclusions

xof thexsxmaxkim Lo the efrnol,th't other nrirs of letters ere on the
a-me rod, swpnose for exemnle thrt i+ our erib "«re the following

conatets ions

5 6 31 32 57 ‘58 83 84
A b F i T U P U
P G T K P R A G

Wle migh t meke th e hy-othesis thrt on the rod vhidh hes A in
colu'm 5 there is G in column 6, Ve could then infer thet there

wrg rnother rod with Frnd E in columns 5,6

, »nd lixewise rods
TR, PU nnd this confirms ou hynothesis th-t there v=s = rod AG,
Proceeding in this w=y we ce; vith sufficient materinl find
gufrieiently muech of some of the rods to bhe sble o find the
dis onel by the smr - method. The smount of meteriel‘’needed is
very creat, Yie a ont r mersure similer to the one for 'mdding un'
viz

(1length-39) X s urre of ~ver-yse corrected drnth
I believe it is :'rf.r‘ ferl'y [ 0azitle ‘0 aolve rnr moblem with
this me~asure les=< thern 20CC, It xeeXxxxIxmxtrEm “hould be nosaihle
for 3000 but might sometimes involve = isre t derl of lrboup, With
the exmmple given here the ne"‘ur*: i~ lpipdo.

when th e mete-irl = s .fficicnt @ rvoid taking h_ypotheses- e‘t' ‘

rendom, =nd choose ones h éech - ren zee rmediwtwlyxts '-'1t.hc;u1;
very much #nelysis, to lead to =2x confirmetion. This would be

the eran for example with thes: co-3t-tions

g 6 31 3¢
B E . R _ E -
V D v D L e

Either the hynothesis thet * fodlor s R or thet D follows it 6n =

rod would be imédirtelv confirmed, ln the .ebsence of other
inform-ti>n the -~robebilitv th onéd or other-of 'n.?g;, # -

.
. ®
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hypoth eae: {a copreat i - ut 7%, our firat fob thereforr isa N
to look for such confleurstiona lattara, A1l that we have to
Ao 1= to +nolyse Lhe mxkerimX conatrtrtions whieh have mxgtxmm

the aame right hnnd “heel vosition, »nd rins round any repatitions,
/n then rite out the ringed conatrtationa on » aeprnrste sheet

(Fisr Y4 ). With the first occurr noe of ench conat tation we

give n number she~in- how fer on the other occurrence 1s,

This mkarkxaX nlnn nlso shews us where the 1.0, 13 1llkely to ba,

It should be mentiomed thrt in the orse of this meterirl there

knorn to ba 13 snart

we o+ two turnovers, The nrincinle of anotting the turnover 13 this .,
Conalder for errmnhle the constrtrtions Ik ot b,II »nd b,X ernd

JE nt 1,1Innd 1,X, The firat pnir of thesr constmtatinns

shows thrt there muat I pve bheen » moupiim peidb in common between
the ooupling nt b,II nn b,X , Likewvise there must be one lﬁ

comnon between those nt §,11 'nd 1,X . It is therefore fairly

1ikely thet there 1is no turnover betwern t,Il rnd ®xX 1,I1, as if
there had heen it would hnve been quite likely thest ~fter tie

Te0s there would no longer hnve heen r neir in common in the
couplingza,. The. evidence from o sln-le such {natrne~ i3 rrther
ali-ht, but “ith = “much metoriel 22 we hrve in our »nresent nroblem
we ern  ix 1t Pedoly cocormtedgx vith no d bt At all, »g osaurrine
betwe n 2z and A »nd hatween m rnd n,

[t 1a worth while writind down »11 the f-vourrhle hvnothears

under the peirs of columna of the rod =~uer {invdlved fFig 351 ).

e have done this »1ly for the nrrt n tom, =nd find thet in five
onsez there mre two frvoursble hvnothease= viz, col, b with e

col, bwith h, eol, 4 Ith § |, col, e with 1, and col g with J. We
hope that in some of theae e~~ca3 the favourshble hypothesrg will
imply one nnother, mekin: them both virtusl v certein, KEESKLX§X

T T L R R XX Y (RN I XA F g LXENR XXNSKNME. The consequences
of the = hymotherrspre ahe n in Figa Yt~ # % |, The hotation is this,
‘n expreasion like OF under the he-4 'dento i1' meane *thet th~ rod
“ith @ in col. d ha~s @ F 1n ecol., §, °nd the strokes ‘éining these
mern that one ecan he deducsd from the other, the ra~a of ¢ ‘nto 4

the tvo hypothetra m & ea-eantislly the a~ma =~nd e have an tmmedi~te

|
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confirmetion, V"ith b énto h we find that both of the firat "

nltern tiveas of the éne hvndthesis con redirct both mlternetive-

of the other, With d ‘ntn } we meneage to connert the t-o pax
hypotheses together and with e énto 1 we fail to connect but tha
one of the hynotheses confirms itself, fmx The inform-tion

we have obtained sbout the rods from this 1is expressed in the Figila
In order to rvoid bogus confirmations in what follows it is as well
whenever we make a deduction to cross out thk one of the

constationg used in the deducti n, Tiwxwxw Uop to this vpoint

the cro=ssing out hea be~n done with red strokes slenting un to

the rirht,(Green vertiesl stroves wer~ u-ced to eliminete
repetitions o _f » constetion, red vertigel strokes to remove
oontrrdicted constatations.,) . From now on for = 1ime we ill use
aimil rly slanting green strokes,

Yhe vt owe o v mowxxNzuExExaxrad v srua ra i iixee iy ixkypxva

UUp to nov we have =i=nlv been trving to 'get a start' , end
a0 lony n2 e aoul ge some Triprly considorerble bits of the
rods aquere fixed we 714 not verr -uech erre what narts they
v're, But now we have ot » fully mdenunte st-rt, "nd we should

consider » nlan of ermpeirn, It snerrl “hnrt we wnnt is Thmx
most
gelmmx et tXre yod xymxrEY to heve xymw of the lettera of the

rods in eolumns ” PO’. prv.p #-W'f'r. &, €+ ey €~ v,

£+ @y, of “mich rny number == aoineide, -rovided ’,r;l-. are

nomt of them 0, XIXOIOOY TR DO XD R BN DTG0 R M YOO
xooDcryex gyrdx If - then find the nermut-ti n which trensforms
col, r into col. r41/erﬁresq-d in eveles » o p 1J or n 26 .
end similerly for col.p+” end col.f«q<F, Aslide of ¥ on the
dirgonel ¢ ill trnafor~ thdswinto one =nother. We get further
information mbout = slide of F o th e diesvonel by finding
the substitutions thet trensform col. k into col, €~ |
and col, L+ ¥ into col, [*Yu<l. EHetwen the two sets of
informetion ve should heve enourh to reconstruct the disgonsl

(unless =13 Ané =a lon- == the bits of rdq‘-rg not. too incomple

\ct,
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In th 8 present ar + orn trke th e columns ¢ ,d4,f,g,1,k;

-iving them the numbers 3,4,6,7,10,11 in~terd f the let'era this
corresponds to P+ 3 MV'3 , U Y A . In order to
zet these columnsg ¢ look on K1, 38 ror aflytrhle hynotheses to wo-k
in order to sdd in the extrs columns, The=e hynoth e es enrble us to
write 11 extrs letters in the Fig klarnd e continue tofrrite in
letters in frnis 1, ure until we rerch » congirmertion mnkit em
rexxkx or » contradiction, Until e rench & confirmation it is
a3 well to differentiste the let ers th rt ~re certsin from the
rest, The hypothese«thnt we scturlly u=ed "ere : xuxkm c ‘ﬁto 4
IQ=SE: g‘nto k XE=ND, After » consider-ble smount of work our
trimt rode look like TFig 44 . The 1linea crossed out sre ones that
heve been rmalgemeted with others, We now think we o=n stert to
look for the disgonrl, and therefore merke up the nermutetions
trrnaforming ¢ into f, 4 into g , £ into § »nd g into k, The notetion
is thet of p Is' , except thrt we =re mostly WnebBle to comnlete the
brackets, an d le~ve dots,

¢ into f
e s e DCY(FVIZTAXHIN ¢ » « SGOPRe s o KEo o  LUB4 s oldee oWew s

d 1nto‘g.. _ -
...KqCI'...AI-'JY.'..GLIJ:..'1'U ,,,...DEBXUR...F.‘ZV.,._'.H....

T irto 3§ - ’ _
...;uTx...UHJnuR.:.usnx...?iA...cx};...yva;;E...L,..v...

g into k%

eooDNDeus (EX) oo KF...TYHZ.. i BLIWURG. s (PAe. o,

:..:D:QQoOOUOVQDO

. d
We heve mowto write th e ¢ into f permut~ ion-over the ££ 2 into 2

permutetion, »nd the f into ;-ovnr the .lnté ?.in sﬁch R way

thet thm = given lette'r ir rh(c, inm' -into 'j-l stende ever

the srme letter in ‘d into.g‘ﬂndlk 1nto'k: To get = start on this
.otserve the configur ti n of the ringed leters. This suggests thet

we arrenge the permutetions in this way

DCY. FVJZTAXHIN
DEBXOR

)



DECLASSIFIED
Authority NINO) 250 b

|

This 19 Curther confirmed mene timeaa  ~nd o oo the nermutst iona

nrronged 1lke thin

(DCYUFV I TAXHIN) MS3GOTI
( EBXORANSYGLIJD) KwcMTu

éYI) JOTK UHJNGRCA LIIPFA

XK O'TYH., D BLJWURG

givins us the pertinl di- onld ~1ide of 1

eeoBCH e s ett DN 1HK e o e LAY LOQRF ¢ o ¢ WMGAV 4 4 6 UP 44 o

2 muat be follovwd either t BYE¥WxpT E,L,W,or U , If it is
followed by U we get

LUB
FrZv

and the diegonsnl slide as
(BCZUPLXYTOWRF DI IHKNIGAV )
If Z is "ollowed by L ve n-ve the btits

ILSGOPR Kl LUB
KWCMTUC, H FPZV

g

to it togzether, whieh we find Imzmx~xiElxixouizrxepxrrIxfrox thzxixzny

IoxoXwed, cen only be don~ li%e this

(KEMSGOPR) (BWUL (}3'3‘.‘.'LUBI.L6';OI-’R}
(HKWCMTUQ ) (FP2V or likxe ‘his {HFPZVKWCMTUQ

i-iving the dir -on=1 slides
(EDNJIHK) (o .. )
(UP)ew.

both @_f which ere i1nossible, If Z ie followed bv W we have the

bits

MSGOPR KE W LUB
KWCMTUQ,H  FPZV

which fit together only e=

(KEMSGOPR) (LUBW)
(HKWCMTUw) (VFPZ)

and =3 before the K conflzur~tion mekes thi= impossible, We
cennot heve 7 follo ed by E because of the imnosaibilitv of

S
fitting KE onto L . The <iagonllyl 1~ therefore
H FPZV

BCSBUPLXYTO.KFEDNJ IHKWNGAV
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After the nrevious exn mlen thet heve heen ¢iven it is herdly
neces :nrv 1o explnin hov to ¢»t the uprirhts of the various
wheels ~fter this noint, “he unricht of the right hend he=l
would be obtained by re-rranglng our blta of rod, snd the middle
wheel b the ethiod desecribe on p. 28 . #ith luck we —ight find
other mesgpges on the srme A4-v with different L.H.W. nositi ns
and so find the L,H.W. unri ht, In the crse thet the lUmkehrwalz
is movsble this mev he rrther trickv 4{pesememtesesesess®) 6 but in
such » e¢rs3#x there «re nr pbeblv no 8trcker, #nd we gshould e
eble to solve other drys by sin-le wherl nrocesses, with the
“nown wh_ec1ls in the it.H.'/e nosition, ~nd hone for the unknomn
wheels to ogcecur in the ../, position,

In the ex'mnle ~-iven rbove the dirconmal is =ctuw 1lly ABGD,..
with Stecker, We migzht h-ve fomm hed = h=tted fundementel
die;zonel with Stecker, <nd of co'rae in auch » ¢ se we could
not heve geid het th fundrmentr1l di-gonel wesg, We should then
have hrd to wirmrmmxkhar ~roced ‘o try to solve other deys
keys by splder methods, without di-eonel boerd, 2nd es~-uming
tem~orsrily some ~rbitrnry di'monnlffundnmentﬂl die -onel, ~nd
Vnon recinrroc~1 steckering, /ith t'»vor thre= such “eys we
should be =2ble to find the ~eturl fundementel dieconel dyv

comprrison of th e steck~red dimc-onerl,



inding n. w13, wteclke  knosk-out

o fvr '® hrvr been drrlin ith the onroblem of getting out the
corneotions of 'n entirely ne tinchine, or one far whiech we know

no rore then th e dlsgon=l, There 1ls rnother oroblem, th -t of

9 finding th e connections of ~ome newly introduced ~h_erls, th s
1= E;. 0old “heels, or ‘! =n- r~te some of the , rep ining ~3 well; this
E é% includ s the e ~e of - ch e of Uhkehrwslz.
% E? The -4 honeful er=e for gettin . out the re whe-1l- 1is when %k
6] Z one of th_eg kno m vher1ls oerurs in th e «.H. s 20sition., IT the
g 'g‘ wchine hes no Jtecker thers is no wif“iculty, .e solwe some messages
g J by singdd wh_eel prooces es, This il be =1i:htly more difficult

then hen "= know the connections of the mid~le wheel, as we shsll
, three o¥ four

h » to iues~ whet is seid in xtn differen_t tummovers. However

TarfimdoxkxExix ‘hen the :....W. rod st-rt h-s been found from =

zueg~ In ome turnover it does pot t-e rn- time to test s mot orebeble

throughout the mesgr.e{thc rods o the verious letters of the
N .
@esssge occur cen be writtern dovn once for all, =nd the mot Hrobsble

punched out #nd run over the inverse oblong), For simnliecitv let us

suphose th_st ¢ heve re-d the nmesges 'e®» right th_rough, ‘e then h_rve

the counling~ i1 sev r-1 tmrEmx consecutive ~ositlons of the middle
*whe=1l, end c n =pnly the -“ctheéod of o 28, 29 to find itz uoright,
In th g ca~e thet the *wachiie hev Stecker we nead r-ther more
d=ta, nrnd ver*much more p-tience, The sor_t of drte thet one needs is

296
crib of length 3b:'ut 70, or 21l3e on¢ of lenzth X8 =nd depth 2. The

trouble ~bout eribs ""ithout ~n deoth 13 thet ode uses u» the
8 grest men of the constgtrtions xfxxx beteen e=ch turnover in

' determain ng the couplin ,

) /n exrmrle is shem of Thom » crib of length 18 *p_4 deoth 2,

| This is to be regerded == one of TEmptireérxmEiodrackarmrgntxitoxn
gre-ter length hich hs- been cut dom to =1llo~ for turnover, The

l text of th e crib is shovm =t the to of Fig 471 . THETWXNTE
sy trrerkwxxiwxtxy Ve nr: taking the worst cese of 13
;tecker., There rre severrl hrlf-bombe= in the orib, =nd we decide to

work ~ith TW, We have to mrike kxmx 17576 different hypotheses,

(epp) corresponding to the 25 hos ible different Pleces on the R.H, W,
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Aad L e poaalble dlffarent 'dltecksr v luast of T opd W, Any A
waaum ot o 1 Loy the l( nlepr v e S o "h“ ' '1"" 1 in) 1'
Lo ros R | "‘ll 3 'Cll"l viinn we hrnwue el thems rodn "f" e men ]Ook

round and e AT the e Ape oqn o other Bteaker whiah cre fonacqusnees

;\n the rod priring« +nd Ahe Hecker wo heve ~1lpa 4y, Any new
Steoker we find m y allow un Lo aat un more asire of rods, o »a go
on until elither no new o nmasaguenec orn he Arrvm (thim meyv ba pethap
~rrnquant.ly the omnn), op thhr? in rn amtrediation, If thers is
confirmmtion nnd nfteywrrda wa cnn Adriw no EEX further oonsequences
It mmny be vorth while bringing in exdra hvnothenan,
In the notunl working 1t aecmn bent to set ths orid out as Bn
Fiz 4% , no th at the coourrences of rny latter omn be spotted st
onoe, We write the jteocker vnlues of the letters in penoil on the
righty posaibly on » 'anz}rntn she~t whioh slips underneath, In érder
to nvoid bdogua oonu-l:otionl we oover up th_s oconat-tention_s with
shirt buttons am th_oy »r uned, Flg 42 shewa th_s working for the
aorreot hypotheais W/E,T/B, The tonverad' latters are shevn ringed,
In order to #hew how the worklnz “as done the steps hervabern
numberad, the number being put sgninat the non‘ptntattoﬁ used =nd
nlno ngninnt thr Steoker vnlues or rod nairing whioh resulted,
‘The work na shovn in nt - ul.ln comileate, It {na Ponslhlc to go
further »nd get!t the Htenkar_vflnnﬂnf 11 lettera excent D ,X , There
are nix or more oevnfirmntionn,
There nre a nunber nf.oﬁhor no~~l|lilpin« Hnnldolkorklnn from
n hnlf-bombe. It dv'«br:utl'v Inreely “' the. nu ber of :H:nnkﬂr expeoted
whioh will bs the mont p;nrftfh]"s !hnﬁ_th; number ‘of SGteoker la low
(any 6) 1t ia probrbly heat to t.rjy.l_m]..f'-h_-ot‘nho-w ne unsteckered and
to look for olioks “hioh hava'ili féur l6ttara unateckered,
[t aerma unlikelv t.-h'-i. :I hd ..'vlf"-h.n'ﬂ 'vlll.'nVnr bhe gonlied, partly
bearune of the v‘llf!‘(mll"l'n.\.f'- l)‘»ﬁ»lv;.lv\»: the rl.v,ht kind of dntn,
Howavior zha muoh the = me -‘#"1.{;l-ﬂ“oSuia‘.ﬁbgmk%Qimﬁ}?'i9h data of the
kind thet arises with the nir endgme, mm.,‘.m-'y‘rina the
ingatellung by Harlvellgmus, ond Lq.n:h;yr-. » serte in ﬁu"\har'nr

coonutetlions at known windov r,'n'!H.\_n'l"' sriding fronm Cll..l..l‘n




o

ll ‘3
- The whe 1 order sy wlio be knon fro CILLIs more -or lesa
e
9 aocurntely, X We no- wrke un rods ivineg, not the effect of going
" % through the 'lells'is but:thl'ouxh #11 three wheels, #nd “'ith the columns
= ﬁ nt coresnonding tothm »11 nogsiile ~ositidns, but to the
B
% ) s 1t ions where thers fr known oonstatetiéns, =nd use then
< Z
d > insterd of the ordinsrv rods: there {s no Ai{fiirultv sbout T.O,.
2 2
1
(=3
=
<
e
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Ibntiflontion_of “hoela
ahan oann | r 11
nn Lo vorify thet It in not
other ku meahine, conveninnt
olna: of
find th e subat ltutionx ~hieh
r

rod agquere Into th. p nexst ('!1’"

rooaonamotlona

of + =hma | one nnetueindly

the healt uaemd In a0onn

of dolng thia {a to

tronaform: ono colun of the

p 4-':--), ' the clea: of the whenrl

found on p 26 wn 13,3,5,7, daxshegxxaxaf oo diokehrwxix Thia

'olass' la Indenendent of whet
to be the to: left hnnd corner,
of th e “heel, It even pemn ina

mrehine with » different din onnal,

rod

of the xhaxX sq1 re ve take
10 la »n shanlute oherrroteriastie
the a-m |If the wheel la uaaed 1n n»

In the e~ of nn Umkehrwn 1z

ve cnn farm the elnat of the substitution oconalsting of going

throughthe UlKev/'s 'nd thon aliding one nositkon brolenrds on the

dinvomnle A 1iat of ochrrroteriaties for the known mroWines ia gdven

be low

! el o'l e lf ,'J'],l
Jervice _machine

1o 1°,6,4,

Rnilwny mrnohine
1,74,2 two mnart 1A,5,2,1
11, 1 .71.4,’
[L1, 14,1,%,1
eKeWs 24,2
Commeroisl
1, 1a,8
I1; 19,7
ILe 17,9;4,X

stxas 28,2,1,1
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GAApLer 1V, dingle-wheel proammsem, (Un«terle ed indyme)
We now mupnpone thnt we know the eonneetlons of the mrohine,

and Lh' L there are no iteoker, 'I'is nraotienlly oresunponca

th t ve have nlrendy rend nome of the teaffle, nnd therefore
thet vwe know noething of th e nrobrbile word: tayet used, especinlly
nt. th e beginiinga nnd endn of th e measrea, Juppone then that

we think thrt n ea e atoring 1-‘1c;.|‘l‘n"jmmzxyx heoomas when
deoipherad DANZIGVON... Weahnll h-ve to teke anverr]l {ndenendent
h'pothesnea na Lo hich wheel Is In the "'.li,N, noaition, unlean

oth er mea nves for the dny hrve nlre-d- hasn solved, Lat us supnose
thnt the purple wheel im on the right, /sahn1l then heve to fanke

26 aeprrrte hynotheaes na to what rod nositlon the wk mesange
atarta in, Whanxwa area trying -out thn vhynsth -asiz ot thex
pra-xiart iz et rodxpaxtitimnx®dx , /o write the mes nge out in guage
with the rods, nnd when trying out the hypoth_sesis that the
pre-atnrt is nt 26 on th_p rodn we nlack out 1.he}od'! starting

with F nnd D »nd 1lny them with g under the g of £he mssrmgo-

nnd erib na In 1y 4%, Ve Tind on the roda »t noaition 4

. 9/3 whieh impliea th rt the ¥V, of DANZLIG ahould heve been

enoiphered nn ' inaterd of J, or else thet there wesa » turnover
betwveen the D nhd the 2 , An e do fhot think thia 1-tter

nlternatlive very 11%elye o on to the h -~otheais that the

pre=-atart wea ~1 1, nnd thia nlao -lven ua » gontrrdiotion op
nlse n 1,0, 0O e zo o' until e try "re-at-rt at 4, When we |

aet un the "nir of roda thet *Qvmna ﬁ’ “an Tind thrt 1t nlao sms

X « 4t e

ua V' rnd when we aet un the prir :-'_lvinp_T"'n zet »lso O, This,
mxkex together with the fret th t there ' "o no oontwdiotions,
mrkea {t prmotiec 11y eorterin th 't & hove found the rizht rod

atrrl.,, ‘e onn then Adeaipher o nra letteara of tle mesange

nanuming th ere »nn no T0, In thit wny vm pet
N

H,N
DANZIGVON JANNMA  “ubeest ing *he decocde DA TOVON GANNHE DM

VV‘." aT.u. w el o n the soeemde 1 Ll 5 ¢

H and MEI'L
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o Ly o doxxExuantly rafors tha n Arider 1o Acnnde more of the
e - we ahnddohamensn - ~ attkmEY tr u~ins the thres
courlings fter the turnower to re~4 » 1ittls =more, Thir {9 shem in
" EC L le not prasihle ‘o 111 {1 the Intaricdicrte latterq
th f1ad 2aore oth er method, Unne 1a totry dreodin- - fter

the WU, “ith verious astumntion: nh ut £Rke hleh “hacl 13 in the

mii-le =~omittm, rnd wh't rol poaition the (40, 17 in, /e shall not
returlly need to o the de-ofing Tor e-ech aueh m‘mH,‘lun’ ~n n
very 1rrre ~roortion of the —~oa-{hilitisa 15 inm ’Qdintglv

#limin~ted by th_eFI sxxxxe'no'n to oecur rfier the Ta?.
t
In fcot '# herve the seven rounlinr- ?ﬂ.*“,ﬁyﬂln.’".td.vh[hqfore the
),
LeUe oN7 b IRTEEY twe O . 1o rTter i1 ehd—eesciblu—eteo—iw,

Authority N

o mEEXYE could t =t the~e eon 1in -~ - ith re~bect tothe mifdle

vheel i the s me ey ec ¢ tre-trd the oririnel crid ~ith
respect to the richt h_esnd ~herl, Hovev r it 1 20! real’;" ==acs-ary
to -et out th_e rod=, 1t is « =172t 1o ork -’ith th_e rod s u-re
ans for ~ach »03 ille »osdtion of the middle -"heel look e#nd see
wh~t eounling before the .,u, i3 g ronte-uenece of om after the T.O.
ror ayxsmonle thee rr- the it~ of r rnAd
]r‘
WA
Vo
-nd therofor If the —essage starts in roF r*‘i*ion 1 for th-

mid“le -hecl e evuplins mwv myst akve oceurrrd be‘o~ the ' ,u,

_ . Jrolour

rdnyp ) ) ‘ n ‘ L ., Porar-aeat]l* thi~ o537t ion

[
‘or the =is-1c wh 1 ig i=pasgible. Tt thy ~iddle ‘heel rods
£ B6 s AL 14 t~ *  rnouthin: ore then thet they

¢ n be used ir decodin< in the '~y dencribe~d on », 14,15, In this
. - Y . - . » - i
way we Tind thrt the only —n= ihl 2itlmx fortthe midile whe=1

is
tifrer ) xrxvrrag wrond  rpyxdc xrxxEvexxmR r-4d 11, ~nud e hevye

for coupling~ ~fter the "L, re,uv, Kt,kh,ws,om,el, o~

srxxexi@xxfryjpwrtkytxyxgyduymx n tlhe aert of the menange

from th e firet to the sercond ¥.0, rrrda

VAU KR RBZOQVE. .V Lol ]
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ol ri11 thi- in to reeca, fortle iolemmat e un to thlgpoint

Proxix ver: Xxnnhe dwox LaVoll o Wik LW 1 B POT B ITTEBLFEIL,
The other counling: mx, rf,jz,21 ern nov be prea off the filled-
X ltopether we no hinve

in let‘ers, . d thix xivaxxmx the ~oupllngs of the "', ., roda
10,er,nl,sx,wo, jm, pH L, yu,z1l,h - cnn decode = deseribed In
Chap 1‘)‘ the tvo remnrinin 1lddle “herl counlin.-s will soon be
found,

We might of coursr use elther the middle vheel counlings or
tiie righ t h nd "'her 1 couriings to rfi.d the npsition of the
Lelie .o "nd UKo .o rnd & could then do th_e decoding on » meohine
inatrrd of ou the rods, llethode for doing thie 7111 be deacribed in
the next 6hr-pter, The rest of thds chrpter will be devobved to

methodls of brichtenling up the mxx firest oerts of the onroces-,

The inverse rods

Inste d of ploking out the ite.re rod3 end leying them axninst
the crib ns in Ilgs 43,44 we i ht ~rite down the mmwmxyx rod
couplings “hieh »r cona uencew of e-ch of the conatntntions,thus
“heh te~ting pre-start 26

TITTQNY

DAY, 1uVOH
omua aKids
szonmgg,

The contrrdiction ~“hieh « found before by settdng uv the p ir ow
n_o shows 1ltself 1+ the form of t o contrrdictorv ocou-lings
ow,0q, In the cr~e ol “re-sirrt 4 hove

L JTTQNY
NAL T YON

g ot A

d our confir «t1 ' (eliocks) O u v titi>n~ of the
counlingn x.:«.,?'. I { ctaunlty «f th d ' wnild lose time
Iin cor i 8 AT TR G irLclnel proe , but ntuslly get
1 ! i Lul )1 E:C 1ia~)

o liv he 1Llne Ll Loavnr u (v ID) ritten out

ro i ionble loasth, o Llied *inver~ roda', @
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'l I xmtx lyvores rods nroed ~fter the letters in th s
orlty, cnd lev them down | wirs, ntrg _ur'l‘ them Lrelverds, This
1 it seen in 'Y 46 , The verlous eolumns 1 this sat-un

90 ul the verlous rod couplingm 'hioh rre aonamsnuencen of Lh
sedb ocnd verl aun hynothene n1 Lo th @ "rwentert, In the figure
the pre=al-ris i ve benn written »long thoe top, but this 1s not
wrt of the ormel routlne, With thls method we enn onally see
ountrn%ﬂlotlonﬂA'!hlnh nre 1ndependent of where the T.0, oocurs
LI rijr pro=atort 1 we havo the oouplings wi, wl,jl nrising
from t,im orib In thnt order, Thers must be n 7,0, stween the

wi nnﬁz thee wl nnd nlao beteen the w1l nnd f1, whluh,-mnrt ﬂﬂ 1
i ' |

dwubla; el Lls lmoronaible, !
|
Mnaks | .
ere la rnother 3
method whieh /i lve~ easen _jinrlly th » arme reault 2 the

| and
1nv'-r‘!%o rods and seemn Lo te r little nuickery to renuire rather

las ﬂarm»nmkj npoarrtus, Ve need to hnve th e inverse squrres
wrltten out with pnrt of the beginning of the squrre repe ted [
akgin ot the b:g’;:‘mtng, 'nd i1 rether amesll letters, In order to
work o prrticulsr orib e take some pn-fie L1 glgyze with the
inverse oblong nnd write the dlsgonal dowvn thoe alde of it, and
XEmNarE R3], mlongcthe s kopg ofn x e o name e o e E Tt X keEgxocte x
Eaxxxxx write the crib rlong the bottom, Then for erch letter of
the oridb (elther code or decode) '» punoh » hole itrmmt in the
column in whioh 1t oocurs, rnd in th_e line nerped ~fter it
(Fiz 47), Vir then move thia meak over the Inveras shlong, Emoh
ddtion of th @ mnak corresond= to - differant at-rt -n the rods,
'h e bair of lattara ahe1ns throush the t+o holes in » solumn
Zive th e coupling ''hiel {7 n conmenuenee of the conatetrtlon written
1/ th nt column(i'l 48),

Another advents,e of thid 1ethod in thet =« cAn test »ll
colours *1th one mnak, This ~dventnyze omn howev r mlso be got by

mrkcing Inverae rod: with mll the colours on one rod,



Charts. T
When v wont to trv the smme dedode fTor xmym » gremt menv

different messnges, »nd nerhaps for mrnv different ~1r0es in the
to

same mes3sage 1t may be worth rhile mnke snecirl statisties for

;E that orib, We o n meke stetistica of the nositions in which there
a "E; will b e 'clicks', There is auite m vroblem as to the farm in
g (:; which the stetiatics ought to be pres=nted, I will describe two
E % forms ' hich h've actuslly be n used; nemed nfter the nrincipal
§ > cribs for which they were mnde, Fiest however I must explsin

:é Pl LDIAN TE ch=Tts . >

E-_J ‘Qh\’" is . neEfect Lorn of ohe ot for une(yrthcn the

NN x ~ 2 %
of the \orgb In\ t A‘! . | %own. ‘?he\o 1,
ox .‘\‘.\.\. o Awswie. B¢ Qg0 The otinr gty
mfor hrs ferent
"the terminolofy I shell use, Let us trke for exrmple the crib

every 1 me jo div}s&on s ncf'ox"d\l_.ngl tothe d

XBR ESCELXX fitted onto = nrrt of the ‘es~rge ALIRCMTWBZJ. There
1a » oliok rs she'n belo™

19 20 21 22 23 24 ¢4 26 1 2 3 rod ~ositions
A & 1 R C T w B 4 J messerge

X B R U E 858 o E' ' L/X X erib

N VY L €C ¢ T « B ' I' U rod

D y G K " C U E Ly A B rod
) n-"} “ &

Aa the constrtrtion s of the cllek =rr consecutive I shall say that
the 'olick distrnoe'is I, W ia eelled the 'firat cipher letter'
rnd B th e second cipher letter, E the firat -nd L th e ~econd
'erib letter~! A~ the firat let er of the crib ecows »t rod nosition
19 ve mxX¥ sev thrt the 'rod st-rt' is 19, As th e first orib letter
& isthe elxh t8h letter of the erib e = v thet the crib nosition
of the click %q 8,
PERCOM AL L. A.:J:"-. rts,

A

This is the rerfect form of chert for use ~h_en the o ition

of the crib in the mes«rge 1s knovm exmctly, The clr.rt heas severa]l

o jor divisions rzcoding to the different pos=ible firat erid

letters, “rch of these '~ ‘or ~ivislons is further diw¢ided into
lines 1 belled +ith the =ecofnd crib letters, =nd columns lebelled

vith the firest clpher <lettaras, In the rumtwmx resulting sme]




[
I

DECLASSIFIED
ty NNO 265000

‘ Authori

.

|

“”
"

reotanges - re veltten the neocon 4 einher letter snd the red start,
Thus th @ elghth m ) or division of » PINCOMMNLANTE tyne echert
mede out for \DHUKIHKLXX would look like thid

A B o . . oL,
xfy, B 1e
wix®
pixd

al)l entries saonrt from the one corr mponding Lo the elisk shown in
Fig A heving been omitierd, The J:“t‘::. written shove ~n @ tothe
righ t of the letters In the i _rmens of the rows Aistinguish between
‘diffevent oocourrencen of the n e letter in the orib, By »riting the
mescege dovnwrdin gurge with the lines of th e chert it is very e~sy
to see the phssidle olloks, "e note down th_e rod sterts, »nd,6 Aif
we find one of th _em repemted try it out by th e method descrided =t
the bdeginning of the ohepter,

SEL t nris,

These have the ndventage over the Pii( OM'ANDANTE tyoe oh-pts '
th st one ocen lnventigaﬁ nll possible pgQitions of the erid in the
message without doin_g them nll in dememdently, but it h ps some
sxmpexr sutimgxdtr oounterbnlmnoing Als~dventeges, In the form in
whiel. they vere made for the Reilway treffio 11 thres solours ;
were put axsmxm togeth pr and there were neparate she~ts for the
different cliok distrnoes, I now think thrt {t mizht be better to
separnte the colours nnd to hove three or four oliek distenoes
on n sheet, In nny omnne the nheets are further divided into
linen nooordin g to the different firat oish r lettera =nd the
entries in the l1inenxre oonnin t of the secon_d+oiprher letter,
the rod at rt rnd th. orib position of the oliok. Thus the olieck
shewn In I'lg g would be represented on sheet ¢ m line W by the

entry B 11.9H In grecn,The ohnrt la usunlly used one sheet ap a time
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the mesare is written out ith nlentv of rom for entries below {t.
#hilst using sheet 1 wmxtoox for e ch leatter of the messerze "6 teake

the correanondin~ line of the sheet ~nd look in it for the letter

which ocom~a next inthe neaf{n,:e. IFor erch such entry thet we find we

et ryxeExtkm enter the rod stert on the men-age under the

Z
Z
2

letter which correanonds tothe first Xxmfxixhx letter of the erib,

We know where this 1is beonuse the eubry on the ocheart gives the

I Authori

I
l__l

erib position, When we et Tmm the same number twice in a column
we tr,vc,“tl;;\e corresponding rod position and position in the message,

A posslble improvement of the 1y out which might combine the
rdvante ‘es of the PERCOM/ANDANTE and BRUESSEL tyvpe oherts would be
to teke n frirly wide columnfor erch click distrnoe, nll the
columns being th e srme width, Ewdxtaxkmym insterd of heving
geprrate sheets, rnd to mrke the l1ines frirly deep, The mesamge could
then be " ritten out ‘.in m*;r,e with the ohr't, However I am afreid that
this might ¥xXx both chart and mesasage un wieldy, Xmmtherrwessibler
tmprovementwouidxkeaxtoAn nltern~tive nossiv®le imnrovement would
be to h :ve seprrerte columns fa the different aoog;gf?:tters .
This would nlso meen hnving rather lrrge oharts, becsuse of the

grent variation of the number of letters themt would hnve to gointo

a reoctangle,



DECLASSIFIED
ty NNO 250 b

l Authori

1
|
|

daking of oharte

Although there im so mueh room for verimtion in the form
whloh n ohart onn tnke the manner in vhieh they are mnde is
fnirly atereotyped, Th ere nre two kinda of oliek to be ontnlogued,
onl@ed'direot'nnd 'oross', Direot olloks nreathone in whioh both
letteras of the orib oocour & th & anme rod, Both olioks in Fig 44

“nre direot olioks. Crosa ollokn have one of the orib lettera on
onn rod nnd the other on the other,

Wh en omtnloguing oross olioke we mnke ¢ niotures like Fig ' .
by writing the orib dimngonnlly nnd f1lling up » squere with rods,
nnd flnnlly copying the left lownr h~lf intothe right upper h mlf
symmetrioally norosn the dimnconal, The different ploetures

> F W A—Qq K PP

=G T ©
corredpond toMifferent rod stanrtas, Enoh squrnre nbove the dimgonal
#ives us »nn entry for the ohnrt, The lower letter ia the firsat
olpher letter,nnd the un nr.lu the mooond oipher letter, The row
zives the cliok position, 1.6, with n BRUESSEL tvpe ohart the
n umber in the '}ndnx' posnition, The olieck distrnom (i.,e.the she t,
with Blﬂjl‘H:H‘Zl. t.v;pn) in detéermined bv how frr th e saqusre isa from the
ceatrnl disgommel; in the filgure the squrres corresnonding to
oliok dist&noce IIL nre ringed in pencil, With » PEICOMMANDANTE type
ohart we should not use the dir.onnls butithe columna, ome of the

txgnintaguingxtaxaxttraat xalinn
squnros do not ocorreapond to nos @ble entrien, nt they oould only
nrliae from rods pnired with Lh emnealves, These mEX aqurrea hve been
aroased out in Iig §P ,

For ont: lnu_ulu;g direot clloks we Yvveto find »11 enven {n whioh
n palr of lelters on » rod o n fit with » pnir of let era of the
orib, e.v.

) S N 1 Ko o KL X X orib
D ¢ ¢ K w ¢ U Kk L A D rod

Ench nueh ar A1l glve v 2Yodiffearent eantriss 17 the ah rrt,




s |

all with the swme oliok distesnoce, rod start and orid positions,
In oataloguing these elther in & PERCOMMANDANRE or » BRUESSEL
ohart it is sufrieient if we put the second cipher letters all in
simi;ar positions snd only once enéerthe remsinin g informetionm,

for ermoh set of 25, l

;ﬂga[tn
Sometimes one will find messr es with ebout 30% of X'S8 in the

AL L AAOOAL R 1LURT
Authority NN 250

decode, These ornn be got out by a 'ms fjopity vote' method, looking

for the R.H.W. startins Hsosition whic] géves the grestest number of
clicks if we mssume the message to say XXX »ll theough,
If there sre ~dtuelly 30% of X's there will be sbout 3 genuine
olicks betwe n X's per T.0. : there will also be an average of
about 0.5 Ximx aprarent clicks srising from letters which are not X,
giving nltogeth er 2.7 clicks per T.0O, with the correct start, Wath
the wrong stert we have one bogus click ner T.0. If we do mot
¥n ow where the T.O. is the-e fdgures heve to be modified, In the
righ t "lrce e heve 3,7 clicks per length of 26, ~nd in th e
wrong olace 2,0,

o Dt orExY o x XN ri Y YenEx C vERs Wi apx ent ik
sxdooxyx¥uxing. ¥ith X-cherts there ~re les~ varistles
involved then with ordinsry cherts, es thvera i{s no question

as to wh ere the orib should be set s:rinst the mess-ge. The

vargésbles involved therdfore ere the first nﬁd ieo’onti iskxix

cipher letters, the click distence, =nd the rod position offhe
first constetation of the click, There are tvo mys of soft:l.ng the
" ghert out, one f-voured by Yendrick =nd ome by Turing.

With Turing's form of ch-rt Hxfirxxrxiphs there sre 26 lines
mamed nfter the first ciofer letters =nd 2€ colurms corresoonding to
the pos-ible click distences, The second e¢inBer let er n\n/d the
rod nosition sre entered in th- squere, ® CH”Tt c°n De used by
writing the messege out in gsuge with the chert, and outting

e=¢ch letter in turn over the corresvponding letter in the left -hend
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column whioch nsamens the lines, end looking for esoh letter mt
amonz the next 26 of the mnni

in the square of the ohart
direotly below it,

* Tt X AR RN TRt ey
tatzarcuxxthwxxy In noting the ick dovn we ExtmExEhE oaloulate
th e implied rod atnrt. of the messsge by subtreoting the nosition
invth ¢ amesnnge of t.h_/o first oipher letter from the rod nosition
of tl;; first oiplier letter, i.e, the number in the square, We
enter ageinst this rod start th¢o osition in the me-sage of th
first oipher letter, The rod stnrt with the grertest number of
entries agnlnat it 1s presumed to b tt{/o right one. To tmmt read
the messnie nfter we have found th e H.H.W. rod start we oan

try setting up th e ro a giving the olioks nnd see if this results
in nny further 1den/t1rionnona, but this hardly ever gives th-
solution, = The zenerally acoepted method is to take Exmxpmwtxy
yutax the oouplings giving the olicks and note down from »
cntnlogue the plsoes in whioh they could ooour, and then teke a
'‘me jority vote',

In mrkinvg nn X-ohart we onn meke n sct-up like Fig §7 . This
will mensure £6 x 26 rnd wilixdsxfarxxXX only one of them will be
needed, It will nimply oonsist of » rod-squeare resrranged with the
X*s down th e diegonmnl, When mrkin t.h\/a entries fo 2 peartioular

velue of
rod position of the fifst ocons'rimstion of theoliok (1.8, th e
w

|

entries vh ere n partiouler number is leﬁon\ﬁn the square)we oopy
n peno
down » line from the renrranged rod-square, strrting imrediately

after the X, noross the top of the rod square, and also the ocolumn

stnrting »t the grnme X, ¥xmk The entry to be mnde inmny column
then

or nAlm seen by looking ot the ton, linving mede these entries w»

rub out. Lhe lines nt the top smnd replroe them with oth era,
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In Kendriok's type of XGohart the smiwmm nemes of the lines
the first i
8ive £hx mmm of the oinNer letters/ "he columa zkve the position

seoend oinher letter emd
of the other oipher letter, and the entrvy in the “quare 1is tb_

pesition of th ¢ first oipher lette rzxemitxtim, This form of ohert 1is
partioularly useful when we have » hunch about the rod st-rt,
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Conseoutive tabloes.

In the nmeoond part of the nroocean, where we »re finding the
poaitin of the middle wheel we omn speed up the work dy the use of
conseoutive teblen, Thene are o two kindn, forward ~nd badkward,
snd look wery like rod squares, The letter in oolumn 18, sey and
row R of the forward oonseoutive square is th e letter whieh
ooours dn ocolumn 19 of the rod with R in oolumn 13, The letter
in 001::: igwo¥ the brnokward oconawoutive aquare is th at whieh
ooours in ocolumn 17 on the anme rod, Llke rod squaremn nnd inverse
aqunres these oonseocdtive squunres 'hnve n dingonnlii,e, oan be
,t!izx‘!:'¥rom n mingle upright by writing 'the disgonal' diagomally
downwrrds toth e left. In our DANZIGVON exnmple we ocould h ave
used the bmokward conseoutives ma moon nn @ we he? found the
oouplings ku,ep,fx,qn,ay,td,vh,lw before the 1.0, and sw,o0a,.le
after {t, We should h v 1ald rulera mgainat the lines o,a of the
baokwnfd oonseocutive square, nnd re~d off the oconsequences
before the T.0, of hnviq’g one nfter 1t, in the wvarious p&uq1)1.
positions of th e middle wheel, nnd would have looked to asee
whether th/,se oonsquencen were 6onlil}ont with oud data, We
sh ould then hnve repented with ws mmtxthaxvmmitiwx looking onmly
at the positiona oonsistent with oa, The forward oconseocutives can
b used wh en the plnoe haa beon found for resding off the
oouplings nfter the 1,0, (nlthouzh thim 1s only » amall ndvantage),
or in n anne whore wo hnve stnrted from the end of the mesnnge amd
worked bnckWhrdlp.

/
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Chepter V, Coupling catrlogues

when ve hrve found the rod 'ositicn of the (,H.W. end e few
coupliigs 'or = mes ag@: it is possibleto find the postions of th
oth-r wheels frolm s suiteble cetalogue,

short catalogue

Un ¢ metrod is to try independently »lﬁthe nos~ible positions
for the middle wheel, e shell "~ snt to Emov th e middle rheel

-
courlings which #re consenuences of these verious assumptions,

This c=1 be dome by settins; up inverse rods for the middle whe=1,

L
L
£
[
=]
=
<

The rods rre orire off ncecording to the "'.ill... counlings, i,e,
e e Ouwput, Exximx¥igxxxx,lhis hes bern done for the the coupnlings

ku,fx,ep which rrose in the DANZIGVON crib in Fig 51;, s uning
the red wherl in the niddles The peirs in esch column of thais

set up glve nrosgible .l... couplings. Je hrve mxix now to find out
whether these couplings =re pos 'ible. Our procedure is rether 4d&kff-
erent cccording as the U,K../. does or does not rotate, In the cese
thrt the U.K... does not robste it ill be sufficient to have =

(the rows end coluwmns lettered pref rebly with the disgonel eslphasbet)

Foss sheethzm in which, in the RW scurre thmxx ere entered the

vosition s of the left hrnd vheel ot mhiChFE;%rfII!ttll RW is
one of the prirs in the L.H..!. output rlohnbei. This is knom =ss
the 'short c~telogue' for this wheel, To use 1t in connection with
th e DANZIGVON orib we should t=ke erch column of Fig §% in turn
and look up the peirs in it on the short crt-logue-nd see if all the
s uare~ hed ¢ nuwiber in comiom, If we found such e case tqlg number
in the squere would glve the L.:l. . Trod ndsition, and the column of
xth Fig y§ w uld give the !',iW. Hosition, Acturlly the U.X. . rotetes
for our excmple so thet w=» should hsve no succeas,

In tgu? cese thet th e Uerei rotaLa;)we necd essentinlly the
=

seme short crtelogue, tut "¢ errenge it slightly differently.

In sterd of LF/- lire~ of the crtrlosue corre~-ondines to fixed N
output letters thev corresnornd to “ixed disteces on the Ainfgan " o
bet e n the output let er-, [his = e sern fron Flgs 0'176'3 which
illustrrte suech = rrterlocue, The pririn-= ere 'ritten stove the

moxitimnzxinxxxtah o they ogourx figures ~ivin- the -osdtion= Lm-
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of th & L.l.W, in whioch these orirings occur, the U.K.W. &
understood to be in the zero position , Edther form of short
ontalogue mey be made by setting up ths L.H.W. rods paired
"noocording to the U.K.W, ea in Fig g!:, and enalysins the resulting
prirs,
To understrmd th use of the sh ort omtelogue “hen the

U.K.We rotetes we must mmkimm remember thet 1f the Us;K.W. and
L.HW. are rotsted in step the effect is » Rimmm slide =long the
dia-onel of the resulting peirs, If we =re given actusl nairs

far whioch the U.K.W. wers not in the zero nosition we cen slide

the pairs along the disgonsl until we heve perirs whioh would have
ocourred with the U.K.W. 1. the zero vosition. This will show up

number

on the crtnlogue beceuse there will be » YIxkimx in ocoommon in th e
squares under these peirs mm, |For instrnce in thvg oase ofthe

DANZ IGVON orlb we found the m;ddle whe=1 to be imxzmm red in
pdsition 1‘ This gives the middle wheel oouplinsgnm

na consequences of the K,H.W. coup'ings an,uk,fx,ep . These oan be
rerd off from Fi- 51{, although of course we should only set up the
M./We. inverse rods in r crse where we did not know the M.,¥, nosition,
If we slide mxpRyywuyxh FEyXEFRTXIWXNpr,hn,ev,uy ten nlmces forwerd
mlong the dis-onerlwe get wg,mi,zf,ke, =nd in erch of the squares
wg, mi,zf, ke on the green (L.H.W.) short ceatelogue e find the
number 4, i,e, these prirs ocecur at U,K.W, O L.H.W. 4: oonsequently
- 4Qn,... OOCur at U,KeWe 10,Leli."/014, Tq/g mechenio»l oproocess

would rotunlly be to temke pr on the smrll shert of the crtmlogue
and 1'y it rininast ve on the large sheet, '"his sutomaticmlly results
in wg and éi bolng together nnd ell other peire of peira resulting
from sldding pr,ev nlong the dimgonnl, We look in the pairs of
squaresto se~ if theie mre numbers in ocommom, Yhen we find such a
c ae we have to look in » third aqurre reaultins from aliding tn“,
It 1a na wel! therefore to hrve rulers in gruze with the

oatnlozue to memaure off the distancesa, Havin- found the rixh/}
rmount of sllde forverd on the dirgonml, {,e, to fhva r1Jh1 ‘l\n the

o trlopue v onleulrte the positions of the wherls from the farmulee
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UKW, position = glide forward on dimgonerl

L.H.W. position = number in squere 4~ slide

The Turing sheetg

The short omtrlogue should work verg well when the Umkehrwalz
rotates, and there is no informeation xkmm connecting the rostifon
of the U.K.W. with the positions of the other wheelsyxmaxthm. In
the omse of n fixed U.K.W. we orn often mrke use of an anmlysis
of u.H.J./oouplings.

The 1lay out of thvp ocrtnlorues 1s larpely determined by the
speoinl method wintwixix by which they srre made, but it seems to be
reasonably convenient 11 use, The omtrlopue 13 Adivided into sheets
numbered 1 to 13, Each of these sherts consists of » 26x28
squere with mergin rt top and left hend side, preferably on 1/3"
geuge , TWXXEXEPIEXERXINEXXINEixxgivaxtioatiztaxeexr axgx g

| b ke ey b e Trecry | FErEiE rmE E T TR e St
xhiwxet xexx i st o aoEEEE i T i x i f e e x pr i pt xin ke
tTiomxekx i rx P exarihams xa raxokexedxkxkax2@, One such sheet is
shovm in Fig ¥b partly conntruoted, The letters and numbers in
ink ere the omly ones oconocerned 'when the sheets rre being used, the
others being pert of th o constructioh, rnd left on to h;lp in

traocing erroes, ''he entries 10,11,71 in the anouesre in ool mn

oounling
15 »n d the row ith KV in the "wryln meern thet the mmixe KV
oocurs when the M,". 1a 1n io0aition 1% #nd L.H. e in any of the

positions 10,18,21, In order to frind the noaitiona at whioh two

oouplings enn oocur we hrve only to find the corresnonding lines
of the crtnlogue » minat one sanother nnd compnre the numbers in the
ndjrcent squrres, IL 1a feirly QHuu to find the right slert

Qveowunn the nuwnborr of the she-t gLVvﬁ the dlsternoe nlong the
dingonnl of the two letters of tLhé pnir, e,z, K nnd V are at

dlstrnoe $ nlong Lhe dirgonnl (hPYAu!)nnd 'V socurs on sheet 5,
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The construotion of the cetslogue @epends on meking almost g8
sinulteneously a11 the entries oorrelpandinglto pxixsxtux cnses
in which the current flows through the srme two wises of the M.V,
In the vertislly constructed sheet © in Figﬂ some of the
disgonals have been filled in fully, ~nd erch of these corresnonds

to a peir of wires of the M.'. As the M,W. rotates the rod
i points at the right hend end~ of th e wires move sterdily
Z beckwards ~long 'the ddaonel'. Ve see Extxtiimx ml7o thet aa (ot
'g move along the filled in dimc-on~1l the rod nosition ste-dily
§ J increrses, rnd the letters in the prirings meve slide beckwsrds

along'the'diagonal', Meanwhile the left hond ends of the wires
are steadily rotating, so thnt the midile wheel couplings ape
slkding along 'the dirgonnl', The entries in the squrre=s are the
positions of the L,H.: ., where these ./, couplings cen occur, and t
the slide r~lond the dirgonal emounts to » dingonnl. movement =long
the short c~telogue, Take for inst nce the #ff f lled in disgonsl on
Fig ¥ nerrest to th e veni r~1 di ~one1l, The saoon‘on?ry onthis
dieronel is 7,5,16,26 “hieh 1= the entry »t HL in Fig 51 : next
slong the dlrgonrl in Big &P ls the en'ry 10 which occurs =t GM
in Fig 47/ , #nd =0 on , the di-génel in Fig 8"/ veing repertea
beockwerds in ¥Fig 6% . '

This phenomeno: mry rW be explrined *ith refervence to the
rod square, insterd of the wheela: this is reslly more preotienl,
ns we heve to mrke the ontrlo ue up from the rod squerre, A pos-ible
method for mrking up the ertrlogue would hinve be:n this, 'n eleh

psquare on th e she ts we ‘-.'r%&o“i‘x‘x-, in nnctl _12. MaWe couplings

whieh would be necde” to .roﬂoe ﬂmxiﬁ.-.. ouput weeweeed -t the
Meie pbsition glven by the/ colwin L hileh th o mqusare ogours.

To do thin ali ul? hrve to rilte Ao Il e ¢ line the inverse
rods nemed sfter the letters «t the Leginnin - of the line, This

ho= besn donr | nart of ¥|i b1( ) H aorner), We aould
then hrve tir ~muere filled “‘1th ous inveree (.4 ¢) =~urre, with
top end botton reverard, rn d ~nother ~uoh reversed arurre somewhrt

displreed umrrdmn, T™e entrde 1in , .re itk could be obt-ined by
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repAleoing esoh palr of pencil letters by the corresponding

entry on Fig i y le¢, by th e position of the L.H."., at whioh
thet palr of letters ooours af L.H.W. output, Now the whole of tim
penoil square onn be obtrined from its ton line simply by fillind
in elong dingonals, Translated into terms of the green ink entries
this memns to say thet we only need to be given the positions at
whioh & start oopying from the short ortrlogue,

Arotually we copy out the diegonels of th e short oetslugue
onto steironse shaped strips (known m= 'Christmes decorstions' or
*hend frills') in reversed order, with the position in th e
short ocatrlogue written mbove eroh square, These h.rnd frills
are numbered by th.e (oconstent) distence epart on' gonal'
of thee peirs of leWters on themj e,§. in the ha shown
in position for oopying in B [Fig "B I end F are at distance M8
on qwertzu and so are D and )&. Insterd of motually fu.n.ﬂ 4in tke
whole square with pairs of palnon letters we take the entries whiech
migh t have besn made in the too line, an 4 write them in the top
margin, *nd slso mxkm put th-e entries whioh might hawe gone in the
left hend ocolumn into the left han’ margin, In order to find what
han-d frill to use for r» particuler disgon.el the distences spart
nlon-g qwertzu of the letters mlong the ton mre onloulsted, Thia
should be done quite independently,to-gilve r oheok on inocorrectly

oopied letters (see 'lMymdlo numbers'),
The rerson for hawing the imegzinary pod squeres implied in the

oonspruotion inverted im {in order that the writing of dlesgonals
may be from left to right and dowmwardsa, whioh ia oonsldered essier

than from right to left nnd dowvnwards,
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The tgmxX oh lef a.puuuu- ot‘ t.m 'ru-i.u sheats is to the
soluticn of eribetrem o Jength OF ® S0 6 LS00sres 10 bob & the
inverse rods ss ususnl, but find thet EExEyExXEXExtiE by no mesns
all th .h'_.m—“ positions nre oliminated by ocounling contrsdiotions.
We therefore look to mee whether there is sny nosfiition in whieh
S ot Pheed order T rT 11 n:ﬁgt;,“w;piu .:' e r-
oipher m. We met up th & inverse rodm »n in Fig for
enoh oolumn of the resulting set up oompere the uml et the
oohlo“m nemed sfter th e pairn in the ocolumn, For eaeh pair we
shall wat to find quiekly thra right gheet en whioch to look, sad
this meand subtrseting the pairs on the disgonsl (i.,e, finding
their disteance apart on qwartzu), To 4o this we osn either have n £
table of differences or olse use 'mystic number rodas’
"Mfatio numbors'
Fig ¢ shows o teble of 'mystio numbers' for the red wheel,
The meaning of the tehle ism this, Teke the 8th line for av-mnle,
It oould be mnde by trking x=mt inverse rod Q ~nd inverse reod 0,
“0 being eight glnces on mlong gh fiugenxt rrom Q, W leay the two
erix:thor snd find the dlfferenoces of th o resulting pelkrsi e.g.
the xiktmg entry in line 8 im 6, *nd the fifth letter of th e red
inve@se mguxrmxixm rod ( :- Y, the fiftth letter of inverses rod § 0
is ¥, snd Y sand ¥ rre fixmx-pert on qwestsu(FOHJKFY), If them we
hed » set up of inverne rods inoluding the pair QO we ecould use
the series of numbers of line 8of the myntic n umberw to & ua
on whioh she ts the verious pairs should be looked up, Hovever we
onn also use line A of this table on menv other ceensi na, Suppose
for axsmple that the pair I8 of inveras rods is up, The asgies of
shests on whioh we have to look is sgein Llven by line 6, dut we
have to start in th e third ocolumn under ® {natesd &f st the becinnin

urdew G, Julte "l‘mvnnlnnvl. nrren emen_t s Lo heve the lines of

thd teble vritten out on red 1 pruse with t.h\) Inveras roda spd
of double length, (Thin wes onbe done for the serviee anohine whe}
[ily Three lluea of th & tehle ware pul onto exmk thres sides of
Ir Lnox's blenk wooden inverse rods, -nd the fourth slde ococunied

ith the 1atter of the Alagornl, 1n that o = AEB A BCDyse TUL wan
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& dsfixeys sh setd G5
- In cones where the wheel order is unknown it is useful to
have GRRxshm the positions WEEm ~nd vheel orders where s coupling

- '.mmnnmw.n-uru-mru-¢

- couplings fersible one puts the cstelofue into the form of punehed

f sheets, which ean be leid one on to» of ~nother, These ~re knowm
_53 j as Jeffreys shects, 3 k
= 11 T he rotusl formm of the Jeffreys she-ts est~logue is this. These
g f ere 525 sheots 1belled ABGAC,...AZ,B0,c.e,Blseecsecspone The Boeh
2 . sh eetx meesures 26"x204/6" plus margins of sbout three inshes, |
= 5 They sre divided into skt eolums en inch wide, m u-u ol
WE_J deep, The whole is further subdivided into squeres /l z /‘ 2

The /l x 1" redtangles corresnond to the different pos=ible reod
L positions of the L,H. and M.W. The subdivisions of the reetangles
| correspond to the twenty pos-ibl wheel orders for L.H.W. amd M.¥,
} with the five first wheels of She service m-ohine.
|
|
|

‘ Jeffreys-Turing sheets

There is e possibility of speeding uo th o work with short eride |
where the U.K.W. rotetes by meking the Turing sheets in punched form,
Suppose we expend every squere of the Turing she-ts inte = rectengle
| 7/6"x4/5" divided into 28 smell squrres, numbered 1 to 26 with twe
r unused, »nd for esch entry om the Turing sheet pumeh a hole 'n tha
corresponding smell squere, Then th e effeet of leying two of th e !
sleets on top of one nnother, in suech e n; say, that the lines
WM end CR ooinoided would be to give im us the positions in whieh i
the two ocouplings VM and CR oocur when th e U,K.W. is in the zere |

positions we elso get the posltions in whioh the couplings amm

| 8114 slong gwertzu oecuri! but these sfter meking » correstion for
.th e emount of slide are just the positions »t whioh ViMand CR ooour
inol#ding all posnible rotetions of the UK. W, One would presumably
normally plemor three she-ts on to- of ons snother, and there would
have to be four different 1ryings(becruse one could not heve the

she ts in oylindriesl fomm), For this rer=on it “ould be better to hu!(
the shects in double depth,but this would probesbly be out of the

question,

sbprdbaorl ik o by
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not » gucoess nn the rods were |mm oopled), For the orid

BRC ;
ARX th ese myntio number rods lrra shovn in position over the j

inverse rods in Fig 677, Every fifth letter from the too Fmw of
the mrystiec number table is mlso shown,

Another use for the mystic number table is in the meking of the ‘l
Turing sheets, The lin» of penoil numbers ~long the top of sny
sheet 1s th4 lnn e of mvstio numbers with th & sheet number »s its
lime number, smd strrting ot oolumn L, Gepaw Fepe ¢80, 3

The mystic numbers orn of oourse be made by motusl subtreotion
from the ilnvepse rods, liowefer it is -otm:l:ly enajer to mxkmxihe
sxhtramtiux do the osloulation lli.n terms of tle letters of sn
upright, It turns odt th.nt one onn mansge with on-e upright, whioh
one subtraots from itself, stagiered wapious nmounts, One ean
tixeretuzs transfo m theoe letters into numbers mmm to simplify the
subtreotion, Ishell not give th_e detrils of this,

EINS ont logues

I.ﬁ this ohapter and the lrat we heve not exherusted =11 the
possible methods of derling with the Unsteokered enigme, »nd enigma
with known Steoker, When the Umk-hrwalz does not rotate we osn
oatalogue the result of snooding » ahort word suoch ss EINS st
every nos ible nosition, The deteni's of thim are axnpleined in Chapter
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When one hen n -uihm enigmr to desl with one~ problms
neturally divide themselvss into what is to be done to find the
Steoker, and whwt is to be done ~fterwards., Unless the indiorting
system is very well design ed there will be o nroblem st #1]1 when
the Stecler h.nve been foun 4 , »nd even with » good indicsting
aystea we shrll be ajjle to mpnly mimgizxwhmx: th ¢ methods of the
last two chapters to th_e individus)l mesarnges, The obvious example
of s good indioating system is the GCerman Nevel enigma oipher,
whioh is deqlt with ia Ohnptorg_ +« This ohapter is devoted to
methods of finding the Stecker, Neturnlly enoush we never find the
dJteoker without at the srme time findin< much other information.

Criba,

The most obvious kind of dete for finding the keys is » ‘orid',
i.e, » meninge of whioch m nart of the deédode is known, We ~hell
mostly aasume thrt our dete is » orid, nlthough sotunrlly it mey
be » number of cohststeations rrising form mnoth er sourcd, €.&.
a® number of CILLIs or »n Naval Banbarismus,

ZORTIWEEPYYWEEPY methods.

It is sometimes nosnible to find the keys by penoil and paper
methods when the number of Stecker is not very grent, e.8. % to 8,
One would have to hope thrt severnl of the oonstatations of the
oridb were 'unateckered', The best ohonnoe would be If the same
nnip of lettora oocurred twiee in the erid (s 'half<bombe'), In
this oemne, assuming ¢ or 7 Jteoker theres ould be a 28% ohsnee of
both econstrtetionn being unnteokerdd, The nositions »t whieh
thene oonntntions oconurred -~-vu.l<‘ be £ und by mesans of the Turing
sheeta( 1f th ere were tliree “heeln) or the Jaffreva sheets, The

positionn »t “hich thims ocoourred gould be sen-retwmly tested,

Anoth er posnibility im to net un th e inveras rods for the o-{d
and Lo look for elloks, There in qulte » 0nd ohanoe of mny
nppar@nt oliok bedng » recl ollok nrluing frem beorune =11 four

letters lnvoly d are unateokered, The sonltlion 0 the right henA
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wheel 1n given by the célumn of the Llaverse rod set-up, and we e'n
findalll possible positi na where the oliek coupling escurs from
the Turing she ta or the Jeffreys she ts. In some oases there will
be other conatatstionn which are mede us from letters supposed to
be unsteokered beoause they oocour in th e oliock, »nd these will
furgher mo the number of nlsnes to be tested,

These methods h ave both of them given sue essful results, dut

they are not pmotionble for onnen wh ere there sare meny Stecker, or
even vhere there nrv few dteoker »nd m ny whe:lorders,

A_nechanioa) nethod, Ihe Bombe,
Now let us turn to the onme where there is - large number of

so many thet mny nitempt to meke use of the Emetxthxx unsteekered
letters is not 1ikely to succeed, To fix our idess let us take a
partioular orib,

2 3 4 B 6 7 B 9 10111 1 1"1‘19
L‘DAQOZSIQHIIIIL M r’
IIIZUBAETZEZU‘(VOI

A
K
20
Y
T

pu' Row

Presumably th e method of solutinn will denend on teking ‘.‘
hypothenes abdout parts of the eys mnd drewing what conelusions
one o~n, honing to get either a oconfirmation or » contrediotien,
The parts of tl;o key_s involved rre the rmixmixrtxmfxihs wheel
order, the rod start of thé orid, whether there nre smy turnovers
in the erid and if so wiere, and th_p Stecker, As regards the
wh @71 order one im slmont bound to consider all of these
separantely, If the oridb were of very gresnd length one might make
no assumptiom nbout whet wh eels were in the L.H./. position
on 4 MW, ponitiony snd apnly th & method “» have oalled »
'Oteoker knookeout' (an sttemnt of thin kdnd wen made with the
'Feindseligkeiten' orid in Nov, '59), wmitxtn or one mizht sometimes
make assumpdions about the Leli.ve and My, bBut none, until » '‘ate
stage nbout the R.llsWe In this onme we hrve to work entirely
with oonatetations where the ligll, Vs haa the arme nonition, This

mothod wae usgd for th e nr;b from the ftegxaf Jjohluesselzettel of
the Vorpostenboot, with suoressi howsv r i shall sssume that sll
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wheel orders rre being trerted seperstely, As regesrds the turnover
one will nor slly teke sever~l different hypotheses, e.g.
1)Fuman between positions 1 rnd 5

2) " " @ 5 and 10 Wo
3) n n " '-1 10 and 18 "///

4) " » 15 =nd 20
5) " . 20 =nd 25

gt

With the firs' of these hyooi;nes+- one would heve to 1..an
constetations in positions 2 to 4 ews, amd similsrly in ell

the other hypotheses four oconstatetions would hve to be cmitted,
One could of course menage without leeving out any const-taions

at 81l if one took 25 different hypotheses, snd there will slways
be e problem as to what constatetions oan best be disvended with,

In whet follows I sh all assume we ere working the T.0. hypothesds
numbered 5) above, We hrve not yet mede sufficiently meny hypotheses
to be eble to draw any immediste conclusions, »nd must therefore
either assume something shout th e Stecker or about the rod start,
If we were to essume something mbout the Stecker our best chanee
would be to as=umethe Stecker vmlues of A ~nd £, or of E »nd I, as
/e should then have tum tvio oconstetetions oorrected for Stecker,
with only two Stecker essumptions, With Turing she-ts one could
f£ind sll pos=ible pirces where these constetions oocurred, of

whieh we should, on the rversnge, find nbout 28,1. As th_pre would

be 686 h_ypotheses of this kidnd to be worked we should gemin very
1ittle in comprrison with separate exmminmation of all rod sterts,

If there hnd not be n any half-bombes in th ¢ orib wo should have
fared even worse, Ye therefore work nll nom ible hvnotheaes ne to the
rod st rt, snd to aimplifyv this we trv to find chareroteristica of the
orib whioh sre independent of th e Jteaker, Such echrrmeperistic= een

be gea moat eraily 1f the orib 1a “ut in to the form of » nisture

!

|
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like Fig s", + From this plocture we see that one cher-oteristis
ie independent of th e Syecker is thes there must be slletter
which enoiphered at either position 2 or position § of the eid
gives the seme result, This may »ls0 be exvressed by saying
that th_ere must be nFotur uktuh such thet, if it is emeiph-
ered » position 2, snd the result reencivhered et nosition S
the final result will bot:.lg)“e-riglml letter, Another such
condition is thet ZhxmmrExExmxx letter wii encioh ered
successively »t the positi'ns 3,10 must lesd besck to the
originel 1etter'fh1!:; other conditions of this kind are Shat
the suocessive encipherments at positions 2,283,3 or et
2,9,8,6,24,3 or at 13,12,8,9,5 sterting from the seme letter
as before must lerd beck to it, There are otle r such series,
e.8, 13,12,6,24,3 butthese do not give conditions independent
of the otherws, IEmtrmxxizmxsthrrrusmitiizsscetracttttessad
kxik The letter to which all these multinle encipherments axe
applied is, of course, the Stecrer verlue of E, We shall eall
E the 'central letter"; Any letter osn of course be chosen

as 'centrel letter®, but the eholce affects the series of
positions or 'chains' fopy the multinle encinherments., There
are other conditions, es well =s these that involve the
multiple encipherments. For instence'the Stecker v-lues' of
the letters in Fir must s1l be different, PhwxmxiSEamkwrrs
raEETrrexiirxintisrzxthxt xenexgrixxrixkimxexrisux The Stecoker
velues for E,I,M,%,Q,3,A are the letters thet rrdse at the
verious strges in the mullitiple encipherments =nd the velues
for W4T,V,N,D,K orn be found sin lerly, There is malso the
oonditi »n'thr;’c the Stecke st be selfer-oiprooel, »nd the
other pn::z‘or 08 | 57] , P&BaU=0 nand R-H *ill 1m0 restrict the
posnibilities momewh _st, Of these conditions the multiple
encipherment one is obviously th e eanlest to rnnly, rnd vith

a erib ra lon ¢ me the one rhove Lt will-be-ouite-swffielent
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_‘metu rely wents to be sble to perform the multiple encinhermts t
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this ocendition will be quide sufficient to reduce the mumimme
st possible positions to a number which csn be tested By h-end ‘
..nm It**is sotuelly posaible to make use of some of the .

otbof conditions mechanioelly also; this will be expleined later,

» In order to npyly the multinle enciphe ment conditiom :' PO
®in one overstéon, To do this we make a new kyind of machine

we cell e 'Letohworth enigme', There ere two rows of contects
in a Letohworth-enigms esch lerbelled A to Z end celled the

. input miix and output. rows: there rre also movesble wheels, For
each position of en ordinary enigme therr is 2 corresponding

position of th e Letohworth enigme, »nd if the result of
eneipher-ing F at this position is R, then F on the innut row

of the lLetchworth enigma is. connected to R on the output row,
and of course R on the input row to F on the outout row., Sueh

a 'lLetechworth enigme' ocen be made hyximwimg like en ordinary
enigme, but with =211 the wiring imximpiizwkim> of the movable
wheels in duplicete, one setof wires being used far the

journey towerds the Umkehrwslz, =nd the others for the returam
joumney, The Umkehrwr1lz hes two sets of contsots, one in

contect with hwm mEirswirxstrrertrsizreaximriwticrmicsttecet

e riringxetxt e Xirke rvr izt S ranx e EEEr Tt
sexkewks contsct with the inwerrd -journey wiring of the L.H.W,.
and one in oconteot zith the outward-journey wiring. The
Umkehrwalz wiring is from the one set of cont-cts meross to the
other, In the mctusl desii:n used there were some other differences;
th e wheels d&d not antunllly t"jO"\e into conteot with one another,
but each ceme Into eonteet with » 'commut-tor' bdesring 104 fixed
ocontscts, “hese contaots would be sonneoted by fixed wirine to
contreta of other eom utetorn, These ocontereta of the commutetors
can be rera~ded ma phvsierl coun‘ernerts of the 'rod nointa’

rndfouatput noints!' for th e wherls,

P —



DECLASSIFIED
ty NN 250

‘ Authori

|
|
k.

If one hes two of these 'Leteldrth snigwms’ one eon
eaonneot the output roints of the one to the input pollnts of B
the other »nd th em the comneetions throush the t-o enizmrs
between th e two sets of eontrots left over will give the
effect of susce-sive emeisher-ents »t the ositioms oecupied
by the two enigmes, Neturelly this wen be extended to
the cese of longer sories donbi“ the ocutout
of each being comnested to th s innut of the next,

Now let us return to our erid »snd see how we ecould use these
letohworth enigmas, For eagh of our ‘chains’ we eould set up »
series of enigmas, Ve should in fere' use 18 enigmas which we
will name as fdllows

Al A2 with the respective nositions :.8
D1,D2,03,5¢ 209,56
2170285 04008, 1801200008

By 'posdétion 8' we here mesn 'the nosition at which the comstete
etion numbered 8 in the ecridb, is, under the hynothesis we are
testing, supnosed to be eheinBered', The enigm~s are conneoted
u» in this wey: output of Al to inmut of A2: outnmut of Bl to
input of B2: output of Cl to imput of C2, output of C2 to imout
of C3: eto, This gives us five'ohnins of enismes' which we may
oell A,B,C,D,E, »nd there must be =ome letter, whioh enecinh ered
with esch ohein glves itself, e ocould erally arrange to have
nll five eh.ains oontrolled by one keyboard, »nd to h ave

five lsmpboards shewin g the resultsof the five multiple
encipherments of the letter on the dnressed ker, IfxEhEExwerk
wrxxrexitrcentnxxtEmRs \fter one hy othenis ra to the rod » art Med
bean tested one would o on to *he next, »nd this would usunrlly
involve aimply moving th ﬂ;ktvll Jis o of erah enicme formprd

one nlase, /hen "¢ n~omitionm of the F,ls & have be'n testad th o
{s n move farnrd tno, ™1 "oy ant AT the
he 1a 1§ aten nen ha v . 11 1 ceh- Al 1].'.‘ the rish ¢
a ¢ rivan st inunuely v m Ane aha e
hend - herla o] '. tven o 11y o e ahefE, ~nd the

motion ~f ) thep *%e 1% %eln ~ontrollsd hy = sarry mecheniasw,
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It now only remains to find » meshanliesl method m

wh pther th » multi le encipherient eondition Is fulfilled,

This osn be done wont Almply If we sre willing to test esch
Stecker vealue of the centrsl letter th roughout »1' rod st-ris
before trying the next Stecker vel e, Emrthtsrewsy-wxrisverss
ertrtrrurrent vy ente rtngow 1 1y th v tngre tr ey

Sup ose we are Investig tiing the ense s whare the Jtecker walue
of the centr-1 letterts £ is K., We let »x ourrent ente- »1' of

the cheains of enigmen st their K input noints, »n 4 »t the K
output points of th e ohains we put relsys., The ‘on' points of

the five relsy » are put in series with » battery (sey), »nd
EXERrIEE xtki fio nnother relay, A ourrent flows throughthis last
relay if snd only If » ourrent flows through all th e other five
relays,i,e, 1f the five multiple enoiph_srments anplied to K »l1)
Rive K, When this hapoena the effeot im, essentially, to ston the
mechine, »n d much an osourrense 1s known st Laetehworth as »

"str- ight*, An nlternntive no~aibility is to have » gulekly
roteting '.;;an:’i whioh, during » revolutiong would firast
conneot the Input® of th g cheinn to the current sun~ly, »n? the
output points A to the relrva, sand th en wuld sonneot the

input rnd output polints B to the sup ly *nd relesys, In »
revelutin of th_e sosmner the outpu' »nd '‘nput solnts A to &
would all have theip turn, »n@ the rlght hand wheesla would

then meve on, Thim lant pon ihle solution wea onlled ‘serisl
sannning? apd 1ead to nl)l th o possible forme of re latmtion
baing ¥nom an Alffeprent kin o of Asesnning', The almple noa;lhlllty
th rt f1r bt montioned we o rnlled *single 1ine sesnning®,
Naturally there we muah rens-roh Into anaible slternstives to
theme | & “Inda of arsnning, whinh would met snshle 11 *@
ponaihle Jteaker veluen of the santpe] Yetter to be tantad

®r almilteneoaly v4tho it snv naria of the maahine moving,

Any Aevier to do thism vma Asancihed -« ¥ {mu)tensou~ sesnning',
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The solution which wes eventually foumd for this problem
was more along methematiesl thsm nrlong eleetriecrl engineering

problem as it wes put #0 the elentricimms, fmx vhom we geve,

es we thought, just the essentials of the onroblem, It turned out
in the end that we h _»d given them rether less th_sn the essentid,
and th_sy therefore osnnot be blemed far not heving found the

best solution, They d4id find - solution of th_s »roblem as it . |
was put to them,vhioch would probably hove worked if they hed
hed e few more months experimenting, As it wes the mathematiesl
solution was found before they h=d finished,

Eye simulteneous scanning

The problem == zivhg to the el=octrioi~n_s wes this, The e are
52 controts lebelled Kk...Z, A',,..,Z2', At »ny moment each ome
of A,ss.,Z 13 connected to one and only one of A, .0.,2%: the
connections are chenging 211 th e time very quickly, For esch
letter of th e =1lphnbet there is = reley, »nd we want to arrenge
thet the reley for th e Jetter R will only close if conteoct R is
connected to contect R',

G M X OOCCRMIE L

The latest nolupion proposed for this problem ‘spended on
heving ourrent =t 26 equidistant pheses corresponding tothe 28
diffepent letters, Th ere is slso a th _yretron velve*for esch
letter, The filemen_ts of the thyrntrons are ziven potentials
oomlponding' to their letters, »nd the grids are conneoted to

th e ocorresponding nointe Aljeees8's Th e points A .., ,B ers »lem 1

*A th_yratron v lve hrn thf'\ro-»ort-- thet n_o our eht flowa in “‘
the snode circuit un_til the grid nodentirl FxrziExxExERrtwin |
becomes more nesective them = certein eritierl ~mount, ~fter
whieh the current eontinues to flo"’i regrrdless of the griad

notentin
potentisl, until the rnode m ERPERRE 15 switohed off,
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given potentisls with the phase of the letter conoerned, The

e mn——y result isth at the difference of nosential of the filament and
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E being the smplitude of the origin sl suprly Swimgrx, unless

A »hd A'are conneoted throuch the oh~im, in which orse the
potentislsremsin the same or differ only by whatever . ~id bisas
hes Leen put into the ;rid cirouit, The thyrrtréns ~re so

nd justed that an osoillstion of emplitude e /"7 will bring :

th e potentiesl of th e grid to the oritiosl velue and the

valve wil1'fire', The velve is cou led with » relsy which

odly trips if the thyratron fails to fire, This relay 1is
motually n 'differential reday', with two sets of windings, ome
onrrging a oonstant current and the other oarryingz the ourrent
from the anode oiroult of the thyratron, Fig 6© shews » posaible
form of olrouit, It | mxsfxixtmdm nrobablv not the exset form
of oirouit used in the Pye experiments, dbut is given to
illustrate the theoretieml pos-ibility,

Ihe Spider

We crn look rt the Bombe in » mlishtly different wey nn
a machine for mnkdng deduotionn nhout Steoker when th_e rod
to put lermp=boards in
nd lebel the lamp-boards

start is agvumed, Supnose REEX we we
between th_e eniymes of th e ohmins,
with the apyroprinte letters off figu « For example 1in
would be lnbelled A,
Lf ve were using bhe mﬂm M—* ke v\-bor pd oould be

1abedled 4'h the 'oentral letter', Now when we deppeda »

ohain C the lumubonrd botwoon cl _an ¢

letters of th o key<bonrd we orn rosd off \from the lsmn- borrds
some of
th o smmmagux Bteoker oonnegueices of the

hypoth paila theat th e
depresmed 1atter In ateokered to the centrs] letteri thxm for
one auel aonae nenod oould be rerd off ereh  l1emnbosrd, nemely
thrt th » letter 1ish ting In sateokersd to the n pme of the

lrmn=homrai,
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When we look ot the bombe in this wey we see thet it would
be matursl to modify 1t s0 »m to make this ide~ fit even detter,
We hrve not so fer slloved for lengthy oheins of deductions; the
possible @eductiods ston as soon #s one ~omes b-ek to th e
central um&n l;-hrcvu-nomm,m-ﬁ-~
h ypothesis sbout the[centrsl letter we hrve deduced thet the
Whturmtmwurwh we should mot
050k ouik igite Sureiar. esasdastiie: S e second Stecker velw,
At first sight this seems quite useless, but, »s all the deductions
are rsible, it is sotuslly wery useful, for »11 th ¢ cogelusioms
thet oan be drewn will then be felse, »nd those thet remsim will
stend out clearly as possible correct hynotheses, In order that
all these dedustions may be made echsnicelly we shall have to |
conneot the 26 conteots at th_s end of erch chain to the
common beginning of =11 the ohe ln-.‘:l:l-n this arrengement we o'n
think of esch ymxxiN¥I® output or inout voint »s repr senting
e possible Stecker, end fwm if two of these noints sre conneoted
together through the enigmes th en the corresvon@ing S'ecker :
imply one enother, At this point we might see h ow it »1)1 works
out in the cese of the erid given rbove, This orid weas sctuslly ‘
encinh_ered with mmxxErizmsxzens ixtizgpxafxthexitviizxyxinkaiowsds
sttkxetyxanexxhaxt »1ph abets “hieh , when corrceted for their |
sSteoker, are those mp w ,» the numbers over th e orid
constetetions giving the ool « The alphrbets

below
most deed are 2,5, ,10,83, rnd jhesne rre reproduced h ere for

rofe rence

2 85 5 10 28
AN XH MD uB WV
AP BU JZ2 1H WwWe
QK KN ¢V KU DI
CV PK BA XE OM
7 ul YE OV XU
UO AW GR JY F7T
M8 OV Py DF JF
BD JY Nw iL GE
IW DM 1LH ON AY

J.“n ..1‘: lJA Al hu
GR oL FU AZd HS
Yi GT 01 YK

HL FC KT GM RK
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In Fig {! »t the too are the ohedins, with the vo itions
ond the lettersof the ohaim, h“ﬁ written some
of the letters ¥w whioh mEEXME osn be inferred to be Stecker
values of the letters at mm Cmoﬂﬂ. from the
hypothesds thet X 1is|s Stecker verlus of the centr-1 letter E,
By no merns s11 possible inferences of this kind rre nde in
the firure, but smong those that mre mede sre all pos+ible
Steoker values for £ pxoept the right one,L, If we hed te'en &
£od stert thet wu wromg we should almost certsinly heve found _
that sll of the Steoker velues of E unit be deduced from eny one
of them, nnd this w» hold for sny oribs with two or more ehains,
Remembere ing no that with oup sxi¥x Bombe one 3tecker is
~ @edicible from rnother if the oorresvonding points on the lemp
: boards sre oonneoted through th e nunu; » oorrect rod stert
~ oen only be one for which mot »ll th e inmut ~oints of the eheim
. are oonnected tosethery the nositions st whioh this hepnens e~re
almost exmotly thomse et whioh #m » Bombe with simu)tsneous
sonnning would hwve stopned,
o E ket kxS
This 1s roughly the ides of the 'aplder', It hes been desoribed
4in this seotion »s » way of getting simultsneous soenning on the
Bombe, and hes been meade to look m» much like the Bombe as

{
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F possible, In the next seotion snother dcnoription of the spider
is given, -
The spider. 4 e Aokurd form,

In our ori.'h-unl dno.rlptlon of the Pombe we though_t of it
~ as & meth od of looking far ohsreoteristion of w orid whioh sre
independen t of ‘tesker, but In thop lest seotion we though 3
of 4t more ro » wohine far making :!tooktr dedustion_s, This lent
way of lookin ;s »t 1t he' obviously grest nosm-ibi'itles, ~nd se
we 111 stert  fresh with this 1de-,

in th & lest sootiog verious polnte of thom elreutt vwere
rognrded »n ERETRAFOAALXEXE® havine oo cteln dteeker corresponding
to them, Magw YWe ave 1o~ coine 1o arrry thia 1der further and
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104
have a metel point for oqoh npos=ible St oker, These “P )
imagzine arrenged in » rectengle, Tsch point hes' » U- such
es Pv: here the ospitel letters refer to 'outside’ Points snd
the smell letters to 'in_side letters'; »n outside um is the
neme of » key or bulb, rnd so e~n be » letter of = erid, while :,{1
en inside letter is the n~me of e contrct of the 'lhtriﬂt-h".* 8
50 thort r11 imfarmckimnxgiex constetetlons obteined Adn =
xiEwkermEx the enigne wlthout Stecker give info mrtion ans
inside letters rerther then omtside, Our steatements will ususlly
be put in reth- - illogloel form; statements 1like 'Jis am outside
letter' will ususlly tru 'Jid’ eccurring in so end so as the neme
of & key rather then of e cohteot oftt he Eintrittswalz', The
rectangle Jis celled th e 'dirgonal bosrd' =2nd the rows are #
after the outside letters, the columns ~fter hhe inside m
Now let us teke eny constetertion of oudtg orib e.g. I at 24, n
the position we ~re supnosed to be testing we will h-ve am
enigme set up at the right position for en_ooding thds
constetetion, but of course ithout sny Stecker, Let us

A

ty NNO 250

i
|
»
¥
-

suppose it se. up for the correet position, then onme of the

peirs in th e elphebet in position 24 is OC: @onsequently &f o
f% Qo then Ic (i.e. if outside letter Q 1s mssooiated with inside
o th en outside I 1s es-ocimted with inside o), Now if we conneot
the input of the (Letehworth) enigem to the corresponding points
of the dingonal bosrd on line Q ~nd th_e ouput to lime I them
since th e 0 input po#nt is connected to the ‘¢’ outnut noint we
shall heve Qo on the dusml boerd conneoted to Io through the
Letehworth enigms, MW
SteskerxrExpEraliinintxixxpsnnuetionsy Ent e oot Tt cE.
ftxgemxixhenrdy ffxmocthmcttx Ve orn of course sut in » Letohvorth
enigms for ove'ry constetation of the orid, -n*hn we shal) have °
nll the pos-ibla deduotions that orn be made sbodt th e assceistion
of inside nnd outside letters prnrerlleled in the sonneotions
between th e points of th e diagonal board, We oen also bring in
the reciprocnl mx property of ti» Steoker by connesting together
dirgénelly oppesitepoints of the dlsgonal board, e.z, oonneoting
Py to Vps One jan slso brin: in other ooﬁv‘itlnm nbout the
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Stecker, .2, ifone Xnows that the letters which vere mtamwwmir
DEremsxdxy unsteck red on one day are invarisbly steckersd om the
next th en, having smkyms found the kevs for one days trsffioc ome
could when lookins for the Weys for the next ddy, conneot together
sll vo dnts of th e disgonsl borrd which oorresnond to non-
steokers wh ich hed occu rred on the nrevious d=y, This would eof
course not entirely eliminrte the in~dmissible solutions, bmt
would enormously reduee their number, the only solutions whiech
would not be eliminated being those which were inadmissible eom
every NEEEEy count, '

One difference frumcEMrEWmWSyxxmirium between this arrangement
and the Bombe, or the spider ers we desoribed it in "i last m
is thet we need only one enigm for each mnlum v

Our mach ine is still mot comnlete, =s we h-ve not ﬂ@*
mechenism for distinguishins correet from incorreet m% |
. th e osse of a crib giving » niecture 1lixe Fig 6’1 ‘m”*
the letters are oonneoted together into one 'web'it is suffieient
to let ocurrent into the Chg::aiob-éonu-t ‘=~ line wikk nermed
efter 2 letter on the mein wedb,e.g. »t the Ea point inthe cesse of I
the ori> we heve been considering, ‘n this case the only vossible
positions will be ones in whioh the ourremt fails to resch all
th_e other points of the E line of the diagonal bonﬂ.,:'o can
detect whether this h_aprens by connecting the points ofthe E line
thréugh differentisl relsys to the oth er pole of our ourrent - _4

(28

perxallel with one snother snd in series with th
supply, end outting the'on'points of the relays im #-

ourrent will flow through »1) the differentisl releys, andthey

will not move, When one resches e nosition which might be sorrect {
the ourrent fsils to rerch X one of th_ese releys, ~nd the current
permenently flowing in the other wirtmg coil of the relsy o=uses

it to olose, and bring the atonn inz mechenism into »nley, Tidwe

mtii sty hxponen with Mostly whrt will henten is ‘het there will

be just one relay whioch closes, And this will be one connected w

s point of the disgonal boerd whioh ocorresnonda to » Steoker

whieh 1s pos=ibly ocorreoti more acourapely, if this Steoker is

not correct the positions is not ocorreoct, Anoth _er nos=ibility is
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thnt all relays close except the one conneeted to th e point
st whioh the ourren_i enters the diszemrl boerd, »nd this voint
fxxEuxxicEsEesgt £8 th en corresponds to the only nos ible
Steoker, In ossea where themx dete is Sath_er sosnty, snd the
stops th_grefore very frequent, othosr things m~v h_svo en. 0.8
we might find four relays olosing dmitano.mly, 211 of them
oonneoted together through the enigmes udtb oress omo'uau
of the disgonal board, »nd therefore none of them corresponding &
to possible Steoker, | - " .
Tt xafxexixx e xaxeptiae

In order for it to be posaible to make th e niounry oonneetions

between tha' enigm-a,the disgonal bonrd snd th e rekays there has
to be » good derl of rdditional gesr, 'nu"uuut and output
rows of the enigmas are brought to rows of 26 ocontmaots orlled
‘female jmoks', The rows of th e dimzonal board are nlso brought
10 femule Jaekss A By Swe femsle Jache eoh U9 CHBMBERSE VIV
‘plnited jmoks' consisting of 26 wires nlaite’ torether and
ending in male jaoks which aen be plug-ed into the femsle jacks,
In order to make it possible to oonneot.fthd thr~e or more rows
of contaots together one is nlso nrovided with mx ‘commons"®
consisting of fomr femnle jacks with dorresnondimg »noints
conneoted togeth or, There 18 nlso a device far conneoting
together th e imput output Jeok of one enlzms wik and the inmut
of the next, both being conneoted to mnother femnle jack, whioh
ean be used for conneoting them sxywhazrerr to anyvhere else one
wishen,

On the fiprat anlder wnde there ware BO anl mas, and three
Alnconal boards snd 'inputa'i,s, seta of relsyn »nd atonning

doviena, There wre alao 10 asts of sommona,
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Figs &3 ,64 shew the connentions of enigmes and disgopnl
board in » partioular omne, The oase of s sixletter slnhahet
has been taken to reddoce the size of the figure, -

The aotunl orkm of the spider was not =m an sttemnt to
£ind sinultaneous sesaning for th o Bombs, but #m o make use
of the reoiproo-1 oharsoter of the Steoker, This oo urred »t
'S‘hl when it wa- olerr thrt very muoh shorter oribs would h'n
to bd worked then could be nmgod on the Bombe, Welghman then
tmmud thet W
by us ng n disgonsl bonrd one oould nz tho ocomnlete set of
oonsequences of a hysothestk , The idul maohine that Welohmanyg
wan EmpiwgximsgEt aining st wan to reject nny position in whieh
e oortain fimed-for-the-time Stecker hynotheais led to sny } 1
direct oontrrdiotion: by » direct contrandiotion I do not mesn to '
inolude rny oontr-di'ouonl whioh esn only be obt~ined by !
oonsidering all Steoker velues of some letter independently |
end shewing e-ch one immmmmiiiw inoonsistent with the origimel ‘
hypothesis, Aocturlly the spider does more than this im one wsy
end less in mnother, It (s mot restricted to desling with one
Steoker hy otheais nt » time, snd it does not find »1l1 41 rect

oontr~diotions,
Sexriis ot .
Neturrlly enough Welohammn: metxsaxwazxk WelohmanA and Keen {
pet to work to fin 4 mome wey of mdeapting the spider so an to
deteot nll Aireet ocontradintion a, The result of this resesroh |
in denoribed in the next meotion, Hefére we asn lesve the splder
however wea should gtye ne~ what smort of contreadiotions 1t wil)
datoot, and sbout how menv atons one wil' pet with glven dste,
Firat of »11 1ot an aimolify th e oreblem #nd sonsider x
only summmxxsepst norme 1‘ ntopn, 1,8, nonltions »t whish b ¥y
nltearing th o point, st whieh '.hn urrant uta\t_-n the dlrponel

. \onsr v
bomrd mn"n':n .'5':- Bh realrym o The ourrent will th en be




DECLASSIFIED
ty NND 250 b

‘ Authori

|
|

B

uy

entering et » correct Stecker if the nodition is correet, let

us further sim-lify the problem by supposing thmst th ere is
only one 'wed', i.,e, that tle 'ploture' formed from the part of
th e orid thet is beihg used forms omne comnected plece, e.g. with
the erib on p $ ?U-gould heve one web if we omit the
constetetions B, U,0,H, @learly—Tulfiviend-omittion.Sor

Some of the oconstetations of the web could still be omitted
without eny of th e letters'beooming disconnected form the

rest. Let us choose some set of such constatations, wiwirexwwwk
exaihiedrroxwitiocertxkhwxyw® in such » wey th =t we eannot omit
enry more conatst-tions without th e weh breesking up. When the
constetetl ns sre omitted there will of course be no 'chminst

or 'Flosures'. This set of constrtetions mey be called th e
'ohmin-closing constetetion s8', srnd th e others will be o=lled

th e 'weh-forming constrtetions', At eny nosition we may imsgine
thet th_e web-forming constetrtions ere brought into pley first,
and only if th_e position is possible far these are th_e
chein-closing constatations used, Now the Stecker velue olfth.
input letter en d th e web-forming oen-tatations will completely
determine the Stecker velues of the letters oocurring in the mi.
VWhen the ohein closing oconst-tetions rrebrought in skm it will
elrerdy be complepely determined whnt mre the correspomiing
'unsteokered' conmtrtetionms, so thrt ifthere sre o ohrin-olosing
conotsirtlon g the finel number of stons will be » pronortion
26-0 of the stors wh ioh ocrur if they spe omitted, Our prodlem
reduoced therefore to th e o-~e In  hioh there rre no closures,

I+ 1+, L ho s, nlao fairly olerr thet the nunber of stons will
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not be sporecisbly affected Ly the sxmheFxEfx breneh arrengement
of the web, but only b vy the pumber of letters occourrisg im it,
Thes« faots ensble us {q ma ke . talle for the orlouletion of

th e number of stons in sny onge where there is only one web,
The meth _pd of cons tion of the teble is very tedious »nd

uninteresting, XExim teble is reproduced below
| :
No, of letters  H-M feotor
on web ‘
2 0.92 |
3 0,79
. 0.62
8 O.44
6 0,29 4-0
No, of enswers = 26 x H-M fector
¢ is number of closures

8 0,087
9 0,041
10 0,016
11 0,0060
18 0.0018
13 0,0004F
14 0,000095
15 0.000016
16 0,0000023

A similer teble h es elso been mede to mllow for two webs, with
To th e onse of th_ree webau
up to five letters on the s oond, m‘fﬁ it 1s not worth

wh 1le end herdly possible to ro, Cm‘ou get a suffioiently
good estin te In such orsem by ~ing common-sense inecurlities,
Egxxaxsagand nehraf K renx datte rxcend > nr it ek xofrtwwcxi ¥y
zedusn rth e mumber of rmxEweEs o,.g., 1f we denot e the HoM frotor
for the orne of webs with m,n,»nd » letters by M® H(m,n,p) w

shal! hrve th » common renme lneocurllitpes

H(m,2,2) % H(im.4.0)

SRR



DECLASSIFIED

Authority N

]

\

To see what -kind of contradiot c” detected by the
machine we o;n teke the  sture, F A * ané on 1t write
spgainst emch letter sn y Steoker velues ;f thet letter whioh"
osn be deduded from the Steoker hynlothnh which is resd off
the apider when &t atons, Timxxt®x This h_ss be n done in
g ﬂb Tor a osse where th o input wes on letter 3 of the
disgonal bosrd, nnd th e relay R olo2ed when the msohine
stoppedj if the position of the ston were oorreot at all the
popreoct Stecker would be given by the points of the disgonal

alsé
_burl whioch wore oonnected to Er, »nd they will be the diredt

consequences of the Stecker hynothesis E/R, EfxmExEuyxuixgaxtmx
sraxivtstisnomge oy snsend SEE kxR tExrars shaxtxent
tettaromoaiel Lport e oo ixetare xt tiw - #ipoo xetwen txeRrte ity
Faxeile texdedusexxllr the xaghxarxingorregtxanexx As we are
assuming th.pt R was th e only reley to olose EXIxtiraxwiim:,
this reley cannot hrve been oconneoted to sny mkl of th & “horl.
or it would h erve behaved mimilerly, We oannot therefore deduce
any oth eor Steoker velue for E then R, »nd this explains why on
the 'main web' in H.gg'f th ere 1ls only one peneil letter aglanst
ench ink letter, Wherever any penoil letter is the same as an
ink letter we nre mble to mmzxx wrlkte down rnother pencil letter
ecorreapon ding potth e reolproorl Steocker or to the disgonal
oon eotions of th e bosrd, In one or two cernas we find that the
letter we miyh t write down im th ere slresdy, In otherw the
new letter im written ageinnt she mm » 1 tter of one of'the
minor webs; In muoh » orse ve W olerrly hewe » contrediotion,
but sn it doem not result in » meoond set of neneil lettera on
the mrin web the meahine s not nrv-‘vnnt.iq ﬁjom ston ing, There
are other contrec tatlonsy i.c_t. we heve 7/L,W/L, but »m L doew

not ooccur tnth & orib this hes no nleu\t.‘
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When uain: the anider there is » ,re-t der1 of work in

taking down date about lto'ﬁ from the mrehine »nd in testing
these out aftervsrda, mrking it hepdly fersible to run oribs

which ymmm give mere then B ntons ner whe 1 order, Efxttxwmzm
MR ERTERTR TR XREEREAXEE As the comnlete deata sbout the

direct conse uence» mfxxim of sny Jteoker hypothesis st sny
position are slrerdy contrined in th e conneoctions of the

points o*th. disgonal board it seems mxyityxmmtxtexmmkx thet

it should bde nos~ivle to merke the mechine do the testing itself,

It would not be n _sces=ary to improve on th_s sto-ping srrangement

of th e spider itself, ra One oould ARFEXERIRTTIEREZERSESTWRLRE

m \-*h splder stmxpp es rlrerdy desoribed, mndyxwhenrswerx

end heve an srrangemen_t by which, whenever it sto-ved » furth er

mechenism is drough t in to play, which looks more ~losely inteo
"th e Stecker, Such » mechenism will be desoribed s » machine gun,
| regardless of whst its censtruction mey be,

z " spider stops

| With almost eny orid th s propprtéfin of mEkiEETETER EEEEKTE

thet would be Mﬂi{“‘ mechine gun as possible would be

highsr then th.e “.of Zmixt spider stops to totel
Ip.unh hyootheses, Comsequently the amount of time thet cenm
.oo-hcny be sllowed to the mechine gun for ex»mining »
jposition is vastly greater than oen be nllowed tdthe snider,

We might for instsnce run » oridb whioh gives 100 snider stovns

por wheel order, »n 4 the time for rumning, mnert from time

spent during stops might be 26 minutes, If the mechine gun were

ellowed § seconds per nosition, s eomoered ﬁth the =niderSs

1/10 seeond omly 8 minutes would be edded to'the time for the rum.
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When th e spider -ton-; norm-lly the noints of the diagonel
board which rre energised rre these oarr-nmdl;:‘mﬁ:. '
Stecker. Neturelly it would be e~aier for the meohine gun if
the points enercised XEEm corresponded to sun-osedly correst -
Stecker, It is therefore neces ary to heve some ~arrangement
by which immedistcly mfter the spider stons thq peint of entry
of th e ourrent is =ltered to th e point =3 vhioh ‘the reley
which closed was connedted, or is left uraltered in th e onse
'th at 25 relays closed, -mw
Mr Keen hes invented some detice for doing this, depending
entirely on reley wiring., I do not know th e details at present,

axmmbhbooresrsge kot x e xsek irexetenxx, but =nperantly
the effect is thet the mechine d es not stop »t =11 excent in

onrses in which %km either just one relsy cleses or 25 relays
close. In the orse thet 25 releys close the cu rrent is allowed
to continue to enter ot the seme noint, dbut if just one relay
closes the point of entry is ch en¢ed over to thid relay, This
method hes the pos-ible dis- dventege thet a certein nimber of
possible solutions mey be missed ‘through not being of normel
type. This will only be serioms in orse= where the frequency of
spider stops 1is very high indeed,e.z. 20%, end some oth er
method, such es'Ringstellung cut-out! is being ueedfor further
redueing t e stops, An rlternetive method 1= to heve so-e kind
of a'scrnrer' which will look fér Yekxwrxrwiiwixxex releys which

are not conrected to »,nv otherms, "hieh method is to be uded i=

not vet denided.’
At the next strge in the proeess we hmve to se~s whether

there rre rny contrrdiotions in the Steckerj in order to reduce

th e number of relrva involved thinm 1s Adore in =trges, In the b=
first strge we se whether or not there sre two different Steoker
valuen €or A, In the smenon® “heth er the e rre two dlffersant
v-1lues for B, ~nd =0 on, To do this teatine we l»ve 28 relays

3
N he has s idad b v connmin .
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whioch pr'o wired up in suoch » way th ot ‘e o.an' luthr"di‘
uh\hunutmeruu orn--nm M‘m
testing th e Sm:v-luu of A. wn h ~ve, the 20 contacts d*
A line ofthe ltuco'mi wu annooul to the ommm
‘releys in this n\m mt is prim!p-uy
lacking is some uvho rwunnthgﬂn fows Of the lhml
board uuuuwh to the set of relays, This fmnn was
found in post-offics stenderd equipment; wmg the olicking néise
tyat thls gedget mekes when in opermtion gives the wh ole
spperatus its nefss, If v zusswibirimr find no contr-diections h |
th e Steckers of eny letter the whole position is nessed == good,
The machine is designed to print the nosition =nd th e Steeoker
in suoh e erse. Here egein I do not 'mow the exmot n‘lhol used,

but the followins simple srrengement sermes to give much the
ssmme effect, 2lthouzh perhens 1t could not be mede to work
quite fest enough. Th e Stecker rre given by mriwrtdwgr
When e
typ!.ng‘:ne letter in » column headed by the other, d
letter huguted for Stecker oontredictions <th_e relesys
corresnonding tothe Stecker velues of the letter clese, We ean
corresnond
errange thet these relsys onerste keys of the typewriter, but
that in the case thest the = 13 » contredietion this is prevented
specirl typed insterd
2nd some symbol isxwriktem shewing thet the whole 1s wrong, When
& = oarrisge
no -relsy closes nothing is tvped, The ¥mym of the tvoewriter smxeim
not oner~ted by th..A keys but only by the snere bhapr, and this is
there is » chenge of
moved whonevar the letter mm-m whose Stecker nmre

beirg ex-min é l_lll
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Bonlden th & aplder »nd meoahineegun » m! of M e
tmprovements wyrrumrrbhetn of the lombe »re sow Yeling n\--nl. -
We hrve slrorly mentioned thet it is possible to ume +aAitionel
dsth mbout teoker by conneoting up polnte of th s dlsgonel -
board, It 1is plenned to mke this more strrigh tformmrd by
leading the polnts of the ahcmi bderd u 3205 pdt;ﬂl of »

conneoted together, nnd any Steoker wuoh one huml to be
f+1se one simply conn ots tofhis set, :

Another grdget 1a deni ned to desl with m "f
Exx osnen such so thet in whioh there sre two 'webs' with six o
ﬂin“&'ﬁ".‘:an. A wE 11ttle exneriment will show thet in the
gro-t me jority of ormes with mdeh dste, when the solution is
found, the Steoker value of n letter en either wed will imnly
the whole set of Jteokers for the letters of both webs: in !
ax the ourrent terminology,"in the right plmsee we omn nearly el o
nlweys got from one 'eb onto the other", If hovever we try to
run sueh dstn on the spider, sven with the machine gun nno_n,,‘
there wil) be an enormous number of stons, and the vest ma jority f
of these will be onzca in whioh " we heave not got onto the
acdond wed", If we ~re preaprred to reject these vos ibilitiea
without testing them we she1] not very grestly ?,onono the
probability of oup finding the right solution, Yn very grestly
reddgoe th e smount of temting to be done, If in|mddition the
splder osan be persunded ot to atop in theme no‘qulm. the
apider time arved wil' be enormous, ome srpan vé‘nnt of thins
gxn kind is being mrde but I will not sttemnt to desoribde
how 1t works,

taramemgtton v [t e rwpeataly provianex

/Ath snome of the olphers thers mayxhe 1s information about
the lingstellung (Herivelismun) whioh makes esrtsin atopping

‘ Authority I
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places wrone dn virtus of thelr position, -nd net of the . !
alphnbeta prodused nt those nositions, There is »n arrengement,
xnown ss » 'Ringstellung cut-out” whisch will »reyent the meohine
fron stopning in such Ek-positions, The desien of sush »
eut -out olerrly presents no diffioulties of nh-bb... PR
There are also plans for "me jority vote" gedgete whiéh . |
will eneble one to meke use of dats which is not very relsfble,
A hypothesis will only be ressrded as rejected f it  ° - .
contredicts three(say) of the unrelisble pleees of dats,
This method mey be spnlied to the amse of mmbhAlﬁl

about Steoker,
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in the piWiod from sbogt 1031 to April 30, 1937 the Navel
elpher Nmitwam uom seme indle-ting system -2 the other
German service enigme oiphers, viz, the 'boxing’ methed
recommended Ly the f@am thet sold th ¢ ‘oommerdisl’ enigme.
With this %= syatem es well as the set up ofthe mschine
comsisting of whee~l order, Ringstellung, ~nd Stecker, there
was » window position fixed for the dey, »nd knewn e the
*Grundstellung’, jhen it wes hnh.l to encivher ¢ messege
one Tirst chose thnorm 'mm
set the mechine to th e Grundstellung »nd encinhered ZERZEE.
The resulting six letterms were put »t th ¢ beginning of the
message, ~nd the remsinder of the mess ge purlhh# th e
result of enciphering the plaintext with pre-stert window
position ZLE, (This differs from the other bexing indiceting
systems in th at s most of these allow the trigrmmme such as
ZLE to be chosen st rendom instesd of !‘r- tihxw o restrioted
list, f, 4

The werkness of this indiesting system is thet » grest .&
of informetion is given awey mbout th e ‘Wlhllil" Ir

eand » known disgonel
there were no Steckef®, ~nd the tr-ffic -n‘hd to 100 mes~rg

-

per diem 1t -'ou.ld be nossible te find qh.o connections of }
mechine, rnd if Bhere were Steoker but the connections of th
machine were known it would be pos~ible teo ﬂnd the ‘keys mq 3
dey wish the seme smount of treffic, SxEpeEExfErrETENEIwTir:
To explain the pos~ibility of finding the-keys let us sun-ose
thet the following were » met of indiestors for on.e day's \* "

UJOOBL AFIIVI o RSICAI

ALATMB  gizppl MWAUV GUWLDS  UANODR
XOVEXY Nuzige CANYOR owuysq  HALUDX

RYLZM L %FC TV ZFUWVQ . 4
TIEBMN ke MIDEW O I (
YEDFTI priovg AVAITY RZHOOO — 4DIVXI

BUARFB Logzpr UWIOBI AVRIKX  KPRPNY

TZNGOR paNRDR JARDEK OIILWI =~ FIGDT ‘ ‘
AYISPI  gxgLer BYYAPM  UAMODC HEKUTP

UJINO! BXOYT ZOCDWIN  acq 3'.' UHwo Ia

BR
- LZ8XO0H DL
ouBv Jgg O'msor,g VZPEOW  EYVXPV
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1o th e two Indlestors UJOUBRL and UANCDR th & repetition of

th e firet lettars is followsd by » pepetition of the fourth
letters, Th at this must slweys hepran B8 clesr frem the

faot thet th e fourth letter srises frem the flrst by
enoiphering »t the postition direstly »fter the Grundstel 'ung
»nd re-enoipherine threr nisees further én, Ersmrsher

with ‘ny oipher whether the Bexing form of indie tion is
being us<d, From th e W“hmﬂﬂ*”‘
th © thre- reperted enoipherments, nmﬁmm
xamsxsstwmxtis in one of the eolumns rgeinst esch letter the
effect of enoiphering it fisst et the position immedistely
after the Grundstellungy snd then et the position four plsces
-turmummn:ut thus e have th e entry 7 sgeinst A,
o dots, This me-ns thet A emoiphered =t the first snf fourth
positions gives J, snd thrt this informetion h as ben given us
from six indiecstors, which ere setuslly ALAJMB,AYIJPI AFIIVI,
APTINA AVRIJKKPAUXIJT, The other two colummns give us the """"1.; '
of the enoipherments et th e srcond snd then the &kt fifth
position, end et the third »nd then the sixth, We get for the
result s of thrse double enoiphermsnts
GGy
.mun.vm.“tm)

O
(PNUTBOCLMFVKY ) (UHIWSALXETGAT)

(v)(z)(mmsmu)nxmm...
G4Gy here merns the enoinrherment with the first slshebet sn 4 tea
with the foutth, the reverss)l of the natursk order being in
rareemont with methemetiorl tredition, These oen N no b
doubt »s to h ow the substitution 0‘0. is to be comnleted, dut |
nt first sight 1t might spre~r that thare sre two vos=ibllities

for G,Gy , lHovever If we renember whet we found out in the

section '<1 pheteds and boxes! * se- thet 1t must be pos=ible

$0 peir off the oysles of o‘u1 into ones of egqusl lengthe
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‘“here sre vearious thingm whieh oould be Adone now, Of ecourse
onemight put the whole dntes onto the spider, but at th & time
th*t this system wan in force no such menhine hed bhern thought
of, Another method, whiech wra thet prineai elly used by the
Poles ias to have » permenent ortealogue ofthe box shenes wikitwkx
for G, 0, 0503, GyGs for every Grundstellung, sssuming thet
there is not » T,0, betwern the first ~nd leat.of the six
slphabets. kErthraxs WexrxRxpmsrrxrerivtersxiexxi eftrthxSteakerx
If we glve some at-udf:dngdb::'to the box shenes, we o-n slso
put the possible series of three box shapes into an order, and
orn enter ageinat eroh set of three box shapes th e Grundstellungen
for whioh th is set is renlised, To use this estnlogue with
our problem “e should work out the box shapes viz, G4Gy 1s 26,
GeGp 1s 20, GoGn is 24,2, Themm box shenem maiunliyrchurexthexx
sxmbwrsxiytx 26 roturlly hns the nuber 1 mnd 24,2 the number 2:
they ‘re the two commonest shepes »s omn he asen from the table
P 14a . We then look un 1,1.2 in our ertrlogus, »nd find
about 170 entriens myrinat it for erch wherlorder, Esch of th ane
will heve to be tented wut in mome wey or other, The most
setisfrotory method serms to be thid; We form th e nermutstion
izl egadesz On030nGz , It 1o
(PRGIGNGDIYWH LS BEAUFY ) (CXZL) (0)(T)

80 th nt this permut-ti n is of the olras 20,4,1,1, For esch
posnible  rundsteliun 1t {# posamible to ocmloulete thix the
corresnonding olann for the unsteofered shphadets, "Qh oan
fortunstel he Aone menhrnlorlly by merns of » form of
fayolometer', It would be sn w1) to enter soninat eral vomition ’
the elra~ of this permutetdon, »nd this might hnva‘ heve “an done”
ot th e time of son strustion of the astelopue, EREERIlyxihe

In the esna in ruantion the rlaht teundsteliluse is Peund S

th e nomition 1,1,86 11} erl order 222 1,101,111 \:w'\'lra

meehine 3 ,nru.\l, ,‘). [he rorre v\llr"n' ?\o’.‘ nre
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We mmtwrsiyx must heve V/A or V/8, If V/A we csn identify the
eyele (OHIWSADXRLTGRZ) of the GsGe with stecker, with the
helf comprrtment of the second box in this wey

(CHow TVEXELoas

i.e. v gxxum h've to ms~ume the stecker 0/C,I1/S,AN,T/L,R/N, mad .

thet HJW,D,X,E,G,Z sre unsteckered, This lsrge number of
unsteckered letters is » strong conffrmetion, ~nd the repetition
of the Stecker I/S is further confirmetion, When we fit the

res of the box-s together we find the* these five sre =11 the
Stecker.

There ere ot‘her methods thrt csn be snnlied, devendins -mthe
number of Stecker being smell, The nunber of Stecker dsed in the
Nevel wes 6 from 1931 to Nov, 1938 -nd ~os=ibly later, We might
for instence heve es~umed that A rnd 3 were both unsteckered
end therefore ms-umed thet the eonltntnuong ocourred in doth
the elphebets Guend (}6 o With the Turing shects we could fing
the possible nositions for this, ~ndthen use » cyolometer to
test £hwx the box shiepes in those nositions, This i= n~tur-lly
only worth while if we heve no 'ox-shene estmnlogue, Another
postibilits 1is to 'equeate' the hoxes, i,e, to find out from the
permutations G,Gy ete whet the origminel swzmmtslnhebets Gyend Gy
were, In our arme thare rye antuer]l v 18 Aifferent vos=idilitien
for Uy 17 for Gy rnd 18 for Ug, There erre two things we oan
A0 to Alatinsulah bet een the correct ~nd the inocor-eect
pos-4ibilities, /m o n use ¥nown stetistics ebout the list of
rdmisaitle mesmrpe settinge, ochoosing thrt combin-tion of
» phebete th ! plves the SERX grerteat nimber of . mesessre

aatbhiugs tort heve g8 coourred or..
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repetitions betveen the meassge oouh_. s for the Ay ir question

snd mencape setti-ge of sreviousls solved d-vs, Yo migh £ ~loe

do + '"Benburismus‘i.e, ™ ~ight we's use of ‘heg § F-ot thet

if two mesarpges sve written out with lsttere thet were ‘

enciphered »t the s~m nosition ~rit'en Iin the seme column, then

the number of wktwy recetitions of letters in +» eolum will

be the srme »n if the “wss gen hed not be~n enciphered, ~nd

thevefore will : :::’t:a gh-_n-!.f the message= h~4 been

ut.h.rnfu pleeoed, Mth}y thi= af ect =8 very sm1l] for

the Nevel treffic in 1937 »nd e rlier, The repetition frequency

wes 1/20, es compered with 1/16,8 for the 1940 “svrl treffie

end the Air trefrie, --Un for plsin lengusge “ermen, snd

1/26 for incorrectly pleced encinBered messeces{the renetition

frequency tl:t:.)ln r-tio of the number of identiesl veirs in m the

colunnsto the number of peirs in colummns, identiec~1 or not),

With so low ¢ repetition frerueney it 1= Fimsxtriwssswt

exiremely difficult to f ecurte the boxes unless the tr=ffiec is

rether heevy, This method how ver ennlie= auite well with

the Air trefric up to Sept 14 1938, but there thewe sre better

methods of ecusting, Onee the 'oxes heve been equeted by ome meens

or enother we shell heve meny more osses of fmsm half-bombes

which we ern essume to have been unsteckered, This method

will pneerly elweys get the result, if the equeating esn be done,
After we heve found the rod nrosition of the Grundstellung

and the Stecker it only rmeins to find th_p Ringstellung,

Usurlly this would be nown elpesdy, ms, et this neriod, the

wheel order rnd lingstellupg were only chrnged ~dout once

« fortnight, However 1if themes heve 'umt heen ohrnged it is

n ecessrpy to resrd one mennser e, Thim could slwesya he done, ==

» grest mrnv memmrpges wepe ment 'n ‘wo or more perta, In

such emses the rnll signm rnd signeturean of the nerta vere

essenticl v the m ma, snd the wemt nrres sfter the first

begen by sary_ing thet they were continustions, giving m the

time groun n'r"?».f'm%m nie ra o peference, FRizxsRExtuns

inxthx "he method of rlwing numbera st that time “ra to use
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the ton rov of the key 'osrd snd P thue

protr
The number wns put betvern Y's to shew thet it we« » pumber,
snd the vhole reperted ss » check, The eontinurtion of »
messrge vhone th-;rmmwn £330 vould TEREY hesin
FORTYWEEPYYWEEPY , “We oould tlpn find th e position vhe-e this
mesange strrted by ﬂuh wheel vreunu. *nd ag we clresdy
krow the window pultid of the start, we cen orloulste the
iingstellung, B '

On ‘the Ast lMay 1937 » mew indiostingsystem ws introduced,
The first two groups (four letters emch) of the messsge were
repested at the end, This clesrly showrd thet these twe groups
formed th e indiertor. !‘h-'ropotitiun 180 shoved thet me
check could be expected within the im firet two grouns
themselves, Ti'is w & discourrging, s the essentisrl wes'ness
of the boxing method wrs thet the u-nﬁhim wea eneinhered
twiece with the mewhine, With thec new me thod of indlesting,
whetever it is, th e best one o n home 1is thet either it
will ensble us to'set'the messeges, or th t mm from some
informetion ebout the nﬁing of the messages obte ined ﬁ
elsewhere we mav be able to deduce somethin.  sbout the sRfemy
mechine setting., However the firat thing to be done wes to
find out ho the indiestors worked, and 18 wa  necescary
ther«fore to try and peerd some men sges with whioh the new
system was belns used, To do this one esn use the FORIYWEEPY
mesnn es, snd ap ly one of the methodn described ~t the
beginnin 6f the 1~ ehapter, In this weyv the Polea found
the keys for the 8th of Mry 1987, and rn they found thet the
whe~1l order ~nd the turnovers vera the game »o for the end
of /oril they rightly sssumed the! th e whe: ] order »nd
ngstellung hed rerw ined the seme Aurineg the end of April

and the begdnidre of Mey, ™ ' 1+ »n =ler Por them to
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find th e keys for ofL’:e" drys ot th e beginning of Mey end
th ey sotuelly found the Steoker for ximmkx the 2nd, 3rd, 4th, S5th
and 8th, end rend about 100 messages, Itxwxxxfsumixthwtxtwxxit
' gxmws The in dlostors sn d window positions of four (selected)

mess ges for th e 5th were

Indlertor Window stert
KFJX EWTW . PCV
SYLG EWUF BZV
JMHO UVQG ‘ MEM
JVFE FEVC WY X

|

The repetition of the EW combined with th e renetition of V
suggests thet the iirdxwndxfomrth fifth and sixth letters
desoribe the third letter of the windo- nosition, =nd sinilerly
one 1= ledto believe thet the firet t o letters ofthe indicetor
represent the first lettee of the window position, »nd thet the
third #nd fourth rcpresent the second,xRrexmmxity-Eirtxxatfaxkx
fxxErmPresunably this effeet is somehow nrodueced by ~eans of =
teble of bigramne equivelents ofletters, but it e2nnot be

done simply by replecing the letters of the window nosition
with one of th eir bigreme enu vrlents, and then »ubting in

s dummy bigremme, for in this orse the window nosition
corresponding to JMFE FEVC would heve to be sery MYY insteesd of
MYK, Probably some encinherment is involved somewhere, The two
most neturrk ~ltenrtiv s ere , 29 1) The letters of the window
position ere replaced by some bigramme ecuiv lemt= and then

the whole enci hered et séme 'Grundstellung', or ii1) The window
position is encivhe~ed At the Grundstellung, »nd the resulting
letters repleced by bigramme equivelents, The second Tof these *
alternatives wan nde frr more probnble by the following indiontors

occurring on the 2nd Mav

EXDP IVJO ver
XXEX TAIY VUE
RCXL JLWA NUM

With this secénd nlt' rnrtive ve orn dumtte deduce from the |
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first two indie tors thet the bigremwes EX »nd XX hrve the s me
value, nnd this is confirmed from the secoond ~nd third, where
XX »nd EX oo ur in the seocond nosition insterd ofth e first,

It so heapnened that the change of indiestin: system hed
not been very well made, nnd » eertsin torpedo boat, withthe
eal)l sign AFA: hed not been provided with the bigramme
tables. This boat sent e messrze in -nother cioher exnvisaining
this on the ist Mey, snd it “ms arranged thet traffie with

AFA: wes to teke plece mccording tothe old system until Mey 4,
when the bigremme tables would be ~un-1lied, Sufficient traffic
pessed on Mey 2,3 fmx to »nd from AFA: for the Grundstellung
used to be found, the Stecker having slre dy been found from
the FORTYWEEFY messag s, It weas naturel to as~ume that the
Grundstelluns used by ANA: wes the Grundstellung to be used
with the correoct method of indicetion, and as sson =2s we
noticed the two indiocetors mentioned sbove we tried this out
and found it te be th e erse,

There sctuelly turned out to be some more complieations,
There were two Gmndlullung:: i;;::nd of one, One of them was
ocslled the Allgemeine and the other the Offiziere Grundstellung,
This made it extramely difficult to find eithter Crundstellung,
The Boles pointed out mnother nos=iblity, viz thet th e
trimgre-mwes were still probebly not ochosen =t rendonm, 'fhoy
sug ested thrt probebly the wiidow nositions encinhered »t the
Grundstellung, rether then the window noasitions th emselves
were teken off the restrioted list,

M Nov, 1939 m prison er told us that the German Navy hrd nar
given up writing numbers with Y,..YY...Y and thnt ixmyxwmrs
the digits of th e numbers were apelt-out in full, When we heard
this we exr ined the mesnm em townrd th & end of 1937 whieh
were expeot d 1o be continuntl ns n A4 wrote th e exveoted

begingiAnings under them, The nro ortoin of 'orashea' i,e, of

letters ap arently left unrltered by enoinhepment, TNEW then ahews .

how nerrly norrest our gues-es were, Assumin- thent the ahmnge xmm
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mentioned by the prisomer hed slresdy teken plese we fond th et
sbout 70% of these eribs must heve been right, Further ‘erssh
snalyses'vere made for other periods up teo Aug 1939, all with
fairly favoursble results, At the s*me time there hed been some
chan ges in the meohine, knmown Soh ave taken pleee becsuse o"the
ecorresponding chenges in the mmohine used by the ammy end air
whose traffic h »d been rerd, In the sume- of 1937 the Unkherwilze
hed becn chenged from A to B, end im Dee 1938 two mew whe-1ls '
2w IV end V hed bern introduced, Smxxrismwtrmrsrundsris After

the beginning of the wer (Sept 1939) the FORTYWEEPY meséeges

were no longer traoouph. becruse there were no mere es1! signs,

\ of kind
Mrmnhubu'hlum iec at verious times during

mamssuvress: end srises sinde the oceccupsti n of Austria, Thessx

mawme dxt ox baxaxshanetyk et aEe retghr tx Mexaktexter S tnbyeem—y

Eyx g R RITWERRY and there were a few days where there
was both treffiec with and without call signs, We héped that

we might be able to find the keys for some such days sndxm so

to find the kind of thing thet was said in the traffie without
call signs, ¥momtaxtiyxtmemirthwriwysrterz There se-med to be
some doubt ms to the fersibility of thid »len, ~s Thxwwmsityr

the call signs traffie on sny dey was alweys @ither the whole of
the Beltie troffie er the whole of the non-Beltic tr=ffie, snd

the Beltio traf ic in 1937 usedto be on » differen t key from th =
r»st, Following this programme we found the kevs for lNov, 28

1938 end for » numbnr’ of d~ys nerr there, 1The number of Steoker
w's 6, Th ¢ wheal order and Ringstellung scemse’ to rem~in constmt
for sbout a werky t an y rate they d4id not oh~nge between Nov ™
and Nove9, The Hteoker Eimwwiriwxtitwxummy were not hatted; the
some letter wap never steokersd on t o oconseoutive days, This

of course might be extremely vealusble, If the traffie had been

h envier 4t would have enrbled us to find th & keya so long »a
thim lented, and there were -nv oriba, Actuslly wea got ne '

furth er then thisy "* *t this point + zood denl of Ante wne.
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‘pinohed’ fr m s verman bost, snsilin us cet the cays for \'5“
April 3827 104C, At Lhe seme time & ninehed » book of ‘
instru otions tel)ing us th & nrecise form of the indie~ting
asysten,

To enoipher » mea roe Lhe ovearrtor oh onses two trigremres
ou t of » book, The firat of thess trigrmves ls e~lled the
'Sohlm"suhlns‘n\p o', The cholce of this is »rtiy determined
by the nature of th & mes rn e: 8,8, 811 '"duny' mes-~ es have
th e Schlues~el keengrupne taken from one »ort ;ﬂb book and H
genuine messrges Jeve them teken fr m elsewherej we do not
kn &w very much about th ese, Th e second trigrame iseslled
the Verfehsemkenngrup'e , Supnose the Schlues-elkemnngrupre 1s
CIV end the Verferhrea kennsruv e is TOD them the oper-tor
chooses two dummhy letters, Q ~nd X ssy, »nd writes this down

QCIV
TODX

FRom the Verfehren kenngrunpe is obt-ined the window nosition

for th e strrt of th e mes-»ze, by eh eiphering =t the Grundstellung.
From th e eight letters ebove. one rlso obt-in® the indiertor

for the messeve, by substitution from » table which vives

bigfemme for bigremme, Th e ¥mrkim substitution is done by rel\laoll“
the nrtu'al peirs ebove with bigrem es, e,f, £x in this case, :
if the substitute for T were DA, end 7N " ~» CO, PO for ID, nd .
CN for VX then the indiemtor for the mes sse is DATH POCN,

Apart rro;n the Schluessel kenn;ru» ¢ festur- this ia the

method we hed inferred wra being nee i, Thxx@hmm This extre

“femture nccounts for the bigr-m es 12 th e indie- tors veing

nlmost perfectly h ntted, Almo th ¢ feot thet it im never the

mess e setting ltself wieh !~ ghosen ~t rnndom by the onerrtor
elimin~ten mny remelnin hove th rt one might use ‘onerntor's
psychology' to help in findl.: out th & mlnhebets, From our

point of vie of rourse the Johlussmel ‘emngri) an mich t

a3 vel 1ot eriat, »n A th @ tblr v ® llsta'to us ~ewrin

- lettrr entered ‘

Fons nho: t= 1th on » mE®Ey in erch m~ur e, ~nd not twe ,

There 1s however the rectrietlon thrt there munat be exrotly E6
ocourrences of e~oh letter, Fe—— ‘ {

T——ta
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Jethods of rerdAng the And \viduc) messcgen

With th e aystem of indleortion thet h »» been used sinee
day 1987 we are not able to recd all the messsges an soon as |
wo have read on e, A few may be red by single “heel processes, |
atagting from a short orib, bu t we osnnot hone to resd the
whole traffio {h this wey, Almo, when we heve found the
Grundatel 'ung wExmaxEExaNtwrss, '-’n a4 Af thevs is vlenty of tr~ffie,
we mey be snble to meke ume of ENxm some bilgremmen whioh oorurred
in messngen - 1rerdy resd, Thess methods ~re not enough by themselves/
In th e 1937 traffio there was no 'mot nrobable', snd we hed
plenned » method for findingz the right sterting position, meking
use of the faot thet th e correot de@ode would »roba¥ly have
more letters £ in it then mny of the others, It wns intended
to have n long punched paper roll, th e punching shewing the
effeot of enoiphering ¥ In the various positions, This paper
was to move under a meries of about 200 brushes whose position

wan determined by th e lett ra of the enolhered measnge, The
number of brushes which poked throush the holes st anv moment
was th o number of letters I! in th e Adecode of the messsage, the
w:zon afxthy bein g determirdF by the nosition of the roll,
All positions giving more thed » nu;‘t' in number of lettars E
were to be recorded rnd these nositions Indenen dently tested,
This mohine w s orlle 'th e rnok’',

It wea never n ecea sr’ to meke s reok heo-use when the
1958 menn rom wore rerd 1t wea rhund th st thers word Em
ooourred veryfrequen tly,.We therafore made » osntnlogue of
th e encoded v luen of NING st every povvible strrting position,
an 4 nrrenged the encod 4 velue In nlphebetlenrl order, The
un-nalysed ontelogue vaan  =de by rpolpherl o firat £ at every
pos~ible nosition, then I N »nl i, Thia “»n done with the

sutometio typewriping en i@mes, The veluen of I wavre stuok below

the valuss of I with » atrg er: the velusn of N snd 3 were
undernesth th ean rentn, “ith abitehle steg era, The easult was
thet the affect of enadohering VING snaerpsd In vertiae)l aolumns,
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This unsmelyned antalosus wem ¥nowm to th o girle as ‘sorsete’, M\
In analysing the entslogue we teok B8 shects n ame’ | to B, with

L omitted: emoh shect hed 28 lines, nemed A to Z with I omitted,
Supposins on she 't 13 and 1ine 4 of th e cam'- we found

LVOM ns » walue of FINS w» would emter u.t on line ¥ of sheet Lo
Yrafxtixm In » leter form of the sstelogue » nlso mede

‘e istence sheets', In the existense she ts we would enter M

in line V end column O of sheet L, To use the o-~tslogue w-

first eneslysed the tetrpgrammes in th e mess-ces fxteriir

sccoring totheir first Ahturs. One would then teke th o 2
existence sheet and go through »ll th o mesa~zes merking the
tetragrammes which oc~urred on th e existence shent, =nd merking
nzainst them the entry (e,g., 13.4) from the catelogue. m.m:ﬁ
one would have to go b=ck to the corséts, and seareh in ﬂ'

right line for the tetrsgramme, snd work out it~ positiom:

this wes done with m» cardboard strin and 'min 22" snaking',

Having foun 4 the position one would hnve to set up th e m chine,
decipher the tetragramme, verifyinz thet it gz-ve FINS snd them
continue to decipher ~nd se- 1if one enntinuodf.o get sense,

This process hes since bern grertlv imnroved, Instesd of
making the corsets off the'X-mechines'ye have » machine o=lled
the 'test-plate' or 'baby' whieh tyned out the r-sults of
encipherin g EINS in =1) nositions in » much more convenient te.,f
Also we mxmkitm n o longer anrlyse the groups by hand, but heve ;
Exrixcsbsiborrtioont tiockecg tm:ﬁ‘o‘;:dwé:ho::}f 331313.
then sorted into mlphabetiorl order, and listed, A further
improvement is th nt the test-plate 17 now mnde to punech the
enrds dirently,

Roughly, our progremme when the whe~l order, Ringstellung,
and Jteecker for = dry h n~ve been found, is »s follows, Ve mrke
an EIND crtelogue, ~nd un»ito ot out nnira of mescnpges in
whioh the seaond indliartor blgrem e of one 1a the same ma the
third Ilndioai or bigrsmme of th » other, If we have four sueh
arnnen we heve sufflolent A-ts srbhout th e Grundstellung to be
able to £ind 1t by mesna of th o Domba, provided thet we have

- e e e _———



