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DRAFT

GENERAL RECORDS SCHEDULE 4.6: Insider Threat Program Records

Federal Insider Threat programs exist to deter, detect and mitigate insider threats, including the safeguarding of classified information from exploitation,
compromise and other unauthorized disclosure from within, or inside, federal agencies.

Definitions
Insider Threat: A risk that someone working inside a federal agency (employee, contractor, or volunteer) will use her or his authorized access, wittingly or

unwittingly, to do harm to the security of the United States. This threat includes potential espionage, violent acts against the government or the United States
including terrorism, unauthorized disclosure of national security information, or the loss or degradation of agency resources or capabilities.

Item | Records Description Disposition Instruction Disposition
Authority
010 | Insider Threat Program administrative and operational records Temporary. Destroy 3 years DAA-GRS-
Records related to the day-to-day operation and administration of federal Insider Threat Programs. after final action, but longer 2025-000X-
Includes records such as, but not limited to: retention is authorized if 0001
e Correspondence required for business use.
e Briefing materials and presentations
® Reports
e White papers
® |nventories
® Assessments and self-assessments
e Table top exercises
e Internal program procedures, operational manuals, and related developmental records,

including:
o Day-to-day operational guidance
O Procedures and guidelines for dealing with insider threats
e Corrective action plans
e User Activity Monitoring (UAM) plans
e Implementation plans

Exclusion: An agency’s Insider Threat policy, which is typically a high-level directive. These are either
covered by GRS 5.7, item 030, or an agency-specific authority for directives.

Notes:




DRAFT

1. GRS 2.6, Employee Training Records, covers records on mandatory employee training about
insider threats.

2. Copies of reports that go to external oversight entities (e.g. other agencies) are covered by
GRS 5.7, item 050.

3. Final action on these records typically is either creation, receipt, or when the record is
superseded or obsolete.

Supersedes: DAA-GRS-2017-0006-0028 (GRS 5.6, item 210) - 7 years

020 | Insider Threat Program inquiry records Temporary. Destroy 3 years DAA-GRS-
Records of Insider Threat Program inquiries, sometimes referred to as investigations, initiated or after separation, but longer 2025-000X-
triggered due to a tip or accusation, derogatory information, identification of suspicious patterns, or | retention is authorized if 0002
occurrence of an anomalous incident. Includes tips, accusations, reporting forms, interviews, initial required for business use.
and final reports, referrals, and associated data sets.

Exclusion: Records of any subsequent investigations based on Insider Threat Program referrals,
conducted by appropriate investigative entities such as the FBI or the agency’s Inspector General.
These investigations are not conducted by the Insider Threat Program. These investigations must be
scheduled on agency-specific schedules.

Supersedes: DAA-GRS-2017-0006-0029 (GRS 5.6, item 220) - 25 years after close

030 | Insider Threat Program data Temporary. Destroy when 5 DAA-GRS-
Enterprise Audit Management data, User activity monitoring (UAM) data, and any other data years old, but longer retention | 2025-000X-
collected and maintained by Insider Threat Programs to monitor and evaluate activities and is authorized if required for 0003

implement insider threat directives and standards. This data includes a variety of information, often
collected from other agency systems or sources such as personnel security, information assurance
management, human resources, and investigatory or law enforcement sources.

Exclusions:
1. Data or information related to an investigation. Such records should be managed as part of
the investigation record and disposed of accordingly.
2. Data that is directly accessed from originating systems by the Insider Threat Program when
the Insider Threat Program does not maintain its own copy of the data. In this situation, the
Insider Threat Program is not creating a separate record and the records will be disposed of
according to the disposition authority for the system being accessed.

Note:

business use.
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1. Data thatis received and subsequently determined irrelevant or unnecessary to maintain for
Insider Threat Program purposes may be destroyed immediately as a transitory record (GRS
5.2, item 010).

2. Agencies may establish different retention periods for different types of Insider Threat
program data by internal agency policy, provided all data is retained for the 5 year minimum.

Legal authority: CNSSD No. 504, 4 February 2014

Supersedes:
DAA-GRS-2017-0006-0030 (GRS 5.6, item 230) - 25 years
DAA-GRS-2017-0006-0031 (GRS 5.6, item 240) - 5 years after opened
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INTRODUCTION

Schedule Subject
GRS 4.6, Insider Threat Program Records

Additional Background Information

This schedule revises the Insider Threat Program items (210-240) in GRS 5.6, Security
Management Records. Insider Threat Programs were relatively new when NARA added these
items to the GRS in 2017. Agencies have questioned the long retentions for certain Insider
Threat Program records. An agency also brought to our attention that the disposition instruction
for item 240 was problematic because an inquiry is not always opened. This led to revisiting all
Insider Threat Program items more generally.

The appraiser consulted with NARA’s Insider Threat Program and the National Insider Threat
Task Force to revise the items. Revisions to the items in this schedule are based on changes in
perspective as time has passed and Insider Threat Programs have a better understanding of their
record retention needs.

NARA decided to move the Insider Threat Program records to a separate schedule from GRS 5.6
because Insider Threat Programs exist to protect agency information. Therefore, the function fits
better under section 4.0, Information Management, of the GRS.

Overall Recommendation
Approval of the attached schedule is recommended based on NARA Directive 1441 Appraisal

Policy of the National Archives and Records Administration.

APPRAISAL

Item 001 (GRS 4.6.010): Insider Threat Program administrative and operational records
We made minor revisions to the item description to update the types of administrative and

operational records that might exist in an Insider Threat Program office. We added the exclusion
for policy records, as those records are typically covered by other disposition authorities or GRS
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5.7. We added a cross-reference for reports to oversight agencies, which are covered by GRS
5.7.050.

Proposed Disposition: Temporary
Appropriateness of Proposed Disposition: Appropriate
Superseded items:

e DAA-GRS-2017-0006-0028 (GRS 5.6, item 210), Insider threat administrative and

operations records - Temporary
Reason for rescheduling: To revise the disposition instruction and item description.
Appraisal Justification:

e The records do not meet the appraisal criteria for permanent preservation. The records
relate to the day-to-day operation of an administrative activity in federal agencies related
to information protection.

e Records have been previously appraised as temporary.

Adequacy of Proposed Retention Period: Adequate from the standpoint of legal rights and
accountability. The previous disposition instruction was “Destroy when 7 years old.” This
instruction was not appropriate for certain record types that should not be destroyed until they
are superseded or obsolete. We have revised the disposition instruction so that records are
destroyed after a final action. The item’s note clarifies that final action can be creation, receipt,
or when the records become superseded or obsolete. It could also be some other logical final
action when records are no longer in active use. We have also reduced the retention to 3 years
based on input from agency members of the National Insider Threat Task Force. They believe
that 3 years sufficiently meets business needs for Insider Threat Programs. Individual agencies
can choose to set a longer retention if needed for their business use.

Media Neutrality: Approved

Item 002 (GRS 4.6.020): Insider Threat Program inguiry records
We have revised the item description for clarity.

Proposed Disposition: Temporary

Appropriateness of Proposed Disposition: Appropriate
Superseded items:

e DAA-GRS-2017-0006-0029 (GRS 5.6, item 220), Insider threat inquiry records -
Temporary

Reason for rescheduling: To revise the disposition instruction.
Appraisal Justification:

e The records do not meet the appraisal criteria for permanent preservation. The records
relate to the day-to-day operation of an administrative activity in federal agencies related
to information protection. These records relate to initial investigations into a possible
insider threat and do not necessarily document actual threats. If a real threat is suspected
or identified, the Insider Threat Program refers the matter to an investigative office, such
as the FBI or the agency's Inspector General, where the formal investigation will be
documented. The formal investigations are scheduled by agencies and not the GRS.

e Records have been previously appraised as temporary.

Adequacy of Proposed Retention Period: Adequate from the standpoint of legal rights and
accountability. The previous retention was “Destroy 25 years after close of inquiry.” Members of
the National Insider Threat Task Force requested that the disposition be changed to instead rely
on an individual’s separation from an agency. The programs want to keep inquiry records on




individuals for the duration of their tenure with the agency so that they can better identify
patterns and repeated behavior. The Task Force members agreed that three years was a sufficient
period of time after separation to meet business needs. Individual agencies can choose to set a
longer retention if needed for their business use.

Media Neutrality: Approved

Item 003 (GRS 4.6.030): Insider Threat Program data

This item combines two items for the data Insider Threat Programs collect: Enterprise Audit
Management data and User activity monitoring (UAM). It also covers any other data an Insider
Threat Program might collect in the course of business. We have revised the item description to
remove the long list of examples because Insider Threat Programs know what kind of data they
collect, so we didn’t feel it necessary to explicitly state what that data is, especially given that it
varies and could change over time. The key fact about this data is that it largely consists of
copies of information that exists elsewhere.

We added an exclusion to address scenarios where Insider Threat Programs access data in other
systems without making a copy (see exclusion 2). We also added notes to provide further
clarification related to disposition of these records. We clarify that data that is received but
identified as irrelevant or unnecessary meets the definition of a transitory record and may be
destroyed using GRS 5.2.010. We also clarify that agencies may assign different retentions to
different data sets as needed, provided the minimum retention is met.

Proposed Disposition: Temporary

Appropriateness of Proposed Disposition: Appropriate

Superseded items:

e DAA-GRS-2017-0006-0030 (GRS 5.6, item 230), Insider threat information - Temporary

e DAA-GRS-2017-0006-0031 (GRS 5.6, item 240), Insider threat user activity monitoring
(UAM) data - Temporary

Reason for rescheduling: To aggregate two similar items, revise the item description, and fix
the disposition instruction.
Appraisal Justification:

e The records do not meet the appraisal criteria for permanent preservation. The records
relate to the day-to-day operation of an administrative activity in federal agencies related
to information protection. The data collected by Insider Threat Programs consists of
copies of information from other systems and sources, often from within their agency.
The information is collected to look for potential threats. In some cases, programs might
not even capture a copy of the data from another system unless there is an inquiry, which
then becomes part of the inquiry records (item 0002 of this schedule).

e Records have been previously appraised as temporary.

Adequacy of Proposed Retention Period: Adequate from the standpoint of legal rights and
accountability. The previous dispositions for these records were “Destroy when 25 years old”
and “Destroy no sooner than 5 years after inquiry has been opened.” Many agencies have raised
the concern that 25 years is too long for this data. Additionally, an agency pointed out that for
UAM data there is not always an inquiry opened, so the disposition instruction does not always
work. CNSSD No. 504, 4 February 2014 requires that UAM data be retained for a minimum of
five years to support detection of behavioral patterns and relationships with other insider threats.
Agency representatives on the National Insider Threat Task Force generally agreed that a 5 year



minimum was sufficient for all Insider Threat Program data. As Note 2 indicates, agencies may
choose to establish different retention periods for different types of data provided that the
retention is at least 5 years.

Media Neutrality: Approved
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