
NOTICE - SOME ITEMS SUPERSEDED OR OBSOLETE 

Schedule Number: N1-457-07-001 

Some items in this schedule are either obsolete or have been superseded by new 

NARA approved records schedules. This information is accurate as of: 1/14/2025 

ACTIVE ITEMS 

These items, unless subsequently superseded, may be used by the agency to 

disposition records. It is the responsibility of the user to verify the items are still 

active. 

All other items 

SUPERSEDED AND OBSOLETE ITEMS 

The remaining items on this schedule may no longer be used to disposition records. 

They are superseded, obsolete, filing instructions, non-records, or were lined off and 

not approved at the time of scheduling. References to more recent schedules are 

provided below as a courtesy. Some items listed here may have been previously 

annotated on the schedule itself. 

Item 301-13 was superseded by N1-457-12-002 / 301-13. 

Item 306-02 was superseded by N1-457-11-001 / 306-02. 

The records described by item 334-07A (which had been lined through before approval of the schedule 

because it described records covered by the GRS 

NOTICE - SOME ITEMS SUPERSEDED OR OBSOLETE 
As of 1/14/2025 N1-457-07-001 
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REQUEST FOR RECOR�OSITION AUTHORITY��VE BUUIK CNMA .... onlJJ I 
••S roeNUMSEA{,see Inst,;,S� &A;uons .,on reverse, 

1 ____ N /- '{ s 7-o 7 -/ I1'ro: NATr()NAL ARCHIVES and RECORDS AOMINISTRATION {NIR) DATERece1SSS0SSSS/o l ___ · �S/SWASHINGTON, OC 20408 1SSSS / I 
t-' /. __I 1. FROM (Agency or establishment) 

NOTIFICATION TO AGENCY National Security Agency I I ___ . 
In accordance with tile pnwisions of 44 U.S.C. 
330Sa the �tlOn request. Including
amendments. is appr� except for ilems that 

or 
-Wllhd1awn� in cohmn 10.

d 
may ba marked "d�itioo not approw.ld' 

_..;. l l • • •.a. • • .. � DATE ARCHIVI NITED STATES 
(b}(3) 

\t 

6. AGENCY CERTIFICATION
1SSI hereby certify that I am authorized to act for this agency in matters per1aining to the disposition of ils records and that the 

records PfOposed for disposal on the attached _t 49 _ page(s) are not now needed for tne busi\ess of this agency or 
will not be needed after the retention periods specified: and that written concl.Wrence from the General Accounting Office, 
under the provisions of Title 8 of the GAO Manual for Guidance a Federal Agencies, 

� is not required; Q ts attached; or Q has been requested 
DATE 

--
7. 

ITEM
NO. 

10.ACTION 
8. DESCRPTION a: ITEM ANO PROPOSED DISPOSITION SUPEASEOEOSSS TAKEN(NARA

USE ONLY) JOS CITATION 
1 See attached. 
2 Included the following information within the Administra- 1 

tive and Management Records Disposition Schedule as 
Section F of the Introduction to the Schedule. "Electron tc 

, records designated as PERHANEN'r will be maintained in 
'accordance with standards for the maintenance of 
electronic records found at 36 CFR 1234.30 or its 
successor and transferred to the National Archives 50 
years after the closure of the activity. Records will 
be transferred in electronic format in accordance with 
the standards for the transfer of permanent electronic 
records in effect at the time of transfer (36 CFR 
1228.270 or its successor)."

3 This schedule authorizes the agency to apply the approved
disposition instructions to records in any medium. 
Permanent records will be preserved in accordance with 
applicable NARA regulations and guidance. 

115·109 NSN 7540-00«!4-4004 STAHDARO FOAM 1'6 (AEV. 3-91) 
PREVIOUS EOITION NOT USABLE Prescnbed by NARA 

36CFR 1228 

https://approw.ld


UNCLASSIFIED 

ADMINISTRATIVE & 

MANAGEMENT 

ADM IN 

RDS 

RECORDS 

DISPOSITION 

SCHEDULE 

UNCLASSIFIED 



FPM 

GAO 

GRS 

NARA 

NCRC 

NMPRC 

NPRC 

OPI 

OPM 

FRC 

ARMA 

UNCLASSIFIED 

,III. Acronl'.,m Kel'., 

Federal Personnel Manual 

General Accounting Office 

General Records Schedule- published by NARA 

National Archives and Records Administration 

NSA/CSS Records Center 

National Military Personnel Records Center (St. Louis, Mo.) 

National Personnel Records Center (St. Louis, Mo.) 

Office of Primary Interest 

Office of Personnel Management 

(Records Center in Boyers, Pa.- retirement case files) 

Federal Records Center 

Association of Records Managers and Administrators 

UNCLASSIFIED 



UNCLASSIFIED 

,IV. Administration And Management 

Records Disgosition Schedule 

.Chagter Index 

POLICY 

300 EXECUTIVE FILES 

301 GENERAL ADMINISTRATIVE FILES 

302 INSPECTOR GENERAL FILES 

303 LEGAL FILES 

304 AR CHIV AL AND HISTORICAL FILES 

305 INFORMATION POLICY FILES 

306 POLICY AND PLANNING FILES 

308 PROGRAM FILES 

BUDGET AND FINANCE 

310 

312 

314 

MANAGEMENT 

320 

322 

324 

326 

328 

BUDGET FILES 

FINANCE AND ACCOUNTING FILES 

NON APPROPRIATED FUND FILES 

ORGANIZATION MANAGEMENT FILES 

COMMITTEE MANAGEMENT FILES 

MANPOWER MANAGEMENT FILES 

MANAGEMENT IMPROVEMENT AND ECONOMIC 
ANALYSIS FILES 

RECORDS MANAGEMENT FILES 

UNCLASSIFIED 



UNCLASSIFIED 

PERSONNEL 

330 CIVILIAN PERSONNEL FILES 

332 MILITARY PERSONNEL FILES 

334 EQUAL EMPLOYMENT OPPORTUNITY FILES 

336 MEDICAL FILES 

SECURITY 

340 NSA/CSS SECURITY FILES 

343 CLASSIFICATION AND DOCUMENT CONTROL FILES 

EDUCATION AND TRAINING 

350 TRAINING 

352 AUDIOVISUAL RECORDS 

354 LIBRARIES AND REFERENCE COLLECTIONS 

LOGISTICS AND SUPPORT 

360 MAIL MANAGEMENT FILES 

361 TRAVEL AND TRANSPORTATION FILES 

362 PUBLICATION, PRINTING AND REPRODUCTION FILES 

363 EXTERNAL SUPPORT FILES 

364 EQUIPMENT AND SUPPLY PROCUREMENT FILES 

365 CATALOGUING AND STANDARDIZATION FILES 

366 PROPERTY RECORD FILES 

367 DISTRIBUTION, DISPOSAL AND STORAGE OF MATERIAL 
FILES 

368 FACILITIES FILES 

UNCLASSIFIED 
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l ''\CLASSIFIED 

,300 EXECUTIVE FILES. 

These tiles are created in carrying out the activities of the Director, Deputy Director. Directorates. 
Associate Directorates, Chief and Deputy Chiefs of Field Stations documenting policy, planning 
and transactions. 

300 ,Executive Files. Files created at the Directorate, PERMANENT. Transfer 
2..0Associate Directorate, and Field Station Chief-level that 

are mission-related documentation regarding executive Records Center. T 
policy. planning and transactions. The Director's Senior to NSNCS c ives 
Council (DSC) serials, all correspondence to and from when years old. 
DSC, copies or reports on the state of cryptanalysis Transfer to National 
management reviews and projections, computer science Archives and Records 
tests and Blue Ribbon Panel findings and various Administration when� )5 
background and action status reports and studies on years old. 
Agency projects. Information of organizations and 'ill,, (iocsinfonnation related to NSA ·s relationship with private 
industry and academia. 
Files include: 

re (, dot.II"" ('1-t,. ""OV\ 
d"'+e<:! c.d 1:J llo 1SDirectorate Correspondence & Tracking System 

(/imuerlv 300-0/; N/-457-80-4; ( {<mnerlv 300-08;. . . .. 
N/-457-88-3) 
Director's Travel Files ({<muer(v 300-03; N/-457-
80-4) 
General Subject Files (formerly 300-04; N/-457-88-3) 
Director's Message Files ({<muer(v 300-05; N/-457-
88-3) 

- Central Subject File (fimuer(v 300-06; N/-457-80-4) 
Historical File (former(v 300-07; N 1-457-88-3) 
Advisory Board Subject Files, (former(v 300-1 I; NJ-
457-88-3) 

l ''\CL\SSIFIED 



---- • conc'-11 
once requirements 
Files include: 

l'.1\CLASSll-'IED 

301 GENERAL ADMINISTRATIVE FILES. 

These files are accumulated or created in carrying out the general internal administrative activities 
of an organization/clement. 

301-01 (U) General Corresnondence. Letters, endorsements, 
memoranda, repo11s, and related data and 
attachments involving a variety of subjects (NOT 
APPROPRIATE FOR FILING WITH OTHER 
RECORDS SERIES.) 

A. Documents created or received by any office 
which has NSA-wide policy-making or program­
monitoring responsibilities. 

B. Documents created by any office not covered 
in A. above. 

Element Administrative Files. Duplicate records and files 
·--�-n ·mmediate needs with little retention value 

· ·sfied. 

Reproduction requests 
- Office supplies 

Leave schedues 
Accounting documentation 
Employee Relations 

301-03 Working Paners/Convenience Files. Working papers, 
drafts, notes for reference papers, duplicate fiscal 
documents for Accounting purposes; items which arc 
accumulated in preparation of correspondence and other 

2 

PERMANENT. Close 
annually. Transfer to the 
NSA/CSS Records Center 3 
years afier closing. Transfer 
to  NSNCSS Archives 
when 20 years old. Transfer 
to the National Archives 
and Records , � 
Administration when� l:' 
years old. (N 1-457-80-4) 

TEMPORARY. Destroy 
after 3 years. 
(N 1-457-80-4) 

TEMPORARY. Close 
annually. Destroy when 2 
years old. (GRS- 23-1) 

TEMPORARY. Destroy 
when 3 years old or sooner 
if no longer needed. 
(N 1-457-80-4) 

l NCL\SSIFIFD 



 

 

301-04 

301-05 

301-06 

LT\CL..\SSIFIED 

documents but which lack coordination, recommendations I
or which are the result of said preparation. 
Public Affairs File.sThese files contain incoming and I PERMANENT. Transfer 
outgoing correspondence concerning congressional and inactive files to NSA/CSS 
second pm1y inquires, public affairs issues, media Records Center. Transfer to 
contracts, guest speakers, business cards, newslener � NSNCSS Archives when 
releases, photos and biographies of Agency seniors. a,.6 �years old. Transfer to 
(lormer(v 305-14; Nl-547-89-1) the National Archives and 

Records Administration � 
when 46 yearsmtt.J.5 't lQt,o\�. 
(N 1-457-89-1) 

.Reading Files.sExtra copies of outgoing or incoming TEMPORARY. Close 
correspondence, messages, or memos maintained quarterly. Destroy when 3 
chronologically for ready reference, signature control, years old or sooner if of no 
preparation of reports or similar administrative purposes. further reference value. 

(N 1-45 7-80-4) 
.Briefing Files.sNarrative presentations with related chm1s 
showing functions, missions, or projects, and used for 
briefing individuals or groups. 

A. Brielings by the Directorate level for senior-level PERMANENT. Transfer 
government officials (i.e., the President, SecDef, inactive files to NSA/CSS 
Members of Congress, DCI, etc.) on matters of Records Center. Transfer to 
signi licant importance concerning Agency mission. NSA/CSS Archives when 
functions, operational matters. ,+ _:).O � years old. Transfer to 

the National Archives and 
Records Administration }r 
when 46 years old . .l.5 � Mil> o\J. 
(N 1-45 7-80-4) 

B. Brielings for external visitors on routine, TEMPORARY. Destroy 
administrative policy or operational matters. when 3 years old or sooner 

ifsof no fu11her reference 
value. (N 1-457-80-4) 

C. Briefings by and for internal Agency TEMPORARY. Destroy 
components. when I year old or sooner 

if ofsno further refcrence 
value. (Nl-457-80-4) 

3 � �jJ.ctlJ-OiS ��� 
See doe,vf\\c"-.fil).11 dtt�d 

54/13 \Jo 1 

l ,:'\( ·1 ASSIFll:I> 

https://doe,vf\\c"-.fil).11
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U�CL.-\SSIFIED 

301-07 Standard Ogerating Procedures !SOPsl, Supplemental PERMANENT. Transfer 
detailed instruction for implementing programs and inactive files to NSA/CSS 
procedures throughout the agency by an organization at Records Center. Transfer to 
any level within the agency which has program or NSA- ¼ NSA/CSS Archives when 
wide policy making authority on that process or progra� -;&years old. Transfer to 

National Archives and 
Records Administration 7'f' 

Ogerational Summaries/Status Re122rts. Summary 
2/25/2014: documents created at subordinate levels but consolidated 
Pen and Ink Change at higher levels regarding perfonnance, progress, 

accomplishments and deficiencies/problems in relation tomade to schedule. 
ctional program goals. 

See note below. 

301-09 ......,.====......,..='2' Activity reports which 
summarize an org ation ·s perfonnance, 

i:tecisions. actions and/or problems in 
rganization ·s accomplishment of its 

se records accumulate at multiple levels of 
y. lnfonnation from lower-level organizations 

consolidated in to the final report. 

Otlice of Primary Interest. 

4 

(GRS-16-1) 

ENT. Transfer 
in ve files to NSA/CSS 

cords Center. Transfer to 
NSA/CSS Archives when 
30 years old. Transfer to 
the National Archives and 
Records Administration 
when 40 years old. 
(N 1-457-80-4) 

TEMPORARY. Destroy 
when 3 years old or sooner 
i fof no further value. 

inactive files to 
Records Center. Tra er to 
NSA/CSS Archives wH 

2/25/2014: Pen and Ink Change made to schetlule items 301-08 and 301-09 pursuant 10 email between agency and NARA dated 

June 27, 2013 and April 10, 2013 (included in dossier). Items 301-08 and 301-09 were consolidated to one item and item 301-09 

has been marked "RESERVED". See following page marked "INSERT- Pen and Ink Change 2/25/2014" for updated language. 

� � ,.;i.c, lio,s-: �q;---y---
�( <. ck (.,v "" -t'II\ --k -ho� l NCI .,ss1r1rD 

d"+tJ � I 1.3 JJo l5 



     

UNCLASSIFIED 

INSERT- Pen and Ink Change 2/25/2014 

301-07 Standard Operating Procedures (SOPs).eSupplemental PERMANENT. Transfer 
detailed instruction for implementing programs and inactive files to NSA/CSS 
procedures throughout the agency by an organization at 
any level within the agency which has program or NSA­

Records Center. Transfer to �
NSA/CSS Archives when�.Cb 

wide policy making authority on that process or program. years old. Tran sf er to 
National Archives and 

.:i,\:'I r:. 
cLJ 

Records Administration when 
"flT'years old. 
(GRS-16-1) 

301-08 Operational Summaries/Organizational Reports. 
Summary documents and activity reports created at 
multiple levels of the agency. Records accumulate at 
lower-level organizations but are consolidated at higher 
levels in final reports regarding the organization's 
accomplishments, performance, progress, and 
deficiencies/problems in relation to mission/functional 
program goals: 

A: Office of Primary Interest (OPI) PERMANENT. Transfer 
inactive files to NSA/CSS 
Records Center. Transfer to 
NSA/CSS Archives when -9&.)() i:+" 
years old. Transfer to the 
National Archives and 
Records Administration when 
'4e-years old. 
(Nl-457-80-4) 

B: All Other (lower-level) Offices. TEMPORARY. Destroy 
when 3 years old or sooner if 
of no further value. 

301-09 RESERVED 

4 

• This page represents the consolidation of items 301-08 and item 301-09 pursuant to email datcdJunc 27, 2013 andApril 10, 2013 . c�+ � I2q I ulS': � 
Su. d ot...v""- ud� +;" o 

ciA+e,J 4 /,3 ,.J.o ,s • 
UNCLASSIFIED 

INSERT - Pen and Ink Change 2/25/2014 
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2/25/2014: 
Pen and Ink Change 

made to schedule. 
See note below. 

301-1 I 

301-12 

301-13 

301-14 

30 y 

tion 
years old. 
80-4) 

Destroy
---r•c�ears old or sooner 

--r'ffl""-!��alue. 

,Installations and Logistics Project Tmcking Database. The 
l&L Project Tracking Database records pertinent inactive files to the 
infonnation gathered from Agency decision documents NSA/CSS Records Center . 
relating to system development. acquisition and life-cycle Transfer to NSA/CSS 
support. (former�v 30/-24; NJ-457-88-8) Archives when ,6'j'em-J.O 

old. Transfer to the 
National Archives and 
Records Administration + 
when Jt6'j'emrnltt. lS" � tQ o\J.. 
(N 1-457-88-8) 

,lnterservice Suimort Agre�ment Database. This database TEMPORARY. Destroy 
contains infonnation on NSA/CSS interservice Support on 6 year cycle. 
A reements. c,rmerlv 30/-25: NJ-457-88-8) Nl-457-88-8 
Organization Mission Files. Correspondence that PERMANENT. Transfer 
documents policy making. program management to NSA/CSS Records 
functions and agreements for which the activity has Center when 3 years old. 
primary mission. Includes official organization charts. Transfer to NSA/CSS * 
narrative histories, and related records which document Archives when °'O yeUIS .lO 1 {q(,S 
the organization and functions of the NSA/CSS. old. Transfer to the 

National Archives and 
Records Administration 
wt,Cff"'!t&years old. (N 1-
457-80-4) 

.Fund-Raising Cam{?aign Records. Correspondence. TEMPORARY. Destroy I 
receipts. invoices and related documents used in year after campaign 
facilitating and controlling the collection of monies from completion or completion 
fond raising for charitable organizations (i.e .• CFC) of next equivalent 

cam ai n.(N l -457-80-4) 
Quai1erlx Management Review Periodicals. Includes 
Agency summary of management data during the previous 

uarter. These records accumulate at multi le levels of 
5 

2/25/2014: Pen and Ink Change made lo schedule items 301-08 and 301-09 pursuant to email between agency and NARA dated June 27, 2013 

and April 10, 2013 (included in dossier). Items 301-08 and 301-09 were consolidated to one item and item 301-09 has been marked "RESERVED". 
See following page marked "INSERT- Pen and Ink Change 2/25/2014" for updated 

:;��'1,J.OI$ �
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RY. Destroy 
when no longc • ceded 
(GRS-023-3c) 

� 

L'"CL\SSIFIED 

the agency. Information from lower-level organizations 
shall be consolidated in to the final repo11. 
A Office of Primary Interest (OPI). 

B. All Others (lower-level) Offices. 

Administrative Databases. Databases that supp011 
administrative or housekeeping functions, containing 
·nforrnation derived from hard copy records authorized for 
de ction by the GRS or a NARA-approved SF 115. 
({orme '301-23; GRS-23-3a. b, & c) . . 

A. y records arc retained in order to meet 
record keeping 

B. When the database takes the plac 
records. 

C .  Hard copy printouts created for sh011-tem1 
administrative purposes. 

6 

l l\CL\SSIFIED 

PERMANENT. Transfer
inactive files to the 
NSA/CSS Records Center. 
Transfer to NSA/CSS 

1 ta<sArchives when��� .).O 'nnnn
old. Transfer to the 
National Archives and 
Records Administration 
when it�ffl'S"Uht. :i.,s; 'j!At f o \d 
(Nl-457-80-4) 
TEMPORARY. Destroy
when 3 years old or sooner 
if ofno further value. 

TEMPORARY. Delete
infonnation in the database 
when no longer needed. 
(GRS-23-3a) 
TEMPORARY. Delete
atler the expiration of their 
retention period authorized 
for the hard copy f ile. or 
when no longer needed. 
whichever is later. 

S-23-3b) 



t ·\c ' L\SS I  FI E D  

.Schedules of Daily Activities. Documenting recording 
activities (i.e., meeting notes, telephone calls by Federal 
Employees while serving in an oflicial capacity whether 
'e·eated and maintained in hard copy or electronic fom1. 
Su items include: Calendars, appointment books. 
sched s, logs, diaries, telephone calls, trips, visits, 
EXCLU G materials determined to be personal. 
(former�v 30 0; GRS-]3-5) 

A. Records contaim substantive infom1ation relating to 
official activities, th ubstance of which has not been 
incorporated into oflicia Iles, EXCLUDING records 
relating to the official activ · s of high government 
officials (see note) 

(NOTE: High level officials include the heads of 
independent agencies, their deputies and assistants: th 
program offices and staff offices including assistant secre ies. 
administrators. and commissioners: directors of offices. bure s. or 
equivalent: principal regional officials: staff assistants to those 
aforementioned officials. such as special assistants. confidential 
assistants. and administrative assistants: and career Federal employees. 
political appointees, and oflicers of the Armed Forces ser\'ing in 
equivalent or comparable positions. Cnique substantive records 
relating to the activities of these individuals must be scheduled by 
submission ofan SF 1 1 5 to �ARA) 

B. Records documenting routine activities containing no 
substantive infom1ation and records containing 
substantive infom1ation, the substance of which has 
been inco orated into or 1anized files. 

301"=14--- ...J:[ackinu and Control Records. Logs, registers, and other 
fin� rd copy or electronic fom1 used only to 
provide access to recor -ized for destruction by the 
GRS or a NARA-approved SF 115, • ING 
records containing abstracts or other information t a 
be used as a infom1ation source apar1 from the related 
records. 

ense Files. Documents arranged in chronological 
order as a renu action is required on a given 
date or that a reply to an action 1s e. if not 
received, should be traced on that giwn date. 
301-]J: GRS-23-6) 

7 

TEMPORARY. 
Destroy or delete when 2 
years old. (GRS-23-5) 

Destroy 
or delete when no 
needed. (GRS-23-5) 

TEMPORARY. Destroy 
or delete with the related 
records or sooner if no 
longer needed. (GRS-23-8) 

t ·:---: c  ' I  .-\ SS I F I F D  



B. 

l : ;-.,-( ' l . :\SS I  1 -l F D  

A. A note or other rt!minder to take action. 

or an extra copy of an outgoing 
communication, � d by the date on which a 
reply is expected. 

Transitory Files. Documents of sho11-tenn interest, 
1 · in electronic fonn (e.g., e-mail messages), 
which have · · al or no documentary or evidential 
value and nonnally n :i,.QJ t be kept more than 180 days. 
Routint! requests for informat10 blications and 
copies of replies which require no admims e action,

•no policy decision, and no special compilation or res · 
for reply. (former(r 301-22: GRS-23-7) 

301-20 General Oneration Files. Documents relevant to essential 
information for the management of resources required to 
satisfy mission objectives and requirements. Topic areas 
include: required research projects, contingency and 
support planning, source collection programs, analytic and 
procesing issues. These items contain documentation from 
various sources within the SIGINT community and open 
source publications that provide long-term value and arc 
instrumental in decision making processes. (former(v 200-
0]) 
Files Include: 
- Program Files 
- Rclerence Files 

TEMPORARY. Destroy 
after action is taken. 
(GRS-23-6) 

TEMPORARY. 
Withdraw documents when 
reply is received. 

( I ) If suspense copy is 
an extra copy. 
Destroy 
immediately. 
If suspense copy is 

e file copy, 
inco rate it into 
the officia 
(GRS-23-6) 

TEMPORARY. Destroy 
immediately after 180 days, 
or when no longer needed 
for reference, or according 
to a predetermined time 
period or business rule 
( e.g., implementing the 
a elete feature of 
electronic 1 
(GRS-23-7) 
PERMANENT. Close 
annually and transfer to the 
NSA/CSS Records Center. 
Cutoff in 5-year 
increments. Transler to 
NSNCSS Archives*d 0 
years after the cutoff. 
Transler to the National 
Archives and Records 
Administration when� J 
years old. 

8 � t.t \2.°' l 2.o\S"": •- -� 
'5e..(._ doc"M e ... "1'P--H o,., da.-kd 

� , ,� (20 '5  
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301-21 Special Projects. Target and/or Crisis Records. 
Documentation regarding special projects or crisis related 
records. Correspondence and materials which reflect key 
management decisions/instructions and the results 
therefrom. Planning, procedures. methods used in special 
projects or events and used to support the assessment of 
the Agency's capability to respond to a specific event and 
the results thereof: (former�v 200-04 and 205-07) 

A. Mission, Associate, and Principal Directorates, the 
NSA Chief of Staff� and Field Chiefs originated 
material. 

B. All other copies. 

PERMANENT. Close 
annually and transfer to the 
NSA/CSS Records Center 
on completion of the 
activity. Records may be 
transferred incrementally at 
the discretion of the 
organization. Cutoff in 5-
year increments. Transfer to , lrr­
N SA/CSS Archives� J. O e; ,  
years after the cutoff 
Transler to the National 
Archives and Records ..111.,. 

Administration when� .l.S 'r 
years old. 

TEMPORARY. Transfer 
to the N SA/CSS Records 
Center when no longer 
required for operations. 
Review for destruction 
every 3 years. 

� 'if2or /2-o,s- � S::-�
� ec. ck vv"" ec.,.-ftt-�o..., c:L:..+e.-d 

lf 1 13 / 2.4  ,S't. 
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.302 INSPECTOR GENERAL FILES 

Files that result from the conduct of official inspections and special investigations for the 
NSA/CSS Directorate as required, to evaluate perfonnance of missions, functions, and duties 
prescribed for a I I  components of the Agency. This section also includes records of reviews and 
audits of Agency operational management and finance and accounting practices. Document 
Agency follow-up actions taken in response to the Government Accountability Office (GAO) and 
Defense Audit Service (DAS) audits; actions taken with respect to the specific recommendations in 
the various audit reports; and the report of audits performed on Agency non-appropriated fund 
accounts. 

302-01 .Insnections and Investigations. Files consist of rep011s 
and documents relating to internal and/or external 
inspections and investigations. 
Files Include: 

Planning and execution of internal/external 
inspections and investigations perfonned by 
NSA/CSS or by other authorized agencies. ({<m11er�v 
302-0/A; Nl-457-80-4) 
Records created as a result of inspections and 
investigations conducted or directed by the Office of 
the Inspector General, including record action taken 
and supporting papers. (/im11er�v 302-0]A; N l-457-
80-4) 

A .Site-Level Surveys and Investigations: Investigations PERMANENT. Translcr 
which focus on site-level surveys and investigations to the NSA/CSS Records 
on overall governance of the site with regard to Center 2 years after 
DoD/IC Community regulations, and host agreements. inspection is completed and 

all actions related thereto 
have been adjudicated. 
Translcr to NSNCSS � 
Archives when '3ej�..;)..o 1 t."'( S 
old. Transfer to the 
National Archives and 
Records Administration 
when �6-ycm'S"ffld:�� 'i 

10 

l : )\ C ' L\ S S I  F l  F l > 



  

.. ' -

l)-:CL.·\SS t r l E D  

B. Administrative Inspections and Investigations: 
Investigations which pertain to such areas as incidents 
of timesheet and travel abuse, and misuse of 
government property issues. 

Note: Significant case ti les ( i .e., those that result in national media attention. Congressional investigation, and'or substantive changes in agency policy or procedures) arc NOT covered hy this chapter: Contact the NSA Records Ofticer to submit an SF 1 1  5 to NARA. (NARA wi lldctcnnine the disposition on a case-bv-case basis.) 
302-02 Complaints. Documents accumulated during processing 

of complaints made by or about an employee of the 
Agency not requiring fonnal investigation. (former�v 
302-03) 

302-03- Reports, correspondence, and 
supporting wor I frnm internal audits of agency 
programs, operations, and procedures. 
external audits of contractors and grantees. (former�v 
302-04) 

1 1  

l ":\C L .-\ S S I  1 · 1 1 : 1 )  

TEMPORARY. Transfer 
to the NSA/CSS Records 
Center 2 years after 
inspection is completed and 
all actions thereto have 
been adjudicated. Destroy 
items when 65 years old. 

TEMPORARY. Destroy 2 
years after transfer of 
military personnel or upon 
separation of civilian 

ersonnel. (Nl-457-80-4) 
TEMPORARY. Cut off at 
end of fiscal year in which 
case is closed. Destroy 8 

- 'L- cutoff 
(GRS 22-2) 



3 03 LEGAL FILES 

These lites relate to litigation and the review, issuance, and interpretation of directives, laws, and 
legislative proposals as they affect the Agency. May contain correspondence and other papers 
pertaining to contracts, investigations, agreements and activities of legal significance, and 
specifically precedential cases unique to NSA, com1 orders, administrative hearings at the state, 
federal and international level, as well as other special projects/programs as they peratin to national 
security. 

303-0s1 General Law Files. Files arranged alphabetically 
consisting of all correspondence involving significant 
attention of the General Counsel, or receiving widespread 
media coverage. Files containing legal opinions. Case 
lites suppo1ting litigation. Formal NSA comments at the 
request of Congress or 0MB; applications and court 
orders related to the Foreign Intelligence Surveillance Act 
of 1 978 (FISA); patent application files, as well as other 
legal matters as they affect NSA operations. (/ormer�i, 
303-09.-1 : Nl-457-80-4) 

A- Items created hy General Co1111sel 's Q[lice: . 
Files Include: 

PERMANENT. Transfer 
inactive files to NSA/CSS 
Records Center. Transfer 

- Legal Opinion Files (former�\' 303-05; N 1-457-80-4) to NSA/CSS Archives .-20* 
Litigation Files ((ormer�v 303-03; N 1-457-80-4) when no longer need 
FISA Files (f<wmer�v 303-08; N 1-457-80-4) operations or ears old. 

Transfer to National 
Archives and Records 
Administration when� JS' � 
years old. 

11. Items used hv or of interest to General Co1111sel 's 
O.Oice: ({<wmer�v 303-09A; Nl-457-80-4); 
Files Include: 

- Legislative and Regulatory files (former�v 303-04A: 
N 1-457-80-4) 

- Patent Files (f<m11er�v 303-0]; Nl-457-80-4) 
- General Law Files (/ormer�v 303-09: N 1 -457-80-04) 

1 2  

l l\"CL\SS I FI E LJ 



l ,ii\CL\SS I F I ED  

1. Precedential legislation, regulation, and/or 
subject matter unique in nature which may have 
impact on NSA, or which may involve significant 
attention of the General Counsel, or receiving 
widespread media coverage. Files may also include . 
documentation pertaining to patent case files including 
applications (pending, approved, abandoned or 
disapproved), related invention disclosures, 
amendments, petitions, appeals, withdrawals from 
secrecy pursuant to the Invention Secrecy Act, 35 
USC 181-188, etc., for all NSA-rdated patents that 
have been approved. 

2. All Other Cases or files lacking in precedential value 
or having a minor impact on NSA. 

1 3  

PERMANENT. Transfer 
inactive fi !es to NSNCSS 
Records Center. Transfer 
to NSA/CSS Archives 
when no longer nee or 
operations or years old. 
Transfer to National 
Archives and Records 
Administration when�J� ,\:-

years old. 

TEMPORARY. Review 
every 5 years for 
destruction of non-essential 
materials (N 1-457-80-4) 
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304 ARCHIVAL AND HISTORICAL FILES 

These files arc accumulated by the NSA/CSS Archives and the H istorian to document the history of 
the NSA/CSS for operational and historical purposes. 

304-0 1 H istoricalaProgram Files.aCon-espondcnce, directives. and 
other documents which directly contribute to the 
development, direction, and supervision of the Agency 
Historical Program. Items concerning documents 
collected and used as source data in the writing of 
histories, including critiques, drafts of manuscripts, charts, 
statistical compliations, interviews, reports, directives, etc. 
which answer inquiries about historical events or person 
Studies of unique operational cryptologic matters, 
histories of organizations, and audio tapes of individuals 
documenting their knowledge of cryptologic 
organizations, decisions, functions, operations and events 
deemed to be of historical value. 
Files include: 

- Historian's Source Files (former�v 304-02, N /-
457-80-4) 

- Historical Background Materials ((fi>rmer�v 304-
03, N/-457-80-4) 

- Historical Inquiry Files ({ormer�v 304-04, N /-
467-90-4) 

- Special Historical Studies (fhrmer�r 304-05, N /-
457-80-4) 

- Official Agency Histories (fi>rmer�v 304-06, N/-
457-80-4) 

- Oral History Fi les (fi>rmer�v 304-JO, 
N /-457-80-4) 

1 4  

PERMANENT. Place 
items in inactive file upon 
supersession or 
obsolescence and transfer 
to the NSA/CSS Records 
Center. Transfer to 
NSA/CSS Archives when 

�years old. Transfer to 
the National Archives and 
Records Administration � 
when '4'trycm-rnttt. JS 't e�,IS o lJ. 
(N 1a-457-80-4) 

l l:';(' (  :\S S l l· I E D  



� 

� 

L'.\CL-\S SI F l  ED 

304-02 Archives Source Files.eHistoric materials, indexes and 
other finding guides of intrinsic or subject-matter value 
which have been received from retirees or from temporary 
record files kept by clements that were often not the 
creators or users of record. ( In some instances, these will 
form the basis of substituting a signed original for a 
carbon copy found in a permanent file.) ((omu:r�v 304-07. 
NJ-45 7-80-4); (/<Jrmer�v 304-08. NJ-45 7-80-4) 

1 5  

PERMANENT. Transfer 
inactive files to NSA/CSS 
Records Center. Tramnsfcr 
to NSA/CSS Archives "s0 ,, o\d :T  when �6-ycm'S"'ffltt. j., 1 t ei .. 
Transfer to the National 
Archives and Records 
Administration when�JS 
years old. (:'-J 1- 457-80-4) 
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305 IN
FO

RM
A

TIO
N

 PO
LIC

Y
 FILE

S 

These records arc created in the course of the N
SA

IC
SS im

plem
entation of the provisions of the 

Freedom
 of lnfonnation A

ct (FO
IA

), Public Law
 93-502 (5 U

.S.C. 552), Executive O
rdeis(E

.O
.) 

�
. and the Privacy A

ct, Public Law
 93-579 (5 U

.S.C
. 552a). A

lso included arc articles rcle1Ting 
to Public Affairs and Pre-publication review

s. 

305-01

JuS
-os-

305-06 

,Freedom
 oflnfo

nnation A
ct and M

andatory R
eview

 Files. 
D

ocum
ents and supportnig tiles created in response to 

FO
IA

 and-E
.O

. 135l6 reeeests and appeals. File includes 
ongm

a
· 

I requests, respons f
s, re Iate d supportm

ge
· 

c.
-,.

c
,......W

.,c.
 u

�
 

docum
ents, registrations and log. (Suppo11ing docum

ents, 
w

hich m
ay include a copy of the official file copy of 

records requested or copy thereof). Files Include: 

-
FO

IA
 R

equests and M
andatory R

eview
 Files 

(G
R

S-14-11) 
-

FO
IA

 A
ppeals and M

andatory R
eview

 Files 
(J

ormerzv 305-02) (G
R

S-14-12) 
-

FO
IA

 C
ontrol and M

andatory R
eview

 Files 
(formerzv 305-03) 

-
FO

IA
 R

eports and M
andatory R

eview
 File 

(/ormerlv 305-04) 
inistrative and M

andator 
R

eview
 Files. 

R
ecords relating to 

1e 
-A.g

t> cv im
plem

entation of 
the FO

IA
, and Executive O

rders 13526 inc u m
 

m
em

oranda, routine corres ondence and related records. 
.Privacy A

ct R
cguests Files. Files created in response to 

requests from
 individuals to gain access to their records or 

to any infonnation in the records pc11aining to them
, as 

provided fo
r under 5 U

.S.C
. 552a(d)( I). Files contain 

request, copy of reply thereto. and all related suppo11ing 
docum

ents, w
hich m

ay include a copy of the official file 
copy of records requested or copy thereof 

A
. 

Co1Tespondcncc and supporting docum
ents 

(Excluding the official file copy of the records 
requested if filed herein.) 
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T
E

M
P

O
R

A
R

Y
. Translcr 

inactive files to the Record 
Center. D

estroy w
hen 50 

years old. 

T
E

M
P

O
R

A
R

Y
. D

estroy
w

hen superseded by new
 

olic 
or guidance. 

(GR
S-14-L>, 

T
E

M
P

O
R

A
R

Y
. Transfer

inactive files to the Record 
Center. 

D
estroy w

hen 70 
years old. 
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C
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~ I Privacv Act Amendment Case 
in ·s request to amend a 
• ndividual as p • ·d for und<. 

I' ·equest 
al's r quest to. m,I a re<.otd!> a 

to any civ1 

L ':'\C ' l . :\ S Sll: I E D  

( I )  Granting access to all the requested records. 

(2) Responding to requests for nonexistent records: to 
requestors who provide inadequate 
descriptions; and to those who fail to pay 
Agency reproduction fees. 

(a) Requests not appealed. 

(b) Request appealed. 

(3) Denying access to a II or part of the records 
requested. 

(a) Requests not appealed. 

(b) Request appealed. 

B. Official tile copy of requested records. (Documents 
responsive to request arc copies of the oflicial 
records requested). 

305-07 Privacy Act Aru2eals Files. Files related to administrative 
appeals under the Privacy Act for release of infonnation 
denied by the Agency, consisting of the appellant 's letter, 
a copy of the reply thereto, and related supporting 
documents, which may include the ollicial tile copy of 
records under a cal or co thereof. 

�....,,,...a....;..;a__.,_....._""-'-===='-=-'=--=F--=i=lc=s. Fi lcs relating to an 
record pc11ain ing to that 

1 ·r 5 U.S.C. 552a(d)(2); to 
the individua s 1 • • gency' s 

' • •refusal of the individu C m ,  •• _, s 
provided for under 552a(d)(3); and 
brought by the individual against the Agency s 
under 5 U.S.C. 522a(g). ((ormcr�F 305-07: GRS- /4-22 

1 7  

TEMPORARY. Transfer 
inactive files to the Record 
Center. Destroy when 70 
years old. 

TEMPORARY. Transfer 
inactive files to the Record 
Center. Destroy when 70 
years old. 

TEMPORARY. Transfer 
inactive files to the Record 
Center. Destroy when 70 
years old. 

TEMPORARY. Transfer 
inactive files to the Record 
Center. Destroy when 70 
years old. 
TEMPORARY Transfer 
inactive files to the Record 
Center. Destroy when 70 
years old. 

l ''.'\ <  · 1  .-, s s n -- 11 -: D 
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A. Requests to amend agreed to by the Agency. Includes 
individual ·s requests to amend and/or review ref usal 
to amend, copies of the Agency's replies thereto, and 
related materials. 

B. Requests to amen cfused by the Agency. Includes 
individuars requests amend and to review refusal 
to amend. copies of the ency' s replies thereto, 
statement of disagreement, t • Agency justification 
for refusal to amend a record. a related materials. 

C. Appealed requests to amend. Includes all files created 
in responding to appeals under the Privacy Act for 
refusal by the Agency to amend a record. 

� .Privacy Act Accounting of Disclosure Files. Files 
· · ed understhe provisions ofs5 U.S.C. 552a(c) for 

an accurate nting of the date, nature, and purpose of 
each disclosure of a r · o any person or to another 
agency, including forms lc.H" sho · he subject 
individual's name, requestor's name an a · s purpose 
and date of disclosure, and proof of subject indivi u 
consent when applicable. (f,,mu:r�v 305-0R: GRS-14-]3) 

1 8  

TEMPORARY. Dispose 
of in accordance with 
approved disposition 
instructions for the related 
subject individual's record 
or 4 years after the 
Agency 's agreement to 
amend, whichever is later. 
(GRS-14-22) 

TEMPORARY. Dispose 
of in accordance with 
approved disposition 
instructions for the related 
subject individuars record; 
or 4 years after final 
determination of the 
Agency; or 3 years after 
final adjudication by the 
courts, whichever is later. 
(GRS-14-22) 

Dispose 
of I ccordance with 
appro 
instructio 
subject indiv ars record 
or 3 years after al 
adjudication by the 
whichever is later. 
(GRS-14-22) 
TEMPORARY. Dispose 
of in accordance with 
approved disposition 
instructions for the related 
subject individuars records 
or 5 years after the 
disclosure for which the 
a tability was made, 
whichever 
(GRS-14-23) 
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lementation of the 
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Act Control Files. Database. log. or listings 
maintained or 1.: oses in  responding to requests, 

1including registers and similar rec01 ate, nature 
of request, and name and address of rcqucstor. (former . 
305-09; GRS-14-24) 
rivacv Act Renorts Fi les. RecutTing repo11s and one-time 

info� .ent relating to Agency 
implementation, the Office • ·ment and Budget, 
and the Report on New Systems. (fimner y . �...._,_,.,S-
14-25) 

Privacy Act, including notices, mcmora 
correspondence, and related records. 

1-----·({ormerfv 305-J J ;  GRS-14-26) 
305- 1 3  .Unauthorized Disclosure Fi le. This file contains 

unauthorized disclosure repo11s to the DN I, the SECDEF 
and the Director, ISOO, as well as related reports to DoJ. 

nendation, complaint, 
critici - ·e luding 
those on the basis of \  
administrative action taken and tho 
individual personnel records. 
(ormerfv 305-16; GRS-14-5) 

1 9  

TEMPORARY. Destroy 
1 5  years after date of last 
entry. (GRS- 1o4-24) 

TEMPORARY. Destroy 
when 2 years old. 
(GRS- 1o4-25 )  

TEMPORARY. Destroy 
when superseded by new 
pol icy or guidance. 

""(ORS l4-26) -
PERMANENT. Transfer 
inactive files to the 
NSA/CSS Records Center. 
Transfer to NSNCSS 
Archives when jt,'�nT'S' .lo 
old. Transfer to the 
National Archives and 
Records Administration 
when �6-yc.rrs-utrt7 l:5 i 
( N l o-457-89- 1o) 

TEMPORARY. Destroy 
when 3 months old. 
(GRS- 1 4-5)  

l ·'.\cl.-\ SS I FIeLD  
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306 POLICY AND PLANNING FILES 

These files document national cryptologic policy developed and promulgated by external 
authori tics. 

306-0 1 Documents Regarding National CtYQtologic Policv. 
They include: NSA/CSS policies and plans developed to 
provide guidance for future courses of action to be taken 
by NSA/CSS and the SC Es in support of national policy 
and strategic concepts during peacetime, general war, or 
contingencies which may arise from unusual political, 
budgetary, or military situations. These files are created 
and maintained in support of the NSA/CSS accomplishing 
the Cryptologic Missions as directed, fommlatcd and 
interpreted among others, by the Director, NSA/Chief 
CSS, JCS, National Security Council, the SecDel� and the 
National Foreign Intelligence Board (NFIB ). The array of 
documentation covers areas such as procurement and 
liaison agreements with second parties for overseas sites; 
studies on site consolidation and closure; mission 
assignment and operat ions and contingency plans; budget 
issues; MOU/MO A documentation. Other documentation 
includes materials implementing policy decisions 
regarding COMSEC and technology transfer records; 
documents pertaining to legislative concerns. dealings 
with the NFIB and DC I on related matters. 
Files include: 

- National Cryptologic Policy Files ({ormer(v 306-
01: N 1-457-80-4) 

- Base Rights Files (former(r 306-01: 

NJ-45 7-80-4) 

- Cryptologic Station Planning Profiles ((ormer(r 
306-03: N/-457-80-4) 

- Site Consolidation & Closure Study Files 
((ormer(r 306-04; Nl-457-80-4) 

- Liaison Files ((ormer(v 306-05: NJ-457-80-4) 

- National Foreign Intelligence Board (NFIB) 
Files ((ormc.·r(r 306-06: N/-457-80-4) 

- National Telecommunications and lnforamtion 

20 

l :'\ C l  . \SS JF l l :D  



U\CI . .-\S SI FIED 

Systems Security Committee (NTIS) Files (fi,rmer�v 
306-07; Nl-457-80-4) 

- Contingency and Suppo11 Planning Files 
((ormer�v 306-08; Nl-457-80-4) 

- Operations Planning Files (f<wmer�r 306-09; N 1-
457-80-4) 

- Legislative Congressional Affairs Files (/ormer�v 
306-10; Nl-457-80-4) 

- Budget Files (f<wmer�v 306-1 l; Nl-457-88-3) 
- MOU/MOA Database File ({<,rmer�v 306-13: 

N/- 457-89-1) 
- Technology Transfer Records File (f<wmer�v 306-

16; Nl-457-89-1) 
- Director's NFIB/NIE Related Document File 

((ormer�v 306-17; N 1-457-89-1) 
- Director's DCI Committee Document (f<wmer�v 

306-18; Nl-457-89-1) 
- Country Desk O nicer Files (/'ormer�v 306-12; 

Nl-457-89-1) 
- Ocean Surveillance Information System (OSIS) 

(f<wmer�v 200-02/l; N 1-457-90-1) 

A. Office of Primary Interest. 

B. All Others (lower-level) Offices. 

2 1  

PERMANENT. Transfor 
to NSA/CSS Records 
Center 2 years after closing. 
Transfer to NSA/CSS + 
Archives when�j't!mis- J.C 'teA(.S 
old. Transer to National 
Archives and Records 
Management when ¢0"%� 
old.e(Nle-457-80-4) ;).S" ec.,Se• 

TEMPORARY. Destroy 
when I O  years old or 
sooner if of no llirther 
reference value. 

l ' '.'H'I .-\SSI F I E D  
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306-02 
.EXQOrt O

ffi
ce File. This file contains N

SA
 votes on export 

T
E

M
P

O
RA

R
Y

. Cut off
 

license applications and CO
CO

M
 m

unitions and dual-use 
annually. D

estroy w
hen 2 

item
s. 

years old. (N
 l-457-89-1 ) 

Files include: 

-
Exp011 Case Files (form

er(\; 306-14; 
N

l-457-89-1) 
-

Export License A
pplications File (former(v 306-

15: N
l-457-89-J) 
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.3n1 0  BUDGET FILES. 
These tiles include documents relating to the management of resources required to accomplish the 
cryptologic mission. The records arc created in the process of documenting the resources required 
over a 7-year programming period, and the basis for updating the NSNCSS Five-Year Defense 
Program Budget and Financial Plan . Included are program and budget documents relating to the 
Consolidated Cryptologic Program (CCP) and Consolidated COMSEC Equipment Program. 
(CCEP). 
3 1 0-0 1 .Program Fonnulation and Presentation Files. All 

documentation created in preparation for submission by 
DIRNSA for approval and issuance of the Five-Year 
Defense Program. These programs serve as the basis for 
the development, by the Agency Program/Budget Stall: of 
the more detailed program and budget guidance to the 
operating elements.) (Fonnerly "Program and Budget 
Advisory Board ( PBAB) Files"). (former�v 3 I 0-0 I .  N l-
45 7-80-4) 
These records accumulate at multiple levels of the 
agency. Information from lower-level organizations 
shall be consolidated into the final report. 

Files Include: 
- Program Budget Decisions (PBD); 
- Defense Resources Boards (ORB); 
- Issue Papers, summaries and desc1iption data 

sheets 
- Program change requests; manpower 

memoranda 
- Summary tables and related papers 
- Congressional Budget Justification Files 

({ormcr�v 310-03: Nl-45 7-80-4} 
- Five-Year Defense Progam Files (former�v 310-

0./: N/-45 7-80-4) 
- Five-Y car Progann Summary Data Files 

(former�\' 3 1 0-04; NJ-45 7-80-4) 
- Crosswalks/Program Objective Memorandum 

(POM) File ((urmer�v 310-13: N/-45 7-89-9 

23 
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A. Office of Primary Interest. 

B. All Other (lower-level) Onices. 

310-01 Agencv Consolidated Cryptologic Program (CCP) Files. 
All documentation created in preparation for submission 
by DIRNSA, to the Assistant Secretary of Defense. 
These records accumulate at multiple levels of the 
agency. Information from lower-level organizations 
shall be consolidated into the final report. 

Files include: 
- Summary and description data sheets 
- Program change requests: 
- Manpower memoranda 
- Summary tables and related papers - Review Committee meeting minutes, 
- Coordination actions, approvals, reclamas 
- Justification review papers 
- Key Component input. ({<Jrmer�r 308-0 I: N l-

457-80-4) 
- Agency Consolidated Cryptologic Program 

Review Files ([<m11cr�v 308-02: N /-457-80-4) 
- Consolidated Cryptologic Program (CCP) 

Summary Files ((ormer�v 308-03: N/-457-80-4) 

A. Office of Primary Interest. 

PERMANENT. Transfer 
inactive files to the 
NSA/CSS Records Center. 
Transfer to NSA/CSS �
Archives when j'�tm; :lO N ea,J' 
old. Transfer to the 
National Archives and 
Records Administration 
when 40 ycms old. Js 1�.s ol.l ­
(N 1-457-80-4) 
T EM PO RARY. Destroy
when 2 years old or sooner 
if of no furthe reference 
value (N 1-457-80-4) 

PERMANENT. Close and 
transfer to the NSA/CSS 
Records Center at end of 

24 * Lf \J..CJ laolS" � �� 
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B .  A l l  Other ( lower-level ) Offices. 

3 1 0-03 .F IN PLAN Files. Overal l  Financial Plan (F INPLAN ) 
lnfonnation, including associated program data. 
(former(v 308-04; N/-457-80-4) 
These records accumulate at multiple levels of the 
agency. I nformation from lower-level organizations 
shall be consolidated into the final report. 

A. Office of Primary Interest. 

B. All Other ( lower-level) Offices. 
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each related program cycle 
( 5 or 7 years as applicable) .  
Transfer to NSA/CSS � 
Archives when �ms..J.b, ea,S 
old. Transfer to the 
Nat ional Archives and 
Records Administration ;+-
when -40 yettr3 t'ld. �i f£((. o�-
(N 1 -45 7-80-4) 

TEMPORARY. Destroy 
when 2 years old or sooner 
if of no further reference 
value. (N 1 -45 7-80-4) 

PERMANENT. Close 
annual ly. Transfer to the 
NSA/CSS Records Center 
2 years after closing. 
Transfer to NSA/CSS 
Archives when �6j''C"�el 
old. Transfer to the 
Nat ional Archives and 
Records Administration 
when 40-,e�""ftl.e1).$ i «ti 
(N 1 -45 7-80-4) 

TEMPORARY. Close 
annual ly. Transfer inactive 
tiles to NSA/CSS Records 
Center. Destroy when I 0 
years old or sooner if no 
longer needed for 
operat ions (N 1 -45 7-80-4) 

l . \: ( " I  \SS I F I FD 
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Budget Con-esnondence Files. Documentation related to 
· e administrative procedures and matters not covered 

elsewher · his schedule, EXCLUDING files relating to 
agency policy an cedure maintained in formally 
organized budget offices. wer�v 308-05; GRS-5-1 ) .  
Files include: 

- Budget Background Records (/ormer�v 308-06; 
GRS-5-2) 

- Budget Reports Files (former�v 308-07; GRS-5- 3a) 
- Budget Apportionment Files (fc>mwr�v 308-08; 

GRS 5-4 
310-05 ,Information Systems Security Program {!SSP} Resources 

.Program Summary Files including COMSEC Resources 

.Program {CRP} Summmy Files from years nreceding 
l 991. These summaries identify all approved and .eeee
proposed ISSP (or CRP) Summary files from years 
preceding 1991. CRP resources by Department/ Agency, 
Program Element, and Functional Aggregation, relating 
them to the Five Year Defense Plan (former�v 308-09; NJ-
457-80-4) 
These records accumulate at multiple levels of the 
agency. Information from lower-level organizations 
shall be consolidated into the final report. 

A. Office of Primary Interest. 

B. All Other (lower-level) Offices. 

TEMPORARY. Destroy 
when 5 years old. 
(GRS-5-1) 

.... 

PERMANENT. Close 
annually. Transfer to the 
NSA/CSS Records Center 
2 years after closing. 
Transfer to NSA/CSS 
Archives when �6-yems· J.O 'f lQ 
old. Transfer to the 
National Archives and * Records Administration 
when -4�-s-utd':-.'l.� i e&ti 5 °W 
(N 1-457-80-4) 

TEI\IPORARY. Destroy 
when 2 years old or sooner 
if of no furthe reference 
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value (N 1 -457-80-4) 
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Program and Budget Innut Files. These files consist of 
a submitted by Key Components for review and 

· ion into the total NSA Budget files and the 
preparation o · · maries as may be desired by Agency 
top management So · documentation used for 
forecasting purposes, date in the formulation of 
civilian & military budget submis · . ({ormer�v 310-09. 
GRS-5-2) 
Files include: 

- Manpower Budget Formulation Files ({ormer�v 
310-11. GRS-5-2) 

- Personnel/Manpower Statistical Budget Reports 
fhrmerlv .HO-/ 2, GRS-5-2) 

310-07 Program and Budget Direction Files. Records 
accumulated by the Agency Program and Budget Staff in 
preparation of the consolidated NSA Budget, as well as 
documentation that authorizes the Agency to incur 
obligations while funding is under approval for the 
upcoming fiscal year. Also, included are documents that 
rellect the actual application of the approved budget, and 
aportionments as applied to O&M, Procurement, ROT &E, 
Construction, Stock Funds, Family Housing and other 
appropriated dollar resources ({ormer�v 3 I 0-02. N 1-45 7-
80-4 
Files include: 

- Budget Estimate File ((ormer�v 3/0-06, N/-457-80-4) 
- Interim Funding Program Files (former(v 3/0-07, 

N/-457-80-4/ 
- Financial Plan Files (f<mnerlv 3/0-08. N/-457-80-4) 

310-08 Com.orate Revenue File. This file contains program and 
budget information used for planning annual corporate 
reviews for the Director. Includes Fiscal Year Annual 
Re ort. (<mnerlv 3/0-14. N /-457-89-9) 
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TEi\lPORARY. Destroy I 
year after close of the liscal 
year covered by the budget. 
(GRS-5-2) 

TEMPORARY. OPI -
destroy when IO years old 
or sooner if of no li.111her 
reference value. 
(N 1-457-80-4) 

TEMPORARY. Destroy 
when 5 years old. 
(N 1-457-89-9) 
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3 1 2  FINANCE AND ACCOUNTING FILES 

These tiles contain the ollicial finance and accounting records of the NSA/ CSS for its appropriated 
funds. Included are accounting policies, regulations, procedures, fiscal status reports, debit and 
credit vouchers, allotment ledgers, payroll records, Plant Equipment Accounting Records (PEAS) 
and related financial documentation concerning the accounting for government-owned facilities and 
equipment and appropriated funds. 

neral Accounting Ledgers. These liles result from 
ana�ntrolling all accounting documents 
requiring postin�I ledger and subsidiary 
ledgers of the Agency to inclu� · ·· ·ounts ledgers, 
showing debit and credit entries, and reflecting 
expenditures in summary. (former�v 3/2-04 & 3/  2-56; 
GRS-7-2) 
_Installation Accounts Files. These tiles contain copies of 
documents and reports relating to the administrative 

ontrol of Agency funds and financial inventory 
a unting records. Include such documents and repo11s 
as list below. (former�v 312-05; GRS-6-Ja&h, GRS-8-7) 

A. epo11s/PEAS. (Plant Equipment 
Accounting S em) Rep011/Reconciliation. 
COMSEC/PEAS uipmcnt Reconciliation 
Worksheets and Repo Miscellaneous Plant 
Equipment Source Docu ts and ADP listings. 

B. Non-stock Fund MILSTRIP Requ 'tions. Rcpo11 of 
Survey Files, Receiving Repm1s, and 
documents. 

C. Financial Inventory Accounting Documents. Ship 
documents, inventory adjustment documents, 
disposals documents, tum-ins, issues, disposals, 
receiving documents, other documentation rellccting 
financial inventory accounting transactions. 

D. Installations Accounts. Miscellaneous accounting 
documents, journal vouchers, transfer of adjustments 
vouchers; stock fund vouchers. bills of lading, advice 

28 

TEMPORARY. Destroy 6 
years and 3 months after 
the close of the fiscal year 
involved. ( GRS-7-2) 

TEMPORARY. Destroy 6 
years, 3 months after period 
covered by account. 
(GRS 6- l a) 

TEMPORARY. Destroy 
when 3 years old. 
(GRS-8-7) 

TEMPORARY. Destroy 

estroy 6 
years and 3 months a · r 
period covered by accou1 
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of obligation authorities, purchase requests, job order 
tracts (Am1y, Navy, Air Force), purchase orders, 

reimbur • orders received ( classified and 
nonclassilicd). rcn ' ntracts, miscellaneous 
contracts, and MIPR 's. 

E. Fiscal Disbursing and Collection Vouchers. 

.Stock Fund Files. These files result from the consolidated 
management, financing, control, and accounting for the 

rocurement and inventorying of those items of materials, 
s lies, and equipment, the costs of which arc 
char hie when issued for use, to a number of 
consumi � activities. (/ormer�v 312-06; GRS-6-l, GRS- 7-
2,GRS-8-4, , -8-7) 

A. Stock Fund Ledg · and Reports. The DD-COMP 
(A)(Annual) DD-CO� (M)(Monthly) DD-COMP 
(SA)(Semi-Annual) witn imbursable issues. 

B. Stock Fund Reference Files. Spot in tories; stock 
fund compare trial balance; monetary va 
property accounting transactions. 

C. Stock Fund Documents. MIPRs; shipping document , 
inventory adjustment reports: disposal documents; 
returns on material; tum-ins; equipment: MILSTRIP 
requisitions, receipt documents, interfund vouchers: 
and miscellaneous reference papers. 

D. Non-Stock Fund M ILSTRIP Requisitions. Report of 
Survey Files, Receiving Reports, and obligating 
documents. 

Requisitions for Non-. aun Ie· binding, 
and other se ccs c. c 6rr�r.ffl4�� · 
accountable officers'  accounts (Sc .e. 
364-04; GRS-3-7) 

29 

(G RS-6-1 a) 

TEMPORARY. Destroy 6 
nd 3 months after 

TEMPORARY. Destroy 6 
years and 3 months after 
the close of the fiscal year 
involved. (GRS-7-2) 

TEMPORARY. Destroy 
when 2 years old. 
(GRS-8-4) 

Destroy 6 
ears and 3 months after 

pc · d covered by account. 
(GRS- a) 

when 3 years old. 
(GRS-8-7) 

TEMPORARY. Destroy 
when I year old. (GRS-3-7) 

l I N C  I .:\ S S I  F I  l: D 
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tion Files. Applications, 
· • successfu 1 

(rejected or wit ITS:"-rtrJ�IC.d · 
GRS-3-13) 

312- dministrative Files. Co1Tespondcncc and/or 
subject files re a · e operations and daily 
activities in administration of the gr'aiaiftlffl:l:�.lll..­
(former(v 364-09; GRS-3-14) 

Analysis and Reconciliation Files. These files verify and 
ubstantiate the accounting data developed by other 

lina and accounting units. These are general ledgers, 
accountin · ords, supporting adjustment vouchers 
including master ies of General Ledger Trail Balance, 
Supsidiary Ledgers, Tra & Adjustment Vouchers, 
Transaction Ledgers, Journals, · ancial Plan Details & 
Summaries as well as Cost & Assets ons, Data 
Processing Repo11s, Payroll, etc. 
Files include: 

- Bill Register Cards (fhrmer(v 312-12; GRS-6- /a) 
- Imprest Fund Files (f'imuer�v 312-13: GRS-6-/a) 
- Money Account Files (former�v 312-14: 

GRS-6-/aJ 
Contract Aweals Case Files. Files arising under the 

ontracts Dispute Act, consisting of notices of appeal and 
ledgements thereof ; correspondence; copies of 

contracts, s, spcci lications, exhibits, change orders, 
and amendment , ·anscripts of hearings; documents 
received from parties c ·erned; final decisions; and all 
other related papers. (former . 64-10; GRS-3- J 5a & h) 

A. Records created prior to October 1, 

B. Records created alter September 30. 1979. 

30 

TEMPORARY. Destroy 3 
years after rejection or 
withdrawal. (GRS-3-13) 

TEMPORARY. Destroy 
when 2 years old. 
(GRS-3-14) 

TEMPORARY. Destroy 6 
years, 3 months after period 
covered by account. 
(GRS-6-1 a) 

TEMPORARY. Destroy 6 
years, 3 months after final 
action on decision. 

RS-3- 1 Sa) 

Y. Destroy 1 
year alter final ac · on 
decision. (GRS-3-1 Sb) 

l ''.\CL.-\SS I FI E D  
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Command Accounts and Renorts Files. These files 
in papers on the status of funds, statements and 

financrn orts for all funds which are accounted for by 
the Agency. Fu lotment and allocation files object 
classifications. allotmen l sub-allotment status and 
Funding schedules, and allocau dvices. Financial 
Reports Files. Copies of repo11s to Do 
accounting offices on status of allotments, exp 
disburesements, ore reimbursements, etc. Reports 
submitted to NSA by External Accounting Offices. For 
incorporation into miscellaneous DoD and Treasury 
report. Report of Transactions for/by Others Transfer 
Vouches. 

312-10 .Military Assistance Program Files. Files relating to 
financial activities of the Foreign Military Sales Program 
to include grant aid to countries by MAP. Files contain 
original ·•Offer and Acceptance," correspondence 
pertaining to foreign sales, copies of related fiscal 
documents pertaining to sales, and grant aid. Documents 
Relating to Legal Establishment, Policies, Procedures, 
Management and Evaluation of FMS and Government 
AID Cases. 

hc------i 
Routine Procurement Files. Contract, requisition, 
purchase order, lease, and bond and surety records, 

ding correspondence and related papers pertaining to 
awar , ninistration, receipt, inspection and payment 
( other than e covered in items 1 and 12). {See note 
after item 3a(2)( . 

A. Procurement or purchase 
related papers. 

(1) Transaction dated on or after July 3, 
(the effective date of the Federal Acquisition 
Regulations (FAR) rule defining a simplified 
acquisition threshold). 

(a) Transactions that exceed the simplified 
acquisition threshold and all construction 
contracts exceeding $2,000. 

31 

TEl\lPOR.\RY. Destroy 6 
years and 3 months after 
the close of the fiscal year 
involved. (GRS-7-3) 

TEMPORARY. Close 
annually. Retain locally 1 
year then transfer to the 
NSNCSS Records Center. 
Review 15 years after 
period covered by account. 
(DoD Financial Manual 
Vol.15 Ch.6 - 060101) 

years and 3 mon 
final payment. 
(GRS-3-3a( 1 )(a)) 

l '-C '  L.-\ S S I I  I U) 
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(b) Transactions at or below the simplified 
acquisition threshold and all constructon 
contracts below $2,000. 

(2) Transactions dated earlier than July 3, 
995. 

ransactions that utilize other than small 
pu hase procedures and all construction 
cont cts exceeding $2,000. 

(b) Transactions t t utilize other than small 
purchase proced es and all constructon 
contracts below $2, 00. 

B. Obligation copy. 

C. Other copies of records described above use 
by component clements of a procurement offic 
administrative purposes. 

D. Data submitted to the Federal Procurement Data 
System (FPDS ). Electronic data file maintained by 
fiscal year, containing unclassified records of all 
procurements, other than small purchases, and 

consisting of infonnation required under 48 CFR 
4.60 I for transfer to the FPDS. 

(i'iOTE: Unique procurement tiles arc not covered by this schedule. 
With the standardization of the Government-wide procurement 
process under the Federal Acquisition Rcgulations. such fi les are 
unlikely to exist. However. i f an agency bclie, es that a procurement 
file that has long-term rcsearch valuc. the records officer should 
submit an SF I 1 5. ) 

32 
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TEMPORARY. Destroy 3 
years alier final payment. 
(GRS-3-3a(I )(b)) 

TEMPORARY. Destroy 6 
years and 3 months after 
linal payment. 
(G RS-3-3a(2 )(a)) 

TEMPORARY. Destroy 3 
years after final payment. 
(G RS-3-3a(2)(b)) 

TEMPORARY. Destroy 
when li.tnds are obligated. 
(GRS-3-3b) 

TEMPORARY. Destroy 
upon tennination or 
completion. (GRS-3-3c) 

TEMPORARY. Destroy 
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312-12 Cash Blotter Files. Monthly summary records of 
disbursement transactions maintained for reference use. 
(former�v 3 11-15: 1V1-4 5 7-80-4) 

.Individual Emnlovee Pay Record . 
. mer�v 312-16: GRS-2-Ja& lh) 

A. Pay recor ach employee as maintained in an 
electronic database. is database may be a stand-
alone payrol I system or pa a combined 
personnel/payroll system. 

B. Individual Pay Record containing pay data on ea 
employee within an agency. This record may be in 
paper or microfonn but not in machine readable fonn. 

Time and Attendance Source Records {Timcsheets}. All 
t 1  · d attendance records used to input time and 
attendance · to a payrol I system, and upon which 
leave input data is bas , ch as time or sign-in sheets: 
time cards; flextime records; le lications for jury 
and military duty; authorized premium pa · vertimc, 

·maintained at duty post, upon which leave input a 
based. Records may be in either machine readable or 
paper fonn. (f<>rmcr�v 312-1 7; GRS-2-7& 312-60; GRS-2-
8) 

Payroll Control Files. Papers such as payroll variation 
· nscripts, notifications of personnel actions, federal and 

state .changes, machine runs reflecting all pe11inent 
information · .cting individual pay or health benefits 
applications for or ·ell at ions of savings bonds, 
requests for checks to be n · d, and Public Law 89-516 
Tax Letters (payments for Fedcra es withheld as 
moving expenses). (f<>rmcr�v 312-20: 
Files include: 

- Payroll Control Registers (f<>rmcr�v 312-2 I: GRS-
2-22) 

- Payroll Health Registers (f<>rmcr�v 312-22: GRS-
2-22) 

33 

TEMPORARY. Destroy 
when 3 years old or sooner 
if of no further reference 
\·alue. (N 1 -457-80-4) 

TEMPORARY. Update 
elements and/or entire 
record as required. 
(GRS-2-1 a) 

ational Personnel 
Recor nter. Destroy 
when 56 years 
(GRS-2- l b) 
TEMPORARY. Destroy 
after GAO audit or when 6 
years old, whichever is 
sooner. (GRS-2-7) 

TEMPORARY. Destroy 
after GAO audit or when 3 
years old, whichever is 
sooner. (GRS-2-22c) 

l i:\CI  :\SS I FI F D  
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'3'T:f-i6---- Statement ofContin •ent or Other Fees. 
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312-17 .Pa:'.!Ioll Allotment Registers. Machine runs reflecting all 
pertinent infonnation affecting allotments. 
((ormer�v 3 l:!-]3; N 1-457-80-4) 

�---=�===��e=..:c:.!.o:..:..rd=s. Written nanatives and 
compu c · nsaction registers documenting use of 
retention, relocation an · 'tment bonuses, allowances, 
and supervisory differentials under . • ployees 
Pay Comparability Act. (/imner�,· 3/  ]-]4; GRS- -

312-19 _Individual Retirement Records. Individual retirement 
records reflecting amounts deducted from pay of each 
employee subject to the Retirement Act, and for deposit to 
the O PM Retirement and Disability Fund. (former�v 3 l:!-
25; N 1-457-80-4) 

...-ron,.-1..LY Contractor's Statement of Contingent 
•or Other Fees, or statement 1 e fonn, filed 

separately from the contract case file and maIT1nta-�'1J!iQf1eee
enforcement or report purposes. 
(f<_Jrmerfr 364-/ / ;  GRS-3- /6) 

3 - - and Disadv siness Utilization Files. 
nespondence, dies, oat statements, and 
er records relating to the sma 
iness utilization program, as . .  

7) 
3 come Tax Withheld. 

Agency copy o • • • a •cs and tax statements, such 
as IRS Fonn W-2 and stateequiva en , · · d b 
agency or payroll processor. ((ormer�v 3 1  ]-]8; GRS-]­
/8b) 

312-23 Transnortation Transactions Files. Copies of 
transportation vouchers and correspondence reflecting 
Agency PCS and TDY travel and movement of household 
goods. (f<mner�r 312-3]; N 1-457-80-4 & GRS-9-]) 

TEMPORARY. Destroy 
after completion of second 
succeeding survey. 
(N 1-457-80-4) 

TEMPORARY. Destroy 3 
years following the date of 
approval or upon 
completion of the relevant 
service agreement or 
a o � whichever is 
later. ( G RS- I e-
TEMPORARY. Transfer 
to Office of Personnel 
Management, Bureau of 
Retirement, Occupational 
Health and insurance, 
Washington, D.C ., 30 days 
after separation . .  
(N 1-457-80-4) 
TEMPORARY. Destroy 
when superseded, obsolete . 
(GRS-3-16) 

TEMPORARY. Destroy 
when 3 years old 
(GRS-3-17) 

TEMPORARY. Destroy 
when 4 years old. 
(GRS-2-13b) 
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Authorizat10 individual allotment of the 
Combined Federal 
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A. International Shipments of Goods. 

f Valuables Shipped. CONUS shipments, 
·nee, me · i ments, 

lost or dat 
uthorized Allotments Files. 
2-35; GRS-2-l 5a; GRS-2-I 5b 

A. 

8. Other authorizations, such as union dues and savings. 

Savings Bond Purchase Files. (former�v 312-36; GRS-2-
l 4a, I 4b & 14c) 

A U. . vings Bond Authorization Fom1eSB2104, 
SBD2 I O  , 2305 or equivalent. 

B. Bond registration files : issuing a 
registration stubs. 

C. Bond receipt and files: receipts for and transmittals of 
U.S. Savings Bonds. 

' contribution to the 
Thrift Savings Plan. (/'ormer�r 3 I 2-3 7; GR 
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TEi\IPORARY. Destroy 6 
years after the period of the 
account. (Nl -457-80-4) 

TEMPORARY. Destroy 
after GAO audit or when 3 
years old, whichever is 
sooner. ( G RS-2-1 Sa) 

MPORARY. Destroy 
after audit or when 3 
years old, w 
sooner. (GRS-2-151:i 

TEMPORARY. Destroy 
when superseded or after 
separation of employee. 
(GRS-2- l 4a) 

TEMPORARY. Destroy 4 
months after date of 
issuance of bond (GRS-2-
l 4b) 

ORARY. Destroy 4 
months a · date of 

TEMPORARY. Destroy 
when superseded or after 
e aration of employee. 

(GRS-2-

Ui\< ' L\S S I F I E D  
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r when superseded or a lier 

(GRS-1- 1e7) TIR'§=r���:�oneFilcs- Taxeexempt1· onece11ifi1cateseandeeee - TEMPORARY. Destroy 3�������������:������related papers. (former _ _ ?S-3-12) i�����:==eeee

_§eparation of employee. 

· 
years after period covered 

P,,..:-----1,---------.....--------------
. Pa YrQll System Re12011s. 

vrmer�v 3 12-41 ;  GRS-2-22a. b, & c) 

8.  Reports and data used for agency workloa 
or personnel management purposes. 

C. Reports providing fiscal information on agency 
payroll. 

ol l Chanl!e Files. Records used to direct a change or 
co1i-ect1 individual pay transaction whether 
created and maintainec, uJ"'"'·n agency or 
payroll processor which arc subject 
({<mnerlr 312-42; GRS-2-23a) . . 

.-..:..::::::=-'-'==:..:..:=s. Rcpo11s, registers or other control 
• · · '  ords relating to retirement. 

(/imner _l _ 
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J?y related account. 
(GRS-3- il) 

TEMPORARY. Destroy 
when related actions are 
completed or when no 
longer needed, not to 
exceed 2 years. 
(GRS-2-22a) 

TEMPORARY. Destroy 
when 2 years old. 
GRS-2-22b) 

Destroy 
r when 3 

years old, whichevc · 
sooner. ( GRS-2-22c) 
TEMPORARY. Destroy 
after GAO audit or when 3 
years old, whichever is 
sooner. (GRS-2-23a) 

TEMPORARY. For 
CSRS/FERS related 
records, Destroy upon 
receipt of official OPM 
acceptance of annual 
· mmary. (GRS-2-28) 
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on 
e 

nistrative iss 
cnts. f/"orml 

when 2 years old. 
1RS-2-24) 

312-J_ dcnce. CorTespondence between agency 
swrsreg · 
uessthat n 
,rfv 31 ]-44; GRS-2-24) 

..,,o;;;,.;;�=::..:::===:.::.c.:.:.nt�F�i:..:.;le=s. Official Notice of Levy or 
Gamrs ..... ,.._.., ange slip, workpapers, corTespondencc, 
release and other fonn . ther records relating to 
charge against retirement funds or a t of salary for 
payment of back income taxes or other debts of e '"'·""',___ 
employees. 
({ormerlv 312-45; GRS-2-/8) 

ent Pa oil Files. Copy of non-current payroll 
data as maintaine . ' ice bureaus in either 
microfonn or machine readable fonn. 
{<mnerlv 312-46; GRS-2-2) 

·ons Files. General Accounting Office 
notices of exceptions, on nd related 
correspondence. (fi,mier�v 312-47; GRS-6-2) 

Certificates Settlement Files. Copies of certificates and 
tlement of accounts of accountable officers, statements 

of di ' ces. and related records 
({<mner�v 31-- · GRS-6-3a & h) 

A. Certificates covering dos count settlements, 
supplemental settlements, and fin 
settlements. 

B. Certificates covering period settlements. 

General Fund Files. Records relating to availability, 
c · n, custody and deposit of funds including 
appropriation · 1ts and certificates of deposit. other 

·than those records coverc cm I of this schedule. 
(/<>l'IIICI'�\' 31 ]-49; G RS-6-4 J 
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TEMPORARY. Destroy 

TEMPORARY. Destroy 3 
years after garnishment is 
tcnninated. (GRS-2-18) 

TEMPORARY. Destroy 
15 years aficr close of pay 

ear in which generated. 
(GR - -
TEMPORARY. Destroy I 
year after exception has 

orted as cleared by 
GAO. (GRS-6-

TEMPORARY. Destroy 2 
years after date of 
settlement. (GRS-6-3a) 

PORARY. Destroy 
when s · uent certificate 
of settlement is '.ived. 
(GRS-6-3b) 
TE:l\lPORARY. Destroy 
when 3 years old. 
(GRS-6-4) 
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oil Tickets. Originals and 
tickets files in suppo o' 
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federal Personnel Security Bond Files. 
({ormc:rlv 312-50; GRS-6-6a( I J. GRS-6-6af2). & GRS-6-. . 

) 

·A. I copies of bond and attached powers of 
attorney. 

(2) Bonds purchased alter December 31, 

B. Other bond files including other copies of bonds and 
related documents. 

3 · f sales tickets Ii led 
card purchases of 

copies of toll 
I I  call payments. 

({<wmerlv 3 I 2-52; GRS-6-8) . . 

Administrative Claims File. ({ormerfr 3 I 2-53; GRS-6-. . . 
Oh(l ). I Ob(2 )(a J. I Oh( 2 ){)) 

A. Claims agains nitcd States . Records relating to 
claims against the Unite es for moneys which 
have been administratively ( I )  1s vcd in full or 
(2) allowed in full or in pai1. and linal pay of the 
amount awarded, EXCLUDING claims covered l:i 
sub- item c below. 

38 

TEMPORARY. Destroy 
15 years after bond become 
inactive. (GRS-6-6a( I )) 

TEMPORARY. Destroy 
15 years after end of bond 
premium period. 
GRS-6-6a(2)) 

Destroy 
comes 

inactive or alter end of 
the bond premium p d.· 
(GRS-6-6b) 
TEMPORARY. Destroy 
a lter GAO audit or when 3 
vears old, whichever is 
sooner. 
TEMPORARY. Destroy 
after GAO audit or when 3 

cars old, whichever is 
sooner. 

TEMPORARY. Destroy 
when 6 years, 3 months old. 
(GRS-6- I 0a) 

U NC l .: \SSeI F I FD 
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B.  Claims by the United States subject to the 
Federal claims collection Standards and 28 U.S.C. 
24 1 5  or 3 1  U .S.C. 3 7 1 6 (c) ( I ) . 

Records relating to claims for money or property 
which were administratively detennincd to be due 
and owing to the United States and which are 
ubjcct to the Federal Claims Col lection Standards 

( FR Chapter I I), EXCLUDING claims 
cov •d under sub-item c below. 

( I )  Clai 1  which were paid in lul l  or by means of 
a comp mise agreement pursuant to 4 CFR 
Part I 03. 

(2 )  Claims for whi collection action has been 
detcnninated un 4 CFR Part I 04 

(a)  Claims for which t Govemment's 
right to collect was no extended. 

(b) C laims for which the Government i 
entitled (per 28  U.S.C. 24 1 5) to 
additional time to initiate legal action. 

(3 )  Claims which the agency administratively 
dctcnnincs are not owed to the United States 
a licr collection action was initiated. 

C. Claims li les that are affected by a court order or that 
arc subject to l itigation proceedings. 
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TEMPORARY. Destroy
when 6 years, 3 months old. 
(GRS-6- 1 Ob( I )) 

TEMPORARY. Destroy
I O  years, 3 months atler the 
year in which the 
Govemmcnt' s right to 
collect first accrued. 
(GRS-6- 1 Ob(2 )(a)) 

TEMPORARY. Destroy 3 
months atlcr the end of the 
extended period. 
(GRS-6- 1 Ob(2 )(h)) 

PORARY. Destroy 
when years, 3 months old. 
(GRS- Oh(3)) 

Destroy
when the court rdcr is 
l ifted, litigation i. 
concluded, or when years.
3 months old, whichc\ ·r is  
later. (GRS-6- 1 Oc) 



ccountin 

(former(v 312-59: GRS-8-6a & 

L'.\CL.-\SS I F I  ED 

Waiver of Claims Files. Records relating to waiver of 
claims of the United States against a person iising out of 

e1Toneous payment of pay allowances. travel expenses. 
or re ation expenses to an employee of an agency or a 
member ormer member of the unifonned services or 
the National rd, including bills of collection, requests 
for waiver of clai , · vestigative reports, decision by 
agency and/or GAO ap · ving or denying the waiver, and 
related records. (formcr�v 3 _ 4; GRS-6-1 la & b) 

A. Approved waivers (agencies may rove amounts 
not aggregating to more than S500 or 
approve any amount). 

B. Denied waivers. 

� Exoenditures Accountinu General Corresoondence and 
�Jes. Correspondence or subject files maintained 
by operating u · onsible for expenditures 
accounting, pertaining to · · temal operations and 
administration. 'former/}' 3 I 2-55; 

""312-44- riation Allotment Fi les. Allotment recoJi 
showing status o nd allotment under each 
authorized appropriations. ({ormer�v - - 1 

as postm edia, subsidiary to 
d allotment ledgers, and not covere 

· ulc. formerlv 31]-58; GRS- 7-4a) 

A. 

40 

TEMPORARY. Destroy 6 
years, 3 months after the 
close of the fiscal year in 
which the waiver was 
approved. (GRS-6-11 a) 

RARY. Destroy 
with relate laims files in 
accordance w1 ·1ems I Ob 
and I Oc of this sche 
(GRS-6-1 I b) 
TEMPORARY. Destroy 
when 2 years old. 
(GRS-7-1) 

TEMPORARY. Destroy 6 
·s. 3 months after the 

close o • .cal year 
involved. (GRS- -.1 

TEMPORARY. Destroy 
when 3 years old. 

TEMPORARY. Destroy 
when 3 years old. 
(G 

l l;'\CLASS I F l l - 1 )  
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papers. 

• s show leave used 
with attached 

certificate of attendance. (former�\' 312-19; 

(former�\' 312-61; GRS-2-9a & b) 

A Recor1 o loyee leave, such as SF 1150, prepared 
upon transfer or seuun-.u., 

B. Creating agency copy, when maintained. 

Tax Files. (formerlv 3 I 2-62; GRS-2- l 3a & h). . 

ployee withholding allowance certificate such as 
IRS W-4 and state equivalents. 

B. Agency copy of employee wa and tax statements, 
such as IRS Form W-2 and state cqu ents, 
maintained by agency or payroll processor. 

C. Agency copy of employer reports of Federal tax 
withheld, such as IRS Form W-3. with related papers 
including reports relating to income and social 
security tax, and state equivalents. maintained by 

or. 
and Other Allotment 
-63; GRS-2-l 5a) 

A A uthorization for individua , "" 
Combined Federal Campaign. 
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TEi\lPORARY. Destroy 
when 3 years old. 

RY. Destroy 
r GAO audit or when 3 

ears old, whichever is 
sooner. 

TEMPORARY. File on 
right side of OPF. Sec GRS 
I ,  item I .  (GRS-2-9a) 

TEMPORARY. Destroy 4 
years after superseded or 
obsolete or upon separation 
of employee. (GRS-2-13a) 

TEMPORARY. Destroy 
when 4 years old. 
(GRS-2- 1e3b) 

EM PORA RY. Destroy 
whe ears old. 
(GRS-2-1 

TEMPORARY. Destroy 
after GAO audit or when 3 

• s old. whichever is 
- Sa) 

t ·,c 1  .\SS l l-' I ED 



 
ruh 

-
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---=-i-....,LJ,JJ;er�a�u�th.norizations, such as union dues and savings. TEl\lPORARY. Destroy !::.! after GAO audit or when 3 
years old. whichever is 

----h&&A.e.c...· �GRS-2-l 5a) -
Management Audit Files .. Papers documenting the review. 

mendations, actions taken, and the results in 
connecll , ·th Fiscal Year reviews of Agency 
operational and re ce management operatives, relative 

1to DAS and GAO audits \nnnn er they be Appropriated or 
Non-Appropriated Funds. (former. • .  2-64; GRS-6-/a). 
Files include: 
- Financial Audit Files (Approprited Funds) 

(fimner�v 312-65; GRS-6-/a) 
- Audits of Non-Appropriated Funds (/imner�v 

312-66; GRS-6- lctJ 
nout to Audit Resoonses. Responses to all GAO and 
DAS re . • udit on Agency fiscal and operational 
management activities. metf4Wf!s commcnts from 
subordinate organizations from whic __n_ · c.tor's 
position was fonnulated, and related working papers a 
supporting documentation. 
({ormerlv 3 /2-67; GRS-6-5h) 

3 1 2-53 .Internal Control Reviews. Documentation of internal 
reviews as required by Public Law 97-255. "Federal 
Managers· Financial Integrity Act". Includes papers 
documenting the review, actions taken, findings and 
recommendations. 
({ormerlv 3 /  2-68; N 1 -457-80-4)
.Internal Control Records. Created in accordance with 

dures mandated by 0MB Circular A- 1 23, Internal 
Contro , � ns, and P.L. 97-255, the Federal Managers' 
Financial lntegrit Under these authorities, agencies 
arc required to perform eva · lns of their accounting 
and administrative controls to prcve1 · te, fraud and 
mismanagement.
({<,rmer�,, 3/ 2-69; GRS- /6- /4ct. h. c. d. e . ./( /). &/(2)) 

A. Policy. procedure, and guidance files. Copies 
of internal directives maintained by the agency·s 
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TEI\IPORARY. Destroy 6 
years, 3 months after period 
covered by account. 
(GRS-6- 1 a) 

TEMPORARY. Destroy
when 3 years old. 
(GRS-6-5b) 

TEMPORARY. Destroy 6 
years after date of annual 
DIRNSA memorandum to 
SECDEF (Nln-457-80-4) 

' Destroy 
when superseded. 

l ::\ c  'I. \\SIF I U) 
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internal control staf[ Does not include the 
Agency's o fficial file copies of internal directives); 
external directives such as 0MB Circular A-123; 
and con-espondence outlining policy and procedure 
for performing management reviews. 

anagement control !ans. Comprehensive plan 
do menting the agency's effo11s to ensure 
com ·ance with 0MB Circular A-123. 

C. is. Reports and supporting materials 
used to docu ent review of program areas for 
susceptibility t oss or unauthorized use of 
resources, errors 1 reports and infonnation, and 
illegal and unethica ctions. 

D. Annual rep011s. Annual orts and assurance 
statements created by organ· ational components 
below the agency ( departmen r independent 
agency) level, and compiled by t e agency into a 
single unified report for direct sub, ·ssion to the 
President and Congress. 

(i'iOTE: This item docs not co, cr the consolidated fina cports 
submitted d irect ly to the President and Congress. The fina cports 
must be scheduled by submitting an SF 1 1 e5 to the National chives.) 

E. Tracking files. Files used to ensure the 
completion and timeliness of submission of feeder 
rcpo11s, including schedules of evaluations, interim 
reporting, lists of units required to report, and 
con-espondence relating to the perfonnance of the 
reviews. 

F. Review tiles. Con-espondence, rep011s, action 
copies of audit findings, and other records that 
identify program internal control weaknesses, and 
co1Tective actions taken to resolve such problems. 
Since A-123, or A-130, this item also applies to 

43 

(GRS- l 6- 1e4a) 

TEJ\IPORARY. Destroy 
when superseded. 
(GRS- l 6- l 4b) 

TEMPORARY. Cut off 

closed files annually. 
Destroy after next review 
cycle. (GRS-16- 1e4c) 

TEMPORARY. Cut off 

closed files annually. 
Destroy after next rep011ing 
cycle. (GRS-16-14d) 

TEMPORARY. Destroy 
when no longer needed. 
(GRS- l 6-14e) 

t ·, c " I e. . \SSeI F I E D  
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copies of these reviews, provided they are identified 
as altemative reviews in the management control 

( I )  Office · h responsibi l i ty for coordinating 
lntemal Con functions. 

(2) Copies maintained by other offices as intemal 
reviews. 

(NOTE: Ahemative reviews such as computer security reviews and 
management and consultant studies may need to be kept longer than 
provided in item 141{2). This item applies only to copies maintained as 
internal reviews.) 

44 

TEMPORARY. Cut off 
when no further corrective 
action is necessary. Destroy 
5 years after cutoff. 
(GRS- I 6- 1 4ft l )) 

1en no further con-ective 
actio · necessary. Destroy 
I year afte toff. 
(GRS- l 6- 1e4ft2 

UNCLASS IF IED  
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.314 N
O

N
A

PPRO
PRIA

T
ED

 FUN
D

 FILES. 

These files result from
 conducting M

orale, W
elfa

re, and Recreation (M
W

R) activities designed to 
contribute to the com

fo
rt, w

ell being and recreation of A
gency em

ployees. Prim
arily records of the 

N
SN

C
SS Restaurant Fund, and the N

SN
C

SS C
ivilian W

elfa
re Fund. The disposition instructions 

of this file series w
as approved by the U

.S. G
eneral A

ccounting O
ffice by letter dated 23 January 

1980. 

M
anagem

ent Files. Records reflecting the 
T

E
M

P
O

R
A

R
Y

. D
estroy 

fo
rm

ulation, directions, developm
ent and supervision of 

w
hen IO

 years old. 
non-appropriated fo

nd activities. 
(N

 1-457-80-4) 
Files include: 

-
C

ouncil C
harters 

-
D

irectives 
-

Planning &
 Procedural docum

ents 
-

Legal O
pinions (/brm

er�v-314-0l, N
l-457-80-4) 

-
O

peration Files ((orm
er�v 314-02, N

l-457-80-4) 
-

C
oncessionaire A

greem
ent Records ( C

afe
teria, vending 

m
achines, drug store, and barber shop.) ((orm

er�v 314-
06. N

 1-457-80-4) 
-

Civilian W
elfa

re Fund Financial Fund Files 
-

Financial Statem
ents 

-
Budgets; Ledgers 

-
A

nnual Repo11s 
-

Sales Records 
-

Inventory records, plus other substantiating 
records. (/im

uerlv 314-07, N
 1-457-08-4) 
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C
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I _320 ORGANIZATION MANAGEMENT FILES 

These files document the ofeficial establishment or dis-establishment ofeNSA/CSS organizations 
and functional alignments. Documentation that describe and outline: 

Organization Title, Codes and Designators, 
Mission and Function Statements, 
Organization Charts, Staff Studies, and 
Official Agency Organization Manuals & Supplements 

320 Organization Management Files. To include, narrative PERMANENT. Transfer 
histories, and related records which document the to the NSA/CSS Records 
organization and functions of the NSNCSS. Contains Center when 3 years old. 
reports and related data produced by individual Transfer to NSA/CSS 
organizations documenting the perfonnance, progress, Archives when-:tttj'em 2o � U'.t S 
accomplishments, deficiencies and structure or identifying old. Transfer to the 
problems contributing to or impacting on the missions, National Archives and 
functions and goals of the organization. (former(v 320-01, Records Administration 
CJ-457-80-4 and 200-03) when 'Lffl yt!ffl nm. .ls � e4 s d{Ji • 

(N 1-457-80-4) 

� � lc}_q tj.f), s- =►0->--r s(.Q., c:UtA) M (IA ts,. f-; 0 V\ 

d�<J 4 / ,3 (µ ,s . 

46 

l "N<  ' 1 . .- \SS I FIED 



 

 
 

l:\:
C

l.:-\
SSll:IeEl) 

.322 CO
M

M
ITTEE M

A
N

A
G

EM
EN

T FILES. 

These files relate to the operation of com
m

ittees and the application of controls over their 
establishm

ent, use and dissolution. The tenn "com
m

ittee" applies to any com
m

ittee, council, board, 
panel, com

m
ission, conference, task fo

rce, and any other group having a collective responsibility 
w

hich is fo
rm

ally established; included are continuing com
m

ittees or ad hoc com
m

ittees w
hich 

fu
nction in accordance w

ith com
m

ittee m
anagem

ent procedures as described in N
SA

/C
SS 

R
egulation I 12-9. 

322-01 
Com

m
ittee M

anagem
ent Files. D

ocum
entation of the 

establishm
ent of (interagency, advisory or intern

ational) 
com

m
ittees and regulation (i.e., policy, m

em
bership, 

organization) in N
SA

. This Includes proposals, approvals, 
and disapprovals to establish com

m
ittees; charters, term

s 
of refe

rence, and com
m

ents on them
; directives 

establishing, changing, continuing, or dissolving 
com

m
ittees; docum

ents approving, appointing, and 
relieving com

m
ittee m

em
bers; briefing m

aterials and 
com

m
ittee registers. A

dditionally, com
m

ittee agendas, 
m

inutes, and final reports docum
enting the 

accom
plishm

ent, or general operations of the com
m

ittee, 
including any offi

cial files m
aintained by the secretary, 

cha inn an, or other designee. ((orm
cr�v 322-01. N

 1-457-
80-4 ). 
Files include: 

-
R

ecords C
reated by C

om
m

ittees ((orm
cr�v 322-

02, N
 1-457-80-4) 

-
Technical Com

m
ittee Files (/im

ucr�v I01-04A
: 

N
l-457-89-7) 

T
hese records accum

ulate at m
ultiple levels of the 

agency. Info
rm

ation from
 low

er-level organizations 
shall be consolidated into the final report. 

A
. O

ffice of Prim
ary Interest. 

P
E

R
M

A
N

E
N

T
. Transforee

to the N
SA

/C
SS R

ecords 
C

enter w
hen 2 years old. 

____'i_
 

Transfer to N
SA

/C
SS 

7r
 

A
rchives w

hen �6-y
�m'S'

 lD 
e111.J 

old. 
Transfer to the 
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National Archives and 
Records Administration 1 � 
when :t6-yems-m� :J.<:; iW.11 o\• · 
(N le-457-80-4) 

B .  Al l  Other ( lower-level) Offices. TEMPORARY. Destroy 
when 3 years old or when 
no longer needed for 
reference (N 1 -45.1:.80-4) 
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324 MANPOWER MANAGEMENT FILES 

These files result from the development and execution of Agency manpower management 
programs. Included arc records which renect manpower allocations, utilizations and studies 
resulting from occupational and personnel research to assure proper utilization and placement of 
personnel. 

324-01 Manpower Procedures and Instructions Files. Documents TEMPORARY. Destroy 
governing the development of plans and procedures for when 5 years old or sooner 
management of Agency manpower resources, including if of no further reference 
criteria and guidelines for forecasting, allocating, value. 
appraising, and reporting on manpower utilization, to 
include authorization of personnel to specific 
organizations, overtime reports, status of employees or 
manpower statistics regarding mission. ({<muer(v 324-0/) 

Files include: 

- Manpower Resources Authorization Documents 
(RADS) ({ormer(v 324-02) 

- Manpower Overtime Usage Report (former(v 
324-04) 

- Manpower .Identification by Category ({<muer(v 
324-05) 

- Manpower Accounting System Reports ({<muer(v 
324-06) 

- Test and Evaluation (T &E) File ({<muer(v 324 

08, N /-457-89-9) 

324-02 Manpower Standards and Measurement Files. Resource TEMPORARY. Destroy 
Management policies based on statutes and agency when 5 years old or sooner 
guidelines. Projects or studies resulting from surveys or if  of no fu11her rel erence 
other manpower evaluation e fforts which show manpower value. 
requirements and utilization in NSA. Includes final 
reports, such as the end-of-year Table of Distribution for 
the previous 9 years, personnel inventories, reports, 
justifications, and comparisons of NSA manning 
requirements with other Federal Agencies. (lormer(v 324-

03. N/-457-80-4) 

Files include: 

- Resources Management Letters (RMLs) tile. 

49 
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.32-6 MANAGEMENT IMPROVEMENT AND ECONOMIC ANALYSIS FILES 

These files accumulate from analyzing Agency procedures to evaluate effectiveness of resource 
utilization, and install better, efficient and economical methods to accomplish objectives. 

326-03 Cost Reduction and Production Im12rovement Re12orts. 
Program evaluations, quarterly and annual improvement 
repo11s and highlights, cost reduction repor1s, and related 
papers documenting Agency implementation of Federal 
and DOD cost reduction and production improvement 
programs. These are project-oriented files concerning 
systems, economic and management studies, design and 
evaluation. Documents include proposals for work 
improvement and simplification, flow process charts, 
actions taken on proposals, as well as studies and analyses 
on resource proposals and management problems. 
Files include: 

- Work Simplification Proposal Files (f<,,·mer(v 
326-05; N/-457-80-4) 

- Systems Analysis and Economic Studies Files 
({ormer/v 326-06; N /-457-80�4) 

326-04 .Management Statistics Files. Correspondence and 
background material (i .e .. Repo11s, tabulations, and charts) 
used in developing and completing analyses and economic 
studies oncost research and systems analysis. Items 
arecreated or received from other sources, and used as 
medium for measuring results of administrative and 
operational activities. 
Files include: 

- Systems Analysis of Economic Studies 
Back •round Files ({ormerlr 326-07: N/ -457-80-4) 
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TEMPORARY. Place in 
an inactive file 2 years after 
completion. Transfer to the 
NSA/CSS Records Center 2 
years a fter closing. Destroy 
after 20 years old. 
(N 1-45 7-80-4) 

TEMPORARY. Close 
annually. Transfer to 
NSNCSS Records Center l 
year after closing. Destroy 
when 5 years old. 
(Nle-457-80-4) 
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.328 RECORDS MANAGEMENT FILES 

These files include the documentation of the nfanagement of forms, rep011s, records and filing 
equipment. 

p�cords Manaeement Files. Reports, correspondence, 
·authonz chniques and related records concerning 

the development an 1...t'.� of the management of 
records in the Agency. Includes the'manag,ement of files, 
forms, correspondence, mail, reports, microfilm, 
automatic data processing, vital records and related 
records not covered elsewhere in this schedule. 

� ..Iransferrcd Records Identification Files. "Transferred 
Records1deRtifi�ation" showing records transferred to the 
NSA/CSS Records e documentation relating to 
records retirement, such as extra cop1 , e 
correspondence and memos, and working papers an 
background material. (former�v 328-05, GRS-16-2(2)) 

� Records Disposition Authorities. Authorizations or
'app,. Pd instructions for disposition of Agency records, 

including uv.�urrw..., ts relating to U.S. Archivist's 
authorization to destroy ��-ds, such as Standard Form 
115, .. Request for Records Dispos · uthority," routine 
correspondence, working papers, backgroun �rials 
and schedules. Includes records schedules prepared 01 
in-house use which provide more descriptive detail of the 
records authorized for disposal by the Archivist of the 
United States on SF- I 15s. f<m11erlv 328-06, N 1-457-80-4) 

rd Holdin s Files.eDocuments created in the 
· I of the use of filing systems, 

procedures, equipment, supplies, a eluded are 
indices, listings, or inventories. (former�v 328-07, n..,-
J 6-7a) 

J7S-=65-- M Triennial Review Files.eReports required by the 
Genera · ministration concerning reviews of 
information resourcesemanai1Tl'>,-.aie_p,e._�M) practices. 1 

Included are associated co1Tespondence, stu 
directives, feeder reports, and monitoring surveys and 

___ee_Ieports. (former(v 328-08, GRS-16-1  I) _ 
52 

TEMPORARY. Destroy 
when 6 years old. 
(GRS-16-7) 

TEMPORARY. Destroy 6 
years after related records 
are destroyed, or after the 
related records are 
transferred to the National 

•Arc 1 e United 
States. (GRS-16-_a ')) 
TEMPORARY. Destroy 
when related records are 
destroyed, or when no 
longer needed for 
administrative or reference 
purposes. (GRS- l 6-2a) 

TEMPORARY. Destroy 
when 3 years old. 
( GRS- l 6-4a) 

TEMPORARY. Destroy 
when 7 years old. 
( G RS-16-1 I ) 

l'.:'\CL.\SSI  F l  ED 
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330 CIVILIAN PERSONNEL FILES . .  

These files result from the administration of the personnel program for the Agency civilian 
workforce which includes: personnel servicing tasks; administration of salary and wage programs; 
job analysis and evaluations; position audits; periodic wage surveys; recruitment, hiring and 
placement; and implementation of employment service. 

Notification of Personnel Actions. Standard Form 50, 
nenting all individual personnel actions such as 

emplo t promotions, transfers, separation, exclusive 
of the copy in PF. 

A. Chronological file copies, ding fact sheets, 
maintained in personnel otlices. 

B. All other copies maintained in personnel offices. 

(NOTE: Incorporate official tile copies into OPF. See item 330-07) 

..,!!ersonnel Corresnondence Files. Correspondence, repor1s, 
an� s relating to the general administration 
and operation of perso ct ions, but excluding 
records specifically described� is schedule 
and records maintained at agency staff planning 
(/'ormer�v 330-53; GRS-/-3) 

_Service Record Cards. (Standard Form 7 or equivalent). 

· employees separated or transferred on 
or before Dec er 31, 1 947. 

B. Cards for employees separated or transfom�d on 
or after Janua I, 1 948. 
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TEMPORARY. Destroy 
when 2 years old. 
(GRS l - 1 4a) 

PORAR Y. Destroy 
when · old. 
(GRS-l - 1 4b) 

TEMPORARY. Destroy 
when 3 years old. 
(GRS- 1 -3) 

TEMPORARY. Transfer 
to National Personnel 
Records Center (NPRC) 
St.Louis, Missouri. Destroy 
60 years after earliest 
personnel action. 

S-le-2a) 
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transfer of employee. 

(NOTE: �==::==��=;-::�;-:;::::ii::=::=-:--- (GRS- l- 2b) Effective December 3 1 .  }C)C)4, the SF 7 card became 
obsolete.) _ -�== = -========::::::::�J

330-04 Militarv Agency Personnel Record Files. Files on each TEMPORARY. Place 
military person assigned to NSA, and maintained in the 
Agency Military Personnel Office as a central infonnation 
file. (former�v 332-03, N 1-457-80-4) 

330-05 .Military Awardsl Decorationsl and Commendation Files. 
Files of awards made while individual is on active duty 
with NSA/CSS and maintained in the Agency Awards 
Office as a central file. (former�v 332-04, N 1-457-90-04) 

330-06 Military Reserve and Transferred Questionnaires. Filed by 
name of individual and NSA organization. Contains 
information on individual reserve status. 

Official Personnel Folders of Civilian Personnel. Case 
files documenting civilian employment under rules and 
r ations of the Office of Personnel Management. 
Mainta· d in accordance with the Federal Personnel 
Manual.(lte1 & B maintained on right side of OPF, 
item C on letl.) 

A. Civilian Employees Tra 
Government Agency. 

B. Separated Civilian Employees. Maintained on the 
right side of the official personnel folder. 

individual ·s folder in an 
inactive file upon relief 
from active duty with 
NSNCSS. Destroy after I 
year. (Nle-457-80-4) 
TEMPORARY. Close 
annually. Transfer to 
NSNCSS Records Center 2 
years after closing. Destroy 
5 years after transfer. 
(N 1-457-80-4) 
TEMPORARY. Destroy 
upon separation of the 
individual from the Agency 
or the Reserve Program. 
(Nle-457-80-4) 

TEMPORARY. Transfer 
individual folder to gaining 
Agency. (Nl -457-80-4) 

'\= :  \ �  ... � � ... s -\-r  .... <.-\-; ..Jeee

TEMPORARY. Transfer 
der to National 

Pers cl Records Center 
(NPRC), . ouis, MO., 30 
days alter )ates aration 

·(see note 2). NPRC ,,. 
destroy 65 years after ______, 

L"\:CL.-\SSI i :IED 



(I) Records for individuals filing according to 
Section 20 I b of the Act. and not subsequently ear after nominee c . ~-

~ Y li"'l~o1s-:--:.,-~ 
S' <. < ' d O C.. V..,. ('1 4o.., h 'V" dc-t-/8 J 

4 \3 j.Jo(5, 
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mporary Individual Employee Records. All copies 
of c spondence and fonns maintained on the left 
side ofet tlicial Personnel Folder in accordance 
with Chapter f The Guide to Personnel 
Recordkeeping, E LUDING 
performance-related rec s .  (See item 330-12 for 
disposition of temporary per 
records.) 

NOTES: ( I )  OP F's covering periods of employment te · ated prior 
to January I ,  1 92 1 , are not covered by this item. If an agenc s such 
fi les. it should contact the NARA Records Appraisal and Dispos1 
Division to request appraisal of the files. If NARA rejects the 
records, the disposition for GRS I .  item 1 b applies. 

(2) Certain agencies have been exempted by OPM from retiring their 
OPF's to NPRC.These agencies retain OPF's for the period specified in 
item I b of this schedule and effect destruction after that period has 
elapsed.] 

330-08 .Personnel Procedures. Policies and Publications Files. 
Con-espondence with DoD, OPM, and Services on 
delegations of authority and procedures basic to 
formulation ofeNSA/CSS personnel management. 

A. Reports an r , ocuments submitted by 
individuals as required unaen--«1s:.eEthics in 

Government Act of 1978 (PL 95-521 
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separation from Federal 
service. (GRS-1-1 b) 

TEMPORARY. Destroy 
upon separation or transfer 
of employee, or when I 
year old, whichever is 
sooner. (G RS- I - I 0) 

PERMANENT. Place 
noncu1Tent items in an 
inactive file. Transfer to the 
NSA/CSS Records Center 
when 3 years old. Transfer 
to NSA/CSS Archives 
when �"C"�. �O ,� 
Transfer to National 
Archives and Records 
Administration when 40-.;l 
years old.(N 1-457-80-4) 

L'l\C LASSel r- lED 
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confinned by the U.S. Senate 

B. All other statements of employment an ancial 
interests and related records, including con 
statements filed under Executive Order 1e1 222. 

Disabilities A ointment Case Files. Case 
· · · le and description; fully 

· I examiner's report; a brief 
statement explaining accomou<1In-H11..UJ·impairment; and 
other documents related to previous appom 
ce11ification, and/or acceptance or refusal, created in 
accordance with Federal Personnel Manual,chapter 306-
1 1 , subchapter 4-2. 

330- 1 1  Agency_ Promotion Review Board Files. These files 
contain supporting documentation from promotion 
authorities for recommendations for promotion during any 
Rewards and Recognition cycle. Included are 
nominations. suppo11ing narrative and statistical data. and 
promotion recommendation packages. 

A. Non-SES ap · " "S 
5 USC 4301 (2)) 

( I )  Appraisals of unacceptable perfonnance. 
where a notice of proposed demotion or 

to be under consideration 
for appointment; EXCEPT 
that documents needed in 
an ongoing investigation 
will be retained until no 
longer needed in the 
investigation. 
(ORS-2-24a( I )) 

TEMPORARY. Destroy 
when 6 years old; 
EXCEPT that documents 

.ceded in an ongoing 
inv · ation will be 
retained · no longer 
needed in the 1 
(ORS 2- 24b) 

TEMPORARY. Destroy 5 
years following the date of 
approval or disapproval of 
each case. (ORS 1- 40) 

TEMPORARY. Close 
after each promotion cycle. 
Transfer to NSA/CSS 
Records Center after 
closing. Destroy when 7 
years old. (NIe- 457-80-4) 

removal is issued but not effected, and all 
56 
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tc of appra : I 
m •er needed, 

U\CLASSIF I E D  

related documents. 

(2 )  erfonnance records superseded through an  
inistrative, judicial, or  quasi-judicial 

( 3 )  Perfonna ce-related records pertaining to a 
fonner emp yee. 

(a) Latest rating f record 3 years old or less, 
performance p upon which it is based, and 

(b) Al l  other perfonnance plans other ratings. 

(4) All other summary performance appraisal 
records, inc luding performance appraisals and 
job clements and standards upon which they arc 
based. 

(5 )  Supp011ing documents. 

57 

acceptable perfonnancc 
from the date of the written 
advance notice of proposed 
removal or reduction-in­
grade notice. 
(GRS- lo-23a( I )) 

TEMPORARY. Destroy 
when superseded. 
(GRS- lo-23a(2))  

TEMPORARY. Place 
records on left side of the 
OPF and forward to gaining 
Federal agency upon 
transfer or to NPRC i f  
employee separates. An  
agency retrieving an OPF 
from NPRC will dispose of 
these documents in 
accordance with item 330-
l 2(a)(3 )(b) below. 
(GRS- lo-23a(3 )(a)) 

TEMPORARY. Destroy 
when 4 years old or when 
o longer needed. 

w ·�hever is sooner. 
(GR l -23a(3 )(b)) 

years after 
appraisal. 
(GRS- l -23-a(4))  

years a lier da 
or when no k 

t :\C L .-\SS t r l E  D 
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whichever is sooner. 
(GRS-l -23a(5)) 

8. SES appointees (as defined in 5 USC 3132a(2)). 

( I ) Performance records superseded through an TEMPOR4RY. Destroy 
administrative, judicial, or quasi-judicial when superseded. 

rocedure. (GRS-l -23b(l)) 

ance-related records pertaining to a 
ES appointee. 

(a) Latest ting of record that is less TEMPORARY. Place 
than 5 yea old, perfonnance plan records on left side of the 
upon which is based, and any OPF and forward to gaining 

Federal agency upon 
transfer or to NPRC if 

· employee leaves Federal 
service (see item l b  of this 
schedule). An agency 
retrieving an OPF from 
NPRC will dispose of those 
documents in accordance 
with item GRS-23b(2)(b). 
(Transfor to gaining 
element.) 
(GRS-le-23b(2)(a)) 

(b) All other performance ratings and plans. TEMPORARY. Destroy 
vhen 5 years old. or when 

n longer needed. 
whi 1ever is sooner. 
(GRS- -23b(2)(b) 

(3) All other performance appraisals, along with job Y. Destroy 5 
clements and standards Uob expectations) upon years after da of 
which they arc based, EXCLUDING those for appraisal. (GR l -23b(3)) 
SES appointees serving on a Presidential 
appointment (5 CFR 214). 
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TEMPORARY. Destroy 5 
years alter date of 

(�OTE: Performance records pertain ing to ointecs arc appraisal. (G RS- l -13b(4)) 
not covered by the GRS. Such records must be scheduled by 
submitting an SF 1 1 5 to NARA) . 

.Personal lnfonnation Files. Maintained in work 
areas by employees and/or supervisors. 

TEMPORARY. Transfer 
to gaining organization 
when employee returns 
from assignment. 
( N l -457-80-1) r- L- .1 . .' ') ,..J T-" , h  ,\ � ,.._ �  .,-r v- 1 �  

B. Supervisors' Personnel Files. Correspon ce, TEMPORARY. Review 
fonns, and other records relating to positions, annually and destroy 
authorizations, pending actions, position superseded or obsolete 
descriptions, requests for personnel action, and ments; or destroy file 
records on individual employees duplicated in or not relating an employee 
appropriate for the OPF. within l year · er 

separation or trans 
(GRS l -18a) 

Files. Operating personnel TEMPORARY. Destroy 
ividual em loyees not when action is completed 

· prov thisss (GRS- l - l  7a) 
edule. Correspondence and fo mg 
sonnel action. 330-47, GRS-l-17a) 

330-15 .Interview and Evaluation Cards for Se12arated Em12loyees. TEMPORARY. Destroy 
when 2 years old. 
(N l-457-80-4) 

330-16 Com12etitive Selection Files. Records containing position 
advertisements applications and associated qualifications 
data. 

A. Civilian positions. TEMPORARY. Destroy l 
year after advertisement 
closure date. (N 1-457-80-4) 

B. Military positions. TEMPORARY. Destroy 
59 
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330-17 .Personnel Research Files. Staff studies, projects, and 
models rcllecting applied research in personnel areas, 
including business processes. personnel surveys, test 
research, occupational research, and concepts of career 
development. These items pertain to the agency as a 

I O years a lier 
ad\'ertisement closure date. 
(N 1-457-80-4) 
PERMANENT. Close 
inacti\'e tile every 2 years. 
Transfer to the NSAICSS 
Records Center when 2 
years old. Translcr to 

whole, or to an encompassing career-field segment of thee� NSA/CSS Archives when 
agency populaton. These studies do not pertain to J.O 
particular pay or promotion issues or records for any one 
group (such as senior scholarship) at the agency. 

330-18 .Incentive Awards Files. 

B. Agency wide award. 

A. 

( I )  Standards and guidelines issued or review 
OPM and used to classily and evaluate positions 
within the a�cncy. 

60 

�cars old. Translcr to 
National Archives and 
Records Administration * 
when !ffl-��-utd:-JS 1 e,af;. · 0\J 
(N 1-457-80-4) 

PERMANENT. Transfer 
to the NSA/CSS Records 
Center when 4 years old. 
Tran:lcr to NSA/CSS JO \J e"'lft Archives when➔e�m� l 
old. Transler to National 
Archives and Records 
Administration when..+tt ;l.S 
years old. (N 1-457-80-4) 

TEMPORARY. Destroy 
.. ,. ... -• ....·, .. cdcd or 

obsolete. G RS- - , 

l ''.\CL\SSIFsI E D  
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( 2 )  Correspondence and other records relating to the 
development of standards for c lassification of 
positions peculiar to the agency and OPM approval or 
disapproval. 

(a) Case File. 

B. Position Descriptions. 

Records copy of position d criptions which include 
information on title, series, gr e, duties and 
responsibilities, and related doc 1ents. 

C. Survey Fi les. 

( I )  Classi fication survey reports on van s 
positions prepared by c lassification 
special ists, including periodic reports. 

(2 )  Inspection, audit and survey files inc luding 
correspondence, reports, and other records 
relating to inspections, surveys, desk audits 
and evaluations. 

D. Appeals Fi les. 

( 1 )  Case tiles relating to classification appeals, 
excluding OPM classification certificate. 

6 1  

TEMPORARY. Destroy 5 
years after position is 
abolished or description is 
superseded. 
(GRS- lo-7a(2 )(a)) 

TEMPORARY. Destroy 
when 2 years old. 
(GRS- lo-7a(2)(b)) 

TEMPORARY. Destroy 2 
years after position is 
abolished or description 
superseded. ( G RS- 1 -7b) 

TEMPORARY. Destroy 
when 3 years old or 2 years 
after regular inspection, 
whichever is sooner. 
(GRS- 1 -7c( l ) ) 

Destroy 

TEMPORARY. ·stroy 3 
years attcr case is clo. ·d. 
(GRS- 1o-7d( I ) ) 

t · \ ( ' I . -\SS lol : 1 1 :D  
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? Certifi cates of classifi cation issued by OPM. TEMPOR.\R\'. Destroy 
after afefected position is 
abolished or superseded. 

330-22 

330-23 

330-24 

doc .tio.g_ the receipt and donation of leave for medical 
emergencies, inc ·ecipient applications, agency 
approvals or denials, medica "''ician certifi cations, 
leave donation records, supcrvisor/timel<ce. • rovals, 
leave transfer records, payroll notification records, an 
leave program tennination records. ({ormer(v 330-52: 
GRS-1-37) 

background cor accumulated during the 
·annual review of all Agency jobs, m k audits, 

group audits, or supervisory job analyst reviews, use to 
develo an official ·ob/ osition dcscri tion. 
_Merit Pay_ File. This file consists of committee minutes, 
reports, and proposals relating to the Merit Pay, including 
pertinent OPM infonnation. 
(former�v 330-44, N 1-457-89-3) 
College Recmitment and Public Relations Renorts. Files 
accumulated during surveys on college pm1icipation in 
NSA ·s public relations programs and student recruitment. 
Includes participating and non-pm1icipating schools. 

_Student Program Files. Includes studies and individual 
papers on applications. 

A. Stokes. 

B. Others: High School Work Study Program. 
Cooperative Program, College Internships. 

_Scholarshin File. These arc working tiles on all 
scholarship and fellowship personnel. Includes all 

rocessin° and accumulated information 
62 

Beginning in .I anuary 1994, 
destroy I year a Her the end 
of the year in which the file 
is closed ( GRS-1-3 7) 

TEMPORARY. Destroy 
when 3 years old or 2 years 
after regular inspection. 
,'T71-�ever is sooner. 
(GRS- l-7c( 
TEMPORARY. Destroy 
when 15 years old. 
(N 1e-457-89-3) 

TEMPORARY. Destroy 
when 5 years old or sooner 
i f o  f no fi.i11her re lcrcncc 
value. (N 1-457-80-4) 

TEMPORARY. Maintain 
indefi nitely. 
(N 1-45 7-80-4) 

TEMPORARY. Maintain 
for I year artcr graduation 
or non-selection. 
(N 1-457-80-4) 
TEMPORARY. Destroy 
when 5 years old or when 
su erscdcd or ohsolctc. 

330-25 



   

-.. -
----------
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training assignment. ((ormer(v 330-4]. N 1-457-89-3) whichever is sooner. 
(N 1-457-89-3) 

A. ,DoD Information Assurance Scholarshin Program TEMPORARY. Maintain 
{!ASP} authorized by Chapter 112, title I 0, United as open files until the grant 
States Code and DoD I 8145 .aa ( draft). Scholarship is completed and/or 
program designed to assist in recruiting and retaining payment obligation as 
highly quali lied Information Assurance (IA) and annotated in the student 
lnfonnation Technology ( IT) personnel. agreement is completed. 
Documentation is required to maintain appropriate Transfer closed files to the 
accounting for all fonding disbursements, as well as to NSA/CSS Records Center. 
establish procedures for Centers for Academic Destroy 5 years after 
Excellence (CAE) and by employing DoD transfer. 
Components to repo11 on student progress, maintain 
databases and files to support the analysis of 
perforamnce results. Working documents may include, 
but are not limited to: student academic eligibility 
records, service obligation documents and 
reimbursement obligations for program disenrollment. 

330-26 Testing SuJ212ort File. This file consists of testing materials TEMPORARY. Destroy 
and answer sheets for applicants and employee. Included when 4 years old. 
are CQB test scores, Ian •ua •e and roficiency tests. (N 1-45 7-89-3) 

' 330-2 /- -Hw-cl Applicant Case Files.eCorrespondence and TEMPORARY. 
supplementary re�nents for appointed Incorporate in individual 's 
applicants. Official Personnel Folder. 

�!"i'See-J"2.31fi.(L07) F ,  1.. .... 6 �" 1)-\, -'n"t)..) n.,.c. 

(Nle-457-80-4) 
330-28 Non-Hired AJ212licant Case Files. Documents and TEMPORARY. Destroy I 

materials for those applicants not selected for an Agency year after date of last 
appointment because of their qualifications, and for those action. (Nl -457-80-4) 
,:vho decline or will not be available for appointment. 
Included arc recmiters· intervie,v records, worksheets, 
applications, test results, co1Tespondence and 
supplementary related documents. 

330-29 Non-Hired AJ212licant Case Files - Snccial Interest. TEMPORARY. Destroy 
Correspondence and supplementary related documents on when I year old. Those 
applicants resulting from congressional inquiries or other files in which there was 
special rcfc1Tals for individuals who were not hired. significant Congressional 
(former�\' 330-30: N 1-457-80-4) interest may be held until 5 

years from date of last 
document. (N 1-457-80-4) 
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repo11s i n  the opera m ice and subordinate 
units relating to personnel. (formerly 330-4 

330-3 1 Personnel Strength Renort Files. Documents reflecting 
Agency activity strength report on the ollicial assignment 
of civil ian and mil itary personnel by organizations. 

Federal Worknlacc Drug Testing Program Files. Drug 
testing program records created under Executive Order 
1 2564 and Public Law I 00-7 1 .  Section 503 ( I O  I Stat. 

), EXCLUDING consolidated statistical and nan-ative 
repo · concerning the operation of agency programs, 
includin nnual repo11s to Congress, as required by 
Public Law 0-7 1 ,  503(0. 

This authorization s not apply to oversight program 
records of the Departm of Health and Human Services, 
the Ollicc of Personnel Ma 0ement, the Office of 
Management and Budget, the 1cc of 

National Drug Control Policy, and the pm1ment of 
Just ice. ({ormer/v 330-5 J; GRS-J-.16a, h, d. & e). . 

A. Drug test plans and procedures, EXCLUDIN 
document that arc tiled i n  record sets of formal 
issuances (directives, procedures handbooks, 
operating manuals, and the l ike.) 

Agency copies of plans and procedures. with related 
dralis. conespondencc, memoranda. and other rcwrds 
pertaining to the development of procedures for drug 
testing programs, including the 
determination of testing incumbents in designated 
positions. 

TEMPORARY. Destroy 
when 2 years old. 

_{GRS- 1 - 1 6) 

PERMANENT. Close 
annually. Transfer to the 
NSA/CSS Records Center 
when I years old . Transler 
to NSA/CSS Archives 
when �mnYtd:;l.O '\ea.( 
Transfer to National 
Archives and Recordds 
Administration when "40- lS 
years old. (N 1 -457-80-4) 

TEMPORARY. Destroy 
when 3 years old or when 
superseded, obsolete, or no 

gcr needed, whichever is  
late . Sec note (2) a licr 
item G - l -36e(2 ). )  
(GRS- 1 -3 

l . :\ C L\ S S I I I I  : [ )  
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B. Employee acknowledgment of notice forms. Fonns 
completed by employees whose positions arc 
designated sensitive for drug testing purposes 
acknowledging that they have received notice that 
they may be tested. 

C. Sclcc ·on/Scheduling records. Records relating to the 
sclcctio of specific employees/applicants for testing 
and the sc du ling of tests. Included are lists of 

·sclcctees, no 1cation letters, and testing schedules. 

D. the collection and handling of 
specimens. 

containing identilying ta on each 
specimen, recorded at eac collection site 
in the order in which the spc 
collected. 

(2) Chain of custody records. Fonns an other 
records used to maintain control and 
accountability of specimens from the po· t 
of collection to the final disposition of the 
specimen. 

E. Test results. Records documenting individual 
test results, including rcpo11s of testing, 
notifications of employees/applicants and 
employing ofliccs, and documents relating to 
follow-up testing. 

( I s) Positive results. 

(a) Employees. 
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TEMPORARY. Destroy 
when employee separates 
from testing- designated 
position. ((Sec note (2) 
a lter item GRS- l -36c(2).) 
(GRS- l -36b) 

TEMPORARY. Destroy 
when 3 years old. (Sec note 
(2) after item GRS- l -
36c(2).) (GRS- l -36c) 

TEMPORARY. Destroy 3 
years after date ofslast 
entry. (Sec note (2) after 
item GRS-1-36e(2). ) 
(GRS- l -36ds( I )) 

TEMPORARY. Destroy 
when 3 years old. (Sec note 
(2) after item GRS- l s-
36e(2).) (GRS- l -36d(2)) 

TEMPORARY. cstroy 
when employee lea\ �s the 
agency or when 3 yea old, 
whichever is later. "\. 
(ORS 1-36c ( I )(a)) � 

l - � C L\ S S I F IF D  
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when 3 years old. (See note 
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(b) Appl icants not accepted fo r  employment. TEMPORi\.RY. Destroy 

NOTES: ( I )  Discip l inary action case files pcnaining tions taken 
against employees for drug use. dmg possession. failure to co 
with drug testing procedures. and similar matters are co,ered by 
I .  item 30b (330- 33b ). which authorizes destruction of records 
between 4 and 7 years after the case is closed. 

(:!) Any records covered by GRS items 36a-c (330-5 1 a-e) 
that arc relevant to l i tigation or disciplinary actions should be disposed 
ofno earlier than the related l i tigation or adverse action case file(s).1'4c----...-
Adm in is t rat iv e Grievance� DisciRlinarJ'.. and Adverse 
Action Files. 

re · g to grievances raised by agency employees, 
except O complaints. These case fi les include 
statements vitnesscs, reports of i nterviews and 
hearings, cxam1 ·'s findings and 
recommendations, a y of the original decision. 
related correspondence a exhibits, and records 
relating to a reconsideration 

B. Adverse Action Files and Perfonnanc ased 
Action Fi les. Case fi les and records relate 
adverse actions and perfonnance-based action 
( removals, suspensions, reductions-in-grade, 
furloughs, letters o f  reprimand) against employees. 
The file may i nc lude any or all of the following: 
the proposed adverse action with supporting 
documents, statements of witnesses, employee· s 
reply, hearing notices, written notices, reports and 
decisions, reversal of action, appeal records, copies 
of letters of reprimand, finn choice letters, and 
leave letters. 
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(2)  after item GRS- l -
36e(2) . )  (GRS- l -36e(oI )(b) ) 

TEl\lPORARY. Destroy 
when 3 years old. 
(GRS- lo-36e(2))  

TEMPORARY. Destroy 7 
years after case is c losed. 
��-7-9� 
(., R. S  I -�O 

@)t
� e.l\ACM I 
� lel:2.1115 

TEMPORARY. Destroy 7 
years after case is c losed. 
f�t I 45'7-'fg� 

c.:..a. i. , -30 S 
S(.c. � l 

�<l eor,,1 
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""330-34 7' sitioa Identification p 
a n eacl1 pesition 
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Counseling Files. Repo11s of inten·iews. counseling TEMPORARY. Destroy 5 
analyses, and related records. years after termination of 

counseling. (#-1-4��.JR...J )  
f

(NOTE: The Of ice of Pers Management has determined that 
agencies may decide how long. wit range of 4 to 7 years. �� �  \ - � '° 
grievance and adverse action files need to be ·ned. To implement 

· 
this authority, each agency must select one fixed ret eriod. 
between 4 and 7 years. for the entire series of' its closed cases. 
Agencies arc not authorized to use d ifferent retention periods for 
individual cases. The agency should publish the chosen retention 
period in the Privacy Act notice for these records. the agency"s records 
disposition manual, and any other issuance deal ing with the 
dis osition of these records. 

o Stri s. Strips, such as the fonncr TEMPORARY. Destroy 
SF 70, containing summary ata o when superseded or 
occu ied. 0 so 

330-35 Congressional Corresnondence Files. Correspondence TEMPORARY. Destroy 
relating to inquiries concerning personnel matters. when I O  years old, or 

sooner if of no further 
reference value. 
(N 1-457-80-4) 

� ... Occuoational lniurv and Illness Files. Reports and logs TEMPORARY. Original 
(iiicnRf.. .. 0ccupational Safety and Health Administration copies in employee's 
(OSHA) Fonns I 02, and 200, or equivalents) Otlicial Personnel Folder. 
maintained as prescribed in _ 60 and OSHeA when case is closed by 
pamphlet 2014 to document all recordable o OSHA. (330-07 applies) 
injuries and illnesses for each establishment. stroy duplicated case lile 

5 years se is closed. 
(GRS 1-34) 
TEMPORARY. Destroy 
when 3 years old, or hold 
until restored leave has 
been used. or. in case of 
separation, payment is 
received as part of l ump 
sum leave settlement. 

">-9) 

330-38 .Field Administrative Files. Records relating to selection TEMPORARY. Destrov Ieee
assignment and tour of duty of NSAICSS personnel I year after individual returns .______..,___....,___ 
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assigned to NSA field operations. (/omu:r�r 330-39. J\'/-
457-80-4) 

330-39 .Domestic Relocation File. This is a file rel1ecting service 
available for employees who PCS within CONUS. 
(/<m11erlv 330-4I.  N/-457-89-3) 

-nr-.... .. , ersonal lniurv File. Fom1s, reports, correspondence and 
relate · al and investigatory records relating to on-
the-job injuries, w r not a claim for compensation 
was made, EXCLUDING cop1 .. n in the Employee 
Medical Folder and copies submitted toet e ment of 
Labor ((ormer�v 330-48; GRS-1-31) 

68 

to NSA HQ in pem1anent 
change of station status. 
(N 1-457-80-4) 
TEMPORARY. Destroy 
when no longer needed for 
o erations. (Nl -457-89-3 
TEMPORARY. Cut off 

on tennination of 
compensation or when 
deadline for filing a claim 
has passed. Destroy 3 

ars after cutoff 
(GR - -

-

l · :\ c  ' L\SS I I  IED 
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332 MILITARY PERSONNEL FILES 

These liles contain personnel records and service records maintained for military personnel during 
their period of assignment to duty at NSNCSS in accordance with parent service requirements. 

332-0 I Agency Personnel Records Files. Files on each military 
person assigned to NSA, and maintained in the Agency 
Military Personnel Office as a central infonnation file. 
(former(\' 332-02, N 1-45 7-80-4) 

332-02 Militarv Awards, Decorations, and Commendation Files. 
Files of awards made while individual is on active duty 
with NSA/CSS and maintained in the Agency Awards 
Office as a central lite. (f<>m1er(\' 332-04, N 1-457-80-4) 

69 

TEMPORARY. Place 
individuars folder in an 
inactive file upon relief 
from active duty with NSA/ 
CSS. Destroy alter I year. 
(N 1-457-80-4) 
TEI\IPORARY. Close 
annually. Transfer to 
NSA/CSS Records Centt:r 2 
years after closing. Destroy 
5 years after transfer. 
(Nle-457-80-4) 
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·ectives 

334-04 -Eattal Emnlovmcnt Oooo1tunitv Conmlaint Cases. 
Documents rcllectmg cnmplaitlts al pe 
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334 EQUAL EMPLOYMENT OPPORTUNITY FILES 

These records are created as a result of Agency compliance with Federal Government policy 
guaranteeing equal employment opp011unity to all persons employed by the Agency without regard 
to race, color. religion. sex. or national origin. in accordance with Executive Order 1 1 246, Otlicc o f  
Personnel Management Regulations. and DoD Directives and instructions. Also included are 
records rellecting the Fair Housing Enforcement Program or the Agency in accordance with Public 
Law 90-284 and the Department or Defense as contained in DoD Instruction 1 338 . 1 2 . 

xtcrnal Directives and 
D lnstmctions and 

Di1 , f7'1-..:.nn • , Documents, 
and like material , --,---� · · of 
the Federal Government Fair Hou e 
Employment Opportunity Program. 

334-02 _Egual Emnloyment Onnortunity Internal Directives and 
_Instructions. Documents issued by Director and Chief: 
EEO, on pol icies, procedures, and guidelines in carrying 
out Agency E EO and Fair Housing Program. 

334-03 _Egual Emnloyment Om2ortunitv Renorting Files. 
Documents resulting from reporting to higher authority 
on activities and conditions related to equal employment 
and fair housing. Included are statistical and narrative 
rep011s. summaries, consolidations. and related papers. 

A Statistical EEO reports to Office or Personnel 
Management and /or DoD ( monthly). 

B. Semi-annual EEO repo,t to DoD. 

· rsonnel concerning 
equal employment oppo,tunity 
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TEMPORARY. Destroy
when 3 years old, or when 
superseded or obsolete, 
whichever is appl icable. 
(GRS- la-25g) 

TEMPORARY. Maintain 
current documents locally. 
Destroy when superseded 
or obsolete, whichever is 
applicable. 

TEMPORARY. Destroy 
when 4 years old. 
(N 1a-45 7-80-4) 

TEMPORARY. Destroy
when 4 years old. 
(N 1a-457-80-4) 
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Official Discrimination Complaint Case Files. 
riginating agency's file containing complaints with 

relate Tespondence, reports, exhibits, withdrawal 
notices, cop1e. lecisions, records of hearings and 
meetings, and other re as described in 29 CFR 
1 6 1 3.222 . Cases resolved wit agency, by Equal 
Employment Oppo11unity Commission, v a U.S .  
Court. 

B. Copies of Complaint Case Files. Duplicate case files 
or documents pertaining to files retained 

in Official Discrimination Com laint Case Files . 
_Egual Emnloyment OJ212ortunity Affinnative Action Plans 

AP). ({<Jrmer�l' 334-08: GRS-/ -25/,( I) & (2) 

B.  Agency teeder plan to consol idated 

334- · ·tics Files. Employment statistics 
relating to race and sex. 

A. Counse · 1es. Reports of interviews, 
analyses and relat ·ords. 

B .  Alcohol and Drug Abuse Program. Records created in 
planning. coordinating and directing an alcohol and 
drne, abuse ro11ram. 
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TEMPORARY. Destroy 4 
years a lier resolution of 
case. (GRS- l -25a) 

year a lier reso 
case. (GRS- l -25a) 

TEMPORARY. Destroy 5 
years from date of plan. 
(GRS- 1 -25-h( I )) 

TEMPORARY. Destroy 5 
years from date of teeder 
plan. or when 

· · v purposes 

whichever is so 
(GRS- l -25h(2)) 
TEMPORARY. Destroy 
when 5 years old . 

TEMPORARY. Destroy 3 
years a lier termination or 
counseling. ( G RS- I -26a) 

ORARY. Destroy 
when 3 ye· 
(GRS- I -26b) 
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.336 MEDICAL FILES 

These files retlect the activities of the NSA/CSS Medical Center in providing general management 
and supervision of the medical service program . 

. Medical Case Files. Basic medical examination 
certificates. dispensary notes, miscellaneous medical 
con-espondence of NSA/CSS affiliates. 

Employee Medical Folder (EMF). Long-tem1 
edical records as defined in 5 CFR part 293, 

suB art E. 

TEMPORARY. See 5 
CFR part 293, subpart E fo r  
instructions, which state: 
"When an employee 
transfers to another Federal 
agency, the EMF must be 
transfen-ed to the gaining 
agency at the same time as 
the emplyee· s  OPF. The 
EMF is to be addressed 
only to the gaining 
agency's designated 
manager ( medical, health, 
asety, or personnel ollicer, 
or other designee) of the 
EMFS. (GRS-l -21a( l )) 

MPORARY. Transfer 
(2) Separated Employees. A/CSS Records 

Cente Destroy after 60 
years. ( S -1-21 a(2)) 

B. Temporary or short-term records as defined in the estroy 
FPM. year after separation r 

transfer of employee. 
( GRS-1-2e1 b) 
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lndi,·idua e Health Case Files. 
prior to establis ne ... -~ ~ EMF system 
en retired n Federal Record Cenr...---

. 
ii 

C 

... � 
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· Records 
created nr-FH..ll__w__----: that 
ha\'e be to a 

SA Employees. Forms, correspondence, 
and other re including summary records 
documenting and ind1\'1uina-r.l!l1Jloyee·s medical 
history. physical condition. and vis 
Government health facilities, for non-work re 
purposes. (fom,er�r 336-04 u. h ,md d 

(�OTE: Mas1er tiles and data bases crea1ed in cen1ral da1a processing 
facili1ies 10 supplcrnenl or replace the records co\·ered by GRS item I ­
:! I are not authorized fo r  disposal under the GRS. Such files mus I be 
scheduled on an SF 1 1  5). 

336-02 Clinical Ps;icholog)! Case Files. 
Name folders containing documents accumulated as a 
result of applicant processing. subsequent psychological 
evaluations and other related documents. 

A NSA Civilian Employee Cases. 

1. Current Civilian Employee Records. 

., Separated C'i\·ilian Employee Records. 

73 

TEMPORARY. Destroy 
60 years alter retirement to 
NARA storage facility. ,( 

Pen 
hang 

-" S� 
TEMPOR.\RY. Re,·iew 
annual ly. Tranfer to NCRC 
1 year after last entry. 
Destroy 6 years after 
se aration. (GRS- 1 - 1 9) 

TEMPOR.\RY. Retain 
locally until separation. 
(N 1 -457-89-3 )  

TEMPORARY. Transfer 
to NSA ICSS Records 
Center. Destroy 75 yeal'3 
after employee·s DOB :  60 
years after date of earliest 
document in the folder. if 
the date of bi11h cannot be 
ascertained: or 30 years 

nd Ink 
(see below) 

�\; o...l 

• 7/16/2014: Pen and Ink Change made to underlying schedule, N 1-457-80-04, item 336-01b, to read "Transfer medical files on military 
assignees to parent service at completion of visit and/or treatment" pursuant to emails between agency and NARA dated April 8, 2014 (included 
in dossier). 
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lphabctical computer files 

vu-r'-.\.ll~~!ll!!!.!2.!...!.!.!ll!.!.~iln~d..!.Il!.!.ln~e~s!2s..!.F..!.i l!Ees. Reports and logs 

I-''~ 
~ 

(( 
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----+-"-----.,;____....;___.....;,_.....:.......__________-+-_________.;::=--
.Health U nit Control Files. Logs or registers reflecting 

number of visits to dispensaries. lirst aid rooms and .health u iwmer�v 336-09. GRS l -20a&b) 

A. If infonnation is summ TEMPORARY. Destroy 3 
report. months after last entry. 

(GRS- ls-20a) 

B. If infonnation is not summarized. Destroy 2 

75 

consisting of s a ,nation required to aid the · blood donor coordinator. to inclu c t al and 
blood-type listings ofsNSA ({<)rmer�l' 336-05 & 336-
NJ-457-89-3) 

336-05 Nursing Services File. This file includes immunization 
records and audio/vision calibration statistics for 
NSA/CSS civilian and military employees. ((ormer�v 336-
/0. N/-457-89-3) 

A. Calibration Records. 

B. Immunization Records. 

(inclu 1110 onns I 00, I O  I ,  I 02, and 200, or 
.--=�•·sequivalents) maintaine asssss · ed in 29 CFR J 960 and 

OSHA pamphlet 2014 to document all recoruaLJn:>---
occupational injuries and illnesses for each establishment. 

ormerfr 336-11. GRS 1-34) 

Transfer to NSA./CSS 
Records Center alter I year. 
Retain 30 years alter 
separation of employee. 
(l\ 1-457-89-3) 
TEMPORARY. Destroy 2 
years after date of summary 
or report. ( GRS-1-22) 

TEMPORARY. Destroy 
alter 30 years. 
(N 1-457-89-3) 

TEMPORARY. Destroy 5 
years after separation or 
transfer of employee. 
(N 1-457-89-3) 

TEMPORARY. Destroy 
when 5 years old. 
(GRS 1-34) 

-
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336-08 Pharmacy File. This file consists of copies of TEMPORARY. Destroy 
prescriptions. after 5 years. 

(N 1 -457-89-3 ) 

76 
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337 EMPLOYEE ASSISTANCE SERVICE CEASl CASE RECORDS 

Case records compiled by counselors, qucstionnarics completed by patients. qucstiomarks 
completed by private counselors to whom clients are referred. and related rcpo11s. 

33 7 • OI NSAICSS..fmnlQ��,.lnt�l.!��-iln.d.A ssi1:nt:t:s from 
Other Agencies Client Cases. 

A. Current Individual Client Cases. TEMPORARY. Re:tain 
locally. Transfer to 
NSA/CSS Records Center 3 
years a Iler case closure. 
Destroy aHer 5 years. 
(N 1.457.05.1r) 

B. Sepanned Individual Records. TEMPORARY. Rc:1ain 
locally. Transfer to 
NSA/CSS Records Center I 
year afler date of separation 
or retirement. Dcstoy alter 
5 years. (NrI .457.05;. I )  

TEMPORARY. Transfor 
C. Transferred Individual Records. to new employing agency 

only upon written mquest 
of employee. Ensure all 
records arc compktc before 
transfer. Destroy after S 
years if record is n01 
transferred (N 1.457.05.1} 
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.338 CHILDREN'S WORLD LEARN ING CENTER .{CWLF} 

These records arc concerned with documentation as prepared by the Chi ldren's World Leaming 
Center for student enrollment and pm1icipation. 

338-0 1 Children' s  World Learning Center .{CWLF} 
.Documentation: Records concerned with CWLF program 
that is provided to meet the needs of the NSNCSS 
employees and their famil ies, provide child and family 
program el igibil ity. 

Student Enrollment Information: 
- Enrollment infonnation and attendance records; 
- Medical care authorizations; emergency fonns and 

release authorizations; 
- Names o f  fami ly members authorized to contact 

students; custody paperwork ( i f  appl icable); 
- Child care infonnation as reported by the sponsor; 

physical health information, including allergies; 
- Special needs instructions, progress and repo11 cards; 

and incident reports of injuries. 
Sponsor lnforn1ation: 
- Sponsor· s name, grade or rank; 
- Social Security Number; 
- Home and work addresses; home and work telephone 

numbers; 
- Contact information; employment a ffiliation ( civil ian, 

mi l itary, other, etc . ); 
- Appl ication identi fication number: photos; and 

comments/remarks related to the sponsor's status on 
the waiting l ist; 

- Similar infonnation is kept on other fami ly members. 
as provided by the sponsor. 

Maintain documentation with cunent infonnation during 
time period the student is enrolled in CWLC. Upon 
removal of student from the faci l ity: 

A Graduation from the Faci l ity: 

78 

TEMPORARY. Retainee
documentation for one yt:ar 
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following graduation, then 
Destroy. 

8. Separation of Student from the Facil ity. TEMPOR.\RY. Retain 
(Sponsor may request a copy of the documentation for a period 
documentation at time of separation.) of one year after separation, 

then Destroy. 

79 

UNCLASS IF I ED 



l '.:CLASSIFIED 

I 

r9 ALTER!\ATIVE DISPUTE RESOLUTION CADR) FILES 

These !es reflect the activities of the Alternative Dispute Resolution Center. 

339-0 I mative Disoutc Resolution ( ADR) Files: Any 
proc ure, conducted by a neutral third pm1y that is used 
to resoh issues in controversy, including, but not limited 
to, concilia · n, facilitation, mediation, fact finding, mini­
trials, arbitrat1 and use of ombuds. The records covered 
by this schedule r ate to techniques and processes used in 
an agency's ADR pr am in resolving disputes with orO 

between its own emplo 

(NOTE: This schedule docs not appl) o: I .  Administrat i\e gricvmu:c 
file�. 2. Adverse action files, 3. fom1al a infonnal equal employment 
opponunity proceedings. 4. Tmditional EE counseling or other rc .. 'Cords 
included in the EEO tile when a person dmos : to go d irectly to ADR. or 
5. Pri\'ate pm1:, d,1ims or EEOC's in\'olvcment w 1 fcdcrnl sector claims 
of non-EEOC employees against other federal agcnc •s. These records arc 
covered by other items in GRS I .  This schedule docs n apply to ADR 
records that arc produced as part of an agcncy·s primary m· ·sion.) 

TEMPORARY. DestroyA. General Files. General co1Tcspondence and cop1 
when 3 years old. Longerstatutes, regulations, meeting minutes, reports, 
retention is authorized if statistical tabulations, evaluations of the ADR 

program, and other records relating to the agency's 
overall AD R program. 

Destroy 3 B. Case Files. Records documenting ADR proceedings. 
years a lier sc ement is These files may include an agreement to use ADR, 
implemented ordocumentation of the settlement or discontinuance of 
discontinued. (GR O � the ADR case, pm1ies' written evaluations of the 

process and/or the neutral third party mediator, and 
related corrcs pondcnce. 
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,340 NSA'CSS SECURITY FILES 

These files accumulate for the implementation of physical security and standards to protect 
installations and to ensure proper restrictions of access to sensitive documents and locations. These 
tiles. relating to the countcrintelligcncc and countermeasures programs, are created and used in the 
course of detecting, preventing. and nullifying hostile intelligence operations against NSA/CSS and 
Agency contractor facilities. These tiles accumulate from actions to ensure that all persons 
requiring access to classified information or Agency spaces meet Agency personnel security 
standards. These files include copies of investigative reports, polygraph interview reports, 
orientation/indoctrination/debriefing oaths, and related matters . 

340-01 . Security_ Policy_ and Direction Files. Correspondence and 
other types of documents including directives from higher 
authority, reflecting policy and direction of security 
services. 

A. Office of Primary Interest. PERMANENT. Review 
annually. Transler those 
selected for closing to 
NSA/CSS Records Center 
after I year. Transfer to 

� NSA/ CSS Archives when 
JO � years old. Transfer to 

National Archives and 
Records Management 
Administration whene* l.S � 

years old. (Nle-457-80-4) 

B. Copies held outside the Security Organization for TEMPORARY. Maintain 
reference purposes: current files locally. 

Destroy when superseded 
or obsolete. whichever is 
applicable. 

340-02 Survey_ and lnsnection Files { Government-owned TEMPORARY. Close 
.Facilities}. Periodic or one time surveys conducted by annually. Transfer to 
security personnel. Repo11s of surveys and inspections of NSA/CSS Records Center 3 
Government-owned facilities conducted to ensure years after closing. Destroy 
adequacy of protective and preventive measures taken when I O  years old. 
against hazards of fire, explosion, and accidents, and to __fr.11-457-80-4) _____._ 

s 1  � '-ild-q (.1ots- �� � s�e. do t.U "'- e.., �f;OI\ �-\t.,t
Y \ <3 \ .lo 1S ·  
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safeguard info1mation and facilities against sabotage and 
unauthorized entrv. ({ormer/r 340-22: GRS-18-CJJ 

Investigation Files. Repo11s of in\"estigations 
resulting from fnb, c.t�.:l£iions. or accidents which 
involve security aspects. (former�\" Jm=ffr,,--,c,·--..,._-,1..;,��-:.!l..!l!..)eeee_}t;���;����eee· , · en 2 years old. 

issue, return an ace nf kevs to secure areas. 
({<muer�v 340-0CJ; GRS-18-16) 

340-05 .Physical Security Comgromise Files. Reprn1s of 
compromises, violations, or unsecure practices, with 
analyses of same. (former�\' 340-15: N 1-457-80-4) 

340-06 Security Case Files. Case files regarding the granting, 
denying or revoking of  industrial security clearances on 
private facilities working on classified contracts. Files 
include security requirements check lists, surveys, 
personnel security questionaires, reports of surveys and 
inspection, and all documentation related to maintenance 
of security at contractor facilities. 
Files include: 

- Contract Facilities Security Case Files (former�v 
340-16: N 1-457-80-4) 

- Industrial Clearance Case Files ({ormerfr 340-18: 
.N 1-457-80-4) . . 

- Survey and Inspection Files (Privately-owned 
Facilities) (formerlv 340-23. GRS-18-10) 

340-07 _Protection of Functions and Progerty. Investigative lites 
or information acquired about activities threatening 
Defense military/civilian personnel, Defense activities and 
installations, including vessels, aircraft, communications 
equipment and supplies. (former�v 340- I  CJ: N 1-4 5 7-80-4) 

A. Non-DoD Affiliated Organizations/ Individuals 
not posing continuing threats. 
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TEi\lPOR.\RY. Place in 
an inactive lite upon 
completioneof investigation. 

(GRS- 1 8- 1 1 )  
TEMPORARY. Destroy 3 
years after tum-in of key. 
GRS-18-16) 

TEMPOR.\RY. Transfer 
to NSA/CSS Records 
Center 3 years after 
closing. Destroy when I 0 
years old. (NI - 45 7-80-4) 
TEMPORARY. Place 
case in an inactive file upon 
tennination of contract. 
Destroy I O  years a lier 
tcnnination of contract. 
(N 1-457-80-4) 

TEMPORARY. Destroy 
when 90 days old. 
(N 1-457-80-4) 

l '\:CL .-\ SS I F i i : D  



and issuance o ocumcnts. 
((ormcr(1· 340-21: GRS-/8-2) 

exercise of police 

l':'\C 'L\SS IF I E D  

B.  Non-DoD Affi l iated Organizations/ Individuals 
posing continuing threats, such as demonstrated 
hostile activities in which an actual example of 
violent or criminal hosti l i ty has been carried out 
within the previous year; threatened hostile 
activities which during the previous year expl icitly 
threatened DoD functions; and dissident activities, 
which during the previous year have counsel led or 
publ ished infommtion, actively encouraging 
violation of the law. 

C. Routine Investigations. 

D. One-Time Request for Admittance to 
Insta llations (Speakers, band, dri l l  team, etc.) .  

E .  Requests for DoD Personnel to Attend or Officiate at  
Meetings, Ceremonies, etc. as representative of DoD. 

F. Investigations Pending on Date of Annual 
V eri lication. 

340-08 .Restricted Material Control File. Documents used for the 
control and accountabil ity of one-time security passes and 
courier badges({<,rmcr�r 340-20: N /-4 5 7-89-3 J 

rds documenting the receipt 

functions.(/cwml'l'fr 340-]5; GRS- /8- /4a. h. & cJ 
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TEMPORARY. Re,·iew 
annually. Destroy when of 
no further reference value. 
(!\ 1e-457-80-4) 

TEMPOR.\RY. Destroy 
I year a fter service is 
discontinued. 
(N 1e-457-80-4) 

TEMPORARY. Destroy 
90 clays a fter event. 
(N 1 -457-80-4) 

TEMPORARY. Destroy 
90 days after event. 
(N 1 -457-80-4) 

TEMPORARY. Destroy I 
year after investigation is 
completed. ( N  1 -457-80-4) 

TEMPORARY. Transfer 
to NSA/CSS Records 
Center after 30 days. 
Destroy when 5 years old. 
(N 1 -457-89-3 ) 

TEI\IPORARY. Destroy 
when 2 years old. 
(GRS- 1e8-2 ) 

l':'\< · 1  \S S I FI E D  
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Y. Destroy 
when 2 years o 
(GRS-18-13b) 

l ''.\CL:\SS I  Fl E D  

Ledger records of an-est, cars ticketed. and 
outside pol ice contacts. 

B. Repo11s, st ents of witnesses. warning 
notices, and otn ocuments relating to arrest, 
commitments, and tr ic violations. 

C. Repo1ts on contact of outside 
building occupants. 

D. Ledger records relating to police assignments an 
strength. (/ormer�v 340-24: GRS-18-13aJ 

E. Requests, analyses, reports, change notices, and 
other papers relating to post assignments and 
strength requirements. (/imner�v 340-24: GRS-18 
13hJ 

� .Personal Progerty_ Accountability_ Files. Files relating to 
tability for personal property lost or stolen. 

(lormerty . -26: GRS-18-15a & h) 

A. Ledger files. 

B. Repo1ts, loss statements, receipts and other 
documents relating to lost and found articles. 

340-12 Counterintelligence Files. These tiles, relating to the 
counterintelligence and countenneasures programs, are 
created and used in the course of detecting. preventing. 
and nullifying host ile intelligence operations against 
NSA/CSS and Agency contractor facilities. These tiles 
contain summaries of Counterintelligence, compromise. 
espionage and ten-orist incidents, repo11s and 
investigations. 
Files include: 

TEMPORARY. Destroy 3 
years after final entry. 
(GRS-18-14a) 

TEMPOR.\RY. Destroy 
when 2 years old. 
(GRS- l 8- l 4b) 

TEMPORARY. Destroy 
when I yeur old 
(GRS-18-14c) 

Destroy 3 
ears after final entry. 

( S-18-13a) 

TEMPORARY. Destroy 3 
years after final entry. 
(GRS-18-1 S a) 

Destroy 
when I yem 
(GRS-18- I Sb) 
PERMANENT. Transfer 
to the NSA/CSS Records 
Center when 3 years old. 
Transfer to NSA/CSS * 
Archives when -3&,-e�- J 1 eo.f5 
old. Transfer to National 
Archives and Records 
Administration when-iffl-
1ears old. (N 1-457-89-3) 

l ' '.'\ (  ' 1 . .-\ SS I  r' I F l 1  
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340- 1 3  

340-14 

340-15 

340-16 

340-17 

- Summary Case Control Database ((ormer�v 34 J­
O/ ;  N/-457-89-3) 

- Te1Torist Threat Database (former�\' 341-03, N/-
457-89-3) 

- Espionage Personalities Files (former�\' 341-06, 
Nl-457-89-3) 

- Counterintelligence Index System File ((om,er�v 
341-07, Nl-457-89-3) 

.: ., , �,--�ction Notices (SINS) Database. This data 
base contains records or un , · ,lrtr� concerning security 
violations for statistical and reporting/analysis pu, �  .. 
'former(\/ 341-02; GRS-18-24) 
Case Control Database. This on-line data base contains 
action summaries for the Compromise Branch. ({<mncr�l' 
341-08, Nl-457-89-3) 

,Unsolicited Contacts. Database record of contacts to the 
agency, which were not solicited by NSNCSS affiliates 
and which are not associated with any official. The actual 
written contacts, when the contact was via \vritten 
correspondence, are also included. 
({<m11er/r 341-04, Nl-457-89-3) 
Countrv File. Data retained for assessment purposes 

concerning each country's intelligence services, economy. 
government policy, terrorism. and related subjects. 
({<m11er(v 341-05, N/-457-89-3) 
.Personnel Security Files. Files on all individuals 
employed. seeking employment. or whose relationship 
with the Agency requires security investigations. 
clearance processing, indoctrination. or orientation. 
Includes investigations, clearance status. reinvestigations. 
Indoctrination and Debriefing Oaths. Military Check-In 
and Check-Out Fonns. Official Courier Briefing Forms. 
Unofficial Foreign Travel Request Fonns, Certification 
Upon Indoctrination for Access to Critical Nuclear 
Weapon Design lnfonnation fonns, and other security 
related memorandums or coJTespondence. (/im11er�r 34:!-
0I .  N/-457-89-3/NJ-457-80-4: 34:!-07. GRS-/8-:!3J 
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·TEMPORARY. Delete or 
destroy after 5 years. 
tGRS-18-24) 

TEMPORARY. Review 
every 5 years for 
destruction of non-essential 
materials. (N 1-457-89-3) 
TEMPORARY. Close 
annually. Transler to 
NSA/CSS Records Center. 
Delete or destroy alter 30 
years alter last contact. 
(N 1-457-05-2) 
TEMPORARY. Delete or 
destroy I year a lter last 
contact. (Nl - 457-89-3) 

l \.Tl \SS I I  IU) 
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A Absence o f  Derogatory lnfonnation. 
I .  Personnel considered for affiliation with NSA but TEMPORARY. Retain 

withdraw or are withdrawn before any locally for minimum of 30 
polygraph and/or investigations are initiated. days then transfer to 

NSA/CSS Records Center 
for 25 years. OPI wil l  then 
review. (Nl-457-89-3) 

2. All others having received some investigative TEMPORARY. Retain
processing (polygraph or investigation). locally for minimum of 30 

days then transfer to 
NSA/CSS Records Center 
for 25 years. OPI will then 
review. (N i -457-89-3) 

B. Presence of Derogatory lnfonnation. TEMPORARY. Retain
locally for minimum of 30 
days then transfer to 
NSA/CSS Records Center 
for 25 years. OPI will then 
review. (N 1n-45 7-89-3) 

C. Investigations which Result in Adverse Actions. 
I .  Cases of Historical Value or Widespread public or PERMANENT. Transfer 

congressional interest. inactive files to NSA/CSS 
Records Center. Transfer to 
NSA/CSS Archives when 
tffl•ttnrg�ded fo1 �2 0 '1 e.t:IS' 0 \J • - "'-1ipcantim1s: Transfer to
National Archives and ..u..nRecords Administration . �,when '4'6-ycm'S"Utd:-l5 '1 eCi�S o � 
(N 1n-457-80-4) 

2. All Others. TEMPORARY. Destroy
25 years a lier date of last
action (N 1 -457-80-4n) 
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340-18 .Investigative and Polygranh Files. Investigators · and 
examiners· data and question sheets, notes, polygraph 
charts, examination reports, and related records resulting 
from investigations and polygraph examinations. 
(f<>rmer�\' 342-02. ,VJ-457-80-4) 

I .  Record Copy of Final Repo11. 

2. Audio Recordings. 

340-19 _Visitor Passes and Access Control Files. Visit Requests 
and Receipts: giving names, addresses, security status, 
and nature of business of individuals visiting NSA. 
Includes access control and accountability of visitors such 
as visitor requests, access lists, ID badges, and logs. 
(fimner�v 342-03, NJ-457-89-3) 

.Secrecy Agreements. Indoctrinations. Nondisclosure 
Agreements, and Debriefin!!s Files. Non-Disclosure 

cements (NOA) and SI Indoctrination Oaths of 
indivi s affiliated with NSA/ CSS. Copies of 
nondisclosur 0recmcnts, such as SF 312, Classified 
Infonnation Non I sure Agreement, signed by civilian 
and military personnel w ccess to in fonnation that is 
classified under standards put 1 by Executive Orders 
governing security classification. Fo NSA/CSS 
afliliatc lacking his/her own individual Pers cl Security 
File, agreements shall be maintained separately 1 
serialized NOA tile. ((ormerlv 342-04: GRS- /8-]5a& . . 

A. If maintained separately from the individual's 
official personnel folder. 
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TEMPORARY. Retain in 
Personnel Security File 
(340-17). Destruction 
concuffent with Personnel 
Security File. 
(N 1-457-80-4) 

TEMPORARY. Destroy 
45 days after case is closed 
by Security or sponsor. 
(Nle-457-80-4) 
TEMPORARY. Destroy 
15 years a lier final entry or 
15 years alier date of 
document, as appropriate. 
(N 1-457-89-3) 

'. Destroy 
when 70 years ok . 
(GRS-18-25a) 
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UNCLASSIF IED 

340-2 1 Contractor Accounts Files. This fi le contains information 
on all contractor accounts. It identifies all TS or SCI 
materials received or generated by that account, the 
authorization and the custodians and security officers 
responsible. It also contains copies of all incoming TS 
collaterial materials. 
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UNCLASSIFIeED 

TEMPORARY. Apply 
the disposition for the 
official personnel folder. 

TEMPORARY. Close 
annually. Transfer inactive 
files to NSA/CSS Records 
Center. Destroy when no 
longer needed for 
o erations. (N l-457-88-8) 



internal 
nts, but exclusive o 
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_343 CLASSIFICATION AND DOCUMENT CONTROL FILES 

These files accumulate as a result of insuring protection of infonnation from unauthorized 
disclosure, classification/declassification actions and implementation of security procedures to 
adequately protect material by proper classification; and to ensure authorized access to these 
materials. 

343-01 _Info1mation Security Policy Program and Classification PERMANENT. Transfer 
Guidance Files. Proceedings and related administrative to the NSNCSS Records 
records of NSNCSS classification advisory panels, Center when 3 years old. 
committees, or boards charged with responsibility for Transfer to NSNCSS 
solution of classification problems and control of Archives when �'Cftts �() 
information. Copies of guides and appropriate back-up old. Transer to National 
infonnation used to detenninc the security classification Archives and Records 
or downgrading and review of classified documents. Administration when �.1 
({ormerlv 343-02, N l-457-80-4) ears old. (N 1-457-80-4) 

· � iles.sFonns, ledgers, or TEMPORARY. Destroy 
routing, and final when 2 years old. 

disposi 1 ecr'tfflQLIJle · f (GRS-18-4) 
classified document rece p s n 
and documents relating to Top Secret mate 
elsewhere in this schedule. (/'ormerlv 343-04. GRS-18-4) 

� Accountinl?. and Control Files. Registers maintained at TEMPORARY. Destroy 5 
con · ts to indicate accountability over Top Secret years after documents 
documents, re e the receipt, dispatch, or destructionsss shown on fom1s arc · 
of the documents (former�\' . • GRS- I 8-5a) downgraded, transferred, or 

destroyed. (GRS-18-Sa) 
(NOTE: Master liles and data bases created in central data pro� . .-· , 
faci l i t ies to supplement or replace the records covered by item 5 arc 
not authorized for disposal under the GRS. Such files must be 
scheduled on an SF I 1 5 .) 

343-04 Classification/Contractor File. This file consists of PERMANENT. Transfer 
Signals Intelligence Security Regulations (SISRs) and to the NSA/CSS Records 
classification manuals, contractor classification statements Center when 5 years old. 
of work. classification back-up procedures. and Transfer to NSA/CSS 
classification notes. ((ormc:r�r N/-457-CJ0-J J Archives when :36"j"C'ffl"!';" :10 

old. Transfer to National 
Archvies and Records 
Administration when ":t6 ) 

cars old. 
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350 TRA[NlNG 

7These files arc created in the course of carrying out the activities of the National Cryptologic 
School. These items contain planning, directing and implementing training programs for Agency 
personnel. 

350-01 Training Management Files. These records renect 
planning, development and direction of training programs 
for developing and maintaining general and specialized 
skills of Agency and service pcrsonnel in order to ensurc 
the ef

f

ectiveness of thc NSA cffort. Documentation 
pcrtaining to spccific COMSEC, SIG INT and gcncral 
communications including outlines, exercies and 
referencc materials and other training materials, 
equipment. Also includcd are rcgulations and historical 
documents of a historical nature, course catalog 
information. lncluded are records accumulated in 
conduct of instruction by Agcncy personnel as well as 
attendance at educational institutions, seminars, 
memoranda, messages. cvaluations pertaining lo military 
and civilian training rcquirements. 
Files include: 

- Training Coordination Files (/iwmer�r 350-01. 

N/-457-80-4) 

• Coursc Documentation (/ormcr�v 3 50-03, N 1 -
457-80-4) 

- Training Aids (lormer�v 350-05, N 1 -457-80-4) 
- Training Support File ((ormcr�v 350-07, 

N/-457-88-5) 

- National Cryptologic School Course Catalog 
((orm('r�r 350-08, N/-457-88-5) 

- Training Projcct Filcs ((or,m.,-�v 350-09, Nl-457-

88-5) 

- Training Actions Files (/im11er�r 350-IO. N/-457-88-5) 

- Military Cryptologic Training/H istorical File 
(former�v 350-/3. N/-457-88-5) 

- Training Evaluation Rcports Filc (/i,rmer�r 350-/4. Nl-

457-88-5) 

90 
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A. Office o f  Primary Interest. 

B. All Other (lower-level) Offices. 

350-02 Training Records. General file of agency-sponsored 
training. C01,-espondencc, reports and other records 
relating to availability of  training and employee 
participation in training programs sponsored by other 
government agencies or non-government institutions. 
EXCLUDING records of formally established schools 
that train agency employees in specialized program areas, 
i.e., law enforcement, national defense. Also 
EXCLUDING record copies of items relating to the 
establishment and operation of training, courses and 
conferences. 
Files include: 
- Manuals/ Syllabuses 
- Textbooks/Training Aids 
- Requirement Reviews/Plans 
- Con-espondence/Reports/ Authorizations 

(/im11erlv 350-02, GRS-1-29) 
� ... Emolovee Trainini:? Records. Individual training and 

e�tudent "Training Registration and Record .. 
or cquivalen�n!' grad;s and related data on 
each student ·t;k·i�i ;�-A�� �d course; 
maintained in the National Cryptologic Schoo . erly
350-06, GRS- l- lh(2)J 

PERMANENT. Transfer 
to the NSA/CSS Records 
Center when 3 years old. 
Transfer to NSA/CSS 
Archives when 30 yms.lO 
old. Transfer to National 
Archives and Records 
Administration whe� J
years old. (N 1 -457-80-4) 
TEMPORARY. Destroy
when 5 years old or when 
no longer needed tor 
reference (N 1n-45 7-80-4) 
TEMPORARY. Destroy
when 5 years old or when 
superseded or obsolete, 
whichever is sooner. 

TEMPORARY. Place
individual folder in an 
inactive file upon 
separation. Transfer folder 
to National Personnel 

• ds Center (NPRC).St. Louis. avs
after latest se rnration. 

9 1  � '-t llct ( a o L� :  �� 
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contain Agency still and motion picture photography, graphic materials, and sound and 
video recor 

352-02 

A. Photographs o outine awards ceremonies. social 
events, and activiu not related to the mission of the 
agency. 

B. Personnel identification or passpo11 

C. Internal personnel and administrative training 
filmstrips and slides of programs that do no reflect the 
mission of the agency. 

Graghic A11s. (former�\' 352-05:GRS-2 J -5 - 8) 

B. Routine m1work lo  andbills , llyers, 
posters. letterhead, and o · graphics. 

C. Linc and hal ftone negatives, screened paper 
prints and offset lithographic plates used for 
photo-mechanical reproduction. 

93 

TEMPORARY. 
Destroy when I year old. 
(GRS-21-1) 

TEMPORARY. 
Destroy when 5 years old 
or when superseded or 
obsolete. whichever is 
later. (GRS-21-2) 

Destroy ear after 
completion o · aining 
program. (GRS-2 

TEMPORARY. 
Destroy I year after use. 
(GRS-21-5) 

TEMPORARY. 
Destroy when no longer 
needed for publication or 
printing. (GRS-21-6) 

estroy when no longer 
<)r pub! ication or 

RS-21-7) 

l 1:\( ' L \'-iS I F I I J ) 
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·ne copies of graphs and charts. 

.Motion Pictures. (lormer�r 352-06; GRS-21-9 - 2 I J 

A. Films acquired from outside sources for personnel and 
management training. 

C. Routine scien · ne, medical or engineering footage. 

D. Programs acquired from utside sources for personnel 
and management training. 

E. Rehearsal or practice tapes. 

F. Internal personnel and administrative training 
programs that do .not rel1ect the mission of the agen · 
(These include "role- play" sessions, management an 
supervisory instruction. etc.) 

G. Routine surveillance recordings. 

H. Routine scientilic, medical or engineering recordings. 
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TEMPORARY. 
Destroy \\' hen no longer 
needed for publication or 

TEl\lPORARY. Destroy 
I year alier completion of 
training program 
(GRS-2e1 -9) 

TEMPORARY. Destroy 
when 6 months old. 
(GRS-21-11) 

TEMPORARY. Destroy 
when 2 years old. 
(GRS-21-12) 

TEMPORARY. 
Destroy I year a fter 
completion of training 
program (GRS-21-14) 

TEMPORARY. Destroy 
immediately. 
(GRS-21-16) 

TEMPORARY. Destroy 
I year a Iler completion of 

TE!\- ORARY. Destroy 
when 6 10nths old. 
(GRS-21- ) 

Destroy 
when 2 years old. 
(GRS-21-19) 

t : \.; l ' (  . \ SS l l · I E D  
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s that document routine meetings and award 
presentations. 

_Audio {Sound} Recordings. (f<wmer�\· 352-07: GRS-21-:!:! 
- 27) 

Recordings of meetings made exclusively for 
n taking or transcription, EXCLUDING recordings 
of pro dings of Presidential commissions and other 

(l'iOTE: Recordings of Pres· cntial and other executin: commissions 
are not co\'ered by the GRS. Su ecords are usually appraised as 
permanent. and they must be dcscri6 on an SF 1 1 e5 submitted to 
NARA for final disposition approval . )  

B. Dictation belts or  tapes. 

C. Pre-mix sound elements created during the course of a 
motion picture, television, or radio production. 

D. Daily or spot news recordings available to local radio 
stations on a call-in basis. 

.Related Documentation. (f'ormer�v 352-08: GRS-21-28 -
:!9) 

A. files or similar tiles that document origin. 
development, ' uisition. use and ownership of 
temporary audiovisu · •cords. 

B. Finding aids for identification. retrieval. or use o 
temporary audiovisual records. 
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TEMPORARY. 
Destroy when 2 years 

TEMPORARY. 
Destroy immediately 
after use. (GRS-21-22) 

TEMPORARY. 
Destroy immediately 
after use. (GRS-21-23) 

roy immediately 
aftereu (GRS-21-24) 

Destroy when 6 mo 
old. (GRS-21-26) 

TEMPORARY. 
Dispose of according to 
the instructions covering 
the related audiovisual 
records. (GRS-21-28) 

· cording to 
v mg 

the rel 
records. (G --
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354 LIBRARIES AND REFERENCE COLLECTIONS 

These files pertain to Agency and Collateral Record Libraries and Reference col lections. Included 
arc records relating to their security and management. 

354-01 STINFO Collection.aThis file containcs both hardcopy 
and soltcopy records ofRDT &E documents, Technical 
SIGINT Rep011s, and Working Aids and related indexes. 
({ormerl\l 354-02, N/-457-89- / 0) . . 
Files include: 

- Standard Placename Tetragraph List (SPNTL) 
Data Base ({ormerlv 354-03. N /-457-89-/0) . . 

- GUIDE File (former(v 354-04. N /-457-89-10) 
- COVERTERM Database ({ormerfr 354-07, NJ-. . 

457-89-10) 
- COVERTERM Data Base Manual File (former�v 

354-08, N /-457-89-10) 
3 54-02 .Bibl io12hile Database.aThe on-line database integrated 

l ibrary system which supports library ti.mctions using a 
single master bibliographic file. The main functions are 
the on-line catalog for retrieval and the cataloguing of 
books for the NSA library system. 
({ormerfr 354-01. N/-457-89-/0) 

354-03 Indoctrinations/Debriefing File.aThis file contains 
identification of Agency personnel for various highly 
sensitive CIA clearances. 
former/I' 354-05. Nl-457-89-10) 

354-04 Collateral Clearance File.aContains documentation of 
incoming requests for  collateral clearances. (former�r 
354-06. Nl-457-89-/0) 
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PERMANENT. Transfer 
to the NSA/CSS Records 
Center when 3 years old. ...l 
Translcr to NSA/CSS � 
Archives when �ms�O i e.a(J' 
old. Transfer to N ational 
Archives and Records * Administration when��; 
years old. (N l -457-89- 1 0 )  

TEMPORARY. Delete 
when superseded or 
obsolete. (N 1 -457-89- 1 0) 

TEMPORARY. Destroy 
when 50 years old. 
(N 1a-457-89- 1a0) 

TEMPORARY. Destroy 
when 2 years old. 
(N 1a-457-89- 1a0) 
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360 MAIL MANAGEMENT FILES 

These files reflect the receipt, control, routing, and internal deli very of all incoming Agency mail; 
repository for Agency regulations; dispatch of all outgoing Agency mail; and distribution of specia I 
documents received from external sources (DoD-Anny-Navy, etc.); providing courier service; and 
operating the Agency Top Secret Control system. 

360-01 Transmittal Receint Files. Incoming and outgong TEI\IPORARY. Destroy 
classified/Nonclassilied transmittal and receipts, or when 3 years old 
similar logs, receipt cards, cross reference/index files or (Nle-457-80-4) 
fonns showing receipt of incoming mail or dispatch of 
outgoing mail. 

360-03 .Susnense Files {Agency Route Slins}. Copies of TEMPORARY. Destroy 
co1Tespondence maintained chronologically as a record of when 5 years old. 
incomplete/complete actions to assure meeting deadlines; (Nle-457-80-4) 
includes both back-up correspondence and official route 
sli s. 

3 er Service Files. Daily logs, assignment records TEMPORARY. Destroy 
and instruction , · .  ecords, delivery receipts, route when 2 months old. 
schedules, and related records. (GRS-12-1) 
(former�v 360-06; GRS-12-1) 

.Post Office and Private Mail Comnanv Records. Post 
Office and private mail company fonns and supporting 

TEMPORARY. Destroy 
when I year old. 

p rs, exclusive of records held by the United States (GRS-12-Sa-c) 
Postal 

- Registered, certified, 1 red or overnight 
delivery items ((,,rmer�\' 3 7: GRS- 12-5a) 

- Registration and cc11ification of · arcd value 
mail (former�v 360-07; GRS-12-5h) 

- Repo11s of improper treatment of mail (forme: . , 
360-07; GRS-12-5<.') 

- Receipt and routing of mail delivered by private 
delivery companies (former�v 360-08; GRS-12-6a) 

- Statistical reports of postage and fees for special 
deliveries (fom,er�v 360-08; GRS- J 2-6h) 

- Repo11s of Stamp usage; volume of mail 
handled; valuables remitted to the Agency via mail; ----'------------= 

97 
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--rctmltv Mail Report F, 
/ 360-09, 6RS !l Z,1 

S I > 1) 

-P-Osral I g 
h fecmds cclat 0 

c-of f.!Pstag 

Official government and messanger service (lormer(v 
3 - , -12-6c-.f) 

- General correspon c · ectives. guides 
regarding administration of mai rm:n 
(lormer(v 360-08; GRS-12-6g) 

- Records relating to mail delivery to individuals, 
i.e .• locator cards (formerlv 360-08; GRS-12-611) 

360-06 'lcs. Official penalty mail reports 
and all related papers. (former y 

360-07- rre ularities File. Memoranda, correspondence, 
reports and ot er in° to irregularities in the 

·handling of mail, such as loss or shortag e 
stamps or money orders, or loss or destruction of mail. 
({ormerlv 360-10; GRS-12-8) 

98 

TEMPORARY. Destroy 
when 6 years old. 
(GR - __ 
TEMPORARY. Destroy 3 
years after completion of 
investigation. (GRS-12-8) 
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obtained by t or official emp 
161 04· GRS-9-5) 

1 361 TRAVEL AND TRANSPORTATION FILES 
These tiles include administrative office documentation relating to temporary duty travel and 
pennanent change of station travel of civilian and military personnel oflnicially assigned to this 
Agency. 
361-01 General Travel and Trans12ortation Files. Documentation TEMPORARY. Close 

pertaining to Agency Travel and transportation functions annually. Destroy when 
including official and PCS travel orders for military. civilian 3 years old. 
personnel, and dependents, as well as memoranda pertaining (N 1-457-80-4) 
to specific transportation situations. related (fi:muer�v 361-
03; GRS-9-4a) 
Files include: 
- Travel Administrative Files (former�\' 361-02: NJ-

457-80-4) 
- Pennanent Change of Station Orders ({ormer�v 

361-05: N /-457-80-4) 
- PassengernTranspo11ation Files (fonuer�v 361-01; 

Nl-457-80-4) 
--:!:!!:=!li����.!..2!.!���rd=?s. Official U .S. passports TEMPORARY.ReturnR· loyee duty travel. to Department of Stale 
({onuer�\' _ - . upon expiration or upon 

the separation of the 
em o - -5 

361-03 T em12ora1:x Duty Travel Reguests and Travel Orders. These TEMPORARY. Close 
files accumulate from administering temporary duty travel annually. Transfer to 
orders from Agency military and civilian personnel in NSNCSS Records 
accordance with procedures contained in the NSA Travel Center. Destroy when 7 
Manual. ((ormer�v 361-06: Nl-457-80-4) years old. 

(N 1-457-80-4) 
Commercial Freight and Passenger Transnortation Files. , · 361-09:GRS-9-la - e) 

A. Original vouchers an" � nno11 documents covering TEMPORARY. ·commercial freight and passeng s ortation charges Destroy 6 years after the 
of settled fiscal accounts, including registe other period of the account. 
control documents, but EXCLUDING those covere GRS-9-l a) 
item 1 b ofGRS 9. 

99 
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B. Records covering payment for commercial freight and 
passenger transportation charges for services for which 
I ) notice of overcharge has been or is expected to be 
issued, or if a rail freight overpayment is involved. 2) 

uction or collection action has been taken, 3) voucher 
conta inbound transit shipment(s), 4) parent voucher 
has print aid supplemental bill associated, 5) voucher 
has become 1 '.Olved in litigation, or 6) any other 
condition that pre nts the settling of the account, 
requiring the vouche1 be retained beyond the 6 year 
retention period. such as tection of overcharge. 

C. Issuing office copies of Goverru 
of lading, commercial passenger tran m1ation vouchers 
(SF 1113A) and transportation requests 1169), travel 
authorizations. and supporting documents. 

D. Obligation copy of commercial passenger transporta · n 
vouchers. 

E. Unused ticket redemption forms, such as SF I 170. 

to the administration of the Government Losses · 
Act formerlv 36/- /0; GRS-9-2) 
Noncommercial. Reimbursable Travel Files. Copies of 

rds relating to reimbursing individuals, such as travel 
orders. ·em vouchers, and all other supporting 
documents relatm f licial travel by officers, employees. 
dependents, or other autho1 ·s." by law to travel. (former�v 
361-11; GRS-9-3a � h) 

A. Travel administrative oflice files. 

TEl\IPOR.\RY. 
Destroy when IO years 
old. (GRS-9-1 b) 

TEMPORARY. 
Destroy 6 years after the 
period of the account. 
(GRS-9-1 c) 

TEMPORARY. 
Destroy when funds arc 

ligated. ( GRS-9-1 d) 

Destroy 3 y rs after the 
year in which t 
transaction is comp 
(GRS-9- l e) 
TEMPORARY. 
Destroy when 6 years 
old. (GRS-9-2) 

years 

l .. \ C L .- \SS I  1 · 1 1 : 1 )  
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===::ci iiBi=.=i;oiie.il�ig�atirio.iuii:i;co�p�i�cs�.eeee TEl\lPORARY.=============: Destroy when funds are l 
""nhlisateEI. (GRS-9-Jb) _eeee - · __e_eee _� -.M-o-to_r_V-ehic-leeO_n_er_a-ti-ng-,-a-nd_Ma_i_n-te_n_a-nc_e_F-ile_s___O-pe_r_a-ti-ng-,- TEMPOR.\RY. 

� records including those relating to gas and oil consumption, Destroy when 6 years 
dis ching, and scheduling. Maintenance records, including old. (GRS- 1 0) 
those re to service and repair. Cost and expense data, 
motor vehicle . accident repo11s, and investigations and 
reports of sale, transe· r exchange of vehicles (former�v 
361-13: GRS-10-2a - h) 
Files include: 

- Motor Vehicle Cost Files (/imner�v 361-
10-3) 

- Motor Vehicle Repo11 Files ({<mner�v 361-15: GRS-
10-4) 

- Motor Vehicle Accident Files ({<mner�v 361-16: 
GRS- 10-5) 

- Motor Vehicle Release Files Records (former�v 361-
17: GRS-10-6) 

l 01 
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.362ePUBLICATION. PR[NT ING AND REPRODUCTION FILES 

These files include documents which establish management policies and procedures and control 
actions for the preparation, coordination, issuance. and maintenance of of licial Agency 
publications. These apply to records concerned with printing, reproduction, binding. and print plant 
equipment. This records series also includes the publications of other government agencies received 
and used as reference and operational suppo11 material by NSNCSS elements . 

362-01 . Publications M anagement Instruction Files. 
NSA/CSS documents relating to the JCP (Joint 
Committee on Printing) and related directives 
pe11aining to regulatory instructions which 
govern the preparation. reproduction and 
distribution ofeNSNCSS directives, copies of 
said directives and any communications relating 
to them. 

A. Approved Policies and Directives that arc TEMPORARY. 
issued by external agencies to guide NSA's  \1:aintain cutTent 
printing program and process. documents locally. 

Destroy when 
superseded or obsolete. 
whichever is applicable. 

B. Supporting Documentation. TEMPORARY. 
Destroy when I O  years 
old. (N 1-457-80-4) 

Joint Committee on Printing (JCP) Reports 
1 . epo11s to Congress and related 

records. 

I .  Agency repo11 to JC ,arding operation TEMPORARY. 
of Class A and B Plants and inv ics of Destroy when 3 years 
printing, binding, and related equipmen old. (GRS-13-Sa) 
Class A and B Plants or in storage. 

2. Copies of subordinate rcprn1ing units and 
related work papers. Destroy I year allctr 

of repo11 ( GRS- I 35b) 
1 02 
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362-03 

362-04 

.Printing Eguigment Control Files. Documents 
reflecting authority to issue, purchase, rent, 
exchange, transfer, or dispose of printing, 

· ding, and related equipment. This includes 
requ for Congressional (JCP) approval and 
justificatio 

A. Reproduction Serv1c equisition. Print 
plant records related to the ing and 
execution of printing, binding, du · tion, 
and distribution jobs. (/i.mner�v 3 62-0 
B; N/-457-80-4) 

B. Project Files. Job or project records 
containing information relating to the 
planning and execution of printing, binding, 
duplication, and distribution jobs. Files 
pe11aining to the accomplishment of the job, 
containing requisitions, bills, samples, 
manuscript clearances, and related documents 
exclusive ofe( I ) requisitions of the Public 
Printer and related records; and (2) records 
relating to services obtained outside the 
a enc . ormerlv 362-09; GRS- /3-2a 

Printing Regort and Publications Background 
.Files. Documents that provide detailed 
information on NSNCSS printing operations and 
equipment, to include preparation, coordination 
and issuance of agency and organization 
publications and supplements as well as 
individual and cumulative printing jobs, 
inventory of printing equipment, contract printing 
costs, and similar data required by the Joint 
Committee on Printing. (formerly 362-06; N 1-
457-80-4) 
.Master Files of Agency_ Publications and 
Regulatory_ Issuances. Internal publications 
including: Policies, directives, regulations, 
circulars, manuals and related indexes, created 

103 

TEMPORARY. Close 
at the end of each 
quarter. Transver to the 
Records Center 3 months 

er closing . Destroy 
whe ears old 
(GRS-13-2 

TEMPORARY. 
Destroy 3 years after 
disposal of equipment, or 
3 years after disapproval 
of acquisition request. 
(N 1-457-80-4) 

TEMPORARY. Place 
in an inactive file when 
related publication is 
superseded or rescinded 
and transfer to NSNCSS 
Records Center. Destroy 
when 5 years old. 
(N 1-457-80-4) 

PERMANENT. Place 
in an inactive file when 
superseded or rescinded 
and close annually. 

CNCL.-\SS IFI ED 
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and maintained for administration and 
implementation of the prime mission and 
limction programs of the Agency. ((ormer�v 362-
04A a11d B; N /-457-80-4) 

Control Files. Control Registers pertaining to 
isitions and work orders. (lormerb· 362-1 O; 

GRS- I .  -

ana ement Files. Records relating to 
internal management an it. 
(formerlv 362- I I ;  GRS- /3-6) 

nter I year 
after closing. Transfer to 
the National Archives 
and Records 
Administration when ,ffr 
years old. 
(N 1 -457-80-4). 
TEMPORARY. 
Destroy I year aller 
close of fiscal year in 
which complied or I 
year after filling of 
r · whichever is 
a licable. ( 
TEMPORARY. 
Destroy when 2 years 

� Lt ll" l.10 1s :_.J.-�� 
$""'et!.. doc.\J  M (h. -fq_+;o� do--k 

4 t i 1  I J. o  ,s 

1 04 
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and related d 
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.363 EXTERNAL SUPPORT FILES. 

These records document the coordination and submission of external support requirements. to 
supporting agencies and departments, including justifications and internal NSA/CSS coordination 
of NSA/CSS staff actions with respect to these submissions and the establishment of policies 
governing family housing. 

363-0 1 .External Sumio1t Rcguirements. Requirements and TEMPORARY. Place 
agreements with related background papers outlining support items in an inactive f ile 
to be furnished by military departments and other Federal when noncurrent. 
agencies to NSA world-wide. Requirements arc projected on Destroy when I O  years 
the five-year budget cycle and are updated annually. 
((ormerlv 363-01; NI- 457-80-4) . . 

old or sooner if ofeno 
f urthcr rcforcnce value. 
(N 1- 457-80-4) 

.Family Housing. Papers relating to the acquisition and 
management of housing units for Agency employees. 
({ormerlv 363-02; NI- 457-80-4) 

�:f-t�T�:i�e nveeeneetoeeee le� . �eec�toey�fi�esee e�ea�e�getoeeemeee TEMPORARY. s:ln�ven�er�e • l�eeeert� in�ine• �e it�e s-reeee n�l����:�F�i�eeee �eee�eeee �•Jp�eeee �e�e�eeee
included in ( ormer(v 363-05; GRS-15-6) Destroy 3 fiscal years 

· · ose of fiscal year . . 

t of 

__,u _ _,_,,,._.....L·'"""'"===='--"-'=· Copies of leases, renewals, tcnnination TEMPORARY. 
ocuments. Destroy 3 fiscal years 

following close of fiscal 
year in which lease 
termination lapse. or 
cancellation occurs, or 
· · •ation is concluded, 
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.364 EQUIPMENT AND SUPPLY PROCUREMENT FILES. 

These files relate to contracting for equipment, supplies and services required to pcrfonn the 
various functions and missions of the Agency. While these files are created in elements primarily 
engaged in contracting functions, selected series or segments may be created in other ofliccs and 
maintained as pai1 of office management or administrative files. Records of the Maryland 
Procurement Office arc maintained in accordance with Defense Acquisition Regulation (S2-50 I )  

Suimly Management Files. Reports on supply requirements 
and procurement matters submitted for supply management 
p scs ( other than those incorporated in case files or other 
files ol · cral nature), exclusive of Department of Defense 
Reports rcllec · rocurcmcnt under exemptions authorized 
under Section 20 I ( a he Federal Property and 

·Administrative Services Ac 1949 (40 U.S.C. 481) 
((ormerlv 364-03; GRS-3-4a & b . . 

A. Copies received from other units for intern TEMPORARY. 
for transmission of staff agencies. Destroy when 2 years 

old. (GRS-3-4a) 

B. Copies in other rcpo11ing units, and related working 
documents. 

((ormerlv 364-06; GRS-3-9a. b. & c) . . 

TEMPORARY. 
Destroy 2 years from 
date of list. 
(G 

TEMPORARY. 
Destroy 2 years a lier 
discontinuance of 
item or 2 years a lier 
stock balance is 
transfeJTcd to new 

d or recorded under 
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C. Rep011 of survey files and other paper evidence for adjustment of inventory records no otherwise covered in the GRS. 

1 07 

UNCLASS I F IED 

equipment is removed from agency control. (GRS-3-9b) 
TEMPORARY. Destroy 2 years after · e of survey action or date medium. (ORS-ing -
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.366 PROPERTY RECORD FILES 
These l iles include documents relating to the requirements for accounting for property o f  the U.S. 
Government. 
366-0n1 .Pronerty Record Files. Consists of voucher registers.receiving vouchers, issuing vouchers, loan vouchers, 

inventory adjustment repmts, repo11s of inventory count 
cards. 

.Real Pronerty Files. Title papers documenting the 
acquisition of real prope11y ( by purchases, condemnation, 
donation, exchange, or otherwise.), excluding records 

ting to property acquired prior to January I ,  1 92 1 .  
A. Reco · relating to property acquired alter 

Decembe I ,  1 920, other than abstract or 
certificate ofnt 

8. Abstract or ce11ificate of title. 
( NOTE: Records relating to property acquired prior to January I .  " I .  
are not covered by the GRS and must be scheduled by submission o f  an 
SF 1 1 5 to t\ational Archives and Records Administrat ion.) 

1 09 

TEMPOR.\RY. Close 
annually. Destroy I year
a lter physical inventory 
reconciliation or a 
Defense Audit Service 
(DAS) audit, whichever 
occurs earlier. 
(N 1 -457-80-4) 

TEMPORARY.
Dispose I O  years alter 
unconditional sale or 
release by the 
Government of 
conditions, restrictions, 
mortgages or other liens. 
(GRS-3- I a) 
TEMPORARY.
Transfer to purchaser 
alter unconditional sale 
r release by the 

Go rnment of 
, restrictions, 

mortgages, other
liens. (GRS-3-
(Cross re[ 367- 1 2) 

U'.\C I .ASS I F l  I ·  I l 
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.367 DISTRIBUTION. DISPOSAL. AND STORAGE OF M ATERIAL FILES 

These files include records of the administration of packaging, crating. and routing functions, and 
documentation resulting from the preparation of supplies, material, and equipment for delivery. 
Also included is the documentation created in the preparation of obsolete and non-serviceable 
material for salvage or disposal, inspection, storage, and 
inventorying of supplies, and in internal supply servicing. 

367-01 Shiru2ing Files. Copies of .. Requisition and 
Invoice/Shipping Request;· or similar documents covering 
shipment of equipment. 

367-02 .Disnosal Files. Documents such as action copies of 
"Requisition and Invoice/Shipping Document," disposal 
card files, or tum-in slips showing materials and 
equipment turned in as excess. 

.Insnection Files. Reports on the condition of material. 
equipment, or supplies received, including copies of 
..Report of Damaged or Improper Shipment" which give 
the reason for rejection of any items. (former�v 367-03: 
Nl-457-80-4) 

367-03 Tallv-in Sheets. Fonns which list equipment turned in and 
stored in the warehouse system. (/imner�v 367-04: Nl-
457-80-4) 

367-04 .Records of Material in Long-Tenn Offsite Storage. These 
records are used in daily storage operations and for yearly 
review and inventory purposes. They include records of 
withdrawals. (/imner�v 367-08: N 1-457-80-4) 

.Real Pronerty Files. Records necessary or convenient for 
t f real property sold, donated, or traded to non-
Federal owne1 ·ncluding, if pe11inent as detennined by 
the releasing agency: 
- Site maps, surveys & plot plans: 
- Architect 's sketches, working diagrams; 
- Blueprints, master tracings, specilications; 
- Utility outlet and equipment location plans: 

Construction ro ress hoto ,ra hs, ins ection 
I 10 

TEMPORARY. Close 
annually. Destroy 3 
years after audit. 
(N 1-457-80-4) 
TEMPORARY. Close 
annually. Destroy when 
3 years old. 
(Nle-457-80-4) 

TEMPORARY. Close 
annually. Destroy when 
2 years old. 
(Nle-457-80-4) 
TEMPORARY. Place 
in an inactive file when 
related item withdrawn. 
Destroy inactive file I 
year a lter audit. 
(N le-457-80-4) 
TEMPORARY . 
Transfer to new 
custodian upon 
completion of sale, trade, 
or donation proceedings, 
or acceptance of 

l '\:C l  . \ S S I H  F D  
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reports, allowance lists; 
- Building/equipment management & maintenance: 

FUI Documentation includes duplicate copies of title 
papers, p rided (a) that the records can be segregated 
during value, that no responsibility attaches to the 
Government becau f disagreement between the 
transferred documents a e physical condition of the 
property at the time of convey e, and (c) that if the 
property is released for historical u r purpose, the user 
agrees to retain them and return them to Federal 
Government immediately upon the discontin c of its 
use for historical purposes. (former�v 367- 12: N/-
4) 

(i'iOTE: Case files on the disposal of surplus real and related personal 
property and excess real property reports are not covered by the GRS 
because some of these files may have long-term legal value. Agencies 
must schedule these series by submitting an SF 1 1 5 to National 
Archives and Records Administration.) 

1 1 1 
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.368 FACI LITIES FILES 

These records accumulate for construction. installation. maintenance, and operation of N SNCSS 
facil ities. to include serving and repair of equipment. 

Space Allocation Files. Plans, drawings, spec ifications and 
re a��Ders showing building and plant spaces assigned 
to and occupie , --ncy elements. 

368-02 . Facilities Studies and Projects. New plant l ayouts or 
remodel ing of present plants for accommodation of 
technical equipment. May include briefing material. 
Documentation records overhaul and repairs to office 
equipment, contract, al lotment and expenditures for 
servicing equipment, as well as records documenting 
accidents, fires, and prope11y damage which occurs within 
Agency jurisdiction and thereby reported to the N SA/CSS 
Safety omcer (excludes automobile accidents or fires 
involving security matters). 
Fi les include: 

- Office Equipment Repair (fimner�v 368-04; N 1-

45 7-80-4) 

- Equipment Maintenance Contract Ledgers 
({onner�v 368-05; Nl-45 7-80-4) 

- Accident and Fire Reports (/ormer�v 368-07; N 1 -

./5 7-80-4) 

Orders. Fonns used for 
lin ,, constrnction. or 

�-""-L_,.uuisition canceled. 

368-04 .Facil itv Correction or Alteration Files. Records pertaining 
to the correction or al teration of faci l ities required due to 
environmental health hazards. ({ormc.•r�\' 368-08; N 1-45 7-
R0-4) 

I 1 2  

TEMPORARY. 
Destroy 2 years after 
tennination of space 
assignment. or when 
lease is canceled, or 
when plans are 
supc,-... ..... r., or obsolete. 
(GRS- l l -2a) 
TEMPORARY 
Destroy 3 years after 
completion of project or 
closing of contract for 
equipment and/or 
servicing of same. 
(N 1 -457-80-4) 

TEMPORARY. 
Destroy 3 months a lier 
work pcrfonned or 

(GRS-
TEMPORARY. Hold 
until work is completed, 
then transfer to 
NSA/CSS Records 

l ' :\ C I-\ S S l l · I E D  
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c-�ce and Maintenance General Corresoondence Files. 
·Correspon e ponsible for space and 

maintenance matters, pe11aining �inistration 
and operation, and related papers. (/<Jr111er�11 368- , -
/ /-/) 

368-06 Lease Acquisition and Management File.eThis lite contains 
background infom1ation pertaining to space, contracting 
and realty whether pertaining to inactive.ongoing or 
complete projects. 
Files inlcude: 

- Title I O  Acquisition Reports; 
- Space Requirements - exclusive areas and 

interservice agreements 
- User permits, trailer contract 
- Contracts and lease studies 
- Land acquisitions 
- Real Estate Planning, Easements 
- Military Interdepartmental Purchast Request 

records, use pennits and property reviews. 
(/ormerfv 368-10; N/-457-88-8) 

368-07 Asbestos Abatement Contracts File. This file contains 
blueprint drawings of Asbestos Abatement Areas and 
Industrial Hygienist Air Quality Monitoring records. 
(fim11er�v 368-1 I :  N/-457-88-8) 
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Center. Then re\'iew for 
destruction when 20 
years old. 
(N 1- 457-80-4) 

TEMPORARY. 
Desroy when 2 years 
old. (GRS-11-1) 

___ ---
TEMPORARY. Cut off� 
annually. Retain locally 
3 years then transfer to 
the NSNCSS Records 
Center. Destroy when 
no longer required for 
operational purposes. 
(N 1-457-88-8) 

TEMPORARY. Cut off 
annually. Retain locally 
then transfer to the 
NSNCSS Records 
Center. Destroy when 
50 years old. 
(N 1-457-88-8) 
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.369 DESIGN AND CONSTRUCTION DRAWINGS AND RELATE D F ILES 
These fi les include drawings, specifications. and related records involving buildings and facilities 
erected or modi fied to meet operational and support requirements of this Agency. (GRS-22 relates) 

369-0 1 Contract Drawings. Original working drawings on which 
contract negotiations are based, including final drawings for 
standard details, guides for construction projects outlining 
material requirements, Final Working Drawings, .. As Bui1t·· 
Drawings and related records and speci fications submitted 
to DoD or Congress for approval. 
Files include: 

1 PERMANENT. Transfer 
to the NSA/CSS Records 
Center when 3 years o Id. 
Transfer to NSA/CSS JO 
Archives when·:3&j'effl'S'" 
old. Transfer to National 
Archives and Records 
Administration when""4e .J 

- Standard Drawings (jormer�r 369-02, Nl-457-
80-4) 

years old. ( N 1 -457-80-4) 

- Project Specifications (/ormer�v 369-03, N/-457-
80-4) 

- Structure Construction Fi les (former�v 369-04, 
N 1-457-80-4) 

Architectural Drawings. Drawings of temporary structures 
and buildings, or of buildings not critical to the mission of 

e Agency. Drawings include telephone and electric lines, 
sto e sheds, parking lots, and comfort stations. 
Docume tion also includes models for illustrative 

TEMPORARY. 
Destroy when no longer
needed for administrative 
purposes. (GRS- 1 a7) 

purposes, Dr · ngs of routine parts ( i .e., fasteners, nuts, 
wires, pipefittings, c.), items showing modifications 
during research and de\ opment as well as paint samples 
and plans for all areas of the ilding including applances, 
elevators and other mechanical p, s. (former�\' 369-05, 
GRS-17-3) 
Files include: 

- Drawings of Electrical, Plumbing, Heating, or Air 
Conditioning Systems ({iwmer�v 369-06, GRS-17-4) 

- Contract Negotiation Drawings ({ormer�v 369-07. 
GRS-17-4) 

- Architectural Models (/iwmer�r 369-08. GRS-17-7) 

(NOTE: These models may be offered for donation to museums or 
simi lar organizations after appro\'al by NARAundcr the provisions of 36 
C"FR 1 218.74(c).) 

1 1 4 
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- Engineering Drawings of Routine Minor Parts 
(Jormer(v 369-09, GRS-17-8) 

rawings Reflecting Minor Modifications 
([on ·Iv 369-10, GRS-1 7-9) 

- Paint Plan cl Samples (formerll' 369-11, GRS- 17-10) 

(NOTE: Paint plans and sm s for the interior and exterior wal Is of 
buildings significant for h istorica , 1itcctural. or technological reasons 
arc not disposable under this item and m c scheduled by submitting 
an SF 1 1 e5 to National Archives and Records 

1 1 5 

UNCLASS I FIED 
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370 ELECTRONIC RECORDS. 

This section does not include all electronic records. Those records that are now kept electronically 
but are l isted elsewhere in the NSA/CSS Records Disposition Schedules should be retained 

according to that disposition. This section does include those files that arc created by computer 
operators. programmers. analysts. systems administrators. and all personnel with access to a 
com uter. 
3 70-0 I Files/records relating to the creation, use, and 

maintenance of comnuter sy_stems, aJ212lications, or 

electronic records. (former{v 370-06; GRS 20-/) 

r

A. Electronic tiles or records created solely to test TEMPORARY. Close 
system pcrfonnance, as well as hard-copy printouts annually. Destroy when 3 
and related documentation for the electronic years old . (Nl -457-80-4) 
fi !es/records. 

lr.ssss - ·sss·1 les or records uscd to creatc or TEMPORARY. Delete 
�;s a:�te�s :I ut nss�ss�ssupdate��ssmas�sr�ss �s �ss�s ;ss�sss�ot l imited to,s after infonnation has beenc, �s �s �s �s �s is �s �!;;'.:;.,'-_J1sss

work files, valid transaction files, anc m c transfcn-cd to the master 
input/output records. file an 

(GRS 20-1 b) 

· files and hard-copy printouts created TEMPORARY. 
to monitor syste e, includ ing, but not limited Delete/Destroy when the 
to, log-in tiles, password h e  , "t trail files. agency dctcnnincs they are 
system usage files, and cost-back files us er needed for 

assess charges for system use. · , I, aud it. 

.Innut/Source Records. (jormer�v 370-07; GRS 20-2) 

(non-electronic) documents used to create, 
· update, or mo ·lectronic records when the 

electronic records are r d to meet recordkeeping· 
as hard copy fonns used for data · t as well as hard 

copy documents that are scanned into an · nic 

recordkccping system (e.g., coll"cspondcnce, repo 

still pictures, maps, etc.) 

116 



when data have een 
cnh:red into the n ster file 

U'.'CLASS I  Fl ED 

( I )  Hard copy documents that NARA has 
designated as pennanent records that must be 
transfen·ed to NARA, e\'en if records hm·e been 
copied/converted to an electronic fonnat. 

(2 )  f d copy records that were previously 
app ved as pennanent that are converted to 
electro ·c records where the electronic records 
do not me t the standards for pennanent 
Records inc ded in NARA guidance in effect at 
the time of co 

(3 )  Hard copy documents 
is not or cannot be captu in the electronic 
version of the records ( e.g., 
annotations). 

(4) Hard copy documents other than t 
Items 2( I ) ( 1 )-( 3 ). 

B. E lectronic records, except as noted in item 2c, 
entered into the system during an update process. 
and not required for audit and legal purposes. 

1 1 7 

-

PERMANENT. Transfer 
to the National Archives 
and Records 
Administration in 
accordance with previous Iy 
approved schedule. 
(GRS 20-2a) 

PERMANENT. Transfer 
to the National Archives 
and Records 
Administration in 
accordance with previously 
approved schedule. 
(GRS 20-2a) 

Apply previously approved 
schedule. (GRS 20-2a) 

TEMPORARY. Destroy 
alter the infonnation has 
been conve11ed to an 
electronic medium and 
verified or when no longer 
needed for legal or audit 
purposes or to suppo1t the 
reconstruction oC or serve 
s a backup to, the 

e��ronic records. 
whicllever is later 
(GRS _ -2a) 

or database and r 
when no longer 
support reconsu 
or serve as back 

l .:\C L\SS I F i l : D  
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Electronic records received from another agency and 
used as input/source records by the receiving agency, 

XCLUDING records produced by another agency 
u er the tenns of an interagency agreement, or 
crea d by another agency in response to the specific 
inform ion needs of the receiving agency. 

D. Computer files or  rec ·ds containing · 
uncalibrated and unval i  ted digital or analog data 
collected during observatio or measurement 
activities or research and dev 
and used as input for  a digital 
database. 

(NOTE: (U)The term hard copy records or non-elec onic records as 
used in this schedule includes, in addition to traditiona extual files: 
sti l l  picture negatives, prints, slides, and transparencies: rial 
photography, maps. charts, and drawings: motion picture fi and 
analo videota e; and analo sound recordin s.) 

3 70-03 Electronic Versions of Records Scheduled for Dis 
([<m11er�v 370-40, GRS 20-3) 

Electronic records that replace temporary hard copy 
records covered by previously approved schedules that do 
not explicitly exclude electronic records. ( I f  a previously 
approved schedule explici tly excludes electronic records, 
an SF 1 1 o5 must be submitted to N ARA. None of the 
authorities provided below may be appl ied.) 

A. Scanned images. 

1 1 8 

master file or database, 
whichever is later. 
(GRS 20-2b) 

TEMPORARY. Delete 
when data have been 
entered i nto the master file 
or database and verified, or 
when no longer needed to 
support reconstruction of, 
or serve as back up to, the 
master file or database, 
whichever is later. 
(GRS 20-Zc) 

TEMPORARY. Delete 
after the necessary data 
have been incorporated into 
a master file. (GRS 20-2d) 

after the expiration f the 
retention period auth ·'zed 
for the hard copy recor 
(GRS 20-3)  ---'-------.!..J 

l l:\C L.,\SS I FIED 
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B. Electronic fo1mats other than scanned images. 

( I e) Records covered by temporary items in the 
GRS other than GRS I ,  Items 21, 22. 251'; GRS 
12, Item 3; and G RS 18, Item 5 by temporary 
administrative/housekeeping activities. 

(2) s covered by GRS I ,  Items 21, 22, 
S 12, Item 3; and GRS 1 8, Item 5. 

(3) Digital ver · ns of temporary still pictures, 
sound recordi s, motion picture lilm, and 
video-recordings. 

(4) Program records approve for destruction 
in a previously approved sc dulc that is 
media neutral and docs not ex icitly exclude 

electronic records. 

(5) Program records maintained in an 
electronic format that arc not covered by I 
3(a), 3(b)( I ), 3(b)(3), or 3(b)(4). 

(l'iOTE: I .  Items 3(b) ( I  ). 3(b)(3), and 3(b)(4) may be applied to 
electronic records consisting of information drawn from multiple 
previously scheduled hard copy series of administrative housekeeping 
records. In such instances. the electronic records must be retained for 
the longest retention period specified in the previously approved 
schedules. 

2. Disposition authorities included in Item 3 may be applied to copies 
of records maintained on agency web sites only in the case of 
administrative housekeeping records. These items may not be applied 
to web site copies of program records. which must be scheduled 
separately.) 
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TEMPORARY. Delete 
after the expiration of the 
retention period authorized 
for the hard copy records. 
(GRS 20-3) 

Submit SF 115 to NARA. 
(GRS 20-3) 

TEMPORARY. Delete 
after the expiration of the 
retention period authorized 
for the hard copy records. 
(GRS 20-3) 

TEMPORARY. Delete 
after the expiration of the 
retention period specified in 
the previously approved 
schedule. (GRS 20-3) 

Submit SF 115 to NARA. 
(GRS 20-3) 
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not container 
substantive fonnation. 
such as substa 

l '\'CLASSIFIED 

.Electronic Records that Rcnlacc Pcm1ancnt Hard 
Conv Records. Electronic records that replace hard 
copy records approved in a previously approved 
schedule. 

Electronic wrsions of permanent records that arc retained 
as r ordkccping copies must meet the standards contained in �ARA 
guidan concerning the creation. maintenance. and transfer of 
pcrmanc electronic records. 

2. Item 3. 1 m ' be applied if the electronic records consist of 
information dra,, from multiple prc\'iously scheduled permanent 
series. In cases wh c the electronic records include information 
drawn from both tcm rary and permanent hard copy series. an 
agency may apply Item I or submit an SF I 1 5  that proposes disposal 
of records if the agency be · ,·cs the electronic records do not warrant 

·rmancnt retention.)  

370-05 Hard Coov Printouts Crea from Electronic Records to 
Meet Ad Hoc Business Nee 

A. Printouts derived from electro 
arc scheduled for destruction un r the GRS or 
an agcncy-speci lie schedule for ad 
housekeeping records. 

B. Printouts derived from electronic records other 
than records scheduled for destruction under the 

GRS or an agency-spccilic schedule for 
administrative housekeeping records. 

120 

PERMANENT. Submit 
notilication to NARA in 
accordance with 36 CFR 
1228. 3 l (c) (GRS 20-3.I ) 

TEMPORARY. Destroy 
when the agency 
determines that they arc no 
longer needed for 
administrative, legal, audit, 
or other operational 
purposes. (GRS 20-3.2) 

TEMPORARY. Destroy 
when the agency 
determines that they arc no 

ngcr needed for 
inistrativc, legal, audit, 

or ot r operational 
purpos provided the 

annotations, that · not 
included in the clcc 
records. 
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Delete 
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Data Files Consisting o f  Summarized lnfonnation. 
Records that contain summarized or aggregated 
infonnation created by combining data elements or 
individual observations from a single master file or 
database that is disposable under a GRS item or is 
a horized for deletion by a disposition job approved by 
NA after January I ,  1 988, EXCLUDING data files 
that ar created as disc losure-free files to al low public 
access to e data which may not be destroyed before 
securing N approval. ({t>rmer�v 370-08, GRS 20-4) 

(NOTE: Data fi les onsisting of summarized in formation which were 
created from a master le or database that is unscheduled. or that was 
scheduled as permanent t no longer ex ists or can no longer be 
accessed. may not be destr ·ed before securing �ational Archi\'es and 
Records Administration a r ·al . )  

370-07 
Electronic fi les consisting so y of records extracted from 
a single master fi le or database at is disposable under 
GRS 20 or approved for deletion a NARA-approved 
disposition schedule, EXCLUDIN �xtracts that are: a) 
produced as disclosure-free files to alto publ ic access to 
the data; or b )  produced by an extraction ocess which 
changes the infonnational content of the sou e master 
file or database; which may not be destroyed b ore 
securing NARA approval .  For print and technica 
reformat fi les, see items 6 and 7 of this schedule 
respectively. (f<>rml'l"�l' 3 70-09: GRS 20-5) 

(NOTE: l )  Records consist ing of extracted information that was 
created from a master file or database that is unscheduled. or that was 
scheduled as permanent but no longer exists or can no longer be 
accessed may not be destroyed before securing NARA approval .  2 )  
See item 12 of th i s  schedule for other extracted data. 

370-08 .Print File. E lectronic file extracted from a master fi le or 
database without changing it and used solely to produce 
hard copy publications and/or printouts of tabulations. 
ledgers, registers, and statistical reports. (former�v 370-I 2. 
GRS 20-6) 

1 2 1  

TEMPORARY. Delete 
when the agency 
dctcnnincs that they arc no 
longer needed for 
administrative, legal, audit, 
or other operational 
purposes. (GRS 20-4) 

when the agency 
detennines that they arc no 
longer needed for 
administrative, legal, audit, 
or other operational 
purposes. (GRS 20-5) 

e no 
longer needed for 
administrative, lega • audit, 
or other operational 
purposes. (GRS 20-6) 

1 :--.; c  'L\ S S I F I F D  
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Technical Refonnat File. Electronic lite consisting of 
data copied from a complete or pm1ial master file or 
database made for the specific purpose of information 
interchange and written with varying technical 
specifications, EXCLUDING lites created for transfer to 
t c National Archives. (f<mner�,· 370-31. GRS :!0-7) 

3 70-10 .Back:Ms o r  Files. Electronic copy considered by the 
agency t be a Federal record, of the master copy of an 
electronic I cord or file and retained in case the master 
lite or databa is damaged or inadvertently erased. 
(former�\' 370-_ · GRS 20-8) 

A. 

B. File identical to records authorized for dis 
in a NARA-approved records schedule. 

370-11 ,Finding Aids {or Indexes}. Electronic indexes, lists, 
registers, and other finding aids used only to provide 
access to records authorized for destruction by the G RS or 
a NARA-approved SF 115. EXCLUDING records 
containing abstracts or other information that can be used 
as an infonnation source apart from the related records. 
(former�\' 370-39, GRS 20-9) 

370-12 Sgecial Pm]1ose Programs. Application software 
necessary solely to use or maintain a master file or 
database authorized for disposal in a GRS item or a 
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TEMPORARY. Delete 
when the agency 
detennines that they arc no 
longer needed for 
administrative, legal. audit. 
or other operational 

u oses. (GRS 20-7) 

TEMPORARY. Delete 
when the identical records 
have been captured in a 
subsequent backup tile or 
when the identical records 
have been transfcned to the 
National Archives and 
successfully copied. 
(GRS 20-8a) 

TEMPORARY. Delete 
when the identical records 
have been deleted. or when 
replaced by a subsequent 
backup tile. (GRS 20-8b) 

w 1 related records or 
whc the agency 
dctcn · es that they arc no 
longer n ded for 
administrat 'e, legal. audit. 
or other oper ·.onal 
purposes, whidi 1er is 
later. (GRS 20-9) 
TEMPORARY. Desss· 
when related master �slite rJ 
database has been deleted. 

l . '.\ < " I  . .\ ..; SI FI E D 
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NARA-approved records schedule, EXCLUDING spl!cial 
purpose software necessary to use or maintain any 
unscheduled master file or database or any master file or 
database scheduled for transfer to the National Archives. 
ormerfr GRS 20-/0) 

370-13 cumcntation. (former�\' 370-33, GRS 20-1 I) 

A. D· · systems specilications, file specifications, 
code oks, record layouts, user guides, output 
spccifi tions, and final reports (regardless of 
medium) lating to a master file, database or other 
electronic re rds. 

I )  Documentatio relating to electronic records 
that are schedule for destruction in the GRS or 
in a NARA-approv 

2) Documentation relating to electronic records 
that arc scheduled for permanent retention in the 
GRS or in a NARA-approved agency schedule. 

B. Copies of records relating to system security, 
including records documenting periodic audits or 
review and rc-ccrti lication of sensitive applications. 

disaster and continuity plans, and risk analysis, as 
described in 0MB Circular No. A-130. 

123 

(GRS 20-10) 

TEMPORARY. Destroy 
or delete when superseded 
or obsolete, or upon 
authorized deletion of the 
related electronic records or 
upon the destruction of the 
output of the system if the 
output is needed to protect 
legal rights, whichever is 
latest. (GRS 20-11 a) 

PERMANENT. Transfer 
to the National Archives 

pe nanent electronic 
rcco s to which the 
docum tation relates 
(GRS 20- I )  

TEMPORA . Destroy 
or delete when s erscdcd 
or obsolctc. (GRS - I  l b) 

l ":\C L.\SS I H  F D  
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,Downloaded and Conied Data. Derived data and data 
files that are copied. extracted. merged, and/or calculated 
from other data generated within the agency, when the 
original data is retained. (former�r 3 70-34. GRS ]0- 1] J 

(1 • TE: See GRS-�0-5. dtd 8 Aug 95 for other extracted data . )  

A. Den ed data used for ad hoc or one-time inspection, 
analys1 or review, if the derived data is not needed to 
supp011 t results of the inspection, analysis, or 
review. 

B. Derived data that provi user access in lieu of hard 
copy reports that are autho · ed for disposal. 

C. Metadata or reference data, such as fonnat, 
range, or domain specifications, which is transle1 
from a host computer or server to another compute 
for input, updating, or transaction processing 

operations. 
370-15 .Word Processing Files. Documents such as letters, 

memoranda, repo11s, handbooks, directives, and manuals 
recorded on electronic media such as hard disks or lloppy 
diskettes a lier they have been copied to an electronic 
recordkeeping system, paper, or microfonn for 
recordkeeping purposes. ({<Jrmer�v 370-35, GRS ]0- / 3J 

370-16 .Electronic Mail Records. Senders· and recipients· 
versions of electronic mail messages that meet the 
definition of Federal records, and any attachments to the 
record messages after they have been copied to an 

124 

TEMPORARY. Delete 
when the agency 
detennines they are no 
longer needed for 
administrative, legal, audit 
or other operational 
purposes. (GRS 20-12a) 

TEMPORARY. Delete 
when the agency 
detennines that they are no 
longer needed for 
administrative, legal. audit, 
or other operational 
purposes. (GRS 20- l 2b) 

TEMPORARY. Delete 
from the receiving system 
or device when no longer 
needed for processing. 

RS 20-12c) 
T PORARY. Delete 
from 1e word processing 
system 1hen no longer 
needed fo pdating or 
revision. ( , S 20-13) 

from the e-mail syste1 
a lier copying to a 
recordkeeping system. -------'I.. 
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electron· ing system, paper, or microfonn for 
es. ({ormerlv 370-/4, GRS 20-/4) 

r-..-==::;.:.:..;=;::;..;;:;.;.,;..;:===e�ts. Electronic spreadsheets 
ort administrative functions or generated 

as background materials or feeder 
• 370-42. GRS 20-15) 

A. oduce hard copy that is 
maintained in org ized tiles. 

B. When maintained only in electro · form. 

370-18 .Problem and E1rnr Files. Correspondence and messages 
relating to station problems, systems errors, routing 
indicator and etc., relating to problems and errors 
encountered in the operations of communications facilities 
and systems. ((ormer�v 3 70- 17. N /-45 7-80-4) 
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(GRS 20- 1 4) 

TEMPORARY. Delete 
when no longer needed to 
update or produce hard 
copy. (GRS 20-l 5a) 

TEMPORARY. Delete 
after the expiration of the 
retention period authorized 
for the hard copy by the 
GRS or a NARA-approved 
SFeI 15. If the electronic 

�rsion replaces hard copy 
rec s with differing 
retentio eriods and 
agency so re does not 
readily pennit ective 
deletion, delete a lt the 
longest retention perio 
expired. (GRS 20- l 5b) 
TEMPORARY. Close 
when stations are 
deactivated or systems 
eliminated. Transfer to 
NSA/CSS Records Center 2 
years after closing. Destroy 
when 4 years old. 
(Nl -457-80-4) 
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372 TELECOMMUNICATIONS SERVICE FILES 

These records reflect the operation of NSA/CSS Telecommunications Operations, which includes: 
transmission and physical and cryptographic security of Agency communications, controlling and 
coordinating assignment of Delivery Distribution Indicators and instructional material required for 
telecommunications with NSA/CSS and other governmental agencies. For both outgoing and 

fincoming stafemessages, they reflect: Receipt, control, processing, reproduction and dissemination 
; operation of the Automatic Message Processing System (AMPS); fo1mulation of message policy, 
publication of the NSA/CSS Message Manual and related communications management 
documents. 

372-01 Telecommunications Planning Files. A subject file of PERMANENT. Place in 
correspondence, memoranda, and fonnal documents on inactive file when action is 
the systems reflecting liaison with the Service Cryptologic completed. Close inactive 
elements, other government agencies, and commercial file every 2 years and 
activities in cun-ent and future planning for the translcr to NSAICSS 
Cryptologic Community. (/i>rmer�v 3 70-01) Records Center. Transfer to 

NSA/CSS Archives when 
lo "t e.a.,� o\.l ·ne lo11ge1 needed. Transfer 

to National Archives and 
Records Administration ,i-when �,-em-:,""ttt�;l.Sie.�r.S, o U • 
(Nle-457-80-4) 

372-02 .Snecial Proiects Files. Correspondence, layouts, PERMANENT. Place 
schematics, and related papers received or developed in completed projects in 
the fulfillment of cryptologic community inactive tile. Close inactive 
telecommunications requirements. (former{v 3 70-02) file every 2 years and 

transfer to NSA/CSS 
Records Center. Transfer to 
NSA/ CSS Archives when 
ttMtl�epofteetle� Transfer 
to National Archives and 
Records Administration 
when 4�!tt'�&.� iettr 
(Nl -457-80-4) 

372-03 Telecommunications System Proiects/Planning. PERMANENT. Retain 
Documented information relating to SPINTCOMM, locally until action is 
DSSCS, IDDF, AUTODIN, AUTOSEVOCOMM, completed. Transler 
STRA WHAT and similar electronic communications inactive tiles to NSAJCSS 
systems. (formerfv 370-1 9) Records Center. Transfer to 
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372-04 
including plans, reports, a � rds ertaining to 
equipment requests, telephone service, and s1m1 a 

<>rmerlv 3 71-l 2h) 
3 unications A 1reements. Agreements for 

telecommunications ssociated background 
data. (fom,er(v 3 71- l ld) 

372-06 Telecommunications Technical Files. Technical files 
including training material, knowledge base information, 
operational summaries, and data reflecting the handling, 
processing, distribution, and control of traflic. ((ormer{v 
372-10) 

registers, logs, performance repor . • rts, 
and related and similar records. ormerlv 372-13) 

372-09 Data Processing Instruction/Policy Files. Documents 
relating to the preparation, review, issuance, and 
interpretation of directive, regulations and circulars 
concerning the establishment of procedures and criteria 
for the application of ADP systems to the Agency 
o erations. ormerlv 370-36) 

372- 1 0  ADP Systems Develonmcnt Proiccts. Studies conducted 
to develop ADP systems and procedures for programming 
use in developin° in ut for com uters. (ormerlv 3 70-3 7) 

372- 1 1  ADP Acguisition Case File. Documents associated with 
the acquisition of ADP resources (equipment, software, 
and maintenance services). The tile may include but is not 
limited to the following documentation: System 
Specification and Evaluation Package (SSEP), Key 
Component Executive Brief (KCEB ). Senior ADP Policy 

NSAICSS Archives when 
-

fl8-lett�er needed -lt11· 
��•�Rs, Transfer to 
National Archives and +Records Administration 1 1 
when .+0-jeMS"ffld.JS' 'iear..s <' \d .  
(N 1o-457-89- 1 0) 
TEMPORARY. Destroy 
when 3 years old. 

GRS 12-2b) 

TEMPORARY. Destroy 2 
years a lier expiration or 
cancellation of agreement. 
(G
TEMPORARY. Close 
annually. Destroy when 2 
years old. (N 1 -457-80-4) 

TEMPORARY. Destroy 
when I year old. 

Destroy 
hs old. 

TEMPORARY. Maintain 
cun-ent lites locally. 
Destroy when superseded 
or obsolete whichever is 
applicable. 

TEMPORARY. Dcstroyl O  
years a lier date of last 
action. (N 1 -457-80-4) 

'---...__----:;,,,;:::::::----------
1 27 
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Ollicial (SADPPO) Staff Technical Memorandum, cost/ 
benefit analysis, purchase request, review memorandum, 
alternate SADPPO certilication. D/DIR's written 
approval, and other documentation supporting the 
acquisition. ( Reference NSA/CSS Regulation No. 1n1 0-2). 
(f<>rmer�v 3 70-38) 

A Acquisition requiring SADDPO approval. 

8 .  Acquisition not requiring SADDPO approval. 

372- 1 2  .Baseline Data Base. This data base consists of system 
architecture and technical infonnation for site 
communications and ADP concerning each overhead site. 
((ormer�v 3 70-30) 

3 72- 1 3  ADPS Re12011s Control Case Folders. This tile consists of 
con-espondence between consumers and Agency 
management. The correspondence relates to repo11 
requests, report fonnats, number of copies, distribution, 
classif ication, and any other infonnation pe11aining to 
Automated Data Processing Systems case tiles. (formcr�v 
403-01)

372- 1 4  Eguinment Files. Co1Tespondence and message inquiries 
relating to communications center processing equipment, 
BIX,  computers, by-pass equipment and related station 
operational equipment. (f<wmer�v 370- /8) 

1 28 

l t\ C l. \SS I FI E D  

TEMPORARY. Maintain 
as cun-ent tile for 5 years, 
and then Transfer to 
NSA/CSS Records Center 
and maintain for additional 
15 years, then Destroy. 
TEMPORARY. Maintain
as cun-ent f ile for 5 years, 
then Transfer to NSA/CSS 
records Center and retain 
for additional I O  years, then 
Destroy. (Nl-457-80-4) 
TEMPORARY. Transfer 
to NSA/CSS Records 
Center when no longer 
active. Destroy when no 
longer needed for 
operations. (Nl -457-89- 1 0) 
TEMPORARY. Destroy
when no longer needed for 
operations. (N 1 -45 7-89-2) 

TEMPORARY. Close 
when equipment is obsolete 
or removed from station. 
Destroy 2 years after 
closing. (Nl - 457-80-4) 



Redactions have been made to this record control schedule pursuant to 5 U.S.C. 552(b)(3) with 

the corresponding statute 50 U.S.C. 402, noting National Security Agency Act of 1959, which 

protects from disclosure "information pertaining to the functions or organization of NSA and 

certain information pertaining to NSA employees." You will need to submit a Freedom of 

Information Act (FOIA) request to the Office of the General Counsel for the withheld 

information. Information on how to file a FOIA may be found here: 

http ://www.archives.gov/foia/ 

http://www.archives.gov/foia



