@

{See Instructions on reverse)

LEAVE BLANK (NARA use only)

REQUEST FOR RECORDS DISPOSITION AUTHORITY JOB NUMBER

[-457- 13-0/

WASHINGTON, DC 20408

T0: NATIONAL ARCHIVES and RECORDS ADMINISTRATION (NIR) DATE RECEIVED

/i /I,L

1. FROM (Agency or establishment)
National Security Agency

NOTIFICATION TO AGENCY

2. MAJOR SUBDIVISION
Information Assurance

In accordance with the provisions of 44
U.S.C. 3303a the disposition request,
including amendments, is approved except

3. MINOR SUBDIVISION

for items that may be marke "disposition
not approved" or "withdrawn" in column 10.

Emma Stelle

4. NAME OF PERSON WITH WHOM TO CONFER 5. TELEPHONE

A

DATE ARCHIVIST OF THR UNITED STATES
<4, hM

6. AGENCY CERTIFICATION

and that the records proposed for disposal on the attached

I hereby certify that I am authorized to act for this agency in matters pertaining to the disposition of its records

page(s) are not now needed for the business

of this agency or will not be needed after the retention periods specified; and that written concurrence from
the General Accounting Office, under the provisions of Title 8 of the GAO Manual for Guidance of Federal

Agencies,
is not required; D is attached; or D has been requested.
DATE SIGNATURE OF AGENCY REPRESENTATIVE TITLE

Acwb ASIoCarE DiRecral Fok
PoLICY & pecoens  SAJCLS

10aw20|  finflon cae fo.

7. ~ 9. GRS OR 10. ACTION
ITEM 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION SUPERSEDED TAKEN (NARA
NO. JOB CITATION USE ONLY)

by NARA is obtained.

Please see attached.

* CD‘MCS‘ ecun %W\L sSion (ferqu\vl

)—Mcw:u abon Asgurance

NSA/CSS is submitting the followinﬁﬁummﬁmﬁsmee-ﬂesed&l)isposition Schedule

for NARA approval. This Records Disposition Schedule provides legally authorized retention
periods for records created or retained by NSA/CSS, regardless of the medium or format in
which the records are created or maintained. The disposition instructions in this Records
Disposition Schedule are mandatory. Any Federal records created or received by NSA/CSS
personnel or contractors not specifically covered by this schedule or the General Records
Schedules are to be retained until such time as an applicable disposition authority approved

115-109 NSN 7540-00-634-4064
PREVIOUS EDITION NOT USABLE
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UNCLASSIFIED

ASSOCIATE DIRECTORATE OF POLICY AND RECORDS

%{nfonnaﬁoﬁss-uranee (IA)

Records Disposition Schedule (RDS)

DJ6
~04/02/2014

> CﬁBQrSccuri‘rs NiSsion C prevY WS \j Tbumtpon AT "’f‘”‘e)

(U) This Records Disposition Schedule provides legally authorized retention periods for records created
or retained by NSA/CSS, regardless of the medium or format in which the records are created or
maintained. The disposition instructions in this Records Disposition Schedule are mandatory. Any
Foderal recotds created or received by NSA/CSS personnel or conifractors not specifically covered by this
schedule or the General Records Schedules are to be retained until such time as an applicable disposition
authority approved by the National Archives and Records Administration (NARA) is obtained.

%?@v\.m‘}vi«\\. r)ot- e vl 34 UNCLASSIFIED
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UNCLASSIFIED
NO. TLE AND DESCRIPTION DISPOSITION
/ }51’ Formal Published § s and Criteria PERMANENT, Transfer to

- Tnctuding but not limited to the High Grade the National Archives and

2 . | Semdard (tka UKUSA Stadrd)and supprtng  Reoords Adinisttion
oS yso rationsle, TEMPEST standards, Evalusted Prodmots (NARA) when records

List (EPL), Preferred Products List (PPL), become 25 years old.

Commercisl COMSEC Endorsement Program '

(CCEP) criteria and endorsements, and evaluated

and/or preferred security features lists.

(Formerly 408-04, 408-08 and 427-08)

2 497" Final Engineering Desi Specifications PERMANENT, Transfer to
(U) Including information about equipment and the National Archives and
* devices that are used or associated specifically with Records Administration
C (_{ SO- Q information security or information assurance. (NARA) when records
Q D become 25 years old.

(Formerly 400-06a, 400-06b, 400-06c, 400-20, 401-
01, 406-02, 407-01, and 432-02)

/3/ jh?{ Manuals. nstructions and Maintenance Material TEMPORARY, Retain for
Including manuals and other materials used for on-  use as long as associated
% the-job training and maintenance of systems and equipment or systems are in
e S ‘{S 0-3 equipment, development or in use or until

subject cryptographic device

(Formerly 400-27, 400-31, 404-03, 405-06, 408-03, is superseded.

412-01, 413-09, 414-06, 414-09, 414-11, 414-12,

414-13, 433-02, 433-05, 433-06, and 433-07)

y'd 43¢ Fomal (d Fina) Memoranda and Resort PERMANENT, Transfer t
Including internal memos, extemnal letters, message  the National Archives and

traffic, emails, MOUs, MOAs, policy statements, ~ Recotds Administration

3 RS Yso- L.l NSTISSC memorands, published security guidance, (NARA) when records
_ directives and regulations issued by IAD, formal ~ become 25 years old.

Information Assurance doctrine publications, final '

reports of formal secutity evaluations of systems or

cryptologics and formal assessments of user

applications, formal and final budget proposals and

decisions, guidance and criteria for professional

\ NSA
*Stcé 3'»{1( iﬁ: l Pys(y UNCLASSIFIED
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F

* 450 -3

o

UNCLASSIFIED

development, oversight and compliance formal
fepotts,

(Formerly 400-01, 400-02, 400-04, 400-09, 400-12,
400-17, 400-18, 400-21, 400-22, 400-23, 401-02,
401-03, 401-06, 402-01, 402-02, 402-03, 402-05,
402-06, 403-03, 403-04, 406-01, 406-03, 406-04,
406-05a, 407-02a, 407-04, 408-06, 409-06, 409-07,
409-08, 410-08, 413-07a, 413-10a, 418-01, 418-02,
418403, 418-04, 418-05, 418-06, 418-07, 419-01,
420-01, 42002, 421-01a, 423-03, 423-05, 424-01,
424-02, 424-03, 424-04, and 431-04)

Monitoring Reports

Including reports containing general security
observations, reports of monitoring wholly
encrypted links, unit or organization specific
repotts, reports issued during force protection .
monitoring tasks, and network monitoting reports
noting suspected or known unauthorized intrusions,

(Formerly 409-01, 409-02, 409-05, and 423-01)

Ke ial and Related Guidance

Including but not limited to erypto-custodian lists,
PII data necessary for accounting purposes, seed
keys and certificates, keying material handling
guidance, cryptographic or COMSEC acoount
inventories and/ot audits, compromise and
supersession reports,

(Formerly 400-05, 400-16, 409-04, 410-01, 410-02,
410-03, 410-04, 410-05, 410-06, 410-07, 416-01,
425-01a, 426-01, 426-02, 427-01, 427-02, 427-03b,
and 427-06b)

Working Papers Related to Internati

Including papers submitted to various international
orgaqizations and committees, subcommittees and
working groups.

K Jtc emal -(vw NSA Jad ed S)lzfzomUNCLASSIFIED

E'd

i i s m—n

22 "ON

PERMANENT, Transfer to
the National Archives and
Records Administration
(NARA) when records
become 25 years old.

TEMPORARY, Retain for
use as long as needed to
support operations or as long
as associated projects are
active, Review every year for
destruction

NOTE: PII data must be
destroyed as soon as it is no
longer needed for operational

purposes.

TEMPORARY. Retain for
use as long as file or
associated projects are active.
Review cvery year for
destruction,

Wd@t : 2
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UNCLASSIFIED

Memoranda and Agreements with Multiple Parties
Including meeting minutes, formal memotanda,
formal agreements, and records of working groups
that include multiple parties.

(Formerly 419-02)

RESERVED

Repotts and Memoranda related to Nuclear
C Control

Nuglear Command and Control Automation: data

pertaining to tesearch and development of the
software and hardware used in NC2 systems. Data

also supports program justification and procutrement

This category of records is File Seri¢s Exempt from
automatic declassification, under Executive Order
13526.

(Formerly 427-03a, 427-05 and 427-07¢)

3% See NSA email doted Slnz..[u.(,

Pid_

UNCLASSIFIED

22F"ON

o

PERMANENT., Transfer to
the National Archives and
Records Administration
(NARA) when records
becotne 25 years old.

PERMANENT, Transfer to
the National Archives and
Records Administration
(NARA) when records
becoms 50 years old,

Wdit:2 Pl@e’py "udd



N1-457-13-01 UNCLASSIFIED National Security Agency

INFORMATION ASSURANCE RDS CROSSWALK

: proposed flip from temporary to permanent. .
: proposed flip from permanent to temporary.
: new item. )
CROSSWALK to FACILATE RECODING OF RDS DESIGNATIONS WITHIN NSA IMPLEMENTATIONTOOLS o
{U) Retention W)
Change (Y or N, . . (U) Heading/Series {U) Current
‘!MD—S (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Please note that for
all items, any drafts or
working papers
associated with another
RDS are covered by 301-
03, Working
Papers/Convenience
Files.
(U) Permanent.
L{S()‘ l Transfer to NCRC
when no longer
’ (U) Standards of| needed for
(%?f‘(u) Permanent |[{(U)Y, + 25 years (U) N1-457-89-2, item C1| (U) 408-04 Acceptance File operations.
i

S LAY humbers anavx‘(cd at NSA refuo-]:)i‘u ema| o4 sz /?/ou,
10of25 UNCLASSIFIED W 3/20/2014



N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (YorN, . . (U) Heading/Series (U) Current u)
(U) New RDS (U) New +/- number of Original Title Disposition U) Notes
Retention Period . yrs) (U) Previous NARA Job # RDS
(U) Temporary.
. Delete after|(U) Note: This item was
retention period|previously approved as
L\S 0~ l of hard copy|temporary. We are now
media or when|requesting that it be
_ (U) Trusted Network| no longer needed|approved as
(U)AST'(U) Permanent |{U)Y, + 25 years (U) N1-457-89-2, item C11| (U) 408-08 Guideline Database| for operations.|permanent.
7
(U) PROPOSED.| (U} Note: This is a new
o Permanent. Close|item. Authority for this
L\Sb— \ (U) NC2 (Nuclear|annually. Transfer]item on a previous
- Command and Control| to NCRC 1 year|schedule was never
(U)Aﬁ (V) Permanent  [(U)Y, + 25 years (U) 427-08 Standards) after closing.|approved.
7 (U) Permanent.
(U) COMSEC| Transfer to NCRC
’ L‘SO” 2 Equipment File,] when no longer
(U) 400- Fielded Equipment needed for
(V) 457 [(U) Permanent  {(U)N (U) N1-457-89-2, item C1 06a Designs operations.
e (U) Permanent.
(U) COMSEC| Transfer to NCRC
Lka -2 Equipment File,| when no longer
(U) 400-| Unusual Technology needed for
(U)452|(U) Permanent  |(U) N (U) N1-457-89-2, item C1 06b] Designs Not Fielded operations.

20f25

UNCLASSIFIED

3/20/2014



N1-457-13-01 UNCLASSIFIED National Security Agency
(U) ion
CI::ng:te(Yn:)I: N, M U) Heading/Series (U) Current
{U) New RDS {U) New +/- number of Original Title Disposition U) Notes
Retention Period yrs) (V) Previous NARA Job # RDS
(U) Temporary.|(U) Note: This item was
‘ Destroy when 10|previously approved as
L(So -2- years old or|temporary. We are now
(U) COMSEC sooner if no|requesting that it be
- (V) 400- Equipment File,| longer required|approved as
(U)Aé (U) Permanent |(U)Y, + 25 years (U) N1-457-89-2, item C1 06c| Designs Not Fielded for reference.|permanent.
4
(U) Note: This item was
(U) Temporary.|previously approved as
Ll'Sé 2 (U) Secure Integrated Destroy when|temporary. We are now
Services Digital superseded,|requesting that it be
< Network (ISDN)| revised, or when|approved as
(U}é (V) Permanent |(U)Y, + 25 years (U) N1-457-89-4, item V24| (U) 400-20 Specifications File obsolete.|permanent.
V4
LE o2 (U) National TEMPEST| (U) Permanent.
. Information Center| Transfer to NCRC
(U)oé (U) Permanent  [(U)Y, + 20 years (U) N1-457-89-2| (U) 401-01 Library| when 5 years old.
i (U) Permanent.
Transfer to NCRC
LkSD-Z (U) Engineer's| when no longer
d Equipment needed for
(9«)'6 (U) Permanent [(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 406-02 Project/Case File operations.
30f25 UNCLASSIFIED 3/20/2014



N1-457-13-01 UNCLASSIFIED National Security Agency
(U) Retention W)
Change (YorN, - (U) Heading/Series (U) Current
(V) New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Permanent.
Transfer to NCRC
. 45'0 )‘ when no longer
(U) Countermeasures needed for
(U)Aé (U) Permanent  |(U) Y, + 25 years (U) N1-457-89-2, item C3| (U) 407-01 Development File operations.
< (U) Permanent.
Transfer to NCRC
L{SO '3« (U) Engineering| when no longer
Projects and required for
(lMé (U) Permanent [(U) Y, + 25 years (U) N1-457-88-6, item Y14| (U) 432-02 Requirements operations.
7 (U) Temporary.
[{50'3 Destroy when no
r (U) STU 2 Aperture| longer needed
(nyé (V) Temporary |(U)N (U) N1-457-89-4| (U) 400-27 Card File| for operations.
7
(U) Temporary.
. Destroy after 5
\(SO -9 years or when no
longer needed
P for operations,
(U) Third Generation whichever is
(9)4 (U) Temporary |(U)Y, - 5 years (U) N1-457-89-4, item V27| (U) 400-31{ STU 1l Production File later.
4 of 25 UNCLASSIFIED 3/20/2014



N1-457-13-01

UNCLASSIFIED

National Security Agency

(U) New RDS

(U) New

Retention Period

{U) Retention
Change (YorN,

+/- number of

yrs)

(1)}
Original

{U) Previous NARA Job # RDS

U) Heading/Series

(U) Current

Title

Disposition

{U) Notes

(U) Temporary

(U)N

(U) N1-457-89-2, item C12| (U) 404-03

(U) Link Encryption
Products File
(Technical)

(U) Temporary.
Transfer to NCRC
when no longer
required for
operations.
Review in 10
years. Destroy
when related
product is
obsolete.

Uso-3

/
(U) Temporary

(U)Y, -3 years

(U) N1-457-89-2, item C12| (U) 405-06

(U) Software
Evaluation Manuals

(U) Temporary.
Transfer to NRCR
when inactive.
Destroy 3 years
thereafter.

o

Use-3

w

Al

(U) Temporary

(U)N

(U) N1-457-89-2, item C11] (U) 408-03

(U) Implementation
Evaluation Reports and

Technical Notes

(U) Temporary.
Close annually.
Transfer to NCRC.
Destroy after 5
years or sooner if
no longer
required for

operations.

50f 25

UNCLASSIFIED

3/20/2014



N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (Yor N, . (U) Heading/Series {U) Current
New RDS 0 | U)N
{U) New RDS (U) New +/- number of _T:;:—a Title Disposition {U) Notes
Retention Period yrs) (V) Previous NARA Job # =
(U) Temporary.
L(S 53 (U//FOUQ) BATSON [I| Destroy when no
: , Technical Documents| longer needed
(U)}B?; (V) Temporary |(U)N (U) N1-457-89-4, item V49| (U) 412-01 File| for operations.
r4

Yso-3

(U) Temporary.
Transfer to NCRC
when inactive.

Us0-3

e

(U) Software| Destroy 3 years

(U)A’ﬁ (U) Temporary |(U}Y, - 3 years (U) N1-457-89-2, item C12| (U) 413-09 Evaluation Manuals thereafter.
4

{U) Temporary.

Delete or destroy
when superseded

(U) Temporary |(U)N (U) N1-457-88-6, item Y22| (U) 414-06 (U) FOOTPRINT File or obsolete.

(U) Temporary.

' Delete or destroy
U(Sb -3 when no longer
needed for

(ny{?» (U) Temporary [(U)N (U) N1-457-88-6, item Y22| (U) 414-09]| (U) Manuals Database operations.

6 of 25

UNCLASSIFIED
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N1-457-13-01 UNCLASSIFIED National Security Agency
(U) Retention W)
Change (Yor N, - (U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Temporary.
. Delete or destroy
information
t when 5 years old
({50(3 or when no
longer needed
(U) System for| for operations,
d Processing Engineering whichever is
(U)Aé (U) Temporary  |(U)Y, - 5 years (U) N1-457-88-6, item Y22| (U) 414-11 Data (SPED) later.
4 (V) Note: this item was
previously approved as
U‘SQ -3 permanent. We are
now requesting that it
(U//FOUO) TEXTPROC| (U) Permanent.|be approved as
(UM’§3 (U) Temporary |(U) Y (U) N1-457-88-6, item Y22| (U) 414-12 Database Retain by OPl.jtemporary.
. f (U) Temporary.
Delete or destroy
‘{Sb. 3 when no longer
d (U) Visual Search needed for
(Uy453|(U) Temporary |(U)N (U) N1-457-88-6, item Y22| (U) 414-13| Microfilm File (VSMF) operations.
! (U) Temporary.
'-Sb —3 (U) Component| Cut off annually.
Engineering Technical| Destroy 5 years
(U)A’é (V) Temporary |(U)Y, -5 years (U) N1-457-88-6, item Y25] (U) 433-02 File thereafter.
4
7 of 25 UNCLASSIFIED 3/20/2014




N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention
Cl:lanRg:te(Yn:: ;, M U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Temporary.
Delete or destroy
. q50'5 when-no longer
i (U) ST-51 Test needed for
(g}dé (U) Temporary [(U)N (U) N1-457-88-6, item Y25| (U) 433-05 Programs File operations.
/7 (V) Temporary.
Delete or destroy
l{ S0-3 when no longer
’ (U) ST-51 Test Program needed for
(U)Aé (V) Temporary [(U)N (U) N1-457-88-6, item Y25 (U) 433-06 Manuals File operations.
7
(U) Temporary.
Delete or destroy
L(Sb'j information
A when no longer
(U//FOUO0) Testers needed for
. 453|(U) Temporary [(U} N (U) N1-457-88-6, item Y25| (U) 433-07| Test Script 2 Database operations.
' (U) Permanent.
Transfer to NCRC
l-\S()" \\ when no longer
needed for
M’é (V) Permanent [(U)N (U) N1-457-89-4, item V64| (U) 400-09] (U) EAM/Historical File operations.

8of 25

UNCLASSIFIED
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N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (YorN, . (U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition (U] Notes

Retention Period yrs) {U) Previous NARA Job # RDS
(U) Permanent.
Close annually.
. LKO ’\( Transfer to the
L, (U) Foreign COMSEC| NCRC 1 year after
(V) )54 (U) Permanent |[(U)N (U) N1-457-89-4, item V207 (V) 400-12| Devices Reference File closing.

yd
(U) Permanent.
l{S b- g‘ Retain in office
for 10 years then
(U) 4541{U) Permanent |(U) Y, + 15 years (U) N1-457-89-4, item V3| (U) 400-17 (U) Mission File| transfer to NCRC.
e (U) Permanent.
_ Transfer to NCRC
%56'\{ (U) Program| when no longer
| Management File - needed for
(U)}&f (U) Permanent |(U)Y, +25years | (U) N1-457-89-4, item V207| (U) 400-18| Secure Voice Program operations.
7

®
6

sl
7

4
(U) Permanent

(U)Y, + 25 years

(U) N1-457-89-4| (U) 400-19

(U) Protected
Communication Zone
(PCZ) File

(U) Temporary.
Destroy when no
longer needed
for operations.

(U) Note: This item was
previously approved as
temporary. We are now
requesting that it be
approved as
permanent.

9 of 25
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N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention w)
Change (Yor N, e {U) Heading/Series (U) Current
D (0] | U) Not
U) New RDS {U) New +/- number of —?:;:_a Title Disposition {U) Notes

Retention Period

yrs)

{U) Previous NARA Job #

@ &

(U) Permanent.
Close annually.
Transfer to the

Uso -
(ussa

(U) Permanent

(U)Y, + 23 years

(U) N1-457-89-4, item V2| (U) 400-22

(U) Secure Telephone
Units

(U) Secure Telephone| NCRC 1 year after
(U)}S’tf (U) Permanent  |(U) Y, + 25 years (U) N1-457-89-4, item V2| (U) 400-21 Subject File closing.
7
(U) Temporary.
Destroy after 2|(U) Note: This item was
years or when no|previously approved as

longer needed
for operations,
whichever is
later.

temporary. We are now
requesting that it be
approved as
permanent.

-4

(U) Nuclear Command

(U) Permanent.

(U)}Bﬂ (U) Permanent [(U)Y, + 25 years (U) N1-457-89-4, item V6| (U) 401-02 and Control File| Transfer to NCRC.
/
‘\Sl} \( (U) Permanent.
A (U) Program/Project| Transfer to NCRC
(U)ﬁf (U) Permanent  |(U) Y, + 20 years (U) N1-457-89-2, item C1| (U) 401-03 Planning File| when 5 years old.
L(SD \\ (U) Permanent.
(V) Technical Planning| Transfer to NCRC
(U))&ﬁ (U) Permanent |(U) Y, + 20 years (U) N1-457-89-2, item C11| (U) 401-06 File| when 5 years old.
10 of 25 UNCLASSIFIED 3/20/2014



N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change {YorN, . (U) Heading/Series {U) Current
(U) New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Note that we may
‘ (U) Permanent.|have to review
L\S D'—L‘ Transfer to NCRC|accessions with the old
when no longer|RDS and decide on an
R (U) COMSEC Analysis needed for|individual basis whether
(U) 554 (U) Permanent |{U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 402-01 Reports File operations.|to use 454 or 458.
7 (V) Permanent.
Transfer to NCRC
NGbh- \( when no longer
L’ . (U) Cryptosecurity needed for
(U)}ﬁ (U) Permanent |{U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 402-02 Assessment File operations.
< (U) Permanent.
' Transfer to NCRC
L\Sb-\( when no longer
(U) Evaluation needed for
. (U) }6/4 (U) Permanent [(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 402-03 Documentation File operations.
7 (U) Permanent.
Transfer to NCRC
\*{Dn\ when no longer
i needed for
(U)A (U) Permanent [(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 402-05] (U) Research Reports operations.

11 of 25
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N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (YorN, . (U) Heading/Series (U) Current
U) New RDS o] 1 N
{U) New RDS (U) New +/- number of _:i"s‘_a Title Disposition V) Notes

Retention Period

yrs)

(U) Previous NARA Job #

s Us6-4

(U) Permanent.
Transfer to NCRC
when no longer

d (U) Technical Library needed for
(U)Aé (U) Permanent |(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 402-06 Reports operations.
/4 (U) Permanent.
Transfer to NCRC
&{ 50 ‘\" when no longer
- (U) Foreign COMSEC needed for
(U)Aé (U) Permanent |(U)Y, + 25years | (U) N1-457-89-4, item V207| (U) 403-03| Devices Reference File operations.
/4 (U) Permanent.
Transfer to NCRC
\\SD-\‘ when no longer
i (U) Research and needed for
(U) 454 (U) Permanent {(U)Y, + 25 years (U) N1-457-89-2, item C1| (U) 403-04 Analysis File operations.
Vd
(U) Note that we may
(U) Permanent.|have to review
\_kS‘Q —\( Transfer to NCRClaccessions with the old
(U) Communications| when no longer|RDS and decide on an
" . Security (COMSEC) needed for|individual basis whether
(U) Permanent [(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 406-01| Analysis Reports File operations.|to use 454 or 458.

(u) 354
v

12 of 25
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N1-457-13-01

UNCLASSIFIED

National Security Agency

(U) Retention )
Change (Y or N, - (U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition (U] Notes

Retention Period yrs) (U) Previous NARA Job # RDS
(U) Permanent.
Transfer to NCRC
. LKSD‘\‘ when no longer
L (U) Evaluation needed for
(W (U) Permanent |(U)Y, + 25 years (U) N1-457-89-2, item C3| (U) 406-03 Documentation File operations.
/ (U) Permanent.
(U) Secure| Transfer to NCRC
§g°’\( Communications| when no longer
Systems and Strategic needed for
(U)Aél (V) Permanent |(U)Y, + 25 years (U) N1-457-89-2, item C1| (U) 406-04 Weapons File operations.
- (U) Permanent.
(U) Technical Library] Relocate to the
LES' 0 -\( File, Office of Primary] NCRC when no
I (U) 406-] Interest produced or| longer required
(U)454|(U) Permanent  |(U) Y, + 25 years (U) N1-457-89-2, item C1 05a unique materials{ for operations.
(U) Permanent.
(U//FOUO) NSA/SCIF| Transfer to NCRC
\.\SQ »*( TEMPEST Program File,| when no longer
(U) 407- Policy and Program needed for
(U) )54 (U) Permanent [(U) Y, + 25 years (U) N1-457-89-2, item C1 02a Records operations.
7 (U) Permanent.
Transfer to NCRC
L&S{) ) \'1 when no longer
(V) Technical Security needed for
(U)Aé4 (U) Permanent |(U) Y, + 25 years (U) N1-457-89-2, item C1} (U) 407-04 Evaluation File operations.
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N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention
Cl:janRg:te(Yn:;: 'I:I, M (V) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Permanent.
( Transfer to NCRC
. L{SG“\{ when no longer
L (U) Research and needed for
(Uyﬁ (V) Permanent  |(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 408-06 Analysis File operations.
14 (U) Permanent.
Transfer to NCRC
L\S’() '\{ when no longer
o (U) Research and needed for
(g)dﬁ (U) Permanent [(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 409-06 Analysis File operations.
4 (U) Permanent.
Transfer to NCRC
\'\gb "* when no longer
needed for
M (U) Permanent |(U) Y, + 25 years (U) N1-457-89-2, item C1| (U) 409-07| (U) Research Reports operations.
‘ kk ,\( (U) Permanent.
Sb L Transfer to NCRC
(U) 454{(U) Permanent  |(U) Y, + 20 years (U) N1-457-89-2, item C1| (U) 409-08 (V) Signals File] when 5 years old.
uv N (U) Nomenclature| (U) Permanent.
EJ?A;I (U) Permanent  |(U) Y, + 25 years (U) N1-457-88-6, item Y13] (U) 410-08 System Retain by OPI.
< (V) Project and
L(,Sb \( (U) 413-| Contract File, Project] (U) Permanent.
(U)}Bﬂ (U) Permanent |(U) Y, + 25 years (U) N1-457-89-2, item C33 07a Records| Transfer to NCRC.
7
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N1-457-13-01 UNCLASSIFIED National Security Agency
(U) Retention W)
Change{YorN, . (U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(V) Permanent.
Transfer to NCRC
. "60‘\'\ (U) Technical Review| when no longer
(U) 413- Group Project Files, needed for
(LY454|(U) Permanent |(U) Y, + 25 years (U) N1-457-89-2, item C33 10a Project Records operations.
’ (U) Permanent.
Transfer to NCRC
L\SD -\( when no longer
(U) COMSEC 1, 2, and required for
(U)/lé (U) Permanent |(U) Y, + 25 years (U) N1-457-89-5, item S11]| (U) 418-01 3 File operations.
- (U) Permanent.
Transfer to NCRC
t{go ~\& when no longer
» (U) COMSEC 4 and 5 required for
(U)Aﬁ (U) Permanent |(U) Y, + 25 years (U) N1-457-89-5, item S11| (U) 418-02 Equipment File operations.
4 (U) Permanent.
. Transfer to NCRC
\{50-\{ (U) COMSEC 10, 12,| when no longer
24, 32, USCSB and required for
(U) 454] ’(U) Permanent [(U)Y, + 25 years (U) N1-457-89-5, item S13| (U) 418-03 NTISSC File operations.
d (U) Permanent.
Transfer to NCRC
U(SB,. \t when no longer
d (U) COMSEC 15 required for
(U)}é (U) Permanent [(U) Y, + 25 years (U) N1-457-89-5, item S11| (U) 418-04| Industrial Security File operations.
—
15 of 25 UNCLASSIFIED 3/20/2014



N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (YorN, . (U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Permanent.
% Transfer to NCRC
when no longer
’ \\50’\\ i (U) COMSEC 18 Civil required for
(U)}Bﬁ (U) Permanent |(U) Y, + 25 years (U) N1-457-89-5, item S11| (U) 418-05 Agencies File operations.
/7 (U) Permanent.
Transfer to NCRC
\\SO'\( when no longer
(U) COMSEC 20 and 30 required for
(9}4 (U) Permanent |(U) Y, + 25 years (U) N1-457-89-5, item S11| (U) 418-06 Security File operations.
< (U) Permanent.
(V) Military| Transfer to NCRC
L{Sb\{ Communication-| when no longer
Electronics Board required for
(U)/lﬁ (U) Permanent [(U) Y, + 25 years (U) N1-457-89-5, item S11] (U) 418-07 (MCED) File operations.
7
L&Sﬁ- ~L (U) Committee| (U) Permanent.
(U) 454((U) Permanent  [(U) Y, + 25 years (U) N1-457-89-5, item S13| (U) 419-01 Assessment File| Transfer to NCRC.
(U) Permanent.
Transfer to NCRC
\[6- ‘\‘ when no longer
b é (U) Assessment needed for
(U)/fé (V) Permanent [(U)Y, + 25 years (U) N1-457-89-5, item S22 (U) 420-01 Background File operations.
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N1-457-13-01 UNCLASSIFIED National Security Agency
(U) Retention )
Change (YorN, . . (V) Heading/Series (U) Current
{U} New RDS (U) New +/- number of Original Title Disposition {U] Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Permanent.
Transfer to NCRC
. [{Sb"\\ when no longer
t (U) Assessment needed for
(U)/Aé (U) Permanent |(U) Y, + 25 years (U) N1-457-89-5, item S22| (U) 420-02 Reports File operations.
( (U) Military
\_\ Sb -L( Assessments File,
P . (V) 421- Assessment| (U) Permanent.
(V) 3.54 (U) Permanent |(U) Y, +25years | (U) N1-457-89-5, item S241 Ola Information| Transfer to NCRC.
e
(U) Start - INF Treaties
File (Strategic Arms
l{go .-‘Lk Reduction Treaty -
Intermediate-Range| (U) Permanent.
(U)}Bﬂ.(u) Permanent |{U)Y,+25years | (U) N1-457-89-5, item S254| (U) 423-03 Nuclear Forces)| Transfer to NCRC.
< (U) Permanent.
. Transfer to NCRC
\kSQ-‘& when no longer
needed for
(9)’4 (U) Permanent |(U)Y, +25years | (U) N1-457-89-5, item S253| (U) 423-05 (U) TK File operations.

(U) Permanent.
Close annually.

\.\‘;D-\\ Transfer to the
(V) Intelligence/Threat| NCRC 1 year after
(nyél (U) Permanent [(U)Y, + 24 years |(U) N1-457-89-4, item V207| (U) 424-01 . Reference File closing.
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National Security Agency

N1-457-13-01 UNCLASSIFIED
(U) Retention )
Change (YorN, - (V) Heading/Series (V) Current
{U) New RDS {U) New +/- number of Original Title Disposition (U] Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Note: This item was
‘ (U) Temporary.|previously approved as
U(SB"\\ Retain locally.|temporary. We are now
Destroy when no{requesting that it be
(U) SFA/TEMPEST/CV| longer needed|approved as
(V)ﬁ (U) Permanent |(U)Y, + 25 years (U) N1-457-89-2, item C33| (U) 424-02 File| for operations.|permanent.
( (U) Permanent.
Transfer to NCRC
L\ 50 '\{ v when no longer
(U) Technical needed for
(Uya54|(U) Permanent |(U) Y, + 25 years (U) N1-457-89-2, item C33| (U) 424-03 Assessment File operations.
’ ' (U) Permanent.
Transfer to NCRC
‘{sb ‘\\ when no longer
needed for
. (9)4 (U) Permanent |(U) Y, + 25 years (U) N1-457-89-2, item C33| (U) 424-04| (U) Threat History File operations.
(U) Note: This item was
previously approved as
Lksb \( (U) Temporary.|temporary. We are now
(U//FOUO) LEAD| Delete or destroy|requesting that it be
Program File List data after 2|approved as
(97 454](U) Permanent  |(U) Y, + 25 years (U) N1-457-89-2, item C22| (U) 431-04 Database years.|permanent.
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N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (Yor N, - (V) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Permanent.
Transfer to NCRC
‘ t&Sb ‘9 when no longer
R (U) COMSEC Analysis needed for
(w (U) Permanent |(U)Y, + 25 years (U) N1-457-89-2, item C1| (U) 409-01 Reports File operations.
( (U) Permanent.
Transfer to NCRC
U\Sb -9 when no longer
5 (U) Cryptosecurity needed for
(U)}Ié (U) Permanent |(U)Y, + 25 years (U) N1-457-89-2, item C1| (U) 409-02 Assessment File operations.
7
- (U) Permanent.
L&go 9 ’ ] Transfer to NCRC
(U¥455((U) Permanent  [{U) Y, + 20 years (U) N1-457-89-2, item C1| (U) 409-05 (U) Operations File| when 5 years old.
(U) Permanent.
Transfer to NCRC
. \_‘bes when no longer
. (U) Research required for
(U)/é (U) Permanent [(U)Y, +25years | (U) N1-457-89-5, item S253| (U) 423-01 Information File operations.
4
(U) Temporary.
Destroy after 4
Lka\Q years or when no
4 (U) COMSEC STU longer needed
(V) }é (V) Temporary |(U)N (U) N1-457-89-4| (U) 400-05 Account File] for operations.
7
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N1-457-13-01 UNCLASSIFIED National Security Agency
U) Retention W)
Change (YorN, . . (U) Heading/Series {U) Current
U) New RDS o] | U) Notes
{U) New RDS {U) New +/- number of _:i"s‘_a Title Disposition (U] Notes
Retention Period yrs) (U) Previous NARA Job # =
(V) Temporary.

USs-to

Destroy when no

20 of 25
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' L (U) Key Management| longer needed|(U) Series is currently
(U)A’{G (U) Temporary |(U)N (U) N1-457-89-4, item V25| (U) 400-16 File| for operations.|File Series Exempt
‘ (U) Temporary.
\\5’ 6" o Destroy when no
(U) Operational Code| longer needed
(U) 456{{U) Temporary  |(U)N (U) N1-457-89-4, item V64| (U) 409-04 File| for operations.
~ (U) Temporary.
\\ Sb JQ Destroy when no
(U) COMSEC Material longer needed
(U) 456|(U) Temporary  |[(U) N (U) N1-457-89-5, item S022| (U) 410-01 Account File] for operations.
Ve (U) Temporary.
Delete or destroy
\}65 y \Q data when no
(U) COMSEC Account| longer needed by
. (UWG (V) Temporary |(U)N (U) N1-457-88-6, item Y13| (U) 410-02 Maintenance OPI.
I (U) Temporary.
Delete or destroy
k\SQ Y data when no
(U) COMSEC] longer needed by
(ly{6 (U) Temporary |(U)N (U) N1-457-88-6, item Y13| (U) 410-03 Accounting System OPI.
V4

3/20/2014



N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (Y or N, . . (V) Heading/Series (U) Current
{U] New RDS (U) New +/- number of Original Title Disposition {U] Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Temporary.
. '{Sb . b Delete or destroy
(U) COMSEC data when no
Automatic Destruction longer needed
(U) 456[{0) Temporary  [(U)N (U) N1-457-88-6, item Y13| (U) 410-04 Database| for operations.
(U) Temporary.
Delete or destroy
L{SQ - Ka data when no
(U) COMSEC]| longer needed by
(U) 456{(VU) Temporary  [(U)N (U) N1-457-88-6, item Y13| (U) 410-05 Distribution System OPI.
~ (U) Temporary.
Delete or destroy
L&SD "(0 when no longer
(U) COMSEC Inventory needed for
(V) yé (V) Temporary |(U)N (U) N1-457-88-6, item Y13| (U) 410-06 Control operations.
- (U//FOUO) COMSEC|  (U) Temporary.
kks« . b Management| Destroy when no
Database longer needed
(U) 456|(U) Temporary [(U)N (U) N1-457-89-5, item S027| (U) 410-07 (COMMANDS)| for operations.
- (U) Temporary.
Delete or destroy
%6- kﬂ when no longer
(U//FOUO) ADAMSRIB needed for
(U)A{G (U) Temporary |[(U)N (U) N1-457-88-6, item Y43| (U) 416-01 Database operations.
[4
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N1-457-13-01 UNCLASSIFIED National Security Agency
{U) Retention )
Change (YorN, - (U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(V) Note: this item was
(U) Administrative and previously approved as
' L\g\ - \Q Specification permanent. We are
Reference File, now requesting that it
v (U) 425-] COMSEC Key-Related| (U) Permanent.|be approved as
(U) }5€ (U) Temporary |(U)N (U) N1-457-88-6, item Y15 Ola Records| Transfer to NCRC.|temporary.
7 (U) Temporary.
\kg [N (0 Destroy when no
longer needed
(V) 4§6%U) Temporary |(U)N (U) N1-457-88-6, item Y18| (U) 426-01 (U) GTE FSVS File| for operations.
(V) Temporary.
L\Sb B Destroy when no
longer needed
(U) 496{(U) Temporary |(U)N (U) N1-457-88-6, item Y18| (U) 426-02 (U) GTE SDNS File| for operations.
Vd (U) Temporary.
. Destroy when no
L&SQ la longer needed
(U) 458|(V) Temporary  |[(U) N (U) N1-457-89-4, item V62| (U) 427-01 (U) Code Book File| for operations.
- ' (U) Temporary.
U\S“ - Destroy when no
, (U) Code Related longer needed
(U) 456|(U) Temporary |(U)N (U) N1-457-89-4, item V62| (U) 427-02] Program Material File| for operations.
[ 4
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N1-457-13-01 UNCLASSIFIED National Security Agency
(U) Retention )
Change (YorN, . . (U) Heading/Series (U) Current
{U] New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Temporary.
(.tgb . \p (V) ICBM Key| Destroy when no
. Management| longer needed
o (U) 427- Reference Material for reference
M (U) Temporary |(U)N (U) N1-457-89-2, item C31 03b File, All Others purposes.
(U) Temporary.
Destroy when
L\Sﬁ - kp program is
completed,
(U) Project cancelled or
/ (U) 427-| Information Files, All becomes
U) 456{(U) Temporary |(U)N (U) N1-457-89-2, item C2 06b Others obsolete.
(U) Temporary.
Retain for as long
< as file or
L\Sb’ /4 associated
. projects are
(U) Working Papers of|] active. Review
International every year for{(U) Note: This is a new
(UA57](U) Temporary Organizations destruction.|item.
/

L\Sb'? (U) Permanent.
(UM58|(U) Permanent  |(U) Y, + 25 years (U) N1-457-89-5, item S13| (U) 419-02 (U) Country File| Transfer to NCRC.
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N1-457-13-01 UNCLASSIFIED National Security Agency
(U) Retention )
Change (YorN, . . (U) Heading/Series (U) Current )
(U) New RDS (U) New +/- number of Qriginal Title Disposition U) Notes
Retention Period yrs) (U) Previous NARA Job # RDS
(U) Temporary.
Close annually.
. ) Transfer to NCRC.
U\SG - C\ (U) Department of| Destroy forms 10
Defense (DoD) Public years and 6
Key Infrastructure| months after the
(PKI) Certificate of date of the
Acceptance and| signature on the
Acknowledgement of DD2841 and
0)04/59‘ (V) Temporary [{(U)N (U) N1-457-05-4, item 1| (U) 400-35 Responsibilities DD2842.
- (U) Permanent.
' 0 (U) ICBM Key| Transfer to NCRC
L\g@ 2\ Management| when no longer
(U) 427- Reference Material needed for
(U460|(U) Permanent  |(U) Y, + 50 years (U) N1-457-89-2, item C31 03a File, OPI operations.
- (U) Permanent.
‘ Transfer to NCRC
) LkS'D \0 (U) Nuclear Command| when no longer
and Control needed for
(U)d@ (U) Permanent |(U) Y, + 50 years (U) N1-457-89-4, item V6| (U) 427-05] COMSEC/INFOSEC File operations.
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N1-457-13-01 UNCLASSIFIED National Security Agency
(U) Retention )
Change (YorN, ., (U) Heading/Series (U) Current
{U) New RDS (U) New +/- number of Original Title Disposition {U) Notes
Retention Period yrs) (V) Previous NARA Job # RDS
(U) PROPOSED.
Temporary.
. Review in 5
years.
] Documentation
\kf 0 - \O may still be
needed during
the termination|{U) Note: This is a new
(U) NC2 (Nuclear| period. Destroy|item. Authority for this
Command and| when no longer|item on a previous
L (U) 427-| Control) Automation, needed for|schedule was never
(U)}é (U) Permanent [(U) Y, + 50 years 07c Reference File operations.|approved.
4
¢
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