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INTRODUCTION 

NSA RECORDS DISPOSITION SCHEDULES 

WHAT ARE RECORDS DISPOSITION SCHEDULES? 

Records disposition schedules provide for the proper disposition
of an agency's records. Schedules list and describe the records 
generated by a Federal agency and provide guidance on how long
records are to be maintained. As defined in 44 USC 30 "records" 
include all books, papers, maps, photographs, machine readable ma­
terials, or other documentary materials regardless of physical form 
or characteristic made or received by an agency of the United 
States Government under Federal law or in connection with the 
transaction of public business. Federal law mandates that the head 
of each agency submit to the Archivist of the United States record 
schedules proposing the disposition of that agency's records. The 
schedules provide for the prompt destruction of temporary records 
and for the permanent retention and preservation of records which 
illustrate and document the organization, functions policies, de­
cisions, procedures, operations, or other activities of the agency, 
or which contain informational data of an historical nature. 

WHY NSA HAS RECORDS DISPOSITION SCHEDULES 

NSA' s Records Disposition Schedules are designed to provide for and 
to simplify the appropriate disposition of Agency records and to 
aid Agency officials in gaining intellectual control over the in­
creasing amount of information generated by the Agency. Designed 
to reflect the records actually produced, used, or stored by each 
Agency Key Component, the proper application of these schedules 
will ensure that NSA complies with the Federal Records Act, the 
Privacy Act, and the Freedom of Information Act. Furthermore, the 
schedules, if properly implemented, will provide a cost effective, 
efficient management program for the Agency's information by dras­
tically reducing duplication and the unnecessarye storage of paper
records. 

Traditional schedules have dealt with records on a generic basis. 
In general, these schedules concentrated on paper records and ig­
nored or dismissed the growing volume of electronically produced
and stored information. Consequently, most schedules quickly be­
came dated and virtually unusable as the records described in the 
schedules and the records maintained in agency offices did not cor­
respond. The new schedules attempt to remedy these problems by
identifying and describing in detail the specific records of each 
Key Component. The schedules reflect all records, - paper, micro-
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form or electronically generated - compiled, used, or maintained 
by each Key Component. They are uniquely designed for each Key
Component. 

WHAT INFORMATION IS CONTAINED IN THE SCHEDULES? 

Each schedule contains a list of the data bases or files generated 
or used by each Key Component. The description of each data base 
or file includes: 

1. the title 
2. a narrative description of the contents 
3. the inclusive date span of the information contained in 

the data base or file 
4. the physical location 
5. the storage media 
6. the volume of material created or held by the office per 

year (for paper files the volume is given in cu. ft., for 
data bases the volume is given in sectors, tracks, or the 
number of characters)

7. the highest classification of the inclusive material 
8. the approved disposition 
9. the disposition number. 

For data bases the description also includes information on the 
hardware and the software required to run them. 

HOW TO USE THE SCHEDULES 

For the proper disposition of a data base or file locate the ap­
propriate office in the Table of Contents, identify the data base 
or file, and apply the approved disposition. If a file is permanent
retire it to the NSA Archives using the disposition number from the 
schedule. If you have records that are scheduled for destruction 
you may retire them to the NSA Records Center prior to their de­
struction date and the Records Center will handle the disposition 
or you may dispose of them yourself at the appropriate time. 
Records retired to the NSA Records Center must have a specific de­
struction date. If the schedule does not indicate a specific date 
call the NSA Records Center and the T54 staff will provide one. 
For the disposition of records not covered by the schedules contact 
T54, The Office of Archives and Records, and fill out a Standard 
Form 115. 

The schedules are produced in loose leaf form to facilitate changes 
as they occur in the record keeping practices of the offices. New 
pages will reflect additions, deletions, or changes in the descrip-
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tion and will be issued periodically. Future generations of the 
schedules will be available on-line with updates made by the Key
Components following approval by T54 and the National Archives. 
This will ensure greater accuracy and currentness. 

HOW TO RETIRE RECORDS 

In order to retire noncurrent records - paper, microform, or audio­
visual, to the NSA Records Center for temporary or permanent stor­
age the office records monitor needs to follow the following pro­
cedures. 

(1) Call the Records Center (972-2295) to ascertain if stor­
age space is presently available and to receive a unique accession 
control number for the material being retired. 

(2) Prepare a triplicate Form 02295 for each series of 
records being retired. The office records monitor must assure that 
the proper disposition number from the Records Disposition Schedule 
is noted on the form. Please follow those instructions carefully.
One form should be prepared for each series of records being re­
tired. 

(3) Follow the proper procedures for forwarding classified 
materials. 

(4) Deliver to nearest NSA mail center for forwarding to the 
NSA Records Center via the NSA courier service. 

Retirement requirements for special records (audio-visual, micro­
form, electronic) are different because of the perishability of the 
media. The Code of Federal Regulations requires that permanent
microform records be stored on silver halide process microform. A 
master copy of permanent audio-visual records (video tapes, audio 
tapes, etc.) should be sent as soon as possible to the NSA Archives 
to ensure their preservation. Permanent text files stored on flop­
py disks should be printed out in hard copy before retirement to 
the NSA Archives. The NSA Archives is at present not equipped to 
handle electronic records. Current handling procedures (SAB 3, 
OPI) should be followed in the interim. 

REFERENCE SERVICE ON RETIRED RECORDS 

Retired records are held in the NSA Records Center for the period
of time prescribed in the NSA Records Disposition Schedules. Dur­
ing this period the records are available for loan or reference. 
Permanent records will be held indefinitely by the NSA Archives. 
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They will be processed and made available for Agency reference pur­
poses upon their arrival at the NSA Archives. After 30 years T54 
archivists will review them and remove duplicative and extraneous 
materials. Requests for loans of retired records may be made by
telephone or in writing to T541. The requester should know the 
accession control number as shown in Form 02295 in order to request
records. The loan period is 30 days. Records may also be reviewed 
at the NSA Records Center by appointment. 

USEFUL INFORMATION 

THE UNLAWFUL REMOVAL OR DESTRUCTION OF RECORDS 

Federal law requires the Director of the National Security Agency 
to establish safeguards against the unlawful removal or loss of 
agency records, and to make known to NSA personnel the penalties
provided for the unlawful removal or destruction of such records. 
44 USC 3106 provides that the Director, with the assistance of the 
Archivist of the United States, initiate action through the Attor­
ney General for the recovery of records believed to be 
unlawfully removed from the Agency. 44 USC 3314 also states 
that no records of the United States Government may be altered or 
destroyed except as stipulated under 44 USC Chapter 31. Penalties 
for the willful and unlawful destruction, damage, or alteration of 
Federal records are stipulated in the U.�. Criminal Code (18 USC 
2 071 )n. 

OFFICIAL AND PERSONAL RECORDS 

Records and papers of a private or nonofficial nature which pertain
only to an individual's personal affairs but are maintained in a 
Federal office must be clearly designated as nonofficial and will 
at all times be filed and maintained separately from the official 
records of the office. In cases where matters requiring the trans­
action of official business are received in private correspondence, 
the portion of such correspondence pertaining to official business 
must be extracted and made a part of the official record. The def­
inition of official records includes any materials generated or re­
ceived in pursuance of Federal law or in connection with the trans­
action of public business. Correspondence designated "personal,rt'
"private,e" etc. , but which pertains to the conduct of public busi­
ness, is an official record subject to the provisions of Federal 
law. Official records are public records and belong to the office 
not the individual. 

Questions regarding Agency records, official records, the sched­
ules, or the transfer of records to the NSA Archives should be ad-
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dressed to T54, The Office of Archives and Records. 
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE 

CREATION AND AUTHORITY 

Pursuant to the Presidential directives of 24  October 1952, which 
declare that Communications Intelligence (COMINT) and Communica­
tions Security (COMSEC) are national responsibilities, the Depart­
ment of Defense established, by directive, the National Security
Agency to succeed the Armed Forces Security Agency. The National 
Security Council added Electronic Intelligence (ELINT) to NSA's na­
tional mission in 1958. 

In accordance with Presidential directives and pursuant to the Na­
tional Security Act of 1947, the National Security Council issued 
National Security Council Intelligence Directive (NSCID) No. 9, 
dated 29  December 1952, and the National COMSEC Directive, dated 
20 October 1953, which defined the NSA COMINT and COMSEC missions 
respectively. ELINT functions were first recognized in NSCID No. 
17, dated 16 May 1955. The original COMINT and ELINT directives 
were superseded by and combined into NSCID No. 6, "Communications 
Intelligence and Electronics Intelligence," dated 15 September
1958. NSCID No. 6 was updated on 17 February 1972 and retitled 
"Signals Intelligence." The COMSEC directive of 1953 was updated 
on 25 April 1957, on 2 6  August 1968, and again on 20 June 1979. 
The SIGINT and COMSEC directives name the Secretary of Defense as 
executive agent for the conduct of SIGINT and COMSEC activities and 
direct that the SIGINT and COMSEC missions be carried out in re­
sponse to guidance from the National Foreign Intelligence Board 
(NFIB) and the National Communications Security Committee (NCSC),
respectively. 

In accordance with the provisions of NSCID No. 6, the Secretary of 
Defense established the Central Security Service (CSS) under the 
Director, NSA. The Secretary of Defense provided for the National 
Security Agency/Central Security Service (NSA/CSS) by promulgating 
DoD Directive S-5100.20 dated 2 3  December 1971. He approved the 
NSA/CSS Organization Plan on 14 April 1972 to implement that di­
rective. The NSA/CSS is a separately organized agency within the 
Department of Defense under the direction, authority, and control 
of the Secretary of Defense. It is subject to the provisions of 
Department of Defense directives and procedures to the extent that 
they are applicable and consistent with its missions and functions. 
Major components of the NSA/CSS are the National Security Agency 
(NSA) and the Service Cryptologic Elements (SCEs) of the Military 
Departments. Under the NSA/CSS, SIGINT resources are unified but 
decentralized. The NSA is the management, operational tasking, an­
alytical and production arm of the system and the SCEs are the field 
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arm. The Director, NSA/Chief, CSS exercises operational control 
of the collection effort through the Deputy Chief, CSS and the SCE 
Commanders. The NSA operates a number of special field collection 
facilities, but the primary field collection effort is conducted 
by the SCEs. 

In January 1983, the Secretary of Defense approved having the Di­
rector, NSA, perform the collateral duty of Director, Joint Spe­
cial Studies Group {JSSG)n The Director, JSSG is responsible
for conducting classified studies under the direction of the Joint 
Chiefs of Staff. 

In September 1984, NSDD-145 expanded the authority of the Secretary
of Defense as the Executive Agent of the Government for COMSEC to 
include telecommunications and automated information systems secu­
rity. NSDD-145 established the Director, NSA as the National Man­
ager to act as the operating arm of the Executive Agent. 

PURPOSE 

The resources of the National Security Agency/Central Security Ser­
vice are organized for the accomplishment of two national missions: 

a. The Signals Intelligence {SIGINT) mission is to provide 
an effective, unified organization and control of all SIGINT col­
lection and processing activities of the United States, and to pro­
duce SIGINT in accordance with objectives, requirements, and pri­
orities established by the Director of Central Intelligence with 
the advice of the National Foreign Intelligence Board. 

b. The Information Security {INFOSEC) mission encompasses 
two major activities: (1) The Communications Security {COMSEC)
mission is to implement protective measures to deny unauthorized 
persons national security-related, including sensitive but unclas­
sified, information derived from telecommunications and to also 
prevent these persons from disrupting or causing the deception of 
such communications. Measures included within COMSEC are cryptose­
curity, transmission security, emissions security, physical secu­
rity, and technical security. {2) The Computer Security {COMPUSEC)
mission is to implement protective measures designed to prevent de­
liberate or inadvertent unauthorized access, disclosure, acquisi­
tion, manipulation, modification, or loss of information contained 
in automated systems used within the Department of Defense, other 
Government Agencies and the private sector. DoD Directive 5215.d, 
dated 25 October 1982, established the DoD Computer Security Eval­
uation Center {CSEC)n. provided policy, and assigned responsibili­
ties for the technical evaluation of computer system and network 
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security, and related technical research. 

ORGANIZATION 

The Director, NSA/Chief, CSS is assisted in the management and di­
rection of NSA/CSS by a principal Deputy Director, NSA, and a Dep­
uty Chief, CSS. His organization includes seven Deputy Directors 
for specific functional areas, two Assistant Directors, a Chief of 
Staff, an Inspector General, a General Counsel, a Chief Scientist, 
and the Director's Senior Council. 
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INFOSEC STANDARDS AND EVALUATIONS 

The Chief of C is responsible to the DDI as the Security Evaluation 
Authority for U.S. INFOSEC systems. As such, he is responsible for 
the security evaluation and assessment of the COMSEC, COMPUSEC and 
TECHSEC measures in information systems processing or 
communicating classified and sensitive information within NSA, DOD 
and related contractor facilities, and other U.S. Government 
organizations. He is also responsible for evaluating commercially 
available computer security products; setting standards, 
criteria, and specifications; conducting evaluation research; and 
providing security guidance for such measures. In addition, he 
provides appropriate technical leadership and guidance to U.S. and 
forei.SI.n-2,overnments in related COMSEC, COMPUSEC and TECHSEC areas. 

[ 
... ..  ... ..  

Primary functions include: . . ·1NSA25X6J 

1. Providing security evaluation and risk assessment of 
specific INFOSEC products, equipments, systems,
applications, and facilities in development and in the 
field, and evaluating the resistance of cryptoalgorithms 
to cryptanalytic attack. 

2. Conducting interdisciplinary and cryptomathematical
research to develop and modify attacks and to develop
hardware and software evaluation tools designed to 
discover vulnerabilities in INFOSEC systems. 

3. Prescribing security standards for trusted computer 
systems, cryptographic equipments, technical security 
countermeasures, and computer and information systems. 

4. Performing COMSEC monitoring, signals, and traffic 
analysis to support the evaluation and assessment of 
INFOSEC equipments/systems. 

5. Providing security guidance/requirements to developers. 

6. Assessing the security level of computer hardware/
software products that have general utility and for 
placement on the Evaluated Products List; and providing 
computer security advice to the vendors. 

7. Developing threat models and risk assessment models. 
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8. Managing, operating and maintaining the NCSC computer
and network facilities. 

9. Providing overall technology, architecture design, 
program development, engineering development,
acquisition and life cycle support planning and related 
support to the Technical Security Engineering and 
Evaluation Program. 

10. Managing and operating the Information Security
Laboratory. 

11. Responsible for the overall technical health of the 
organization and of the constituent disciplines. 
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C Staff Subject File 

This file contains C Staff Subject files concerning pertinent op­
erational matters, projects under the purview of C, and Key corre­
spondence involving
files. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

the organization as well as correspondence 

1985 to Present 

C 

Paper 

4 cu. ft. 

TOP SECRET 

Permanent. Transfer to NCRC when 5 years old. 

C-1 

Executive Subject File 

This is the subject file for the Executive, C Group. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1988 to Present 

C 

Paper 

10 cu. ft. 

TOP SECRET CODEWORD 

Retain by OPI until no longer required for op­
erations. 

C-2 
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Chief Scientist Subject File 

This file 
Group) . 

contains the subject file for the Chiem Scientist (C 

DATE SPAN: 1987 to Present 

LOCATION: C 

STORAGE MEDIA: Paper 

VOLUME: 2 cu. ft. 

CLASSIFICATION: TOP SECRET 

DISPOSITION: Retain by OPI until no longer required for op­
erations. 

DISPOSITION NO.n C-3 

Chief C Travel and Briefing File 

This file contains records concerning Chief C's meetings and vis­
its, including TOYS. 

DATE SPAN: 1985 to Present 

LOCATION: C 

STORAGE MEDIA: Paper 

VOLUME: 6 cu. ft. 

CLASSIFICATION: SECRET 

DISPOSITION: Retain by OPI until no longer required for op­
erations. 

DISPOSITION NO.: C-4 
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Correspondence File 

This is a chronological record of correspondence from C Group. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1985 to Present 

C 

Paper 

2 cu. ft. 

SECRET 

Permanent. Transfer to NCRC after 2 years. 

C-5 

Special Assistant Correspondence File 

This file contains incoming and outgoing letters, memoranda, re­
ports, and other records reflecting the work of the C Special As­
sistant. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.en 

1987 to Present 

C 

Paper 

10 cu. ft. 

TOP SECRET 

Destroy when 5 years old. 

C-6 
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Deputy Chief's Subject File 

This file 
files. 

contains the Deputy Chief's (C) subject and project 

DATE SPAN: 1985 to Present 

LOCATION: C 

STORAGE MEDIA: Paper 

VOLUME: 2 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD 

DISPOSITION: Retain by OPI until no 
erations. 

longer required for op­

DISPOSITION NO.: C-7 

C Personnel File 

This file contains descriptions, performance appraisals, awards, 
and background information for all personnel in C Group. 

DATE SPAN: 1985 to Present 

LOCATION: C 

STORAGE MEDIA: Paper 

VOLUME: 10 cu. ft. 

CLASSIFICATION: CONFIDENTIAL 

DISPOSITION: Destroy 1 year after separation or transfer of 
employee from C Group. (GRS 1-18a) 

DISPOSITION NO.n C-8 
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Administrative File 

This file includes records covering such general office adminis­
tration subjects as travel, awards, personnel, security, training,
and budgets. 

DATE SPANl!l 

LOCATIONl!l 

STORAGE MEDIAl!l 

VOLUME:i:i 

CLASfHF ICATIONJ:l 

DISPOSITION:i:i 

DISPOSITION NO.l!l 

1985 to Present 

C 

Paper 

TOP SECRET NOFORN 

Cut off annually. Destroy when 3 years old or 
when no longer needed, whichever is sooner. 
(GRS 2 3-1) 

UNCLASSIFIED 



C09 

ADMINISTRATIVE 

AND 

MANAGEMENT STAFF 

FOR OFFICIAL USE ONLY 



C09 

Management and Administrative Staff 

The Chief, C09, is responsible to the Chief, C, for recommending,
implementing and monitoring manpower and administrative policies
and programs, management procedures, resources managment, facili­
ties, recruitment, COMSEC equipment and controlled item account­
ability, and maintaining the technical library. 

Primary functions include: 

1. Advising the Chief, C, and serving as a focal point for 
implementing administrative actions. Advising and as­
sisting in the formulation and execution of management
and administrative policies and procedures. 

2. Maintaining the C Table of Distribution and providing ad­
ministrative services pertaining to all personnel ac­
tionsn 

3. Administering the C recruitment program. 

4. Providing a central point of authority within C Group for 
formulating and monitoring execution of the C Group Pro­
gram Budget. 

5. Providing guidance and assistance to C Group managers in 
the documentation and management of their acquisition 
programs. Providing final review of the procurement re­
quests prepared by the Group to ensure the acquisition 
process is in accordance with DOD and Agency regulations. 

6. Monitoring the expenditure of awards, travel, training,
and overtime allocations. 

7. Directing and managing career development and enhance­
ment programs, such as evaluations, training, promo­
tions, awards, etc. 

8. Maintaining a technical library, which serves as the of­
fice of record for ISSO equipment and system evaluations. 

9. Maintaining a central registry /action tracking system
for all C Group actions and correspondence. 

FOR OFFICIAL USE ONLY 



10. Providing security guidance and reporting. 

FOR OFFICIAL USE ONLY 



UNCLASSIFIED 

Administrative Subject File 

This file contains records pertaining to budgets, maintenance, per­
sonnel, security, space, training, travel and related administra­
tive matters. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.e: 

1986 to Present 

C09 

Paper 

12 cu. ft. 

TOP SECRET NOFORN 

Cut off annually. Destroy when 3 years old or 
when no longer needed, whichever is sooner. {­
GRS 2 3-1) 

C09-1 

Technical Library Reports 

This file consists of technical reports pertaining to cryptologics,
cryptoequipments, and information security systemso Included are 
logics which have never been used as well as logics, equipment, and 
systems with wide deployments. Details of cryptanalytic weaknesses 
and attacks are discussed; these documents are extremely sensitive. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.e: 

1940 to Present 

C09 

Paper 

33 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Permanent. Transfer to NCRC when no longer
needed for operationso 

C09-2 

UNCLASSIFIED 



Reference File 

This file consists of copies of Agency Standard Regulations, Di­
rectives, Circulars, Manuals and related records. 

DATE SPAN: 1960 to Present 

LOCATION: C09 

STORAGE MEDIA:t:1 Paper 

VOLUME:t:1 3 cu. ft. 

CLASSIFICATION:o TOP SECRET CODEWORD NOFORN 

DISPOSITION:t:1 Destroy when superseded or no longer needed 
for operations. 

DISPOSITION NO.n C09-3 

Retired Records Identification File 

This file contains a listing of records retired to the NSA/CSS 
Records Center, including Forms 02295 and 02 295A {Retired Records 
Listing)n. 

DATE SPAN: 1950 to Present 

LOCATION: C09 

STORAGE MEDIAI:l Paper 

VOLUME:t:1 1 inch 

CLASSIFICATIONI:l UNCLASSIFIED 

DISPOSITION:t:1 Destroy when related records are destroyed and 
when no longer needed for operationso 

DISPOSITION NO.n C09-4 

FOR OFFICIAL USE ONLY 



UNCLASSIFIED 

Vital Records Identification File 

Files documenting records forwarded to the Agency Vital Records De­
pository, including Form 1295 (Transmittal of Material) and Form 
A70B (Transmittal of Controlled Material)� 

DATE SPAN:o 

LOCATION:o 

STORAGE MEDIA:o 

VOLUME:i:i 

CLASSIFICATION:i:i 

DISPOSITION:o 

DISPOSITION NO.n 

1950 to Present 

C09 

Paper 

1 inch 

UNCLASSIFIED 

Destroy when related records are destroyed or 
returned (no longer to be stored as Vital 
Records) or when no longer needed for opera­
tions. 

C09-5 

Element Top Secret Control File 

These records are controlled by Element Top Secret Control Offic­
ers. They consist of cards, listings, covering material internal 
to NSA/CSS. Documents requiring limited distribution outside NSA/
CSS are assigned to the Agency-wide Control System. 

DATE SPAN: 

LOCATION:o 

STORAGE MEDIA:i:i 

VOLUME:i:i 

CLASSIFICATION:i:i 

DISPOSITION:o 

DISPOSITION NO.n 

1952 to Present 

C09 

Paper 

2 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Place records in inactive file upon downgrad­
ing, destruction, 
items. Destroy one 

or 
year thereafter. 

transfer of related 

C09-6 

UNCLASSIFIED 



UNCLASSIFIED 

' ' * Library Card File 

This file contains cross-referenced 5" x 8" cards that provide ab­
stracted information from Agency technical reports. {The reports 
are stored in the Technical Library.e) This file will be duplicated
in electronic form. 

DATE SPAN: 1940 to Present 

LOCATION: C09 

STORAGE MEDIAI:l Paper, hard disk 

HARDWAREI:l SUN 

VOLUME: 6 cu. ft. 

CLASSIFICATIONI:l TOP SECRET CODEWORD NOFORN 

DISPOSITIONI:l A. Paper Copy:t:l Permanent. Transfer 
when no longer needed for operations. 

to NCRC 

B. 
no 

Electronic Copy: Delete or 
longer needed for operations. 

destroy when 

DISPOSITION NO.en C09-7 A and B 

*Obsolete. No longer created. See 6/12/2014 email. 

MPB 

UNCLASSIFIED 

mbayer
Cross-Out



C6 

INFOSEC 

EVALUATION 

TECHNOLOGIES 

FOR OFFICIAL USE ONLY 



[ NSA25X6] 

C6 

Information Systems Security (INFOSEC) Evaluation Technologies 

The Chief, C6, is responsible to the Chief of C for the research 
and development of techniques, technologies, instrumentation andne; 
tools for application in the security evaluation and assessment ofn; 
INFOSEC (including COMSEC, COMPUSEC and TECHSEC) measures, 
equipments and systems in design, under development and fiele

:::� j[e

performance and management or 1ncerdisc1pl1nary research to 
support the evaluation process, the establishment and maintenance 
of evaluation laboratory facilities as well as requisite computer 
resources, and support for the development of INFOSEC standards, 
criteria and guidelines. Furthermore, C6 is responsible for 
maintaining centers of technical expertise to provide evaluations 
and to support the evaluation process as well as the ISSO in the 
areas of mathematics, cryptanalysis, computer science, and 
engineering and physical sciences. Finally, C6 is responsible for 
maintaining an awareness of INFOSEC/SIGINT equity issues and 
providing technical support in that arena. 

Primary functions include: 

1. Developing, maintaining and enhancing techniques,
technologies, instrumentation and tools used by INFOSEC 
evaluators in the performance of their evaluation, 
verification, analysis and exploitation
responsibilities. Oversee and manage this function 
throughout the INFOSEC Evaluation Organization. 

2. Maintaining and fostering centers of technical expertise
in the areas of mathematics, cryptanalysis, computer
science, and engineering and physical sciences by
conducting basic, applied and interdisciplinary research 
in support of INFOSEC evaluators and evaluations. 

3. Developing mathematical and cryptanalytic techniques
and attacks applicable to the system evaluation process,
evaluate the security of cryptographic algorithms, and 
providing mathematical and cryptanalytic support to the 
INFOSEC Evaluation Organization as well as the ISSO. 

4. Developing COMPUSEC techniques and technologies, and 
providing technical security support for evaluators and 

CONF!DFNI141 



63A f! Jl?HHif! ICFl:'lfls 

evaluations in the areas of assurance, modeling, formal 
methods and methodology, vulnerability analysis,
penetration testing, software and hardware verification 
and analysis, networks and communications protocols
analysis. 

5. Developing TECHSEC protection techniques and 
technologies, and providing technical security support
for evaluators and evaluations in the areas of detection 
technology, protective packaging technology, and in the 
development of adversarial techniques, countermeasures 
and state-of-the-art instrumentation. 

6 • Providing state-of-the-art evaluation laboratory
facilities (including signals, computer, and TECHSEC)
and computing resources for the INFOSEC Evaluation 
Organization:c 

7. Maintaining and fostering technical liaison and 
exchanges with other agency and non-agency elements, 
organizations and centers of technical expertise engaged 
in scientific disciplines applicable to the support of 
evaluators and evaluations. Also, foster awareness 
throughout the INFOSEC Evaluation Organization as well 
as the ISSO of the state-of-the-art in these scientific 
disciplines through publications, training, seminars, 
and attendance at conferences. 



UNCLASSIFIED 

*Office Correspondence and Suspense Logs File 

This file contains office correspondence and suspense logs. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1990 to Present 

C6 

Paper/Magnetic Disk 

10 file folders 

TOP SECRET CODEWORDN 

Close annually. Transfer hard copy to the 
NCRC. Delete or destroy after 3 years or soon­
er if no longer required for operations. {GRS 
23-1) 

C6-1 

UNCLASSIFIED 



C603 

INTERDISCIPLINARY 

SECURITY 

EVALUATION 

TECHNOLOGIES 

STAFF 

FOR OFFICIAL USE ONLY 



C603 

Interdisciplinary Security Evaluation Technologies Staff 

The mission of C603 is to foster the improvement of techniques,
technologies, intrumentation, and tools used by the INFOSEC 
Evaluation Organization, and to initiate the development of others 
as needed. 

Primary functions include: 

1 .  Serving as a focal point within C6 to determine the 
techniques, technologies, instrumentation, and tools 
requirements of the INFOSEC Evaluation Organization and 
to assist in establishing priorities for their 
development. 

2. Maintaining awareness of available techniques,
technologies, instrumentation and tools in industry, the 
National Laboratories, Federally Contracted Research 
Centers, other Government agencies (includind Second 
Parties)n and the Agency itself (especially the R&D 
Organization's Tech Base Program) .  

3. Performing and encouraging others to perform research 
activities, especially of an inter-disciplinary nature, 
which will lead to potentially usemul techniques,
technologies, instrumentation, and tools for evaluation 
of and establishment of standards for INFOSEC systems. 

4. Disseminating information about new techniques,
technologies, instrumentation, and tools throughout the 
INFOSEC Evaluation Organization through publications, 
briefings, seminars, and conferences. 

5. Maintaining awareness of and coordinating tool 
development activities throughout the INFOSEC Evaluation 
Organization. 



C61 

CRYPTOMATHEMATICS 

SECURITY 

EVALUATION 

TECHNOLOGIES 

FOR OFFICIAL USE ONLY 



C61 

Cryptomathematics Security Evaluation Technologies 

cryptographies algorithms, deve op ng new cryp ana y ic 
techniques, conducting basic and applied research in support of its 
evaluation function, and applying general cryptomathematics
techniques in support of other (non-algorithmic) evaluations. 

Primary functions include: 

1. Developing the theory of mathematical cryptanalysis
relevant to INFOSEC cryptographyo 

2. Developing cryptanalytic techniques and attacks 
applicable to algorithms (including algorithms
implemented in software)e. 

3. Evaluating the susceptibility to, or resistance of, such 
algorithms to cryptanalytic attack, and accurately
establishing the costs of these attacks against both 
typical and worst-case usageo 

4. Prescribing standards for judging when an enemy might
decide to carry out a given cryptanalytic attacko 

5. Consulting with Agency cryptanalytic elements for the 
purposes of sharing INFOSEC cryptanalytic knowledge and 
acquiring knowledge of potentially useful techniques and 
results developed elsewhere; conducting close liaison 
with IDA/CCRJ I

(PLBS 36/50 use aso5f • •  [ I and performing other external 
liaison as required, including second partyo 

6. Determining the requirements for cryptanalytic theory
and techniques that are needed for the evaluation of 
other aspects of INFOSEC systems. Promote the use of and 
support the application of these techniqueso 



Cryptosecurity Assessment File 

This file includes evaluation and analysis records generated by NSA 
analysts regarding cryptosecurity assessment. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1973 to Present 

C61 

Paper 

10 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Permanent. Transfer to NCRC when no longer 
needed for operations. 

C61-1 

COMSEC Analysis Reports File 

This file contains analytical studies of U.�. and allied communi­
cations. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1981 to Present 

C61 

Paper 

30 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Permanent. Transfer to NCRC when no longer
needed for operations. 

C61-2 

FOR OFFICIAL USE ONLY 



C62 

COMPUTER SCIENCE 

SECURITY 

EVALUATION 

TECHNOLOGIES 

FOR OFFICIAL USE ONLY 



C62 

Computer Science Security Evaluation Technologies 

C62 is responsible for supporting the security evaluation of 
INFOSEC products and systems. The mission of C62 is to perform
research and development activities which advance evaluation 
techniques, technologies, tools and procedures. The primary focus 
will be on the application of computer science and computer
security to the system development, evaluation and certification 
processeso 

Primary functions include: 

1 .  Developing and maintaining expertise in computer
science, computer security, and other related areas 
which are essential to the development and analysis of 
modern INFOSEC systems . 

2. Developing requirements for evaluation technologies
needed to analyze the security of cryptographic
algorithms, hardware, software, communications 
protocols, systems, and networks. 

3. Identifying techniques to improve the efficiency, degree
of assurance, and thoroughness of the security
evaluation process. Ensuring that appropriate
evaluation technology is available for use by INFOSEC 
analystsr:i 

4 .  Researching system design and implementation weaknesses 
which can be exploited using the disciplines of computer
science and computer securityo 

5. Researching and developing multi-disciplinary
techniques, technologies and tools for the security
evaluation of hardware, software, protocols, systems,
and networks. 

6. Interfacing with organizations involved in the 
development and application of system security
technology including C603, C7, C9, R2, V, the National 
Laboratories, and others. 



UNCLASSIFIED 

Braille Books 

This file contains braille manuals covering subjects such as math, 
statistics, and computer programming. 

DATE SPAN: 1968 to Present 

LOCATION: C62 

STORAGE MEDIA: Paper 

VOLUME: 1 cu. ft. 

CLASSIFICATION: SECRET 

DISPOSITION: Destroy when no longer needed for operations� 

DISPOSITION NO.n C62-1 

UNCLASSIFIED 



UNCLASSIFIED 

CANDLESNUFFER Data Base * 
This data base contains information documenting the development of 
software analysis COMPUSEC tools through the use of advanced pro
gramming techniques. Reports are sent to the Technical Library. 

DATE SPAN: Under development 

LOCATION: C62 

STORAGE MEDIA: Paper, machine listings 

HARDWARE: Mainframe (CONSEL) 

SOFTWARE: Under development 

VOLUME: 1 cu. ft. 

CLASSIFICATION: SECRET 

DISPOSITION: Delete or destroy when two years old or when 
no longer needed for operations, whichever is 
later. 

DISPOSITION NO.e C62 2 

DELETED:o 20 NOV. 1991 

*Obsolete. No longer created. See 6/12/2014 email 

MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

* Personal Records and Suspense Log 

This file contains the personal records and suspense log for C62. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION:i:i 

DISPOSITION NO.n 

1989 to Present 

C62 

Paper 

2 file folders 

TOP SECRET CODEWORD 

A. Civilian Personnel File- Destroy 1 year af­
ter separation or transfer of employee.
(GRS 1-18a) 
B. Other Materials- Destroy after 3 years or 
sooner if no longer required for operations.
(GRS 2 3-1) 

C62 -3 A and B 

UNCLASSIFIED 



C63 

ENGINEERING 

AND 

PHYSICAL SCIENCES 

SECURITY 

EVALUATION 

TECHNOLOGIES 

FOR OFFICIAL USE ONLY 
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C63 

Engineering and Physical Sciences 
Security Evaluation Technologies 

C63 is responsible for the development of techniques, technologies,
instrumentation and tools that support technical security
evaluators and evaluations, develop new attack techniques, detect 
the presence of technical security attacks, develop 
countermeasures for providing both the protection against
technical security attacks and the protection of INFOSEC equipment
and keying materials, and develop program to protect against the 
tampering withand the modification of INFOSEC equipment. 

Primary functions include; 

1. Developing engineering and physical science techniques,
technologies, instrumentation and tools for application 
to INFOSEC systems evaluations. 

2 .  Characterizing and identifying technical security
attacks and countermeasures for INFOSEC products,
hardware, systems and facilities. 

3. Developing new technologies to provide tamper protection 
and positive authentication of INFOSEC systems during
their production, shipment and use; including the 
development of anti-reverse endineering techniques for 
IC's. 

4. Developing new tools and techniques to advance the state­
of-the-art in inspection capability for INFOSEC systems. 

5. Developing technical security signal acquisition and 
analysis capabilities for application to both laboratory
and field evaluations. 

6. Interfacing with other organizations involved with the 
development and application of technical security
technology including C9, R9, Y26, the National 
Laboratories and other government organizations. 



Correspondence File 

This file contains incoming and outgoing correspondence and memo­
randa related to C63's general office administration. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO: 

1986 to Present 

C63 

Paper, magnetic disk 

IBM AT and Xerox Star 

Proprietary 

. 25 cu. ft. 

TOP SECRET NOFORN 

Destroy when 3 years
needed for operations,
{GRS 2 3-1) 

C63-1 

Research Reports 

old or when no longer
whichever is sooner. 

This file contains technical security research reports concerning
technology, methods, techniques and defensive countermeasures re­
lated to technical security. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO: 

1986 to Present 

C63 

Paper 

1 cu. ft. 

TOP SECRET NOFORN 

Permanent. Transfer to 
needed for operations. 

C63-2 

NCRC when no longer 

FOR OFFICIAL USE ONLY 



C64 

SECURITY EVALUATION 

LABORATORY 

AND 

COMPUTING SUPPORT 

FOR OFFICIAL USE ONLY 



C64 

Security Evaluation Laboratory and Computing Support 

C64 is responsible for providing, managing, and maintaining
advanced computing and office automation support, signals
collection and analysis capability, and state-of-the-art 
laboratory facilities for the INFOSEC Evaluation Organization. 

Primary functions include: 

1. Providing for the planning, budgeting, procurement,
installation, maintenance, managing, and disposal of 
computer and office automation resources required by the 
INFOSEC Evaluation Organization, particularly in the 
areas of super-computing, office automation, and 
networking. 

2 .  Providing technical support for the INFOSEC Evaluation 
Organization'es computing resources which include, but 
are not limited to, CRANIUM, LOGICV, CONSEL, CALFHOOD, 
and FENCING. 

3. Establishing state-o £-the-art evaluation laboratory
facilities. 

4. Providing for the planning, budgeting, procurement,
installation, maintenance, managing, and disposal of the 
INFOSEC Evaluation Organization'es laboratory resources. 

5. Providing technical support for the users of the INFOSEC 
Evaluation Organization's laboratory facilities and 
resources. 

6. Providing signals analysis support to INFOSEC evaluators 
and laboratory resources for the collection, processing,
displaying, and analysis of signals of interest to the 
INFOSEC Evaluation Organization. 



Research and Analysis File 

This file includes records documenting research and analysis ef­
forts in evaluation, assessment, and math techniques. Included are 
records documenting program management. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1969 to Present 

C64 

Paper 

40 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Permanent. Transfer to NCRC when no 
needed for operations. 

C64-1 

* 

longer 

TEMPEST Reports 

This file includes reports of TEMPEST tests by contractors, other 
government agencies, the military services, private industry, and 
NSA elements. 

DATE SPAN: 1980 to Present 

LOCATION: C64 

STORAGE MEDIA: Paper 

VOLUME: 30 cu. ft. 

CLASSIFICATIONti TOP SECRET NOFORN 

DISPOSITION: Destroy when no longer needed for operations 
or when they become obsolete. ( 002C) 

DISPOSITION NO. : C64-2 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

FOR OFFICIAL USE ONLY 

mbayer
Cross-Out



UNCLASSIFIED 

NSA Standards of Acceptance File 

This file includes documentation on security fault analysis and 
cryptographic standards for equipment. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.en 

1969 to Present 

C64 

Paper 

30 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Permanent. Transfer to NCRC when no longer
needed for operations. 

C64-3 

* Office Correspondence File 

This file contains correspondence. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1989 to Present 

C643 

Paper 

16 cu. ft. 

TOP SECRET CODEWORD 

Close annually.
(GRS 23-1) 

C64-4 

Destroy after 3 years. 

UNCLASSIFIED 



C7 

INFOSEC 

DEVELOPMENTAL 

SYSTEMS 

EVALUATIONS 

FOR OFFICIAL USE ONLY 
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C7 

INFOSEC Developmental Systems Evaluations 

The Chief, C7, is responsible to the Chief of C: as the source of 
security evaluation and security guidance support to information 
security product development organizations; as a major participant 
in C efforts in security criteria and standards and the performance
of security assessments; as a major participant in C efforts in 
advancement of security technologies and evaluation tools; in 
supporting field evaluations and research phase evaluations with 
information and expertise; and for maintaining the expertise and 
leadership needed for all of the above. 

Primary functions include: 

1 • 

[ NSA25X6 } - - - - - -

2 .  Providing_ security guidance for the development,
implementation and application of such systems and 
products� Security guidance will be promulgated in part
by: 

a. assisting in establishing and specifying tailored 
Functional Security Requirements Specifications; 

b. advising or assisting in correcting noted 
deficiencies; 

c. providing technical support to system acquisition
authorities in the selection, design, implementation and 
evaluation of hardware, software, and procedural
security methods and techniques; and 

d. providing guidance on trusted product developments via 
the Vendor Assistance Program. 

3. Partici,2.atin.9:. Lne researc� applicable to the secure 
development, implementation, application, and evaluation 

€'-U::JFIOlii11Ur.flAL 
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of systems. 

4 Documenting, publishing and disseminating (as
appropriate) system security evaluations and research 
results. 

5. Participating in the performance of security 
assessments, recommending the approval and operational 
use of systems, based upon satisfactory security
evaluation. 

6. Establishing and maintaining technical liaison with all 
appropriate organizations both internal and external to 
ISSO/NSA. 

COllFlll)§ltirfltft._, 



UNCLASSIFIED 

*Administrative File 

This file contains information concerning promotions, awards, bil­
lets, and vacancy announcements. There are local travel claims and 
TOY requests for all of C7, as well as information on all NCS cours­
es, withdrawals, 
training. 

external training and executive development 

DATE SPAN: 1989 to Present 

LOCATION:i:i C7 

STORAGE MEDIA?! Paper 

VOLUME?! 3 cu. ft. 

CLASSIFICATION?! TOP SECRET CODEWORD NOFORN 

DISPOSITION: Destroy after 3 years or when no 
quired for operations. {GRS 23-1) 

longer re­

DISPOSITION NO.?! C7-1 

*Personnel File 

This file contains information on each C7 individual {a personnel 
file on each.) 

DATE SPAN: 

LOCATION:i:i 

STORAGE MEDIA?! 

VOLUME:o 

CLASSIFICATION:i:i 

DISPOSITION:i:i 

DISPOSITION NO.e: 

1990 to Present 

C7 

Paper 

2 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Civilian Personnel File- Destroy 1 year after 
separation or transfer of employee. {GRS
l -lr8a) 

C7-2 

UNCLASSIFIED 



UNCLASSIFIED 

*Correspondence File 

This file contains C7 signature items, C7 notes and C7 letters. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1990 to Present 

C7 

Paper 

2 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Documents generated by, or that are unique to, 
an organization which has program and policy 
making responsibilities. 
Permanent. Close annually. Transfer to the 
NCRC 3 years after closing. {00elA-2) 

C7-3 

UNCLASSIFIED 



C71 

TRUSTED PRODUCTS 

AND 

NETWORK 

SECURITY 

EVALUATIONS 

FOR OFFICIAL USE ONLY 
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C71 

Trusted Products and Network Security Evaluations 

The Chief, C71, is responsible to the Chief of C7: as the source 
of interaction with the commercial computer industry and the 
execution of the Trusted Products Evaluation Program {TPEP) �  as 
teh source of security evaluation support to VS, the Office of 
Trusted Products; as an active participant in C7 efforts regarding
security criteria and standards, and the performance of security 
assessments; as an active participant in C7 efforts in advancement 
of security technologies and evaluation tools; in supporting field 
evaluations and research phase evaluations with information and 
expertise; and for maintaining the expertise and leadership needed 
for all of the above. 

Primary functions include: 

1. Performing the evaluations of the security level of 
.com12uter hardware and software Qroducts e:that have 
general utility._ This is accomplished in part by:
developing a technical understanding of these products
and determining the level of trust against the Trusted 
Computer Security Evaluation Criteria {TCSEC)u producing
the security evaluated products lists; providing
guidance on trusted product development via the Vendor 
Assistance Program; providing feedback to computer
vendors on the status and results of the evaluation on 
the vendors' products; providing evaluations and 
technical assistance on using commercially available 
computer security products to other members of the 
National Security Establishment {NSE)u preparing and 
managing contracts for technical support of commercial 
product evaluations; assisting in the transfer of newly
developed computer security technology to the computer
industry; providing market analysis of computer product
proposals to determine utility and potential in order to 
recommend acceptance or rejection for evaluation; 
determining user requirements for trusted products and 
heightening awareness of computer security issues. 

2. .Performing security evaluations of data and network 
,systems. intended to process and/or store classified 
information and/or unclassified, but sensitive national 
security related information. "Systems" include 
products, components, equipments, networks, and 

C:or,PtOEP (lifl/ils 
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aggregations of these items. This is accomplished in 
part by: developing a technical understanding of these 
systems, assisting with the specification of security
requirements, and determining compliance to these 
requirements and applicable standards; identifying
security deficiencies and estimating the degree of 
security assurance; assisting in correcting noted 
deficiencies; providing support to the INFOSEC Doctrine 
organization; providing input to endorsement, 
certification, and accreditation processes; providing
security guidance on C71 supported programs. 

3. Providing consultation and expertise to the Security
Guidance Division (C75) 

4. .Parti.Qi12.ating_ in research. applicable to the secure 
development, implementation, application, and evaluation 
of trusted products and secure network systems. 

5. Documenting.._ 12.ublishing.._ and di.§.seminatin_g (as
appropriate) trusted product and network system security 
evaluation and research results. 

6 .  Participating in the performance of security 
assessments, and recommending the approval and 
operational use of trusted products and secure network 
systems based upon satisfactory security evaluation. 



UNCLASSIFIED 

Software Evaluation Manuals 

This file consists of commercial software manuals and other docu­
mentation evaluated by C12 concerning computer security products. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

This file contains 

1983 to Present 

C71 

Paper 

60 cu. ft. 

UNCLASSIFIED (Proprietary Information) 

Transfer to NCRC when inactive. Destroy 3 
years thereaftero 

C71-1 

Evaluation File 

evaluation files from private industry main­
tained for product evaluations. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1985 to Present 

C71 

Paper 

150 cu. ft. 

UNCLASSIFIED 

Destroy upon 
evaluation. 

C71-2 

termination or completion of 

UNCLASSIFIED 



UNCLASSIFIED 

Product Evaluations Forum Subsystem Data Basee* 

This data base consists of evaluation forums maintained for dis­
cussion, record keeping, announcement, and related purposes for 
product evaluations. 

DATE SPAN: 1984 to Present 

LOCATION: C71 

STORAGE MEDIA: 3380 Disk 

HARDWARE: Honeywell {DOCKMASTER) 

SOFTWARE: Multics Forum Subsystem. 

VOLUME: UNAVAILABLE 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Delete or destroy data when no longer needed 
for operations. 

DISPOSITION NO.: C71-3 

Vendor File 

This file contains listings of vendors and products. 

DATE SPAN: 1987 to Present 

LOCATION: C71 

STORAGE MEDIA: Paper 

VOLUME: 4 cu. ft. 

CLASSIFICATION: UNCLASSIFIED {Proprietary Information) 

DISPOSITION: Destroy when superseded or obsolete. 

DISPOSITION NO.: C71-4 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

MITRE Support File 

This file contains copies of contracts and correspondence with the 
Mitre Corporation. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

19 82 to Present 

C7e1 

Paper 

SECRET 

Cut off annually. 
ter. 

C71-5 

Destroy five years thereaf­

*MINSTREL File 

This file contains documents, specifications, listings, concerning 
the development of electronic computer interfaces to transcribers 

1991)n Destroy when no longer needed for eval­

for speech signals. Reports are sent to the Technical Library. 

DATE SPAN: 19 82 to Present 

LOCATION: C71 

STORAGE MEDIAn Paper 

VOLUME: 12 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN 

DISPOSITION: Review after certification (scheduled for 

uations. 

DISPOSITION NO.: C71-6 

*Obsolete. No longer created  See 6/12/2014 email 

MPB 

UNCLASSIFIED 

mbayer
Cross-Out



C72 

TACTICAL, 

KEY MANAGMENT, 

AND 

NATO/FOREIGN 

SYSTEMS 

EVALUATIONS 

FOR OFFICIAL USE ONLY 



C72 

Tactical, Key Management, and NATO/Foreign Systems Evaluations 

The Chief, C72, is responsible to the Chief of C7: as the source 
of security evaluation support to the following information 
security product development organizations: V2, V7, VB, Sl, X4, 
and Yl; (labels may adjust pending ISSO reorganization) ;  as an 
active participant in C7 efforts regarding security criteria and 
standards and the performance of security assessments; as an 
active participant in C7 efforts in advancement of security
technologies and evaluation tools; in supporting field evaluations 
and research phase evaluations with information and expertise; and 
for maintaining expertise and leadership needed for all of the 
above. 

Primary functions include� 

1 .  

[ NSA25X6 ]- - - - - -

a. developing a technical understanding of these systems,
assisting with the identification of security require­
ments, and determining compliance to these require­
ments and applicable standards; 

b. identifying security deficiencies, and estimating the 
degree of security assurance; 

c. assisting in correcting noted deficiencies; 

d. providing support to the INFOSEC Doctrine Organiza­
tion; 

e. providing input to endorsement, certification and ac­
creditation processes; 

f. providing security guidance on C72 supported programs. 

2. Providing consultation and expertise to the Security
Guidance Division (C75) 



. .  

3. Partici.12.ating_ in resear�h applicable to_,1:h� secure de­
velopment, implementation, lication� aNd evaluation 
of Tactical, Key Management :e : ]and products3developed through the INFOS C DesTgn & .' Manufacturing
Center. 

4. pocumentin£L. 12.ublishin.fh and disseminat!ng (as appropri­
ate) system security evaluations and �esearch results. 

5. Participating in the performance o-f security assess­
ments, and recommending the approval�and o.e_erational use 
of Tactical, Key Management, [  J eand products
developed through the INFO SEC & Manufacturing Center, 
based upon satisfactory security evaluation. 

6. Estabiishing_ and maintaining_ technical liaiso� with all 
appropriate organizations both internal and external to 
ISSO/NSA. 

https://12.ublishin.fh
https://Partici.12


UNCLASSIFIED 

Research and Analysis File 

This file includes records documenting research and analysis ef­
forts in evaluation, assessment, and math techniques. Included are 
records documenting program management. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA:i:i 

VOLUME:i:i 

CLASSIFIeCATION: 

DISPOSITION: 

DISPOSITION NO.e: 

1960 to Present 

C7e2 

Paper 

40 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Permanent. Transfer to NCRC when no longer
needed for operations. 

C7e2 -l 

UNCLASSIFIED 



UNCLASSIFIED 

COMSEC Equipment File 

This file consists of correspondence and technical reports pertain­
ing to equipment descriptions, proposed equipment, modifications, 
procedural modifications of doctrine, and specifications. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.e: 

197e7 to Present 

C7e2 

Paper 

6 cu. ft. 

TOP SECRET 

Permanent. Transfer to 
needed for operations. 

C7e2-2  

NCRC when no longer 

UNCLASSIFIED 



UNCLASSWIED 

* ADPS Reports Control Case Folders 

This file consists of correspondence between consumers and NSA man­
agement. The correspondence relates to report requests, report
formats, number of copies, distribution, classification, and any 
other information pertaining to automated data processing systems 
case files. 

DATE SPAN: 197e7 to Present 

LOCATION: C7e2 

STORAGE MEDIA: Paper 

VOLUME: . 3 cu. ft. 

CLASSI FI CATION: SECRET NOFORN 

DISPOSITION: Destroy when no longer needed for operations 

DISPOSITION NO. n C7 2-3 

*C72  Personnel Files 

This file consists of folders for each member of the division and 
contain copies of personnel summaries, performance appraisals and 
other similar forms. 

DATE SPAN: indefinite 

LOCATION: C7e2 

STORAGE MEDIA: Paper 

VOLUME: 1 cu. ft. 

CLASSIeFIeCATION: TOP SECRET CODEWORD NOFORN 

DISPOSITION: Civilian Personnel File- Destroy 1 year after 
separation or transfer of employee. {GRS 1-18a) 

DI SPOSITION NO.: C72-4 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

* Chronological Correspondence Files 

This file contains copies of correspondence originated by C7 2 .  

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

July 1990 to Present 

C7e2 

Paper 

. 25  cu. ft. 

CODEWORD NOFORN 

Destroy when 3 years old or sooner if no longer
required for operations. (GRS 23-1) 

C7e2-5 

*Administrative Communications Files 

This file consists of copies of travel requests. It also consists 
of copies of clearance and special access requests for members of 
C7e2. 

DATE SPANI:1 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.en 

July 1990 to Present 

C7e2 

Paper 

. 2 cu. ft. 

SECRET 

Destroy when 3 years old or sooner if no longer
required for operations. (GRS 23-1) 

C7e2 -6 

UNCLASSIFIED 



UNCLASSIFIED 

*C721 Personnel Files 

This file consists of personnel files for branch members. 

DATE SPAN: 

LOCATION:o 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NOD: 

1989 to Present 

C721 

Paper 

. 5 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Civilian Personnel File- Destroy 1 year after 
separation or transfer of employee. 
(GRS 1-18a) 

C72-7 

UNCLASSIFIED 



UNCLASSIFIED 

*C7 2 2  Personnel Files 

This file contains personnel records for individuals in C7 22.  

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1989 to Present 

C7e2 2  

Paper 

. 7 5 cu. ft. 

TOP SECRET 

Civilian Personnel File- Destroy 
separation or transfer of 
{GRS 1-18a) 

C72-8 

*Project Information Files * 

1 year after 
employee. 

This file consists of information on all projects being evaluated 
for key management: EKMS, OTO, KMD/KP, SONS KMS, 
SKMM, FIRRS, Central Facility II and CIA projects: 
Crane. Also NGS II. 

NKDS, LRIP OTO, 
Cherrystem and 

DATE SPAN: 19 86  to Present 

LOCATION: C7e2 2  

STORAGE MEDIA: Paper 

VOLUME: 65 .:r25 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD 

DISPOSITION: A. OPI- Permanent. Close annually and transfer 
to the NCRC when no longer required for oper­
ations. 

B. All others- Destroy when program is com­
pleted, cancelled or becomes obsolete. {002) 

DISPOSITION NO.: C72-9 A and B 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out

mbayer
Cross-Out



UNCLASSIFIED 

* C7 2 3  Personnel Files 

This file consists of personnel records for C7e2 3. 

DATE SPAN: 

LOCATION: C7e2 3  

STORAGE MEDIA: Paper 

VOLUME: 2 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN 

DI SPOSITION: Civilian Personnel File- Destroy 1 year after 
separation or transfer of employee.
{GRS 1-18a) ·-._ 

DISPOSITION NO. : C7 2 -10 

DELETED: 18 NOV. 1991 

Cryptogeneration File * 
This file contains documents and listings of documents used in sup­
port of COMPUSEC activities taken from previous evaluations. This 
is essentially used as a reference file. 

DATE SPAN: 1971 to Present 

LOCATION: C7e2 

STORAGE MEDIA: Paper 

VOLUME: 2 0  cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN 

DISPOSITION: Destroy when no longer needed for operations. 

DISPOSITION NO. : C7e2 -11 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



C73 

SPACE, WEAPONS, 

TRANSEC SIGNALS 

AND 

STRATEGIC SYSTEMS 

SECURITY 

EVALUATIONS 

FOR OFFICIAL USE ONLY 



-@8HFt81lNEflitils• 

C73 

Space, weapons, TRANSEC/Signals and Strategic Systems
Security Evaluations 

The Chief, C73, is responsible to the Chief of C7: as the source 
of security evaluation support to the following information 
security product development organizations: V4, V6, ... (to be 
determined after ISSO reorganization) ;  as an active participant
in C7 efforts regarding security criteria and standards and the 
performance of security assessments; as an active participant in 
C7 efforts in advancement of security technologies and evaluation 
tools; in supporting field evaluations and research phase
evaluations with information and expertise; and for maintaining
the expertise and leadership needed for all of the above. 

Primary functions include: 

1. ,Per f ormins security evaluations. of space, weapons,
TRANSEC/ signals, and strategic systems. " Systems" in­
clude product components, equipments, networks, and ag­
gregations of these. This is accomplished, in part, by: 

a. developing a technical understanding of these systems,
assisting with the identification of security require­
ments, and determining compliance to these require­
ments and applicable standards; 

b. identifying security deficiencies, and estimating the 
degree of security assurance; 

c. assisting in correcting noted deficiencies; 

d. providing support to the INFOSEC Doctrine Organiza­
tion; 

e. providing input to endorsement, certification and ac­
creditation processes; 

f. providing security guidance on C73 supported programs. 

2. Providing consultation and expertise to the Security
Guidance Division (C75) 

3. )?artici�atins ine �search applicable to the secure de­
velopment, implementation, application, and evaluation 



@OUFI:8:BN'flstds 

relating to space, weapons, TRANSEC/signals, and strate­
gic systems. 

4. _Documenting_.._ .Qublishin.fL. and disseminating (as appropri­
ate) INFOSEC evaluations and research results. 

5. Participating in the performance of security assess­
ments, and recommending the approval and operational use 
of space, weapons, and strategic systems, based upon sat­
isfactory security evaluation. 

6. �stablishin_g_ and msin�ainin_g_ techni£al liaise� with all 
appropriate organizations both internal and external to 
ISSO/NSA. 

https://Qublishin.fL


UNCLASSIFIED 

Secure Communications Systems File 

This file includes data on the evaluation of the overall security
effectiveness of DoD communications systems, weapons systems, and 
specializeed defense systems. 

DATE SPAN:o. 

LOCATION:o 

STORAGE MEDIA:o. 

VOLUMEn. 

CLASSIFIeCATION:o. 

DISPOSITIONn. 

DISPOSITION NO.en 

DELETED:o. 

1 948 to Present 

C73 

Paper 

30 cu. ft. 

TOP SECRET NOFORN 

Permanent. Transfer to 
needed for operations. 

C73-1 

22 NOVEMBER 1991 

I 0 3 -/ 3  

NCRC when no longer 

UNCLASSIFIED 



Evaluation Documentation File 

This file contains NSA evaluation papers concerning logic, equip­
ment, and systems security for space, Command, Control, and Commu­
nications {C3)n voice and data systems applications. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

DELETEDo. 

1975 to Present 

C73 

Paper 

30 cu. ft. 

TOP SECRET NOFORN 

Permanent. Transfer to NCRC when no longer
needed for operations. 

C73-2 

22 NOVEMBER 1991 

COMSEC Analysis Reports File 

This file contains analytical studies of U.�. and allied communi­
cations. 

DATE SPAN: 1970 to Present 

LOCATION: C73 

STORAGE MEDIA: Paper 

VOLUME: 45 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN 

DISPOSITION: Permanent. Transfer to 
needed for operations. 

NCRC when no longer 

DISPOSITION NO.e: C73-3 

DELETEDo. 22 NOVEMBER 1991 

/ 0 3 - / 5 

FOR OFFICIAL USE ONLY 



UNCLASSIFIED 

Engineer'es Equipment Projeect/Case File 

This file contains data generated during the development, produc­
tion, and operational phases of equipment. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

DELETED:o. 

1976 to Present 

C73 

Paper 

12 cu. ft. 

TOP SECRET CODEWORD 

Permanent. Transfer 
needed for operations. 

C73-4 

22 NOVEMBER 1991 

/ o3- I & 

to NCRC when no longer 

UNCLASSIFIED 



UNCLASSIFIED 

Correspondence File 

This file contains incoming and outgoing letters, memoranda, re­
ports and other records reflecting computer security evaluation. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

DISPOSITION NO.n 

TRANSFERRED TO: 

1981 to Present 

C73 

Paper 

. 2 cu. ft . 

TOP SECRET CODEWORD NOFORN 

Close annually:c Destroy after 3 years or 
sooner if no longer required for operations. 
(GRS 23-1) 

C73-5 

Suspense Log Data Base 

C73-6 

C91-6 20 NOV. 1991 

UNCLASSIFIED 



UNCLASSIFIED 

Travel Data Base 

This data base contains information on the travel activities of C7 
employees. 

DATE SPAN:o. 

LOCATION:o. 

STORAGE MEDIA:o. 

HARDWAREn 

SOFTWARE:i:i 

VOLUME:i:i 

CLASSIFICATION:i:i 

DISPOSITION:o. 

DISPOSITION NO:c: 

DELETED:o. 

19 86  to Present 

C73 

Magnetic disk 

PC 

DB III 

1 floppy disk 

UNCLASSIFIED 

Destroy when 3 years old or sooner if no longer
required for operations. (GRS 23-1) 

C73-7 

22 NOVEMBER 1991 

*Personnel File 

This file contains personnel folders for each person in C73. 

DATE SPAN:o. 

LOCATION:o. 

STORAGE MEDIA:i:i 

VOLUME:i:i 

CLASSIFICATIONc. 

DISPOSITION:o. 

DISPOSITION NO.:o. 

C73 

Paper 

2 CUD ft. 

TOP SECRET CODEWORD 

Civilian Personnel File- Destroy 1 year after 
separation or transfer of employee:c 
(GRS 1-18a) 

C73-8 

UNCLASSIFIED 



UNCLASSIFIED 

C74 

IMPLEMENTATIONS 

SECURITY 

UNCLASSIFIED 



C74 

Implementations Security 

The Chief, C74, is responsible to the Chief of C7: as the source 
of CV {Cryptographic Verification)n SFA {Security Fault Analysis)n
and TECHSEC {Technical Security) evaluations; as a major
participant in C7 efforts in advancement of CV, SFA, and TECHSEC 
technologies and tools; in supporting CV, SFA, and TECHSEC 
sections of fielded evaluations, research phase evaluations, and 
standards with information and expertise; and for maintaining the 
expertise and leadership needed for all of the above. 

[ NSA25X6] 
Primary functions include� 

1 .  

2. Partici.Qation in CVL SFA,L and TECH SEC res_earch. applica­
ble to the secure development, implementation, applica­
tion and evaluation of systems. 

3. su12.12ortinge__1_he TEMPE�T Professional Certification Pro­
gram and the TemEest EndQrsement Programe� 

4. Documenting, publishing and disseminating {as appropri­
ate) CV, SFA, TECHSEC evaluations and research results. 

5. Providing justification for the CV, SFA, and TECHSEC pro­
gram budget items, and supporting C7 in preparing those 
items. 

6. Establishing and maintaining technical liaison with all 
appropriate CV, SFA, and TECHSEC organizations both in­
ternal and external to NSA/ISSO. 

7. Assisting the Chief, C, in providing NSA leadership and 
representation in various technical security forums. 



UNCLASSIFIED 

Daily Correspondence File 

This file contains copies of all correspondence arranged in chro­
nological order. 

DATE SPAN: 

LOCATION: 

STORAGE MEDI&!.: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

Oct .1990 to Present 

C74 

Paper 

1 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Close annually. Destroy aft er 3 years or soon­
er if no 
(GRS 2 3-1) 

longer required for operations. 

C74-l 

* 25 5 Proj ects File 

This file is the "historical record" of the COMPUSEC procurement 
responses to  Program Budget Syst em (PBS) I and III, and Systems
Acquisition Plans 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DI.SPOSIE:f ION: 

DISPOSITION NO.: 

DELETED:c 

(SAPs). 

1980 to Present 

C74 

Paper 

30 cu. ft . 

TOP SECRET CODEWORD NOFORN 

Permanent . Transfer to the NCRC at the end of 
the program cycle or when no longer required
for reference purposes. (002D la) 

C74 2 

18 NOV. 1991 

*Obsolete. No longer created. See 6/12/2014 email 

MPB 

UNCLASSIFIED 

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out

mbayer
Cross-Out



UNCLASSIFIED 

MINSTREL File 

DISPOSITION NO.� C74-3 

TRANSFERRED TOi:i. C71-6 21 OCT. 1991 

T Operating System (TOS) File 

DISPOSITION NO.n C74-4 

TRANSFERRED TOi:i. C91-5 21 OCT. 1991 

UNCLASSIFIED 



C 

C- '7'-! - 5  

UNCLASSIFIED 

OVERTAKE File * 

This file contains documents, specifications, and listings con­
cerning the design and development of standardized COMSEC products 
to secure classified and unclassified traffic . Reports are sent 
to the Technical Librarye. 

DATE SPAN:i:i 1985 to Present 

LOCATION:ci C74 

STORAGE MEDIA:i:i Paper 

VOLUME.c. 4 cu.  ft . 

CLASSIFICATION:i:i SECRET 

DISPOSITION: Destroy after two years or when no longer need­
ed for operations, whichever is later. 

DISPOSITION NO . :  C74 5 

DELETED:c 26 NOVEMBER 1991 

Cryptogeneration File 

DISPOSITION NO . :  C74-6 

TRANSFERRED TO.c. C72-11 21 OCT. 1991 

*Obsolete. No longer created. See 6/12/2014 email 

MPB 

0 V�NC'-1,e ;;· le, 

(e, �;}-+r1�u1s+!-er .?) 

UNCLASSIFIED 

C 

mbayer
Cross-Out



UNCLASSIFIED 

*SFA/TEMPEST/CV File 

This file contains Security Fault Analysis, Tempest, and Crypto­
logic Verification information concerning the impact of potential 
system security failures and confirmation of implemented designs. 

DATE SPAN: Oct 1990-Present 

LOCATION: C74 

STORAGE MEDIA: Paper 

VOLUME: 15 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN 

DISPOSITION: Retained locally. Destroy 
needed for operations. 

when no longer 

DISPOSITION NO.: C74-7 

*Implementation Evaluation Reports and Technical Notes File 

This file contains reports and notes concerning the implementation 
of systems. 

DATE SPAN: Oct 1990-Present 

LOCATION: C74 

STORAGE MEDIA: Paper 

VOLUME: 3 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN LACONIC NOCONTRACT 

DISPOSITION: Close annually. Transfer to the NCRC. Destroy 
after 5 years or sooner if no longer required
for operations. 

DISPOSITION NO.: C74-8 

UNCLASSIFIED 



UNCLASSIFIED 

*PDB TOOL File * 
This file is a Project Data Base of evaluations and status reports,
timelines, and equipment problems. 

DATE SPAN: Oct 1990-Present 

LOCATION: C74 

STORAGE MEDIA: Disk 

HARDWARE: SUN 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN LACONIC NOCONTRACT 

DISPOSITION: 

DISPOSITION NO.: 

Close annually. Delete or destroy 
longer required for operations. 

C74-9 

when no 

*Weekly Items File 

This file consists of the read file. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

Oct 1990-Present 

C74 

Disk/Floppy 

SUN/PC 

TOP SECRET CODEWORD NOFORN 

Close annually. Delete or destroy 
longer required for operations. 

C74-10 

when no 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

*Monthly Activity Report File 

This file contains the monthly activity reports for C74. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

Oct 1990-Present 

C74 

Paper 

1 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Close annually:c Destroy after 3 years or soon­
er if no longer required for operations. 

C74-1e1 

*Clearance File 

This file contains information for security on clearances for con­
tractors. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

Oct 1990-Present 

C74 

Paper 

1 cu. ft. 

TOP SECRET CODEWORD 

Close annually. Destroy when superseded or 
updated. 

C74-12  

UNCLASSIFIED 



UNCLASSIFIED 

C75 

SECURITY 

GUIDANCE 

UNCLASSIFIED 



0 O1',FIIHJl i'Fls-'115 

C75 

Security Guidance 

The Chief, C75, is responsible to the Chief of C7: as the source 
of security guidance support to information security product
development organizations and the Systems Engineering
Organizations (S9) ;  for developing and implementing an orderly and 
effcient process by which information systems may be developed
securely with maximum assurance; and for maintaining the expertise
and leadership needed for the above. 

Primary functions include: 

1. ,Providing scienLific secutlty ex12.errise and gu_;Ldance, 
during the development of systems supported by C7. 

2. ,Develo12.ing and im2lementing an orderly and efficient, 
£races� by which information systems may be securely de­
ployed with maximum assurance. 

3. Conducting andLor attending security architecture re­
view� to assist system developers in the design of ap­
propriately secured systems. 

4. DeY-elo12.ing reguirements for �utomated tools and expert 
systems to expedite and facilitate the development of se­
cure systems. 

5. Assi_sJ:.ing C71L ec:72L C73 in .E,roviding Functional Security
Re_guireffi.filltS s12.ecifications .(FSRSl for programs supported 
in those divisions; and providing tailored FSRS for all 
other programs. 

6. Resolving conflict� between system and security require­
ments and providing guidance and/or assistance in cor­
recting noted deficiencies. 

7. .Identifying system and cr,YE.tanalytic .E,roJ2Jems. requiring
comprehensive security evaluation. 

8. Maintaining a log or audit trail of security-related de­
cisions and trade-offs between system and security re­
quirements. 



UNCLASSIFIED 

Cryptosecurity Assessment File 

This file includes evaluation and analysis records generated by NSA 
analysts regarding cryptosecurity assessment. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1982 to Present 

C75 

Paper 

2 0 cu. ft. 

TOP SECRET NOFORN 

Permanent. Transfer to 
needed for operations. 

C75-1 

NCRC when no longer 

*Administrative Communications File 

This file contains copies of C75 centralized travel requests, cop­
ies of transmittals, National Cryptologic School Bulletins, notes 
for C Staff meetings, reports of award recipients, course nomina­
tions and training requirements, and memorandum. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

Aug. 1990 to Present 

C75 

Paper 

cu. ft. 

TOP SECRET CODEWORD NOFORN 

Destroy when 3 years old or when no longer re­
quired for operations. {GRS 23-1) 

C75-2 

UNCLASSIFIED 



UNCLASSIFIED 

*Personnel Information File 

This file contains personnel information on individuals in C75D 

DATE SPAN: 

LOCATION: 

STORAGE MEDIAI:l 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

Aug. 1990 to Present 

C75 

Paper 

cu. ft. 

UNCLASSIFIED 

Civilian Personnel File- Destroy 1 year after 
separation or transfer of employee. 
(GRS 1-18a) 

C75-3 

UNCLASSIFIED 



UNCLASSIFIED 

*C75 Memoranda File 

This file contains all correspondence that C75 has written: memo­
randums, M/R, and letters. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

Aug. 1990 to Present 

C75 

Paper 

cu. ft. 

TOP SECRET CODEWORD NOFORN 

Close annually. Destroy after 3 years or soon­
er if no longer required for operations. (GRS 
23-1) 

C75-4 

*Weekly Items of Interest File 

This file contains C6, C7, CB, and C9 weekly items of interest. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

Aug. 1990 to Present 

C75 

Paper 

cu. ft. 

TOP SECRET CODEWORD NOFORN 

Delete or destroy after 2 years. 

C75-5 

UNCLASSIFIED 



UNCLASSIFIED 

*Information File 

This file contains organizational phone lists and charts and in­
formation on rules and regulations. 

DATE SPAN: Aug. 1990 to Present 

LOCATION: C75 

STORAGE MEDIA: Paper 

VOLUME: cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN 

DIeSPOSITION: Delete or destroy after 3 years or sooner if 
no longer required for operations. (GRS 2 3-1) 

DISPOSITION NO.: C75-6 

*C  Technical Literature Award File 

This file contains memorandums about the C Technical Literature 
Award. 

DATE SPAN: Aug. 1990 to Present 

LOCATION: C75 

STORAGE MEDIA: Paper 

VOLUME: cu. ft. 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Destroy 2 years after approval or disapproval.
(GRS 1-12) 

DISPOSITION NO. : C75-7 

UNCLASSIFIED 



UNCLASSIFIED 

*Clearances File 

This file contains clearance certification requests. 

DATE SPAN: Aug. 1990 to Present 

LOCATION: C75 

STORAGE MEDIA: Paper 

VOLUME: cu. ft. 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Destroy 2 years after authorization expires. 
{GRS 18-6) 

DISPOSITION NO.: C75-8 

UNCLASSIFIED 



UNCLASSIFIED 

*Business Developmental Council File 

This file contains M/R (memorandums for the record) dealing with 
Business Development Council meetings. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

Aug. 1990 to Present 

C75 

Paper 

TOP SECRET CODEWORD VRK NOFORN 

Close annually. Destroy after 3 years or soon­
er if no longer required for operations.
(GRS 23-1) 

C75-9 

UNCLASSIFIED 



UNCLASSIFIED 

C76 

ADVANCED TECHNOLOGY 

AND 

FUTURE SYSTEM 

SECURITY 

GUIDANCE 

UNCLASSIFIED 



C76 

Advanced Technology and Future System Security Guidance 

The Chief of C76 is responsible to the Chief of C7: as the source 
of security guidance for information security products which 
contain advanced techniques or utilize futuristic technology which 
lacks the history upon which most security guidance is based; for 
the support of customers which include all development
organizations of such products; as the source of security guidance 
for advanced techniques used by the Office of Key Management (VB)�
and for maintaining the expertise and leadership needed for the 
above. 

Primary functions include: 

1. Development/discovery of the underlying scientific prin­
ciples upon which security guidance should be based. 

2. Generation of guidance for use by developers which is 
based on scientific principles and ana lysis. 

3. Promotion of advanced techniques which will improve the 
security of future ISSO products. 

4. Development/discovery of synergistic techniques which 
will improve the security of future ISSO products. 

5. Aiding development organizations in dealing with securi­
ty relevant aspects of design. 

6. Providing development organizations with both generic
and specialized development aids (keying material, test 
material, etc.)n. 

7. Participating in research applicable to advanced tech­
nology and future ISSO systems. 

FOR OFFICIAL USE ONLY 



UNCLASSIFIED 

*Administrative File 

This file contains copies of clearances, special access requests,
NCS courses, NCS bulletins, course withdrawals, external training,
travel requests, transmittals, and PR'ffi .  

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO. : 

Jan 1989 to Present 

C76 

Paper 

2 cu. ft. 

TOP SECRET NOFORN 

Close annually. Destroy after 3 years or soon­
er if no longer required for operations.
(GRS 2 3-1) 

C76-1 

*Personnel File 

This file contains personnel information on each C76 individual. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1989 to Present 

C76 

Paper 

1 cu. ft. 

TOP SECRET NOFORN 

Destroy 1 year after transfer or separation of 
employee. (GRS 1-18a) 

C76-2 

UNCLASSIFIED 



UNCLASSIFIED 

*Correspondence File 

This file contains copies of correspondence originated by C76. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

July 1987 to Present 

C76 

Paper 

1 cu. ft. 

TOP SECRET NOFORN 

Destroy when 3 years old or sooner if no longer
needed for operations. (GRS 23-1) 

C76-3 

**Technical Library File 

This file consists of a collection of manuals and memos. 

DATE SPAN: Feb 1959 to Present 

LOCATION: C7e6 

STORAGE MEDIA: Paper 

VOLUME: 100 cu. ft. 

CLASSIFICATION: TOP SECRET NOFORN 

DISPOSITION: A. OPI Produced or Unique Materials - Permanent. 
Relocate to the NCRC when no longer required for 
operations. 

B. All others Destroy when no longer required 
for operations. (002B) 

DISPOSITION NO.en C76-4 A and B 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out

mbayer
Cross-Out



UNCLASSIFIED 

Key Management Reference Material File 

This file consists of background and reference information pertain­
ing to key management and COMSEC equipment design. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1965 to Present 

C7e6 

Paper/Floppy Disks 

KIWI -VAX 8600 

KIWI -VMS OPERATING SYSTEM 

47 cu. ft. 

TOP SECRET CODEWORD, NOFORN, 

A. Hard Copy: Permanent. 
chives. 

VRK 

Retire to NSA Ar­

B. Electronic Copy: Destroy when no longer 
needed for reference purposes. 

C76-5 A and B 

PREVIOUSLY V81-1 A and B 920309 

UNCLASSIFIED 



C8 

INFOSEC 

STANDARDS, 

ASSESSMENTS, 

AND 

SYSTEM SERVICES 
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cs 
INFOSEC Standards, Assessments, and System Services 

The Chief, C8, is responsible to the Chief, C, for developing and 
maintaining technical standards and criteria to foster the 
production and evaluation of quality INFOSEC products and services; 
performing security risk assessments and developing risk 
methodologies, threat models and vulnerability databases; 
developing, operating and maintaining computer systems, services, 
networks and tools to support elements within C and the ISSO; and 
supporting C security evaluation efforts. 

Primary functions include: 

1. Developing , coordinating, publishing and maintaining
INFOSEC standards, criteria and guidelines to foster the 
production and evaluation of quality INFOSEC products
and services aimed at a broad range of customerso Spe­
cific examples include the "Rainbow Series" of computer
security publications, an INFOSEC Criteria (Gold Book)
that synthesizes the Functional Security Requirements
Specification (FSRS) and the Trusted Computer Systems
Evaluation Criteria (TCSEC)n cryptographic standards, 
related costing manuals, and technical security stan­
dardso 

2 .  Performing risk assessments on INFOSEC programs and 
products to support management decisions on acceptabil-
ity of INFOSEC productso 

3. Researching, developing, and implementing threat models 
and vulnerability databases in support of risk assess­
ments, evaluations, and other functions. 

4. Investigating new methodologies for performing security 
assessments, costing, and other missions within C8. 

5. Supporting C security evaluation efforts and participat­
ing in research and development in direct support of the 
C mission. 

6. Developing, operating, and maintaining computer systems, 
services, networks and tools to perform the primary func­
tions in paragraphs 1 to 5 above. This function includes 
operating the current DOCKMASTER System and managing the 
DOCKMASTER II acquisition. 
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UNCLASSIFIED 

Administrative File 

This file includes all correspondence generated and received by C8 
dealing with travel, training, security, personnel, and related 
mattersD 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME:o 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1986 to Present 

ca 

Paper 

20 cu. ft. 

SECRET 

A. Personnel file- Destroy 1 year after trans­
fer or separation of employee:r::i (GRS 1-18a)
(003-1) 

B. All others- Destroy when 3 years old or when 
no longer required for operations:r::i (GRS 23-1)
(001B) 

C8-1 A and B 

UNCLASSIFIED 



UNCLASSIFIED 

C81 

STANDARDS, 

CRITERIA, 

AND 

GUIDELINES 

UNCLASSIFIED 



C81 

Standards, Criteria and Guidelines 

The Chief of Standards, Criteria and Guidelines Division is 
responsible to the Chief of the Office of INFOSEC Standards, 
Assessments, and Systems Services for developing and maintaining
technical Information Systems Security {INFOSEC) criteria, 
interpretations, and guidelines for use within the Department of 
Defense and Intelligence Community. 

Primary functions include: 

1. Managing the development of cryptographic standards, 
technical security standards, and computer security
standards, and guidelines under the auspice of the IN­
FOSEC Technical Guidelines Program. 

2. Supporting the INFOSEC Evaluation Programs through the 
development and publication of INFOSEC technical guide­
lines in accordance with Trusted Computer System Evalu­
ation Criteria {TCSEC) and the Functional Security
Requirements Specifications {FSRS) for evaluators, ven­
dors, developers and users of trusted INFOSEC products. 

3. Developing and maintaining expertise in technical 
INFOSEC issues to promote the advancement of security
evaluation tools and trust technology. 

4. Creating an INFOSEC criteria that clearly delineates 
linkages between "type" vs "level-of-trust.e" This im­
plies an integration of the FSRS and TCSEC documents. 

5. Supporting field evaluations, developmental evaluations, 
and research phase evaluations with standards, criteria, 
assessments, and expertise. 

6. Developing and maintaining profiles needed to identify
the relationship between TCSEC levels-of-trust and spe­
cific threats. 

7. Maintaining an open dialogue with commercial and techni­
cal communities regarding Computer Security {COMPUSEC)
criteria and interpretations. Serve as the NSA single 
point of contact for the development of international 
COMPUSEC criteria. 
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8. Increasing systems security understanding through recom­
mendations on how to operate ADP systems securely in spe­
cific environments. 

9. Providing technical input to the development or revision 
of Department of Defense, Intelligence Community and 
Federal INFOSEC policies, directives and instructions. 
Providing technical and administrative support to INFOS­
EC committees and subcommittees. 

FOR OFFICIAL USE ONLY 



UNCLASSIFIED 

TNI Comments Data Base 

This data base is a forum for cataloging comments on the Trusted 
Network Interpretations Documento 

DBMS Guideline Forum Data Base 

DATE SPAN: Under Development 

LOCATION: C81 

STORAGE MEDIA: Hard Disk 

HARDWARE: DOCKMASTER 

VOLUME: UNAVAILABLE 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Delete data when 2 years old. 

DISPOSITION NO.en C81-1 

* 
This data base is a forum for discussions concerning Trusted Data 
Base Management Systems. 

DATE SPAN: Under Development 

LOCATION: C81 

STORAGE MEDIA: Hard Disk 

HARDWARE: DOCKMASTER 

VOLUME: UNAVAILABLE 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Delete data when 2 years old. 

DISPOSITION NO.: C81-2 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

Trusted UNIX Data Basee* 

This data base is a forum to catalog ideas, minutes, and agenda
items for the Trusted UNIX Project. 

DATE SPAN: Under Development 

LOCATION: C81 

STORAGE MEDIA: Hard Disk 

HARDWARE: DOCKMASTER 

VOLUME: UNAVAILABLE 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Delete data when 2 years old. 

DISPOSITION NO.n C81-3 

TNI Discussion Data Base * 
This data base is a forum for Trusted Network Interpretation Dis­
cussions. 

DATE SPAN: Under Development 

LOCATION: C81 

STORAGE MEDIA: Hard Disk 

HARDWARE: DOCKMASTER 

VOLUME: UNAVAILABLE 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Delete data when 2 years old. 

DISPOSITION NO.en C81-4 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out

mbayer
Cross-Out



UNCLASSIFIED 

* 

ria." 

DATA SPAN: Under Development 

LOCATION: C81 

STORAGE MEDIA: Hard Disk 

HARDWARE: DOCKMASTER 

VOLUME: UNAVAILABLE 

CLASSIFICATnON: UNCLASSIFIED 

DISPOSITION: Delete data when 2 years oldD 

DISPOSITION NO.n C81-5 

TNG Data Base 

TNI Interpretations Data Base 

This data base is a forum for cataloging interpretations for net­
works derived from the "Trusted Computer System Evaluation Crite­

This data base contains a master copy of the Trusted Network Guide­
line. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

Under Development 

C81 

Hard Disk 

DOCKMASTER 

UNAVAILABLE 

UNCLASSIFIED 

Master Data Base- Delete after retention peri­
od of hard copy media or when no longer needed 
for operations. { 004C-1) {GRS 2 0-3) 

C81-6 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

C82 

RISK ASSESSMENT 

AND 

THREAT MODELS 

UNCLASSIFIED 



C82 

Risk Assessment and Threat Models 

The Chief of the Risk Assessment and Threat Models Division is 
responsible to the Chief of the Office of INFOSEC Standards, 
Assessments, and System Services for the assessment of risk to 
exploitation of U .�. INFO SEC equipments and systems, and their 
applications; and for the establishment of threat models. The 
threat models must as accurately as possible reflect the current 
and future threat to U.�. INFOSEC equipments, systems, and 
techniques presented by other countries or organizations. The 
output of the risk assessment process is intended to be an aid to 
corporate level INFOSEC management who must determine which 
vulnerabilities and problems have to be countered and which can be 
considered "accepted risks.e" 

Primary functions include: 

1 .  Creating and maintaining models, which as accurately as 
possible reflect the current and future threat to the 
U.eS. by other countries or organizations, in the 
following threat areas: 

a. U.�. and NATO classified information which is or will 
be protected by U.S. Government INFO SEC equipments, 
systems, or techniques; 

b. U.�. unclassified national security-related
information which is or will be protected by U.�. 
Government INFOSEC equipments, systems or techniques; 

c. U.S. facilities which will or do use U.eS. Government 
INFOSEC equipments, systems or techniques; and 

d. National security-related actions, such as 
unauthorized missile launch, which are or will be 
protected by U.�. Government INFOSEC equipments, systems 
or techniques. 

2 .  Levying requirements and tasking on ISSO's threat 
analysis organization for the purpose of obtaining 
support for developing threat models. 

3 .  Developing and maintaining a methodology for a risk 
assessment process for the U.�. Government INFOSEC 
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equipments and systems which takes into account the 
threat model, known vulnerabilities, security evaluation 
standards, countermeasures, confidence and application
specific considerationso 

4. Developing and maintaining a methodology for a risk 
assessment process for the U.S. Government INFOSEC 
equipments, systems or techniques which takes into 
account the application specific threat model, known 
residual INFOSEC equipment and system vulnerabilities, 
site countermeasures and application specific
considerations such as the occurrence of ununsual 
events. 

5. Tasking internal and external organizations for data on 
a given equipment, system or facility as required for 
input to the risk assessment process. 

6. Validating the risk assessment process by addressing
selected equipments, systems and facilitieso 

7 .  Performing risk assessments of both U.S. INFOSEC 
equipments and systems, and u .� .  facilities using u.� .  

INFOSEC equipments and systems. 

8. Developing and maintaining a risk management system
which would include, but not be limited to, a 
vulnerability database, a database of U.S. INFOSEC 
equipments and systems with vulnerabilities and their 
corporate resolutions, and a database of U.S. facilities 
that use U.S. INFOSEC equipments and systems with 
vulnerabilities and their countermeasures. 

9. Preparing and presenting the annual Security Status of 
INFOSEC Equipments and Systems Report to the ISSO 
corporate management. 

10. Performing the necessary research risk analysis,
modeling and related areas in support of the mission. 

11. Developing or obtaining the automated tools that are 
necessary for developing and maintaining the threat 
models and the risk assessment process. 

12. Preparing technical reports and briefings to document 
the risk assessments and the threat models. 
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UNCLASSIFIED 

Technical Assessment File 

This file contains INFOSEC risk assessment reports and technical 
papers regarding information systems. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1986 to Present 

C82 

Paper 

1 cu. ft. per year 

TOP SECRET CODEWORD NOFORN 

Permanent. Transfer to NCRC when no longer
needed for operations. 

C82-1 

Administrative File 

This file contains general office administration records as well 
as a record of correspondence. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1986 to Present 

C82 

Paper 

1 cu. ft. per year 

SECRET 

Destroy when 3 years old 
quired for operations. 

C82-2 

or when no longer re­
( 001B) ( GRS 23-1) 

UNCLASSIFIED 



UNCLASSIFIED 

C83 

SYSTEM 

SERVICES 

UNCLASSIFIED 



C83 

System Services 

The Chief of the System Services Division is responsible to the 
Chief of the Office of INFOSEC Standards, Assessments, and System
Services for planning Airport Square ll's operational ADP 
requirements; developing and maintaining the NCSC's ADP support
activities and resources; establishing and operating NSA's 
DOCKMASTER computer center facility; establishing and supporting
local area networks (LANs) ;  developing and maintaining special ADP 
applications; developing and monitoring the FINPLAN Build for C8; 
and maintaining equipment inventory for Airport Square 11. 

Primary functions include: 

1 .  Acquiring, developing, and maintaining systems in 
support of C and the NCSC's management, project 
management, and information services functions. 

2. Acquiring, managing, and maintaining special computer
security applications using existing technology. 

3. Managing, operating, and maintaining the DOCKMASTER 
computer center. 

4. Planning, budgeting, and executing procurement RDT&E, 
and O& M budgets in support of C8 operations. 

5. Providing computer systems services (DOCKMASTER) to the 
U.S. Computer Security Community. 

6. Acquiring, managing, and maintaining software security
tools for use in C Group's computer security evaluations 
and research tasking. Coordinating with other 
evaluation and artificial intelligence efforts in 
government, and the private sector for purposes of 
information sharing and maintenance of technical 
proficiency. 

FOR OFFICIAL USE ONLY 



UNCLASSIFIED 

Graphics Library System Data Base 

This data base is used to store data pertaining to text and iden­
tification information on slides used for NCSC briefings. 

DATE SPAN : 1985 to Present 

LOCATION: C83 

STORAGE MEDIA: Hard Disk 

HARDWARE: Honeywell DPS {DOCKMASTER) 8/70 M 

SOFTWARE: MRDS {LINUS) 

VOLUME: 1,rfi00 logical records {300 per yr) 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Delete or destroy data when no longer needed 
for operations. 

DISPOSITION NO.n C83-1 

Mailing and Conference System {MACS) Data Base 

This data base is used to provide names for Center-wide mailings
of computer security related information and attendees to the Na­
tional Computer Security Conference. 

DATE SPAN: 1983 to Present 

LOCATION: C83 

STORAGE MEDIA: Hard Disk 

HARDWARE: Honeywell DPS 8/70 M {DOCKMASTER) 

SOFTWARE: MRDS {LINUS) 

VOLUME: l,� 0 0  logical records per yr. 

CLASSIFICATION: UNCLASSIFIED 

DISPOSITION: Delete or destroy data when no longer needed 
for operations. 

DISPOSITION NO.n C83-2 

UNCLASSIFIED 



UNCLASSIFIED 

Administrative File 

This file contains documentation relevant to operational manage­
ment of the organization, including all facets of personnel admin­
istration, project management, and budget matters required to ful­
fill assigned missions and functions. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION� 

DISPOSITION: 

DISPOSITION NO.n 

1985 to Present 

C83 

Paper 

10 cu. ft. 

TOP SECRET CODEWORD 

A. Personnel- Destroy 1 year after transfer or 
separation of employee. (003-1) (GRS 1-18a) 

B. Budget:
OPI- Permanent. Close annually. Trans fer to 
the NCRC when no longer required for opera­
tions. 

C. Budget:
All others- Close annually. Transfer to the 
NCRC. Destroy when 10 years old or sooner if 
no longer required for operations. (002D-2) 

C83-3 A, Bnand C 

UNCLASSIFIED 



UNCLASSIFIED 

Purchase Request File 

This file contains purchase requests for hardware, software, and 
maintenance materials associated with C operations. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.e: 

1985 to Present 

C83 

Paper/Disk 

9 cu. ft.dl disk pack 

SECRET 

Destroy when terminated or completed. 
( GRS 3-3c) 

C83-4 

UNCLASSIFIED 



UNCLASSIFIED 

Honeywell Multics Operational System Instructions File 

This file contains detailed documentation relevant to the use of 
the Honeywell system. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1983 to Present 

C83 

Paper 

24 cu. ft. 

UNCLASSIFIED 

Retain by OPI until no longer required for op­
erations. 

C83-5 

*Network Users Administrative File 

This file contains 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION?! 

DISPOSITION: 

DISPOSITION NO.n 

network users data. 

C834 

Paper/Disk 

XEROX 6085- DOCKMASTER 

VIEWPOINT 

10 cu. ft.n'l disk pack 

TOP SECRET CODEWORD 

A. Paper- Delete or destroy
when no longer required for 
23-1) 

after 3 years or 
operations. (GRS 

B. Disk- Delete or destroy when superseded or 
obsolete. 

C83-6 A and B 

UNCLASSIFIED 



C9 

INFOSEC 

FIELD 

EVALUATION 
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C9 

INFOSEC Field Evaluation 

The Chief, C9 is responsible to the Chief, C for evaluating fielded 
INFOSEC systems and networks, fielded INFOSEC products and 
equipment, secure facilities, and countermeasures, and for COMSEC 
monitoring. The Chief, C9 is also responsible for the development
of techniques and technology to support the evaluation and 
monitoring mission; for the preparation of the consolidated NSA 
Technical Security (TECHSEC) program; for development of technical 
security policy and plans; for supporting the development of 
technical security and field evaluation standards, guidelines and 
specifications; for management of technical security and technical 
countermeasures operations; and for providing NSA leadership,
representation and services to the technical security community. 

Primary functions include: 

1 .  Inspecting, testing, and evaluating secure 
communications and information processing products,
equipment, systems, networks, facilities, and 
countermeasures. 

2 • Performing COMSEC monitoring, signal analysis, and 
traffic analysis to identify telecommunications 
vulnerabilities. 

3. Planning, reviewing, and conducting technical security
and technical counterintelligence operations to search 
for, detect, and counter foreign technical exploitation
of secure communications, and information processing
products, equipment, systems, networks, and facilities. 

4. Developing techniques, technologies, and instrumentation 
for evaluation of secure communications and information 
processing products, equipment, systems, networks, 
facilities, and countermeasures. 

5. Providing design and countermeasures support for secure 
communications and information processing products,
equipment, systems, networks and facilities. 

6. Serving as the ISSO point of contact and center of 
expertise for technical security. 



fJl!E!IHJff 

7. Providing NSA leadership and representation in various 
technical security forums (including the NTISSC 
Community and the Intelligence Community)e- technical­
security advice, assistance and services to the 
Intelligence Community and to other U.S. and foreign 
government agencies and departments. 

8. Developing technical security policy and plans. 

9. Supporting the development of technical security and 
field evaluation standards, specifications, guidelines,
and assessments. 

10. Managing technical security and COMSEC monitoring and 
analysis planning, resources, tasking, reporting,
control measures, and coordination with NSA elements and 
U.�. Government departments and agencies. 

11. Managing the reevaluation program for fielded INFOSEC 
products and equipment. 



UN CLASS WIED 

* Tempest Advisory Group Subj ect Files 

This file contains records pertaining to the organization and func­
tion of the Tempest Advisory Group. Subjects include: historical 
documents, meeting minutes, incoming and outgoing correspondence, 
documents related to publication, transmittals, administration of 
the TAG, and predecessor files (CAP)� 

DATE SPAN: 1984 to Present 

LOCATION: C9 

STORAGE MEDIA: Paper/Disk/Slides 

VOLUME: 3 cu. ft. 

CLASSIFICATION: 

DISPOSITION: Delete or destroy when 
operations. 

no longer required for 

DISPOSITION NO.n C9-1 

UNCLASSIFIED 



UNCLASSIFIED 

Administrative File 

This file contains incoming and outgoing correspondence, reports,
viewgraphs, and copies of manuals relating to general office ad­
ministration. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO: 

1982 to Present 

C9 

Paper (data base under development) 

IBM 

M204 

22 cu. ft. 

TOP SECRET CODEWORD NOFORN 

Destroy when 3 years old or when no longer
needed for operations, whichever is sooner. 
(GRS 2 3-1) 

C9-2 

UNCLASSIFIED 



C903 

INFOSEC 

FIELD 

EVALUATION 

SENIOR TECHNICAL STAFF 
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C903 

INFOSEC Field Evaluation Senior Technical Staff 

The C90e technical staff is  responsible to the Chief, C9 for 
providing senior-level technical direction and guidance in all 
phases of evaluations of fielded INFOSEC systems and networks, 
fielded INFOSEC products and equipment, secure facilities and 
countermeasures; and in COMSEC monitoring. 

Primary functions include: 

1. Anticipating vulnerabilities of fielded INFOSEC systems
and networks, fielded INFO SEC products and equipment, 
secure facilities and countermeasures. 

2 .  Indentifying the need for and conducting research in the 
development of future fielded evaluation and COMSEC 
monitoring techniques and instrumentation. 

3 .  Supporting the development of evaluation standards to 
assess the security of fielded INFOSEC products,
equipment, systems and networks. 

4. Integrating the staff's cumulative technical expertise 
across the C9 senior technical staff and across the 
technical work centers within C9. 

5. Developing and encouraging individuals in the C9 
technical work force to expand their knowledge and 
interaction with other parts of c9  and elsewhere to 
create an integrated INFO SEC field evaluation 
capability. 

StBClt�'f I 



C91 

FIELDED 

INFOSEC SYSTEM 

AND 

NETWORK 

EVALUATION 

FOR OFFICIAL USE ONLY 
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C91 

Fielded INFOSEC System and Network Evaluation 

The Chief, C91, is responsible to the Chief, C9 for evaluating
fielded INFOSEC computers, networks, and systems; providing
technical INFOSEC evaluation support to operational system 
managers and system accreditors in the evaluation of fielded 
systems processing classified and/or sensitive information; and 
managing the inspection of equipment of out of U.�. control and 
equipment returned from the field. 

Primary functions include: 

1. Evaluation of fielded INFOSEC computers, networks, and 
systems. 

2. Providing guidance and/or assistance in correcting noted 
deficiencies in evaluated fielded INFOSEC systems. 

3 .  Making recommendations to the appropriate decision 
authorities regarding operational use of evaluated 
INFOSEC systems. 

4. Providing support for security risk assessments for 
fielded INFOSEC systems. 

5. Developing field evaluation techniques, technology,
procedures, and instrumentation. 

6. Supporting the development of evaluation standards to 
assess the security of fielded INFOSEC computers,
networks and systems. 

7. Assisting accreditors of evaluated systems by providing
evaluation results to configuration control boards to 
facilitate the reaccreditation and reevaluation program
for fielded INFOSEC systems. 

8. Assisting DOD in the development of its evaluation of 
fielded INFOSEC computers, networks and systems. 

9. Participating in j oint INFOSEC field evaluation efforts 
with appropriate Intelligence Community and NTISS 
Community members. 



iJ E1 fislllEif 

10. Evaluating fielded NATO and other foreign computers and 
networks. 

11. Managing the inspection of equipment out of U.S. control 
and equipment returned from the field. 

•SEfislll@ltl• 



UNCLASSIFIED 

Travel Data Base 

This data base is used to track TOY expenditures for C91. It is 
also used in compiling budgets each fiscal year. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITIONJ:l 

DISPOSITION NO.n 

1989 to Present 

C91 

Hard disk 

PC 

DB III 

10k bytes 

TOP SECRET 

Destroy when 3 years old or sooner if no longer
needed for operations. {GRS 23-1) 

C91-1 

*Reports File 

This file consists of project correspondence and reports concerning 
the INFOSEC evaluation of Fielded Systems and networks. Reports 
are sent to the Technical Library. 

DATE SPAN: 1983 to Present 

LOCATION: C91 

STORAGE MEDIA: Paper (Jb 
VOLUME?l .8 cu. ft. 

CLASSIFICATION: TOP SECRET NOFORN 

DISPOSITION:o Cut off annually. Destroy when 3 years old or 
sooner if no longer needed for operations. 
(GRS 23-1) 

DISPOSITION NO.: C91-2 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

BLACKER File * 

C This file consists of project correspondence and reports concerning 
the promotion of COMSEC for advanced data networks, both commercial 
and governmentale. Reports are sent to the Technical Librarye. 

DATE SPAN: 1 983 to Present 

LOCATIONe C 91 

STORAGE MEDIA: Paper 

VOLUME: . 8 cu . ft . 

CIASS IFICATIONe TOP SECRET NOFORN 

DISPOSITIONe Cut off annually . Destroy when 3 years old or 
sooner if no longer needed for operationse. 
(GRS 23 1) 

DISPOSITION NO.e C91 3 

DELETED:o. 26 NOVEMBER 1991 

0 

e1 I- ?> 
J$k;,-c.k. er-- t/ J e,. 

( C '? i,? -Hnn.s hr ?) 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

C 

mbayer
Cross-Out



UNCLASSIFIED 

Correspondence File 

This file contains incoming and outgoing correspondence and memo­
randa related to C9l's general office administration. 

DATE SPAN: 1989- Present 

LOCATION: C91 

STORAGE MEDIA: Paper, magnetic disk 

VOLUME: . 25 cu. ft. 

CLASSIFICATION: TOP SECRET NOFORN 

DISPOSITION: Destroy when 3 years old or sooner if no longer
needed for operations. (GRS 2 3-1) 

DISPOSITION NO: C91-4 

T Operating System (TOS) Filee* 

This file contains information concerning the COMPUSEC evaluation 
of the T Operating System. Reports are sent to the Technical Li­
braryD 

DATE SPAN: 1985 to Present 

LOCATION: C91 

STORAGE MEDIA: Paper 

VOLUME: 2 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD NOFORN 

DISPOSITION: Cut off annually.
thereafter. 

Destroy two years 

DISPOSITION NO.en C91-5 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



UNCLASSIFIED 

Suspense Log Data Base 

This data base is used to track the suspenses and to generate week­
ly reports on all active and overdue suspenses. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.e: 

1984 to Present 

C9e1 

Disk 

PC 

DB III 

TOP SECRET 

Destroy when 3 years old or sooner if no longer
required for operations� {GRS 23-1) 

C91-6 

UN CLASS WIED 



UNCLASSIFIED 

C92 

COMSEC 

MONITORING 

AND 

ANALYSIS 

UNCLASSIFIED 



C92 

COMSEC Monitoring and Analysis 

The Chief, C 92, is responsible for performing COMSEC monitoring,
signals and traffic analysis of U.�. Government telecommunications 
systems to identify vulnerabilities. 

Primary functions include: 

1. Developing and maintaining capabilities and resources to 
perform COMSEC monitoring and analysis of U .�. 
Government telecommunications systems from an adversary
exploitation standpoint. 

2. Monitoring U.S. Government telecommunications systems in 
support of NSA and external Department and Agency
requirements. 

3. Performing signals and traffic analysis and associated 
technical studies of U.S. Government telecommunications 
systems. 

4. Identifying and reporting vulnerabilities of U.S. 
Government telecommunications systems to organizations
which have the capability to remedy them. 

5. Evaluating the effectiveness of INFOSEC applications or 
systems against specific vulnerabilities. 

6. Managing NSA COMSEC monitoring and analysis resources, 
providing planning, tasking, reporting, control and 
coordination within NSA and U.eS. Government Departments
and Agencies. 

7. Developing techniques, technology and instrumentation to 
support COMSEC monitoring and analysis. 



UNCLASSIFIED 

Administrative File 

This file contains pertinent documentation relevant to the admin­
istrative management of the C92 organization, to include personnel
administration, training, procurement, security, travel, budget
and planning required to fulfill missions and functions. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO:c: 

1988-Present 

C92 

Paper/Diskettes 

XEROX STAR 

XEROX GA/VIEWPOINT 

7 cu:c ft. 

TOP SECRET CODEWORD 

A. Personnel Records: Destroy 1 year after 
separation or transfer of employee:c
{GRS 1-18a) 

B. Administrative Records: Destroy after 3 
years or when no longer needed for operations,
whichever is sooner:c 

C. Correspondence File: Cut off annually:r::i 
Destroy after 3 years:c 

C92-1 A, Bnand C 

UNCLASSIFIED 



UNCLASSIFIED 

Procurement Request File 

This file contains all procurement requests for equipment to sup­
port C92 COMSEC collection and analysis activities. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1987 to Present 

C92 

Paper/Floppy Disk 

PC-XT/XEROX STAR/MARMOSET PC-II 

PFS/VIEWPOINT/INGRES 

1 cu. ft.e/200 records (100  per year) 

SECRET 

Destroy upon termination or completion. 
{GRS 3-3) 

C92-2 

UNCLASSIFIED 



UNCLASSIFIED 

Signals File 

This file contains records pertaining to a variety of subjects in­
cluding adversary SIGINT targeting, COMSEC vulnerability assess­
ments, satellites, noncommunications signals, foreign signals, 
threats, jamming, and the Worldwide Airborne Command Post. 

DATE SPAN: 1980 to Present 

LOCATION: C92 

STORAGE MEDIA:i:i Paper/Microfiche (COMSEC vulnerability 
sessments MCN NSA-91-S-C92001) 

as­

VOLUME:i:i 2 cu. ft. 

CLASSIFICATION:o TOP SECRET CODEWORD, NOFORN 

DISPOSITION:o Permanent. Cut off annually. Transfer to NCRC 
when no longer required for operations. 

DISPOSITION NO.en C92-3 

UNCLASSIFIED 



Operations File 

This file contains records pertaining to COMSEC Operations includ­
ing station profiles, communications nets, systems, monitoring and 
analysis, and COMSEC procedures. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.e: 

1980 to Present 

C92 

Paper 

3 cu. ft. 

TOP SECRET CODEWORD, NOFORN 

Permanent. Transfer to NCRC when no longer re­
quired for operations. 

C92-4 

* 

DATE SPAN: 1980 to Present 

LOCATION: C923 

STORAGE MEDIA: Hard Disk 

HARDWARE: MARMOSET PC II 

SOFTWARE: MARMOSET - INGRES 

VOLUME: 1 million records 

CLASSIFICATION: SECRET CODEWORD, NOFORN 

DISPOSITION: Destroy when no longer needed for operations. 

DISPOSITION NO.n C92-5 

DELETED:o. 20 NOV. 1991 

Electromagnetic Compatibility Analysis Center (ECAC) File 

This file contains listings of U.:1£., DoD and civil government agen­
cies. Includes locations, equipments, organizational designators, 
and computer information. 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

FOR OFFICIAL USE ONLY 

mbayer
Cross-Out

mbayer
Cross-Out



UNCLASSIFIED 

SIGSEC Technical Analysis Report File * 
This file consists of frequencies and related technical character­
istics of signals monitored by C92 RCMC's. 

DATE SPAN: 1985 to Present 

LOCATION: C923 

STORAGE MEDIA: Magnetic Tape 

HARDWARE: MARMOSET PC II 

SOFTWARE: MARMOSET - INGRES 

VOLUME: 1 cu .rft. 

CLASSIFICATION: SECRETe, NOFORN 

DISPOSITION: Destroy
vised. 

when superseded, rescinded, or re­

DISPOSITION NO.: C92-6 

*Obsolete. No longer created. See 6/12/201 

email. MPB 

UNCLASSIFIED 

mbayer
Cross-Out



Adversary SIGINT Targeting Data Base 

This data base contains information on adversary SIGINT targeting
of U.!£. Communications. The data base includes information on fre­
quencies, dates and times, SIGINT platforms, report serials, and 
results of ECAC searches and direction finding. This data base 
contains information on projects ALLEGATOR, BLACKTAIL, GUNSHIP, 
TINDERBOX, and OUTBURST. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO. : 

1985 to Present 

C924 

Magnetic Tape/Paper 

MARMOSET, PCII 

UNIX 

3,r500 Records/2 cu. ft. 

SECRET CODEWORD, NOFORN 

Destroy when superseded, revised, rescinded, 
obsolete, or when no longer needed for opera­
tions. 

C92-7 

FOR OFFICIAL USE ONLY 



UNCLASSIFIED 

Assessment Data Base 

This data base contains technical results of COMSEC assessments 
conducted by C92. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1985 to Present 

C92 

Magnetic Tape 

MARMOSET, PCII 

UNIX, INGRES 

1 cu .rft. 

TOP SECRET, NOFORN 

Permanento Retained by OPI. 

C92-8 

Equipment Data Base 

This data base contains an inventory of C92 equipment. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

HARDWARE: 

SOFTWARE: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1983 to Present 

C92 

Magnetic Tape 

MARMOSET, PCII 

UNIX, INGRES 

2 cu .rft. 

UNCLASSIFIED 

Destroy when superseded, revised, rescinded, 
obsolete, or when no longer needed for opera­
tions. 

C92-9 

UNCLASSIFIED 



UNCLASSIFIED 

C93 

FACILITIES 

AND 

COUNTERMEASURES 

EVALUATION 

UNCLASSIFIED 



SUCH:Ulf 

C93 

Facilities and Countermeasures Evaluation 

To conduct technical security evaluations of NSA and U.S. 
Government systems and facilities. Develop and evaluate new 
facility countermeasures and conduct evaluations of the 
effectiveness of existing facility countermeasures. Evaluate the 
application of technical security countermeasures to facilities. 
Conduct field evaluations of LPI/LPD systems. Develop techniques
and tools which have specific applications to facility evaluation. 
Develop evaluation standards to judge the technical security of 
facilities. Provide technical security advice to various U.S. 
Government departments and agencies, NATO and other foreign 
governments. Manage the NSA TEMPEST security program. 

Primary functions include: 

1. Performing technical security evaluations of NSA and 
other U.S. Government facilities. 

2. Developing new and evaluating new and existing facility 
countermeasures for effectiveness against technical 
security attacks. 

3. Conducting field evaluations of LPI/LPD systems. 

4. Developing techniques, technology and instrumentation to 
support facility, countermeasures and LPI/LPD system
evaluation. 

5. Developing evaluation standards to assess the security
of facilities. Develop technical security procedures
and techniques for facilities (e.g.� incoming equipment
verification, TEMPEST installation requirements,
physical control measures, and shielding and isolation 
techniques) .  

6 .  Providing technical security facility guidance to U.S. 
Government departments and agencies, NATO and other 
foreign governments. 

7. Managing the NSA and NSA SCI contractor TEMPEST security 
program. 

i'EiGiUi'f 



Countermeasures Development File 

This file contains information reflecting the research, develop­
ment, design and fabrication of technical security countermea­
sures, tools , and techniques to protect U.�e. facilities. 

DATE SPAN: 1985 to Present 

LOCATION: C93 

STORAGE MEDIA: Paper 

VOLUME: 25 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD 

DISPOSITION: Permanent. Transfer to NCRC when no longer
needed for operations 

DISPOSITION NO: C93-1 

Technical Security Evaluation File 

This file contains all reports, correspondence, and background ma­
terials related to technical security facility evaluations per­
formed at NSA and U.�. facilities worldwide. 

DATE SPAN: 1985 to Present 

LOCATION: C93 

STORAGE MEDIA: Paper 

VOLUME: 25 cu. ft. 

CLASSIFICATION: TOP SECRET CODEWORD 

DISPOSITION: Permanent. Transfer to NCRC when no longer
needed for operations. 

DISPOSITION NO: C93-2 

FOR OFFICIAL USE ONLY 



Correspondence File 

This file contains incoming and outgoing letters, memoranda, re­
ports, messages, and related records reflecting technical security 
functions, programs, and planning. 

DATE SPAN: 1980 to Present 

LOCATION: C93 

STORAGE MEDIA:o Paper 

VOLUME:o 10 cu. ft. 

CLASSIFICATION:o TOP SECRET 

DISPOSITION: Cut off annually. Destroy 3 years thereafter. 
(00lA-3) (GRS 23-1) 

DISPOSITION NO: C93-3 

NSA/SCIF TEMPEST Program File 

This file contains documents relating to the National TEMPEST pol­
icy and the NSA TEMPEST Program. Included is material concerning
TEMPEST certification for NSA controlled Sensitive Compartment In­
formation Facilities (SCIFS)e. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA:o 

VOLUME:o 

CLASSIFICATION:o 

DISPOSITION:o 

DISPOSITION NO: 

1965 to Present 

C93 

Paper 

14 cu. ft. 

TOP SECRET 

A. Policy and Program Records:o Permanent. 
Transfer to NCRC when no longer needed for op­
eration. 

B. All Other Records:o Cut off annually. De- * 
stroy when five years old. 

C93-4 A and B 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

FOR OFFICIAL USE ONLY 

mbayer
Cross-Out



Security Data Base * 
This data base is used to track the security of NSA facilities and 
equipment worldwide. As a supplement to Technical Security Eval­
uation Files, it is used to track dates, names, phone numbers and 
related items pertaining to inspections. 

DATE SPAN: Under development 

LOCATION: C93 

STORAGE MEDIA: Hard disk 

HAR DWARE: IBM 37 0 {RAPPER) 

SOFTWARE: M204 

VOLUME: 

CLASSIFICATION: TOP SECRET CODEWORD 

DISPOSITION: Delete or destroy when no longer needed for op­
erations. 

DISPOSITION NO.: C93-5 

DELETED: 20 NOV. 1991 

*Obsolete. No longer created. See 6/12/2014 

email. MPB 

FOR OFFICIAL USE ONLY 

mbayer
Cross-Out



UNCLASSIFIED 

C94 

POLICY, 

PLANNING 

AND 

MANAGEMENT 

SUPPORT 

UNCLASSIFIED 



9�@1H31f 

C94 

Policy, Planning and Management Support 

The Chief of C94 is responsible to the Chief, C9  for technical 
security and fielded systems evaluation program planning, policy,
operations planning, foreign relations, classification guidelines,
U.ni. Government community and foreign liaison, resource 
management, administrative management, and operation of the 
National TEMPEST Information Center. 

Primary functions include� 

1. Planning the use of technical security and field 
evaluation resourceso 

2. Managing the execution of technical security and field 
evaluation funds. 

3. Preparing the consolidated NSA Technical Security
Program. 

4. Recommending technical security policies within NSA and 
the U .ni .  Government. 

5. Coordinating C 9 actions and developing C9  plans and 
policies regarding foreign governments. 

6. Planning and coordinating special technical security and 
countermeasures operations and effecting interagency
approval. 

7. Supporting the development of new and updating of 
existing technical security and field evaluation 
standards, guidelines, and specifications. 

8 .  Coordinating and supporting C9  leadership,
representation and participation in technical security
forums within NSA and the U .!£ . Government and with 
foreign governments. 

9. Supporting the operation of a national TEMPEST training 
program. 

10. Arranging training support to the technical security
community. 



11. Monitoring and reporting tecnical secdurity incidents. 

12. Maintaining databases in support of planning,
development, evaluation, reports, resources, and 
operations. 

13. Establishing controls on release of technical security
information; conducting classification reviews. 

14. Monitoring service contract and national laboratory
tasking and reporting. 

15. Operating the National TEMPEST Information Center. 

16. Managing all C9 personnel and administrative actions. 



UNCLASSIFIED 

Subject File 

This file includes incoming and outgoing correspondence, budget and 
contract information, point papers, foreign contacts, and back­
ground information pertaining to Technical Security Evaluations. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.n 

1982 to Present 

C94:d 

Paper 

3 cu. ft. 

TOP SECRET NOFORN 

Close annually. Destroy after 3 years or soon­
er if no longer required for operations.
(GRS 23-1) 

C94-l 

UNCLASSIFIED 



UNCLASSIFIED 

National TEMPEST Information Center Library 

This file contains TEMPEST documents related to standards, test 
plans and test reports for commercial and governmental cryptoequip­
ment. 

DATE SPAN:i:i 1 958 to Present 

LOCATION?! C941 

STORAGE MEDIA:i:i Paper, magnetic disk, magnetic tape,
photographs, microform 

slides, 

HARDWARE: Mainframe {HP 1000) 

SOFTWARE: Fortran 

VOLUME: 63.e5 cu. 
tapes) 

ft. {4 disks and 56 1600 bpi magnetic 

CLASSIFICATION: TOP SECRET NOFORN 

DISPOSITION: Permanent. Transfer to 
needed for operations. 

NCRC when no longer 

DISPOSITION NO: C94-2 

UNCLASSIFIED 



UNCLASSIFIED 

Administrative File 

This file contains records relating to the administrative manage­
ment of the organization in areas such as personnel administration, 
budget matters and security which are required to fulfill assigned
missions and functions. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.e: 

1 987 to Present 

C94 

Paper 

6 cu. ft. 

TOP SECRET CODEWORD, NOFORN, VRK 

A. Personnel Records: Destroy 1 year after 
separation or transfer of employee. {GRS l-
18a) 

B. Administrative Records: Retain for 3 years
and thereafter destroy. {GRS 2 3-1) 

C94-3A and B 

Threat File 

This file contains a history of known exploitation of information 
processing equipment/systems. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO. : 

1972  to Present 

C94 

Paper 

3 cu. ft. 

TOP SECRET CODEWORD, NOFORN, VRK 

Permanent. Trans fer to NCRC when no longer re­
quired for operations. 

C94-4 

UNCLASSIFIED 



UNCLASSIFIED 

Technical File 

This file contains programs and operational data. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

This file contains 
records. 

DATE SPAN: 

LOCATION: 

STORAGE MEDIA: 

VOLUME: 

CLASSIFICATION: 

DISPOSITION: 

DISPOSITION NO.: 

1987 to Present 

C94 

Paper 

6 cu. ft. 

TOP SECRET CODEWORD, NOFORN, VRK 

Permanent. Retain in office 5 years. Transfer 
to NCRC. 

C94-5 

Program/Project File 

individual analyst project/current operation 

1987 to Present 

C94 

Paper 

3 9 cu. ft. 

TOP SECRET CODEWORD, NOFORN, VRK 

Permanent. Transfer to NCRC when no longer re­
quired for operations. 

C94-6 

UNCLASSIFIED 
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Redact ions  h ave been made  to th i s  report p u rsuant to 5 U .S .C .  552 (b ) ( 3 )  with the 

correspond i ng  statute 50 USC § 3605 ( P revious ly  50 U .S .C .  402, not i ng N ati ona l  Secu rity Agency 

Act of 1959) , wh ich p rotects from d i sc losu re " informat ion perta i n i ng  to the fu nct ions  o r  

o rga n i zat ion of  NSA and  certa i n  i nfo rmat ion perta i n i ng to NSA emp loyees ." You wi l l  n eed to  

s ubm it a Freedom of  I nformat ion Act ( FO IA) req uest to the Office of  the Genera l  Cou nse l  fo r 

the  withhe l d  i nformat ion .  I nfo rmat ion on  how to fi l e  a FO IA may be found  here :  

http://www.a rch ives .gov/fo i a/ 

http://www.archives.gov/foia/



