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UNCLASSIFIED

S1
INFORMATION SYSTEMS
SECURITY ORGANIZATION
INTERNATIONAL RELATIONS

UNCLASSIFIED




C

UNCLASSIFIED

Correspondence File

This file contains various correspondence, transmittals, memoran-
da, as well as weekly activity reports, INFOSEC, SIGINT reports,
as well as word processing workiggipnd storage files.

DATE SPANe
LOCATIONe
STORAGE MEDIA:
HARDWAREe
SOFTWAREe
VOLUMEe
CLASSIFICATIONe

DISPOSITION:

N\
s0-25 7

DISPOSITION NO.:

DISCONTINUED:

l

1986 to Present O
b1
&
s1 ” _p

Disks/Paper/Xerox STAR 860

PC, BABY STAR

UNAVAILABLE

13 double-sided Disks/7 cu. fte
TOP SECRET CODEWORD, NOFORN

A. Paper Copy of General Correspondence File:
Permanente Retain in office 2 yearse Transfer
to NCRC when no longer required for opera-
tionse

B. Electronic Copy of General Correspondence
File: Delete or destroy when 2 years old.

C. Working File: Destroy when 2 years old.
D. Storage File: Destroy when 2 years old.
Sl_lA' B' C' and D

921020

UNCLASSIFIED



UNCLASSIFIED

Correspondence Log File

This file consists of logs for registered mail, transmittals for
signature actions, serial numbers and related logs.

DATE SPANe

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATIONe

DISPOSITION:

DISPOSITION NOe:

DISCONTINUEDe

UNAVAILABLE

= 0"
Paper '
1 cu. fte
SECRET
Destroy when no longer needed. (GRS 23-8)
S1-2

921020
Read File _;\,dﬁ;jL

This file consists of copies of letters, memoranda, notes, reports,

and related recordse

DATE SPAN:

LOCATION:

STCRAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

J/%jj;’

UNAVATLABLE 30
Sil

Paper

3 cu. ft.

TOP SECRET CODEWORD, NOFORN
Destroy when 2 years old.
S1-3

921020

UNCLASSIFIED



UNCLASSIFIED

Administrative and Personnel File

This file contains information on travel, facilities, training, se-

curity, personnel,

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWAREe

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

and COMET chrono files.

1984 to Present

S

Paper/Floppy Disks

RAPPER/IBM PC

M204/SYMPHONY

6 cu. fte/2 floppy disks/l hard disk
CONFIDENTIAL fjj—fg,ﬂo“ S
A. Personnel Recordse Destroy 1 year after

separation or transfer of employeee (GRS 1-
18a)

B. COMET File: Delete after 2 years.

C. Administrative Filese Destroy when 2 years
0ld. 3). 0%

921020

UNCLASSIFIED



UNCLASSIFIED

30 &

Equipment (COMSEC 4 and 5 Series) File

This file contains correspondence that covers all functions involv-
ing requirements, acquisition and procurement, production, opera-
tion and disposition of crypto-equipment and other anc1llary and
unique COMSEC equipment spare partse

DATE SPAN: - 1985 to Present

LOCATION: S

STORAGE MEDIA: Paper

VOLUMEe 3 cu. ft.

CLASSIFICATION: TOP SECRET

DISPOSITION: Permanente Transfer to NCRC when no longer re-

quired for operationse
DISPOSITION NOe: S1-5
COM and COMSEC 1, 2, and 3 File

This file contains correspondence and documents covering electron-
ic mail service, encryption devicesge fibre optics, telephone secu-
rity, classification, codes, computer security, key lists, and oth-
er security related matterse !

?

DATE SPANe 1985 to Present
'
LOCATIONe S
STORAGE MEDIA: Paper
VOLUMEe : 1 cu. ft.
CLASSIFICATION: SECRET
DISPOSITIONe Permanent. Transfer to NCRC when no longer re-

quired for operationse

DISPOSITION NO.: Sl-6

UNCLASSIFIED




UNCLASSIFIED

Civil Agencies (COMSEC 18) File

This file contains correspondence regarding COMSEC dealings with

Civil Agenciese
DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUMEe
CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.e

1985 to Present

. i
Paper

1/2 cu. ft.

TOP SECRET

Permanente Transfer to NCRC when no longer re-
quired for operationse

S1-

Industrial Security (COMSEC 15) File

This file contains correspondence relative to industrial security
(release of COMSEC information to and for use by contractorse)

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1985 to Present :5%Qf\b
sl |

Paper

1/2 cu. ft.

SECRET

Permanente Transfer to NCRC when no longer re-
quired for operationse

S1-8

UNCLASSIFIED



UNCLASSIFIED

COMSEC 20 and 30 Series File

This file contains correspondence which covers physical security,
transmission security, compromises, anti-jam, tempest, spread
spectrum, weapons systems, and satellite.

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATIONe

DISPOSITION:

DISPOSITION NOe:

1985 to Present ) q_,D\
s i
Paper

1 cue fte

TOP SECRET

Permanente Transfer to NCRC when no longer re-
quired for operationse

Si-9

COMSEC File

This file contains correspondence, messages, and policy data rel-
ative to assistance given to Allied or other friendly countriese
Also, material regarding foreign relations and international coor-
dination in communications security matters. (COMSEC 12, 10, 24,
32, USCSB and NTISSC)e

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITIONe

DISPOSITION NOee

1950 to Present ,:J.-O‘
?3!

Sl -

Paper

44 cu. ft.

TOP SECRET, WNOFORN

Permanente Transfer to NCRC when no longer re-
quired for operationse

S1-10

UNCLASSIFIED



UNCLASSIFIED

Military Communication-Electronics Board (MCEB) File

This file contains correspondence regarding agenda items, minutes,
directives, completion papers and U.S. positions relative to MCEB.

DATE SPAN: 1985 to Present
LOCATION: Sl
STORAGE MEDIA: Paper o [ O\
o
VOLUME : 12 cu. ft.
CLASSIFICATION: SECRET
DISPOSITION: Permanent. Transfer to NCRC when no longer re-

quired for operationse
DISPOSITION NOe: S1-11

Travel (TRA) File

~—

. This file contains material covering travel requests, planning mes- S
sages, and trip reportse

DATE SPAN: 1985 to Present 56} 0D

LOCATION: Sl

STORAGE MEDIA: Paper

VOLUME: 1/8 cu. ft.

CLASSIFICATION: TOP SECRET

DISPOSITION: Destroy when no longer needed for operationse
DISPOSITION NOe: S1-12

UNCLASSIFIED



UNCLASSIFIED

Training (TNG) File

This file contains records regarding the training program, require-
ments, and other pertinent information.

DATE SPAN: 1958 to Present

LOCATION: Sl b r ,CDI

STORAGE MEDIA: Paper j )J

VOLUME: 1/8 cu. ft.

CLASSIFICATION: SECRET

DISPOSITION: Destroy when no longer needed for operationse
DISPOSITION NO.: S1-13

Security File

This file contains material that deals with clearances, badges,
passes, and violations.

Jo-o

DATE SPAN: 1958 to Present i}

LOCATION: Sl

STORAGE MEDIA: Paper

VOLUME : 1/8 cu. ft.

CLASSIFICATION: CONFIDENTIAL

DISPOSITION: A. Clearance Status Files: Destroy when su-

perseded or obsolete. (GRS 18-23)

B. All Other Recordse Destroy when 2 years
old. (GRS 18-1)

1

DISPOSITION NO.: S1-14 A and B

UNCLASSIFIED



UNCLASSIFIED

Policy and Publication (POL/PUB) File

This file contains correspondence and documents {(manuals, direc-
tives, regulations, circulars and guidance statements) relating to
procedures, doctrine and policies.

DATE SPAN:
LOCATiON:
STORAGE MEDIA:
VOLUMEe
CLASSIFICATION:

DISPOSITIONe

DISPOSITION NO.:

olo

1985 to Present ‘%ng
Sl

Paper

6 cu. ft.

TOP SECRET

Permanente Transfer to NCRC when no longer re-
quired for operations.

S1-15

Personnel File

e

This file contains material that covers standards of condudbe._let=_..

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NOe:

'ﬂﬁggs of appreciation, @ssignments, occupational specialties and
emergency action planse

1985 to Present ——

sl

Paper

1/4 cu. ft.

CONFIDENTIAL

Destroy when superseded, revised, or obsolete.

S1-16

UNCLASSIFIED



UNCLASSIFIED

Office/Management (O/M) File

This file contains organization and management material dealing
with the establishment and disestablishment of activities, manage-
ment planning, vital records, committees, conferences, plans, and
paperwork managemente

DATE SPAN: 1985 to Present
LOCATION: si
- ol

STORAGE MEDIA: Paper o) g}g
VOLUME: 2 cu. fre )
CLASSIFICATION: CONFIDENTIAL
DISPOSITION: Destroy when no longer needed for operationse
DISPOSITION NO.: S1-17

INF File

This file contains Freedom of Information materialse

DATE SPAN: 1985 to Present
s o £~,-m

LOCATION: s1 A3 Spedidt
i

STORAGE MEDIA: Paper -

VOLUMEe 1/8 cu. ft.

CLASSIFICATION: TOP SECRET

DISPOSITION: Destroy when no longer needed for operationse

DISPOSITICN NO.e S1-18

chmss:nzn




UNCLASSIFIED

S11
INTERNATIONAL RELATIONS

UNCLASSIFIED



UNCLASSIFIED

Equipment (COMSEC 4 and 5 Series) File

DISPOSITION NO.: S11-1
TRANSFERRED TOe s1-5 921020

COM and COMSEC 1, 2, and 3 File
DISPOSITION NO.: S11-2
TRANSFERRED TOe S1-6 921020

Civil Agencies (COMSEC 18) File
DISPOSITION NO.: S11-3
TRANSFERRED TOe s1-7 921020

Industrial Security (COMSEC 15) File

DISPOSITION NO.: S11-4
TRANSFERRED TOe s1-8 921020

COMSEC 20 and 30 Series File

DISPOSITION NO.: S11-5

TRANSFERRED TOe s1-9 921020
COMSEC File

DISPOSITION NO.: S11-6

TRANSFERRED TOe s1-10 921020

Military Communication-Electronics Board (MCEB) File
DISPOSITION NO.: S11-7
TRANSFERRED TOe s1-11 921020
Travel (TRA) File
DISPOSITION NO.: S11-8

TRANSFERRED TOe sl-12 921020

UNCLASSIFIED



UNCLASSIFIED

Training {(TNG) File

DISPOSITION NO.: S11-9
TRANSFERRED TO: s1-13 921020

Security File
DISPOSITICN NO.: S11-10A and B
TRANSFERRED TO: s1-14 921020

Policy and Publication {(POL/PUB) File

DISPOSITION NO.: S11=11
TRANSFERRED TO: s1-15 921020

Personnel File
DISPOSITICON NO.: S11-12
TRANSFERRED TO: S1-16 921020

Office/Management (0O/M) File

DISPOSITION NO.: S11-13
TRANSFERRED TO: s1-17 921020

S11 INF File
DISPOSITION NO.: S11-14

TRANSFERRED TO: s1-18 921020

UNCLASSIFIED



UNCLASSIFIED

S12
FOREIGN MILITARY SALES

UNCLASSIFIED




O

UNCLASSIFIED

813
POLICY AND DOCTRINE

UNCLASSIFIED



UNCLASSIFIED

S13 Portfolio File

This file contains MOAs, MOUSs, FMSs, policy documents used by S041 secretary in
the preparation of correspondence.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
HARDWARE:
SOFTWARE:
VOLUME:
CLASSIFICATION:
DISPOSITION:
DISPOSITION NO.:

UNAVAILABLE

S133 ?

Mainframe

PC | ) 3
M204 i, = B
UNAVAILABLE

TOP SECRET

Delete or destroy when superseded or obsolete.
S13-1

Memoranda of Understanding File

This file contains record copies of memoranda of understanding between NSA and
other governmental agencies/contractors.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DSPOSITION:
DISPOSITION NO.:

UNAVAILABLE il
S133 Jul-

Paper

2 cu.ft.

UNCLASSIFIED

Permanent. Retire to NSA Archives.

S13-2

UNCLASSIFIED




UNCLASSIFIED

Legislative Background File

This file contains background information concerning legislation impacting on

INFOSEC issues.

DATE SPAN: UNAVAILABLE

LOCATION: S133

STORAGE MEDIA:  Paper 7
VOLUME: 2 cu. ft.

CLASSIFICATION: UNCLASSIFIED

DISPOSITION: Permanent. Retire to NSA Archives.
DISPOSITION NO.: S13-3

Policy Working File

This file consists of staff officer working records containing background and
coordination information.

DATESPAN: UNAVAILARLE =~ 5O/ - ¢ 3
LOCATION: S133

STORAGE MEDIA: Paper

VOLUME: 8 cu. ft.

CLASSIFICATION: TOP SECRET, VRK

DISPOSITION: Destroy when no longer needed for operations.
DISPOSITION NO.: S134

UNCLASSIFIED



UNCLASSIFIED

Unclassified and Classified Policy File

This file consists of copies of INFOSEC policy directives, regulations, circulars and
policy guidancestatements, as well asnational and Agency policy documents.

DATE SPAN: UNAVAILABLE
LOCATION: S133 _)> el o Q/
STORAGE MEDIA: Paper
VOLUME: 12 cu. ft.
CLASSIFICATION: TOPSECRET
DISPOSITION: Destroy when superseded, rescinded, or obsolete.
DISPOSITION NO.: S13-5
Administrative File

This filecontainsincoming and outgoing messages and correspondence, travel orders
management reports, training and transmittal forms, visit reguggts, and pemonnei
documents. .

DATE SPAN: 1985 to Present | /

LOCATION: S13 292-03

STORAGE MEDIA: Paper

VOLUME: 6 cu. ft.

CLASSIFICATION: TOPSECRET,SNOFORN

DISPOSITION: A. Personnel Records: Destroy 1 year after separation or
transfer of employee. (GRS l-lga)

B. All Other Records: Destroy when 5 years old or sooner
if no longer needed for operations.

DISPOSITION NO.: S13-6A@andB

UNCLASSIFIED



UNCLASSIFIED

Record Subject File

This file contains outgoing/incoming doctrine.

DATE SPAN: 1970t o Present
LOCATION: S13 '_Cj
STORAGE MEDIA: Paper
VOLUME: 10 cu. ft.
CLASSIFICATION: TOPSECRET, NOFORN
DISPOSITION: Permanent. Retire to NSA Archives.
DISPOSITION NO.: S13-7
DataFile
This file contains operational subject data. 0
DATE SPAN: 1970 to Present
LOCATION: S13
STORAGE MEDIA: Floppy Disk
HARDWARE: HPW
SOFTWARE: IBMWRITE
VOLUME: 2 5”disks
CLASSIFICATION: TOPSECRET,&NOFORN
DIPOSITION: Destroy when longer required for operational purposes.
DISPOSITION NO.: S13-8

UNCLASSIFIED



UNCLASSIFIED

Operational Subject File

This file contains working records regardingCOMSEC doctrine.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DKPOSITION:
DISPOSITION NO.:

1970 to Present 54/ — 63

S13

Paper

2 cu. ft.

TOP SECRET,NOFORN

Destroy when nolonger required for operational purposes.

S13-9

Historical File

This file contains the source of information far briefings and existing COMSEC

doctrine.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1979 to Present

513 - ey 030

—

Paper

6 cu. ft.

TOP SECRET CODEWORD
Permanent. Retire to NSA Archives.
S13-10

UNCLASSIFIED




UNCLASSIFIED

Operational Data Base

This is a PC data base which contains gperational doctrine, management reports,
project status and tracking information and associated correspondence.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
HARDWARE:
SOFTWARE:
VOLUME:
CLASSIFICATION:
DISPOSITION:
DISPOSITION NO.:

1987 to Present

S13CS

PC Diskettes

PC 9

Data Base III v

50 5” diskettes

TOP SECRET

Destroy when no longer required for operational purposes.

S13-11

Operational File

This file contains copies of operational doctrine, system acquisition plans, project
status reports and reference material.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DISPOSITION:
DISPOSITION NO.:

1987 to Present

S13CS o

Paper /5\0‘ i

2 cu.ft.

TOPSECRETLCODEWORD,sNOFORN

Destroy whennolongerrequired for operational purposes.

S13-12

UNCLASSIFIED




UNCLASSIFIED

Historical File

This file contains source records for existing COMSEC system doctrine.

DATE SPAN: 1952 to Present

LOCATION: S131 _//j
STORAGE MEDIA: Paper Q/
VOLUME: 4 cu. ft.

CLASSIFICATION: TOP SECRET

DISPOSITION: Permanent. Retire to NSA Archives.
DISPOSITION NO.: S13-13

Working File (Electronic)

_ - ~This working file is used to develop COMSEC systems doctrine and related

correspondence.
O DATE SPAN: 1985 to Present 3
LOCATION: 8131 ot g
STORAGE MEDIA: Disk 4 | 3”1 0 ?)_ v
HARDWARE: HPW \ s
SOFTWARE: IBMWRITE
VOLUME: 12 disks (to existing 50 disks)
CLASSIFICATION: TOP SECRET
DISPOSITION: Destroy when no longerrequired for operational purposes.
DISPOSITION NO.: S13-14

UNCLASSIFIED



UNCLASSIFIED

Working File

This file contains working records used in the development of COMSEC systems

doctrine.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:

CLASSIFICATION:

DRPOSITION:

DRPOSITION NO.:

1952 to Present

8131 -7 [ o O%
“f )

Paper s

2cu. ft.

TOP SECRET,&NOFORN

A. COMSEC Doctrine Source Records: Permanent.
Transfer to Historical File.

B. All Other Records: Destroy when no longer needed for
operations.

S13-15A and B

[

2 .
Doctrine Data Base _* ’

This is a mainframe data base for tracking milestones in COMSEC systems
development and for charting development of doctrine for these systems.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

HARDWARE:
SOFTWARE:
VOLUME:

CLASSIFICATION:

DRPOSITION:

DRPOSITION NO.:

1987 to Present

S131

UNAVAILABLE

RAPPER

M204

400 entries(to existing 120 records)

SECRET

Delete or destroy when no longer needed for operations.

S13-16

UNCLASSIFIED



This file contains §

handling, safeguar
DATE SPAN:
LOCATION:

STORAGE MEDIA:

HARDWARE:
SOFTWARE:
VOLUME:

CLASSIFICATION:

DRPOSITION:

DEPOSITION NO.:

This file con%ains incomi

UNCLASSIFIED

General Doctrine File

-uidelines, approvals, waivers and policy concerning the use,
ing and destruction of COMSEC material.

1983 to Present
S132
Paper-/Data Base
RAPPER
TSO, NTISSI 4004 Z
22cu. ft./
SECRET CODEWORD
A. Hardcopy Guidelines and Policy Records: Permanent.
Retire to NSA Archives.
B. All Other Hardcopy: Destroy when no longerneeded for
operations.
. Electronic: Delete or destroy when no longerneeded for
operations.

S13-17A,BandC
Administrative File

outgoing messages and correspondence, travel orders,

management reports, trainmg and transmittal forms, visit requests and personnel

summaries.
DATESPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1985 to Present f
o 0

S132 40

Paper

10 cu. ft.

SECRET CODEWORD

A. Personnel Records: Destroy 1 year after separation or
transfer of employee. (GRS 1-18a)
B. All Other Records: Destroy when 5 years old or sooner
ifno longer needed for operations.

S13-18AandB

UNCLASSIFIED



UNCLASSIFIED

Off-Shore Procurement File *

DISPOSITION: = Destroywhen5yearsold,
DISPOSITION NQ.;:  S13 19

Equipment and Systems File

This file contains specific COMSEC implementation procedures related to equipment
and systems in the form of messages, correspondence, and published documents.

DATE SPAN: 1983 to Present

LOCATION: $132 310" 8
STORAGE MEDIA: Paper

VOLUME: 7.5cu.ft.

CLASSIFICATION: SECRET

DISPOSITION: Destroy when 5 yearsold.

DISPOSITION NO.: S13-20

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCLASSIFIED



mbayer
Cross-Out

https://7.5cu.ft

UNCLASSIFIED

Reference Material File

This file contains published documents by various government departments
agencies, and organizations which relate to regulations pertaining to INFOSEC

doctrine.
DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSTTION:

DISPOSITION NO.:

UNAVAILABLE

S132

Paper

22.5 cu. ft.

SECRET CODEWORD

Destroy when superseded, obsolete, or no longer of
reference value.

S13-21

UNCLASSIFIED




UNCLASSIFIED

814

NATIONAL TELECOMMUNICATIONS AND INFORMATION
SYSTEMS SECURITY COMMITTEE (NTISSC)

UNCLASSIFIED




UNCLASSIFIED

SAISS Administrative File

This file contains information on personnel actions, purchase requests, forms, and

related records.

DATE SPAN: 1984 to Present

LOCATION: NTISSC Secretariat

STORAGE MEDIA: Paper/Vugraphs . C//} ﬁ F\crf N
VOLUME: 9 cu. ft. {6 Jﬁ/ = 6 les
CLASSIFICATION: SECRET

DISPOSITION: A. Personnel Records: Destroy 1 year after separation or

transfer of employee. (GRS 1-18a)

B. Administrative Files: Destroywhen5 yearsold.

DISPOSITION NO.: NTISSC-1Aand B

DISPQSITION NOQ.: NTISSC 2

(_' ; *@bsolete. No longer created. See 6/12/201
- email. MPB

UNCLASSIFIED



mbayer
Cross-Out

mbayer
Cross-Out


UNCLASSIFIED

SAISS Working Groups File

This file contains an accounting of all the working groups of the SAISS, including
project descriptions, taskings, drafts, working group representative comments, and

disposition of issuances.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICA.TION:

DISPOSITION:

DISPOSITION NO.:

1984 toPresent

NTISSC Secretariat "y £ Jor M
At R

Paper Lot W\

6 cu.ft.

UNAVAILABRLE

Permanent. Retain in office 5 years. Retire to NSA
Archives.

NTRSC-3

SAISS Speeches File

This file contains copies of speeches given at NTISSC, SAISS, AND STS meetings, as
well as computer security conferences and training courses.

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1984 to Present

3 - ‘ 5
NTISC Secretariat 3 oé
Paper/Vugraphs
3 cu. ft.
SECRET

Permanent. Retain in office 5 years. Retire to NSA
Archives.

NTISSC4

UNCLASSIFIED



UNCLASSIFIED

SAISS Directives File

This file contains copies of directives promulgated by agencies represented on the

SAISS.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DRPOSITION:

DISPOSITIONNO.:

i

1984 toPresent

NTISSC Secretariat e
Paper

6 cu. ft.

UNCLASSIFIED

Permanent. Retain in office 5 years. Retire to NSA
Archives.

NTISSC-5

STS Minutes File

This file contains an accounting of all meetings of the Subcommittee on
Telecommunications Security.

DATE SPAN:
LOCATION: )
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DRPOSITION:

DISPOSITION NO.:

1984 to Present
NTBSC Secretariat
Paper

3 cu. ft.

SECRET

Permanent. Retire to NSA Archives.

NTESC-6

UNCLASSIFIED




UNCLASSIFIED

STS Issues File

This file contains information on NTIS8C issuances that were either drafted or
reviewed by representatives of the STS.

DATE SPAN;

LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DBPOSITION:

DBPOSITION NO.:

1984 toPresent
NTISSC Secreteriat
Paper

3 cu. ft.

SECRET

Permanent. Retire to NSA Archives when no longer
needed for operations.

NTRSCa-7

Policy File

This file contains information pertaining to all existing national-level policies,
including taskings, drafts, committee vote sheets, committee representative
comments, and original signature papers.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DPOSITION:

DISPOSITION NO.:

1981 toPresent

NTISSC Secretariat

Paper

9 cu. ft.

SECRET

Permanent. Retire to NSA Archives.

NTISSC-8

UNCLASSIFIED




UNCLASSIFIED

Assessments File

This file contains annual assessments of the status of Communications Security,
telecommunications, and automated information systems security within the United
States Government, developed by the USCSB, NUSC, and NTISSC.

DATE SPAN: 1970 to Present

LOCATION: NTISSC Secretariat

STORAGE MEDIA: Paper

VOLUME: 12 cu ft.

CLASSIFICATION: TOP SECRET

DISPOSITION: Permanent. Retire to NSA Archives.
DISPOSITION NO.: NTISSC-9
COMSECHile

This file contains information on promulgated, drafter, and proposed
NACSIs/NACSEMs/MACSIMs/NTISSIs and NTISSAMs, including drafts,
committee representative comments, memoranda, distribution requirements, and
original signed issuances.

DATE SPAN: 1970 to Present

LOCATION: NTISSIC Secretariat

STORAGE MEDIA: Paper

VOLUME: 15 cu. ft.

CLASSIFICATION: TOPSECRET

DISPOSITION: Permanent. Retire to NSA Archives.

DISPOSITION NO.: NTISSC-18

UNCLASSIFIED




UNCLASSIFIED

NTISSC Administrative File

This file includes purchase requests, equipment inventories, distribution
requirements, decrease data, extra copiesofcorrespondence, and related records.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1970 to Present
NTISSC Secretariat
Paper

66eu. ft.
CONFIDENTIAL

A. Personnel Records: Destroy 1 year after separation or
transfer or employee. (GRS 1-18a)

B. All Other Records: Destroy when 5 years old.

NTISSC-11Aand B

NTISSC Meeting Minutes File

This file contains minutes of all NTISSC meetings as well as several meetings of the
National Communications Security Committee (predecessor to NTIBSC).

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1981 to Present

NTISSC Secretariat

Paper

6 cu. ft.

TOP SECRET

Permanent. Retire to NSA Archives.

NTISSC-12

UNCLASSIFIED




O

UNCLASSIFIED

Read File

This file contains one copy of all NTISSC issued correspondence.

DATEASPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DISPOSITION:
DISPOSITION NO.:

1984 to Present

NTIRSC Secretariat

Paper

3 cu. ft.

TOPSECRET

Permanent. Cut off annually. Retire to NSA Archives.
NTISSC-13

Country File

This file contains information on each country to which COMSEC equipment was
released, including equipment type, quantity, terms of release, and related data.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DISPOSITION:

DBPOSITION NO.:

1952 to Present

NTISSC Secretariat

Paper

9 cu. ft.

TOPSECRET

Permanent. Retire to NSA Archives.
NTISSC-14

UNCLASSIFIED



UNCLASSIFIED

S2
NATIONAL COMSEC ASSESSMENT CENTER

UNCLASSIFIED



C

S2

NATIONAL INFORMATION SECURITY ASSESSMENT CENTER

The Chief, S2, National Information Security Assessment Center (NISAC), is
{Jesgonsible to the DDI, for assessing, on & continuous basis, the security posture of

telecommunications and information systems which combine

telecommunications and computers.

Primary functions include:

1.

In order to perform definitive asgegsments of the national security posture
develop and maintain a comprehensive and all-sourcedata base of threat and
vulnerability information.

Erepare and regularly update information security (INFOSEC) assessments
y:

a. Identifying, analyzing, and evaluating vulnerabilities of U.S.
telecommunications systems and information systems which combine
telecommunications and computers.

b. Identifying, analyzing, and evaluating threats to the security of all
telecommunications and combined systems.

¢. Determining the value, to an adversary, of the information carried on U.S.
telecommunications and combined systems.

d Hel{:ing to establish Jnriorities for corrective actions, identifying and
analyzin g INFOSEC deficiencies and ranking them according to their
adverse efliects on the national INFOSEC posture.

Examine, correlate, and evaluate the patterns of activity of sensitive U.S.
Government and related industrial organizations which tend to reveal
sensitive information to adversaries.

Perform field surwé%s COMSEC monitoring, and signal analysis as necessary

to support INFO C assessments and to provide an empirical basis for
establishing INFOSEC priorities.

FOR OFFICIAL USE ONLY



8209

MANAGEMENT,OPERATIONS,
AND PLANNING STAFF

FOR OFFICIAL USE ONLY



C

UNCLASSIFIED

S209
MANAGEMENT, OPERATIONS, AN D PLANNING ST'AFF

The Chief, S209, is responsible for reviewing, and monitoring the adequacy of S2
resources; developing and reviewing operational and management policy actions
impacting on the S2 mission; developing policy, guidance and objectives for the
planning and conduct of NISAC activities; developing, coordinating, and
implementing resource management, administrative, personnel, seaarity, travel, and
tralning polices and programs within S2.

Primary functions include:

1.

Establish broad planning and guidance for S2 missions and programs; develop

and coordinate with the Chief, S2, and office chiefs, organization goals,

(t)ll:iectives and priorities; and monitor theimplementation and achievement of
same.

Report current S2 activities and serve as the focal goint for specified planning,
operations, and information service activities forthe S2 Organiza tion.

Provide sta ffsupport forthe NBSACn

Assist the assessment offices in developing, implementing, and executin
assessment methodologies for national INFOSEC, COMPUSEC, and OPSE
programs.

Track Centerwide projects, tasks, and actions.

Develop, install, and maintain management systems and administrative
procedures.

Coordinate and control task assignments and monitoring suspense actions.

Furnish Centerwide services for: personnel, administration, awards, securi ty

and financial matters, programming and budgetimg-prepara tion of purchase
reques#, contmact manag'emen':ﬁrciﬁitiw and-logistics; travel; training, office

autama tion, and computersupport———

Orchestmte the prepamation of the annual National Information Security
Assessment.

UNCLASSIFIED



UNCLASSIFIED

Forms File

DISPOSITION NO.: $209-1
TRANSFERRED TOe X4-2 920511
Agency Regulations File
DISPOSITION NO.: $209-2
TRANSFERRED TOe X4-3 920511
Correspondence File
DISPOSITION NO.: $209-3
TRANSFERRED TOe X4-4 920511

Reference Publications File

DISPOSITION NO.: $209-4
TRANSFERRED TOe X4-5 920511
<:> Correspondence Action Tracking System (CATS) Data Base
DISPOSITION NO.: $209-5
TRANSFERRED TOe X4-6 920511

UNCLASSIFIED



UNCLASSIFIED

Log File

This file is used to record incoming messages, correspondence, and
documents showing date received or dispatched, serial numbers and
subsequent routing.

DATE SPAN: 1988

LOCATION: S209

STORAGE MEDIA: Disks/Paper

HARDWAREe Xerox STAR 860

SOFTWAREe PRO WRITE/Xerox STAR 860

VOLUMEe 1.5 cu. ft.

CLASSIFICATION: CONFIDENTIAL

DISPOSITION: Delete or destroy after 2 yearse
DISPOSITION NO.: S209-6

DISCONTINUEDe 920511

UNCLASSIFIED



UNCLASSIFIED

Operations File

This file consists of records and documents pertaining to S2 oper-
ations and policy.

DATE SPAN: 1985 to Present

LOCATION: S209

STORAGE MEDIA: Paper

VOLUME: 10 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD

DISPOSITION: Permanent. Retire to NSA Archives after 5
yearse

DISPOSITION NO.: S209-7

DISCONTINUEDe 920511

Contract File

DISPOSITION NO.: S209-8

TRANSFERRED TOe X4-7 920511

Administrative File

DISPOSITION NO.: S209-8 A and B

TRANSFERRED TOe X4-8 920511

INFOSEC Assessment Reports File

DISPOSITION NO.: S5209-9

TRANSFERRED TOe X4-9 920511

Computer Operating Instruction File

DISPOSITION NO.: S209-11

TRANSFERRED TOe X4-10 920511

UNCLASSIFIED



DISPOSITION NOe:

TRANSFERRED TOe

S209-

X4-11

St

UNCLASSIFIED

Reference Publication File

12
920511

aff Projects File

This file consists of memoranda, reports, and other records docu-
progress and completion of projectse

menting assignment,
DATE SPANe
LOCATION:

STORAGE MEDIA:
VOLUMEe
CLASSIFICATIONe

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

DISPOSITION NO.:

TRANSFERRED TOe

DISPOSITION NO.:

TRANSFERRED TOe

DISPOSITION NO.:

TRANSFERRED TOe

1982

52091

to Present

Paper

2 cu.

ft.

TOP SECRET CODEWORD, NOFORN, VRK

Permanente Retire to NSA Archives when no
longer needed for operationse

S209-13

920511

S209-

Working File

14 A and

X4-12 920511

Resources Management File

S209-

X4-13

S209-

X4-14

18
920511
Budget File
16

920511

UNCLASSIFIED



UNCLASSIFIED

Promotion and Awards File

DISPOSITION NO.: S209-17

TRANSFERRED TOe X4-15 920511

Internal/External Training File

DISPOSITION NO.: S209-18

TRANSFERRED TOe X4-16 920511

Administrative File
DISPOSITION NO.: S209-12 A and B
TRANSFERRED TOe X4-17 920511
Travel File

DISPOSITION NO. : S209-20

TRANSFERRED TOe X4-18 920511

Personnel Records File

DISPOSITION NO.: S209-21

TRANSFERRED TOe X4-19 9520511

Security File

DISPOSITION NO.: 5209-22

TRANSFERRED TOe X4-20 920511

Miscellaneous File

DISPOSITION NO.: S209-23 A and B

TRANSFERRED TOe X4-21 920511

UNCLASSIFIED



DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

NO. :

TOe

NO.:

TOe

NO. :

TOe

NO.

TOe

NO.:

TOe

UNCLASSIFIED

Overtime Records File
S209-24
X4-22 920511
Miscellaneous Working File
S209-25
X4-23 920511

S2092PER.DBF Data Base
S209-26
X4-24 920511

FY88 TRV.BF Data Base
$209-27
X4-25 920511

S209 TRIP.DBF Data Base
S209-28

X4-26 920511

UNCLASSIFIED



UNCLASSIFIED

COMPUSEC Access Data Base

This data base contains routine assessments and related documents
of computer security measures to determine adequacy of safeguardse

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWAREe

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUED:

1987 to Present

$2093

Paper/Disks

PC

D Base III

9 cu. ft./25 records

SECRET, NOFORN

Delete or destroy after 5 yearse
S2:09=—29

920511

UNCLASSIFIED



UNCLASSIFIED

COMPUSEC SYSTEM Data Base

This data base contains COMPUSEC related documents to include pol-
icy and regulationse

DATE SPAN: 1987 to Present

LOCATION: $2093

STORAGE MEDIA: Paper/Disks

HARDWAREe PC

SOFTWAREe D Base III

VOLUMEe 12 cu. ft./5 MB

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: A Hard Copy: Permanente Retire to NSA Ar-
chivese

B: Electronic Copy: Delete or destroy when
no longer needed for operationse

DISPOSITION NO.: S209-30 A and B
DISCONTINUEDe 920511
COMPUSEC Threat File

This file consists of reports, articles, messages on the subject
of COMPUSEC Threate

DATA SPAN: 1986 to Present

LOCATION: 52093

STORAGE MEDIA: Paper

VOLUMEe 7 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN, VRK
DISPOSITION: Permanente Retire to NSA Archivese
DISPOSITION NO.: S209-31

DISCONTINUEDe 920511

UNCLASSIFIED



UNCLASSIFIED

COMPUSEC Threat Directory and Source Data Base

This data base contains a listing of COMPUSEC bibliographies as
well as sources of information.

DATE. SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWARE:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1986 to Present

S2093

Disks

PC

D Base TIII

50 reports

UNCLASSIFIED

Delete or destroy when superseded or obsolete.
S209-32

920511

COMPUSEC Clipping File

This file consists of published articles of specific COMPUSEC
Threat and Abuses casese

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWARE:

VOLUME:

CLASSTIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1986 to Present

S$2093

Disks

PC

D Base ITI

150 reports

UNCLASSIFIED

Destroy when no longer of reference value.
$209-33

920511

UNCLASSIFIED



UNCLASSIFIED

Fraud and Abuse File

This file consists 0of specific COMPUSEC Threat and Abuses cases.

DATE SPAN: 1986 to Present

LOCATION: 52093

STORAGE MEDIA: Disks

HARDWAREe PC

SOFTWAREe D Base III

VOLUMEe 300 reports

CLASSIFICATION: UNCLASSIFIED

DISPOSITION: Destroy when no longer of reference valuee
DISPOSITION NO.: S209-34

DISCONTINUEDe 920511

CSP FINPLAN File

This file consists of a compilation of notes, agendas, records, and
financial plans for the COMPUSEC program.

DATE SPAN: 1983 to Present
LOCATION: 52093

STORAGE MEDIA: Paper

VOLUMEe .25 cu. ft.
CLASSIFICATION: FOR OFFICIAL USE ONLY
DISPOSITION: Destroy in S yearse
DISPOSITION NO.: S5209-35

DISCONTINUEDe 920511

UNCLASSIFIED



DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

NO.:

TOe

NO.:

TOe

NO.:

TOe

UNCLASSIFIED

COMPUSEC Contract File
S209-36
X4-27 920511

Threat Highlights File
S209-37 A and B
X4-28 920511

CSTVRP Data Base

5209-38

X4-29 920511

UNCLASSIFIED



UNCLASSIFIED

S21

OFFICE OF NATIONAL INFOSEC
AND THREAT ANALYSIS

UNCLASSIFIED



UNCLASSIFIED

S21

OFFICE OF NATIONAL INFORMATION SECURITY AND THREAT
ANALYSIS

The Chief, S21, is responsible for developing and maintaining a National INFOSEC
Systemn (NIS) and supporting data bases to include a National Information Securit
Assessment Data Base (NI§ADB), for conducting corporate threat research ang
analysis, for evaluating and analyzing INFOSEC insecurities, for providing editing,
reporting and briefing support, and for making available to the INFOSE
community, all S elements, and the NISAC in particular information relevant to the
INFOSEC posture of national telecommunications.

Primary functions include:

1. Establish and maintain a NISADB to include information on all US.
telecommunications, the threat to US. telecommunications, and the
telecommunications vulnerabilities as determined by the NISAC.

2. Provide an interface with the intelligence community and administer all-
source intelligence information support both to individual users,
organizations, and the data base.

3. Provide a mission threat analysis capability to support the NISAC and the
INFOSEC community, and to input to the NISADB.

4, Conduct special studies as required in support of the NISAC, the DDI
Organization,and the U.S. INFOSEC community.

5. Evaluate reported INFOSEC insecurities, conduct trends analysis, and
reporting with input tothe NISADB.

6. Prepare and disseminate finished INFOSEC assessment reports, briefings and
other publications, and exercise quality control ofNISAC issuances.

UNCLASSAIFIED



UNCLASSIFIED

S211
DATA BASE
MANAGEMENT

UNCLASSIFIED



UNCLASSIFIED

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCLASSIFIED


mbayer
Cross-Out


DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

NO. :

TOe

NO.e

TOe

NO.e

TOe

UNCLASSIFIED

THREAT Data Base
S211-2
X42-1 920511
SPIeDATA Data Base
§$211-3
X42-2 920511
INFOREQ Data Base
S211-4

X42-3 920511

UNCLASSIFIED



UNCLASSIFIED

S212
INFORMATION SUPPORT
AND
GENERAL THREAT ANALYSIS

UNCLASSIFIED



UNCLASSIFIED

Active Projects File
DISPOSITION NO.: S212-1
TRANSFERRED TO: X42-4 920511

Administrative File
DISPOSITION NO.: S212-2
TRANSFERRED TO: X42-5 920511

Information Support Reference {(Compartmented) File

DISPOSITION NO.: S212-3
TRANSFERRED TO: X42-6 920511

Project Undercut File
DISPOSITION NO.: S212-4 A and B
TRANSFERRED TO: X42-7 920511

HUMINT Requirements File
DISPOSITION NO.: S212-5A and B
TRANSFERRED TO: X42-8 920511
HUMINT Requirements Tracking Data Base
DISPOSITION NO.: S212-6
TRANSFERRED TO: X42-9 9520511
Requirements Tracking Data Base
DISPOSITION NO.: S212-7
TRANSFERRED TO: X42-10 920511
S212 Memo Tracking Data Base

DISPOSITION NO.: S212-8

TRANSFERRED TO: X42-11 920511

UNCLASSIFIED



UNCLASSIFIED

SNOWBALL File

DISPOSITION NO.: S212-9A, B and C
TRANSFERRED TOe X42-12 9520511

ADVISORY Data Base
DISPOSITION NO.: S212-10
TRANSFERRED TOe X42-13 920511

Research Study File

DISPOSITION NO.: S212-11
TRANSFERRED TOe X42-14 920511

AUDACE Data Base
DISPOSITION NO.: S212-12
TRANSFERRED TOe X42-15 9520511

DOCREG Data Base
DISPOSITION NO.: S212-13
TRANSFERRED TOe X42-16 920511

Information Support File
DISPOSITION NO.: S212-14A and B
TRANSFERRED TOe X42-17 920511
Research Support File

DISPOSITION NO.: S212-15

TRANSFERRED TOe X42-18 920511

UNCLASSIFIED



UNCLASSIFIED

S213
COMSEC INSECURITY REPORTING AND TREND ANALYSIS

UNCLASSIFIED



UNCLASSIFIED

COMSEC Insecurity Report File

DISPOSITION NO.: S213-1A and B
TRANSFERRED TOe X7-1 920511

CSOCCC Data Base
DISPOSITION NO.: S213-2
TRANSFERRED TOe X7-2 920511

S21CIS Data Base
DISPOSITION NO.: S213-3
TRANSFERRED TOe X7-3 920511

S213 Rpts Data Base

DISPOSITION NO.: S213-4

TRANSFERRED TOe X7-4 920511

UNCLASSIFIED



UNCLASSIFIED

S214

UNCLASSIFIED



UNCLASSIFIED

S214 Middle East Assessment File
DISPOSITION NO.: S214-1
TRANSFERRED TO: X42-19 920512
Working File
DISPOSITION NO.: S214-2
TRANSFERRED TO: X42-20 920512

Threat to U.S. Communications
in Middle East and S.W. Asia File

DISPOSITION NO.: S214-3
TRANSFERRED TO: X42-21 920512

South African SIGINT Effort File

DISPOSITION NO.: S214-4A and B
TRANSFERRED TO: X42-22 920512
PAN File
DISPOSITION NO.: S214-5
TRANSFERRED TO: X42-23 920512

Assessment and Threat Word Processing File
DISPOSITION NO.: S214-6
TRANSFERRED TO: X42-24 920512
MERSHIP File
DISPOSITION NO.: S214-7
TRANSFERRED TO: X42-25 920512
PACOM Brief File
DISPOSITION NO.: S214-8

TRANSFERRED TO: X42-26 920512

UNCLASSIFIED



Non-Soviet/Warsaw Pact Armies File

DISPOSITION NO.: S214-9A and B

TRANSFERRED TOe X42-27 920512

Emigre I and Emigre II File
DISPOSITION NO.e S214-10A and B
TRANSFERRED TOe X42-28 920512
EAM Threat File

DISPOSITION NO.: S214-11A and B
TRANSFERRED TOe X42-29 920512

SIGINT Threat File

DISPOSITION NO.: S214-12A and B
TRANSFERRED TOQOe X42-30 920512
GRU File
DISPOSITION NO.: S214-13A and B
TRANSFERRED TOe X42-31 920512

Exercise Schedules (Exsked) File
DISPOSITION NO.e S214-14A and B
TRANSFERRED TOe X42-32 920512
SARDINE Subject File

DISPOSITION NO.: S214-15%5

TRANSFERRED TOe X42-33 920512

Country File

DISPOSITION NO.: S214-16

TRANSFERRED TOe X42-34 920512



DISPOSITION NO.

TRANSFERRED TO:

DISPOSITION NO.:

TRANSFERRED TO:

HUMINT

DISPOSITION NO.:

TRANSFERRED TO:

DISPOSITION NO.:

TRANSFERRED TO:

Electronic

DISPOSITION NO.:

TRANSFERRED TOe

DISPOSITION NO.:

TRANSFERRED TOe

DISPOSITION NO.:

TRANSFERRED TOe

DISPOSITION NO.:

TRANSFERRED TOe

Defector File

2 S214-17

X42-35

S214-18

X42-36

920512

Photo File

920512

Cases and Related Damage Assessments File

S214-19

X42-37

HUMINT Threat Reports Data Base

S214-20

X42-38

920512

920512

Warfare/Radio Electronic Combat

S214-21

X42-39

920512

Miscellaneous Reference File

S214-22

X42-40

920512

RELESTAT Data Base

S214-23

X42-41

920512

S22/S23 Support File

S214-24

X42-42

920512

(EW/REC) File



Adversary Threat File
DISPOSITION NO.: S214-25
TRANSFERRED TOe X42-43 920512

NSA-Interagency Committee
for Real Estate Acquisitions {(ICREA) File

DISPOSITION NO.: S214-26
TRANSFERRED TO: X42-44 920512

NSA-Interagency Committee for Real Estate Acquisitions
Electronic File

DISPOSITION NO.: S214-27
TRANSFERRED TOe X42-45 920512
Reports File
DISPOSITION NO.: S214-28
TRANSFERRED TOe X42-46 920512
Administrative File
DISPOSITION NO.: S214-29A and B
TRANSFERRED TOe X42-47 920512
Threat File
DISPOSITION NO e S214-30A, B, and C
TRANSFERRED TOe X42-48 920512
S21 Briefing Slides File
DISPOSITION NO.: S215-1
TRANSFERRED TOe X42-49 920512
INQUIRER Data Base
DISPOSITION NO.: S215-2

TRANSFERRED TOe X42-50 920512

(ICREA)



UNCLASSIFIED

S22
OFFICE OF CIVILAGENCY INFOSEC ASSESSMENTS

UNCLASSIFIED



DISPOSITION NO.:

TRANSFERRED TOe

sEEE B E

Reference Publications File
S22-1
X403-1 920512

COMSEC Account File

This file contains information relative to establishing accounts,
listing custodians and changes, correspondence and memoranda re-
lating to COMSEC material accountse

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1985 to Present

S22

Paper

3 cu. ft.

TOP SECRET

Destroy when no longer needed for operationse
S$22-2

920512


https://�Ulimi.ii

Assessment Reports File

This file contains activities, system analysis, reliability re-
ports, and related documents pertinent to research and analysis of
communications security.

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUED:

1982 to Present

S22

Paper

1.5 cu. ft.

TOP SECRET CODEWORD

Permanente Retire to NSA Archives when no
longer needed for operationse

S22-4

920512

*@bsolete. No longer created. See 6/12/201

email. MPR

FOR OFFICIAL USE ONLY


mbayer
Cross-Out


UNCLASSIFIED

Element Management Records File

This file consists of records which reflect element management in
areas such as planning and logisticse

DATE SPAN: 1980 to Present

LOCATION: S22

STORAGE MEDIA: Paper

VOLUMEe .S cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: Destroy when no longer needed for operationse
DISPOSITION NO.: S22-5

DISCONTINUEDe 920512

UNCLASSIFIED



DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

NO.:

TO:

NO. :

TOe

NO.:

TOe

UNCLASSIFIED

Administrative File
S22-6 A,B,C and D
X403-2 920512
Drug Enforcement/Information File
S22-7
X403-3 920512
Working File
S22-8A and B

X403-4 920512

UNCLASSIFIED



UNCLASSIFIED

Assessment Background File

This file consists of memoranda, correspondence, and other data re-
lated to COMSEC applications for scientific and diplomatic civil
agencies, as well as threat data.

DATE SPANe 1985 to Present

LOCATION: 5222

STORAGE MEDIA: Paper

VOLUME: 1.5. cu. ft.

CLASSIFICATION: SECRET CODEWORD, NOFORN, NO CONTRACT, WINTEL,
ORCON

DISPOSITION: Permanente Retire to NSA Archives when no

longer needed for operationse
DISPOSITION NO.: S22-9

DISCONTINUED: 920512

UNCLASSIFIED



UNCLASSIFIED

Language/State Department File %

&

- o = =

BATE—SPANe 1985 to Present

LOCATION 5222

STORACE MEDT A Paper

VoLUMEe 1-5¢cu- £t

CLASSTIFICATION: TOP SECRET CODEWORDE,—NOFORN,—NO-CONTRACT,—WIN—
TEL; ORCON

PISPOSTTION: As Intern Filee Destroy when no longer needed
for operationse

no—renger neededs
DISCONTINUEDe = 920512

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCLASSIFIED


mbayer
Cross-Out


UNCLASSIFIED

Administrative File

This file consists of information relative to training, security,
logistics, and other administrative matters in S223.

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWARE:

SOFTWAREe

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1986 to Present
S223

Disks

IBM PC

PFS Write/PRO Write
2.25 cu. ft.

SECRET

A. NSA Regulations and Publications: Destroy
when superseded or obsolete.

B. Administrative Recordse Destroy after 2
yearse

S22-11A and B

920512

UNCLASSIFIED


https://SOFTWAR.Ee

UNCLASSIFIED

Background File %
" e ) 1] . ¥ ‘ .

DATE—SPAN-: 19885 to Present

LOCATTION: s223

STORAGE MEDIA: Paper

VOEUMEe 6—ecu—ft-

CEASSTEICATION: TOPR SECRET COPEWORD, NOEFORN

DISEOSTITION: Permanente  Retire o NSA Archives when ne
Lenger needed for operationse

DISCONTINUEDe 820812

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCLASSIFIED


mbayer
Cross-Out

https://Obsolete.No

"COMY EOPNES fyly

Project File

This file consists of memoranda, reports, disks, and other project
records documenting the assignments, progress, and completion of

projectse

DATE SPAN:
LOCATION:
STORAGE MEDIA:
HARDWAREe
SOFTWAREe
VOLUMEe
CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1985 to Present

$223

Paper/Disk/Microfiche

PC

PFS Write/PRO Write

3 cu. ft.

TOP SECRET CODEWORD, NOFORN

A. Microfichee Permanente Retire to NSA Ar-
chivese

B. Paper: Destroy upon verification of mi-
crofichee

S22-13A and B

920512



Agency Background File

This file is a central subject matter file of documents accumulated
and used as reference material relative to COMSEC activities of
significance by other agenciese

DATE SPAN: 1985 to Present

LOCATION: S223

STORAGE MEDIA: Paper/Microfiche/Disks

HARDWAREe EC

SOFTWAREe PFS Write/PRO Write

VOLUMEe 1.5 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: A. Microfiche: Permanente Retire to NSA Ar-
chivese

B. All Other Recordse Destroy when no longer
needed for operationse

DISPOSITION NO.: S22-14 A and B

DISCONTINUEDe 920512



UNCLASSIFIED

s23

OF#ICE OF PRIVATE INDUSI'RY
INFOSEC ASSE SSME NTS

UNCLASSIFIED



UNCLASSIFIED

S23

OFFICE OF PRIVATE INDUSTRY INFORMATION
SECURITY ASSE SSMENTS

The Chief, S23, is responsible for assessing the security and protection provided to
classified and sensitive unclassified national security-related information by the
telecommuni cations systems of private industry.

Primary functions include:

1.

Identify sensitive activities of commercial and industrial organizations,
including NSA contractors, and the telecommmunications systems which
support them in order to perform assessments of the security posture of the
systems.

Determine the intelligence value to an adversary of the information carried on
orin each system.

Identify, analyze, and evaluate the security vulnerabilities of each system.
Identify, analyze, and evaluate the threat to the security of each system.
Perform comprehensive assessments of the telecommunications systems of
individual companies, including NSA contractors, to identify and rank
INFOSEC deficiencies in order of their severity and prepare reports
documenting the resultsofthe assessments.

Participate in ev aluatilxlxﬁ_ INFOSEC insecurities of private industries’
telecommunications and information processing systems.

In coordination with V, C, and Y, and other elements, as appropriate, identify
carrective actions to be applied against identified INFOSEC deficiencies.

Prepare an annual assessment report of the overall INFOSEC posture of
private industry telecommunications systems.

UNCLASSIFIED



DISPOSITION NO.:

TRANSFERRED TOe

DISPOSITION NO.:

TRANSFERRED TOe

UNCLASSIFIED

S23 Administrative File
S23-1A, B, and C
X44-1 920512
Administrative File
S23-2A and B
X44-2 920512

Reference File

This file contains a compendium of classified and open-source pub-
lications generated by various organizations and are essential in
discharging the assigned missions and functions of the element con-

cerned.

DATE SPANe

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1980 to Present

S23

Paper

45 cu. ft.

TOP SECRET CODEWORD

Destroy when no longer needed for reference
purposese

S23-3

920512

UNCLASSIFIED



UNCLASSIFIED

Operational Materials File

This file consists of equipment manuals, regulations, memoranda,
correspondence, and related records pertaining to the day-to-day

operations of S23.

DATE SPAN: 1984 to Present

LOCATION: S23

STORAGE MEDIA: Paper

VOLUME: 45 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD

DISPOSITION: Destroy when no longer needed for operations.
DISPOSITION NO.: S23~4

DISCONTINUEDe 920512

UNCLASSIFIED



UNCLASSIFIED

S24
OFFICE OF TACTICAL MILITARY INFOSEC ASSESSMENTS

UNCLASSIFIED



UNCLASSIFIED

S24
OFFICE OF TACTICAL MILITARY SECURITY ASSESSMENTS

The Chief, S24, is responsible for assessing the adequacy of security afforded the
telecommunications systems of tactical military organiztions.

Primary functions include:

1.

Identify sensitive missions and activitiesoftactical military organizmtionsand
the telecommunications systems which support them in order to perform
assessments of the security posture of the systems.

Determine the intelligence value to an adversary of the information carried on
orin each system.

Identify, analyze, and evaluate the security vulnerabilities of each system.
Identif'y, analyze, and evaluate the threat to the security of each system.

Perform comprehensive assessments of each tactical military organization’s
telecommunications system and prepare reports documenting the results of
the assessments.

Participate in evaluating INFOSEC insecurities of tactical military
organizations’ telecommunications and information processing systems.

In coordination with V, C, Y, and other elements, as appropriate, identify
corrective actions to be applied against identified INFOSEC insecurities.

Perform quick reaction INFOSEC assessments of regional hostile SIGINT
capabilities arrayed against U.S, ta ctical military units preparing to deploy to
the region.

Perform field INFOSEC assessments and OPSEC surveys as required to
furniszh an empirical basis for more comprehensive assessments.

UNCLASSIFIED



UNCLASSIFIED

Administrative File

This file contains pertinent documentation relevant to the admin-
istrative management of the organization, including all facets of
personnel administration, project management, and budget matters
which are required to fulfill assigned missions and functionse

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1985 to Present

S24

Paper/Floppy Disk
16. cu. ft.

TOP SECRET CODEWORD

A. Personnel Recordse Destroy 1 year after
separation or transfer of employee. (GRS 1-
18a)

B. Formse Destroy when superseded or obso-
letee

C. Administrative Recordse Destroy when S
years old or sooner if no longer needed for op-
erationse

D. Correspondence Filee Permanente Retire
to NSA Archivese

S24-1A, B, C, and D

920513

UNCLASSIFIED



UNCLASSIFIED

Reference Publications File

This file contains directives, regulations, and publications af-
fecting S24 and maintained in organized collections for reference

purposese

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1980 to Present

S24

Paper

5.5 cu. £t

TOP SECRET CODEWORD

Destroy when superseded, revised, rescinded,
obsolete or when no longer needed.

S24-2

S241 Exercise Analysis File

This file contains information on worldwide joint U.S./NATO exer-
cises and the COMSEC analytic studies derived from these exercisese

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1984 to Present

S241

Paper/Floppy Disk

6 cu. ft.

TOP SECRET CODEWORD, NOFORN

Destroy when superseded, revised, rescinded,
obsolete or no longer needed for operationse

S241-1

920513

UNCLASSIFIED



UNCLASSIFIED

DATE—SPAN-: 1979 +to—Present

LOCATION: s241

STORAGE MEDIA: Paper

VOLUMEe L6—cue fte

CLASSIEFICATION: SECRET

DISPOSTITION: Permanente Retire to NSAArchivese
BISPOSTTIONNOe: s241=-2

DISCONTINUEDe 920813

PATE—SPAN- 1979 +o Present

LOCATTON: s241

STORAGE MEDIA: Paper/Floppy Disk

HARDWAREe BC

SOFETWAREe BPES WRITH

YOLUMEe 4—ecu, £+

DISPOSTTION: Permanente Retire to NSA Archivese
DISPOSTTION NO— s241-=3

DISCONTINUEDe 220813

*@bsolete. No longer created See 6/12/201
email. MPRB

UNCLASSIFIED


mbayer
Cross-Out

mbayer
Cross-Out

https://Obsolete.No

UNCLASSIFIED

Projects File

This file consists of memoranda, reports, background papers, and
other records documenting assignments, progress, and completion of
projectse

DATE SPANe 1983 to Present

LOCATION: S241

STORAGE MEDIA: Paper/Floppy Disks

HARDWAREe PC

SOFTWAREe PFS WRITE

VOLUMEe 6 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: Destroy when no longer required for opera-
tionse

DISPOSITION NO.: S241-4

DISCONTINUEDe 920513

UNCLASSIFIED



UNCLASSIFIED

Administrative File

This file contains pertinent documentation relevant to the admin-
istrative management of the organization, including all facets of
personnel administration, project management, and budget matters
which are required to fulfill assigned missions and functionse

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWAREe

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1981 to Present
S241

Paper/Floppy Disks/Slides

PC
PFS WRITE
24 cu. ft.

TOP SECRET CODEWORD, NOFORN

A. Personnel Record: Destroy 1 year after
separation or transfer of employee. (GRS 1-
18a)

B. Reference Filese Destroy when no longer
of reference valuee

C. Administrative Recordse Destroy after 5
years or when no longer needed for operations,
whichever is sooner.

D. Briefing Materialse Destroy when super-
seded or obsoletee

S241-5A, B, C, and D

920513

UNCLASSIFIED



UNCLASSIFIED

Assessments File

This file contains records of completed INFOSEC assessments of tac-
tical military commands and exercises as well as files to assist
in identifying equipments employed by U.S. military and future COM-

SEC programse
DATE SPAN:
LOCATIONe
STORAGE MEDIA:
HARDWAREe
SOFTWAREe
VOLUMEe
CLASSIFICATIONe

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1984 to Present
S241

Paper/Floppy Disks

PC
PFS WRITE
6 cu. ft.

TOP SECRET CODEWORD, NOFORN

A. Assessment Information: Permanente Retire
to NSA Archivese

B. Working Aidse Destroy whennolonger needed *
foroperationse

S241-6A and B

920513

*@bsolete. No longer created. See 6/12/201

email. MPRB

UNCLASSIFIED


mbayer
Cross-Out


UNCLASSIFIED

S242 Genigraphics File

The Genigraphics system is a self-contained digital hard disk sys-
tem which produces floppy disks from which 35 mm slides are madee

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWAREe

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1987 to Present

S242

Hard Disk

Genigraphics/PC

Genigraphics

25 cu. ft.

TOP SECRET CODEWORD, NOFORN

Destroy when no longer needed for operationse
S242-1

920513

UNCLASSIFIED



UNCLASSIFIED

Administrative File

This file contains pertinent documentation relevant to the admin-
istrative management of the organization, including all facets of
personnel administration, project management, support, and securi-
ty which are required to fulfill missions and functionse Also in-
cluded are briefing recordse

DATE SPAN: 1986 to Present

LOCATION: S242

STORAGE MEDIA: Paper/Slides

VOLUME : 4 cu. ft.

CLASSIFICATION: UNAVAILABLE

DISPOSITION: A. Personnel Records: Destroy 1 year after
separation or transfer of employee. (GRS 1-
18a)

B. Briefing Recordse Destroy when superseded
or obsoletee

C. Administrative Recordse Destroy after S
years or when no longer needed for operations,
whichever is sooner.

DISPOSITION NO.: S242-2A, B and C

DISCONTINUED: 920513

UNCLASSIFIED



UNCLASSIFIED

35mm Slide Library File

This is a library of 35 mm slides produced and used by S24 and
produced for other S2 officese

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NOe:

DISCONTINUEDe

1988 to Present

S242

35 mm Slides

12 cue fte

TOP SECRET CODEWORD, NOFORN

Destroy when no longer needed for operationse
S242-3

920513

Video Tape Library File

This file consists of VHS video tapes related to S2 functionse

DATE SPANe

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1988 to Present

S242

Video Tapes (VHS)

1.5. cu. ft.

SECRET, NOFORN

Destroy when no longer needed for operationse
S242-4

920513

UNCLASSIFIED



UNCLASSIFIED

Visual Color Print File

This file contains multiple copies 0of 8 x 10 color prints of 35 mm
slides kept primarily for distribution to attendees of briefings
given by S2Ze

DATE SPANe 1988 to Present

LOCATION: S242

STORAGE MEDIA: Paper

VOLUMEe S5 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: Destroy when no longer needed for operationse
DISPOSITION NO.: S242-5

DISCONTINUEDe 920513

UNCLASSIFIED



UNCLASSIFIED

Reference Publications File

This file contains copies of publications issued by NSA elements,
U.S. government agencies or non-government organizations, main-
tained in organized collections for reference purposese

DATE SPAN: 1986 to Present

LOCATION: S242

STORAGE MEDIA: Paper

VOLUMEe 3 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: Destroy when superseded, revised, rescinded,

obsolete or no longer needed for operationse
DISPOSITION NOe: $242-6

DISCONTINUEDe 920513

UNCLASSIFIED



UNCLASSIFIED

5242 TAC A NEOSEG 1 %

his £i] . 12, ) ) i lurical i

DATESPAN: 1983 tp Present

LOCATION: s242

STORAGE MEDIA: Paper/Floppy Disk

YoLrgMEe 12—ecu. £t

CLASSIFICATION: ToP SECRET CODEWCORD, NOEORN, GAMMA
strey—whenno—longer needed for reference pur=
pesese

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCLASSIFIED


mbayer
Cross-Out

https://Obsolete.No

UNCLASSIFIED

S25

OF#ICE OF STRATEGIC INFORMATION
SECURITY ASSE SSME NTS

UNCLASSIFIED



S25

OFFICE OF STRATEGIC INFORMATION
SECURITY ASSESSME NTS

The Chief, S25, is responsible for assessing the adequacy of security afforded to
telecommunications and automated information systems of the National Command
Authority, White House Military Office, Nuclear Command and Control activities,
NASA, Defense Agencies, SDIO, specific U & S Commands, Space and Weapons
RDT&E, Intelligence Community and Strategic Treaty activities.

Primary functions include:

1.

Identify sensitive missions and activities of strategic activities and the
telecommunications and automated information systems which support them
in order to perfortn assessments of the security posture of the systems.

Determine theintelligence value to an adversary of the information carriedon
orineach system.

Identify, analyze, and evaluate the security vulnerabilities of each system to
hostile exploitation.

Identify, analyze, evaluate and document the threat of exploitation to these
communications.

Perform comprehensive field assessments and participate in OPSEC surveys
as required to furnish empirical data for more comprehensive assessments.

Compile the data on telecommunications and automated information systems
used by the organization and INFOSEC measures employed.

Express INFOSEC assessments in terms of operational shortfalls and to the
extent possible, with INFOSEC prioritized.

Participate in evaluating INFOSEC insecurities of strategic organizations.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

Administrative File
DISPOSITION NO.: S$25-1a, B, C, and D

TRANSFERRED TQe X43-1

UNCLASSIFIED



UNCLASSIFIED

S251

UNCLASSIFIED



UNCLASSIFIED

S251 File

This file contains S251’s main operational files. Each related
data base entry describes each file, subject, classification, ti-
tle, and listed topic.

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWAREe

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1979 to Present

S$251

Paper/Hard Disk

IBM-AT PC

DBase ITI

37.5 cu. tE.

TOP SECRET CODEWORD, NOFORN

A. Hard Copye Permanente Retire to NSA Ar-
chives when no longer needed for operationse

B. Data Base Indexe Permanente Retain by
OPI.

S251-1A and B

920513

UNCLASSIFIED



UNCLASSIFIED

Project Data Base

This data base planning system is used to record, track and recall
S251 projectse

DATE SPAN: 1988 to Present

LOCATION: S251

STORAGE MEDIA: Floppy Disks

HARDWAREe IBM-AT PC

SOFTWAREe DBase III1

VOLUMEe 600 K bytes

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: Destroy when no longer needed for operationse
DISPOSITION NO.: S251-2

DISCONTINUEDe 920513

UNCLASSIFIED



UNCLASSIFIED

S252 Administrative File

This file includes memoranda, forms, and correspondence relating
to personnel, travel, security, and other office related adminis-

trative matterse

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1985 to Present
S$252

Paper

1.5 eu. ft.
SECRET

A. Personnel Recordse Destroy 1 year after
separation or transfer of employee. (GRS 1-
18a)

B. Administrative Recordse Destroy after 5
years or when no longer needed for operations,
whichever 1is sooner.

S252-1A and B

920513

UNCLASSIFIED



UNCLASSIFIED

Reference Publications and Working Aids File

This file consists of reference material and working aid publica-
tions pertaining to all facets of processing within S§252, such as
copies of orders, NSA Regulations, NSA and DoD directives.

DATE SPAN: 1985 to Present

LOCATION: S252

STORAGE MEDIA: Paper

VOLUMEe 4.5 cu. ft.

CLASSIFICATIONe TOP SECRET CODEWORD, NOFORN

DISPOSITION: Destroy when superseded, revised, rescinded,
obsolete, or when no longer needed for opera-
tionse

DISPOSITION NO.: S252-2

DISCONTINUEDe 920513

DATE—SPAN: 1085 o Present

LOCATION: s282

STORAGE-MEDIA:  Paper

VOLUMEe 3——ecu-. £t

CLASSTFICATION: SECRET

DISPOSTTION: Permanente Retire to NSA Arechives when no
fenger needed for operationse

DISEOSTTION NO— §2852 3

DISCONTINUEDe 220813

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCLASSIFIED


mbayer
Cross-Out


UNCLASSIFIED

Threat Fite %
S}*k‘ ppk‘ **go

DATE—SPAN-: 1985 to Present

LOCATION=: S252

STORAGE MEDTIA: Paper

CLASSTIEFICATION: SECRET; NOFORN

DISPOSTTION: Permanente Retire +to NSA Archives when no
longer neededforoperationse

BISPOSTTION-NO-— s252-4

DISCONTINUEDe 920E13

Assessments File

This file contains information security assessments created by de-
fense agenciese

DATE SPAN: 1985 to Present

LOCATION: S252

STORAGE MEDIA: Paper

VOLUMEe 1.5 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN

DISPOSITION: Permanente Retire to NSA Archives when no

longer needed for operationse
DISPOSITION NO.e S$252-5

DISCONTINUEDe 920513

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCLASSIFIED


mbayer
Cross-Out

https://Obsolete.No

UNCLASSIFIED

Communications File

This file contains communications records on different agencies
such as DCA, DIA, MAC, and JCS, and include COMSEC and other in-

formation related to communication in generale

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1985 to Present

S2 52

Paper

3 cu. ft.

TOP SECRET CODEWORD, NOFORN, VRK
Permanente Retire to NSA Archivese
$252-6

920513

UNCLASSIFIED



UNCLASSIFIED

S253
DoD, RDT&E,
WEAPONS AND RANGES
TELECOMMUNICATIONS ASSESSMENTS

UNCLASSIFIED



UNCLASSIFIED

Reference File

This file consists of staff notes, background studies, and other
reference material relating to all facets of processing within

S253e

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1984 to Present

S253

Paper

4.5 cu. ft.

TOP SECRET CODEWORD, NOFORN

Destroy when superseded, revised, rescinded,
obsolete, or when no longer needed for opera-
tionse

S253-1
920513

Research Information File

This file contains background information on U.S. research, devel-
opment test and evaluation facilities, ranges, COMSEC equipment de-
scriptions, and past assessmentse

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1984 to Present

S253

Paper

7.5 cu. ft.

TOP SECRET CODEWORD, NOFORN

Permanente Retire to NSA Archives when no
longer required for operationse

S253-2

920513

UNCLASSIFIED



UNCLASSIFIED

Range Information File

This file consists of test range information.

DATE SPANe

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1984 to Present

S253

Paper

3 cu. ft.

TOP SECRET, NOFORN

Destroy when no longer needed for operationse
S253-3

920513

TK File

This file consists of various TK materials which complement non-
compartmented information in threat assessmentse

DATE SPAN:

LOCATION:

STORAGE MEDIA:

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1985 to Present

S253

Paper

1.5 cu. ft.

TOP SECRET CODEWORD, NOFORN

Permanente Retire to NSA Archives when no
longer needed for operationse

S5253-4

920513

UNCLASSIFIED



UNCLASSIFIED

DATE—SPAN: 1985 +toPresent

LOCATION: 5253

STORAGE MEDTA: Paper

VOLUMEe 4—cu-. £t

CLASSTFICATION: TOP SECRET CODEWORD; NOFORN
DISPOSITION: Permanente Retire—to NSAArchivese
DISCONTINUEDe 820813

*@bsolete. Nolonger created. See 6/12/201
email. MPB

UNCLASSIFIED


mbayer
Cross-Out


UNCLASSIFIED

START - INF Treaties File

This file contains assessment data, threat information and reports
concerning CONUS inspection sites.

DATE SPAN: 1980 to Present

LOCATION: S254

STORAGE MEDIA: Paper/Diskettes

HARDWAREe PC

SOFTWAREe DBase III and PFS WRITE

VOLUMEe 20 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN
DISPOSITION: Permanente Retire to NSA Archivese
DISPOSITION NO.: S254-1

DISCONTINUEDe 920513

UNCLASSIFIED



Peaeceful Nuclear Exploesions Treaty-

BATE—SEAN- 1989 +o Present

LOCATION-: 5254

STORAGE MEDIA: Paper/Diskette

HARDWARE PC

SOETWARE: DBase III/PFS WRITE

VOLUME: 5 cu. £t

CLASSTIFICATION=: TOP SECRET CODEWORD,; NOEORN
PISPOSTITTION=: Permanente Retire to NSA Archivese
DISCONTINUEDe 9208513

*@bsolete. No longer created. See 6/12/201
email. MPB


mbayer
Cross-Out

https://Obsolete.No

SALMONFLY File

This file contains a compilation of all services/all military units
to include location tenant units and other general information de-

rived from open sourcese

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWAREe

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

DISCONTINUEDe

1980 to 1985

S254

Computer Paper/Diskette
PC

DBase III/PFS WRITE

2 cu. ft.

CONFIDENTIAL

Destroy after S years or when no longer of ref-
erence valuee

S254-3

920513



UNCLASSIFIED

OPSEC#ile

This file contains materialsrelevant to CY-320 National OPSEC Course.

DATE&SPAN: UNAVAILABLE

LOCATION: S94

STORAGE MEDIA: Paper

VOLUME: 36¢cu.ft.

CLASSIFICATION: TOP SECRET

DISPOSITION: Destroy when superseded or obsolete.
DBPOSITION NO.: S94-3

Training File INFOSEC Courses)

This file contains INFOSEC Course materials.

DATE SPAN: UNAVAILABLE
LOCATION: S941

STORAGE MEDIA: Paper and 35 mm
VOLUME: 215 cu. ft.

UNCLASSIFIED



UNCLASSIFIED

S26
COMSEC MONITORING AND ANALYSIS

UNCLASSIFIED



DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

DISPOSITION

TRANSFERRED

NO. :

TOe

NO. :

TOe

NO. :

TOe

NO. :

TOe

Administrative File

S26-1 A, Beand C

c92-1

Procurement Request File
S26-2

Cc92-2

Signals File

S26-3

Cc92-3

Operations File

S26-4

Cc92-4

Electromagnetic Compatibility Analysis Center (ECAC) File

This file contains listings of U.S., DoD and civil government agen-
cies. Includes locations, equipments, organizational designators,
and computer information.

DATE SPAN:

LOCATION:

STORAGE MEDIA:

HARDWAREe

SOFTWARE :

VOLUMEe

CLASSIFICATION:

DISPOSITION:

DISPOSITION

DELETEDe

NO. :

1980 to Present

S263

Hard Disk

MARMOSET PC II1

MARMOSET - INGRES

1 million records

SECRET CODEWORD, NOFORN

Destroy when no longer needed for operationse
S26-5

20 NOV. 1991



SIGSEC Technical Analysis Report File
DISPOSITION NO.: S26-6
TRANSFERRED TO: c92-6

Adversary SIGINT Targeting Data Base

DISPOSITION NO.: S26-7

TRANSFERRED TOe c92-7
Assessment Data Base

DISPOSITION NO.: S26-8
TRANSFERRED TOe c92-8

Equipment Data Base
DISPOSITION NO.: S26-9

TRANSFERRED TOe c92-9



UNCLASSIFIED

S5
TECHNICAL SECURITY

UNCLASSIFIED


https://TECHNIC.Ad

S5
TECHNICAL SECURITY

The mission of the Technical Security Organization is to provide leadership and
management direction for all technical security matters for which NSA has or will be
given responsibility.

Primary functions include:

1.

10.

11.

12.

13.

Acting as the principal NSA focal point, DDI spokesman and management
organization for the development and conduct of technical security plans,
policy research and development,resources,and operations.

Advising the DDI on technical security matters on a periodic and as-required
basis.

Developing plans for technical security operations, and coordinating all
aspects ofdogistics, security, cover, communications, and reporting to support
the conduct of those operations.

Issuing appropriate tasking to and soliciting necessary information from
Agency organizations for the development, planning, and conduct of technical
security operations.

Developing prioritized list of U.S. overseas facilities to be assessed for
technical security vulnerabilities.

Acting as the principal NSA organization to secure inter-agency coordination,
approval, and support for technical security operations.

Establishing appropriate security controls over technical security operations,
methods, or vulnerabilities.

Developing and ensuring the implementation of technical security policy.
Developing the Technical SecuritghPm&x)am (TSP) containing all technical
security resources; assuring that the TSP is balanced and responsive to the
threat.

Advise and assist the DDI in allocating TSP resources consistent with plans,
current threat, and operational requirements.

Ensuring that technical security capabilities are improved, developed, and
implemerited consistent with the threat.

Advising the DDI on the assignment of personnel to serve on technical
security-related committees, instructional assignments, and on other special
TSCM missions with other departments and agencies.

Representing the DDI, as appropriate, in TSCM cornmittees and other fora.



14.

15.

=@ S MeREE P ¢ Fhvy oy

Providing appropriate support and assisting U.S. departments and agencies in

developing and implementing programs and measures for improving their
technical security posture.

Providing appropriate support to other government departments and agencies.

(A1 MRPAREIE IS T T



UNCLASSIFIED

S5 A dministrative File

This file contains records relating to the administrative management of the
organization in areas such as personnel administration, budget mattersandsecurity
which are required to fulfill assigned missions and functions.

DATE SPAN:
LOCATION:
STORA GE MEDdA:
VOLUME:
CLASSIFICATION:
DISPOSITION:

DISPOSITION NO.:

1987 to Present

S5

Paper

6 cu.ft.

TOP SECRET CODEWORD, NOFORN, VRK

A. Personnel Records: Destroy 1 year after separation or
transfer of employee. (GRS 1-18a)

B. Administrative Records: Retain for 2 years and
thereafter destroy.

S5 -1A anddB

S5 Threat File

This file contains a history of known exploitation of information processing

equipment/systems.
DATE SPAN:
LOCATION:
SI'ORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DISPOSITION::
DISPOSITION NO.:

197 2 to Present

S5

Paper

3 cu. ft.
TOPSECRETCODEWORDANOFORNOoVRK
Permanent. Retire to NSA Archives.

S5-2

UNCLASSIFIED



UNCLASSIFIED

S5 Technical File

This file contains programs and operational data.

DATE SPAN: 1987 to Present
LOCATION: S5
STORAGE MEDIA: Paper
VOLUME: 6 cu. ft.
CLASSIFICATION: TOPSECRETLODEWORD,&NOFORN ,eVRK
DISPOSITION: Permanent. Retain in office 5 years. Retire to NSA
Archives.
DISPOSITION NO.: S5-3
S5 Program/Project File

This file contains individual analyst project/current operation records.

DATE SPAN: 1987 to Present

LOCATION: S5

STORAGE MEDIA: Paper

VOLUME: 39 cu. ft.

CLASSIFICATION: TOPSECRET{LODEWORD,&NOFORN, VRK
DISPOSITION: Permanent. Retire to NSA Archives.
DISPOSITION NO.: S5-4

UNCLASSIFIED



UNCLASSIFIED

A/DDI/BD

ASSISTANT DEPUTY DIRECTOR FOR INFORMATION
SECURITY FOR BUSINESS DEVELOPMENT

UNCLASSIFIED



ASSISTANT DEPUTY DIRECTOR
FOR INFORMA&ION SECURITY
FOR BUSINESS DEVELOPME NT (A/DDI/BD)

The A/DDI/BD is responsible to the Deputy Director for Information Security (DDI)
for providing overall guidance and direction to the Information Security
Organization (ISO) through the development of strategic plans and oversight of the
organizational progress made against the plans, forprovidinga central focal point for
custorner support and services throughout the Information Security Organization
and for developing and managing the business methods and relationships with
industry necessary for the development of INFOSEC products and services needed to
meet customer needs.

Primary functions include:

1.

2.

Develop strategic and near term business plans to guide the ISO toward
satisfymmg customer needsdorINFOSEC products and services.

Evaluate the progress of programs and the effectiveness of the corporate
process in meeting customer needs and recommend changes as appropriate.

Provide the central focal point for customer support and service for all U.S.
Government entities, contractors, and the private sector as appropriate to
assess their needs and advise them on how to protect their information
through the effiective use of INFOSEC products and services.

Translating customer needs into requirements for INFOSEC products and
services.

Developing and managing an effective internal and national INFOSEC
awareness and education program.

Developing and managing the industrial relations program to establish

business relationships with industry to promote the development, production
and use ofdNFOSEC products and services.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

Administrative File

This file contains information to identify administrative func-
tions/requirements employed by the Business Development Organiza-
tion.

DATE SPAN: 1987 to Present
LOCATION; ADDI/BD

STORAGE MEDIA: Paper

VOLUMEe 36 cu. ft.
CLASSIFICATION: TOP SECRET CODEWORD
DISPOSITION: Destroy after 2 yearse
DISPOSITION NO.: ADDI/BD-1
DISCONTINUEDe 920505

BD Functional Correspondence File

This file contains information needed to run the day-to-day activ-
ities/operations of the Business Development Organization.

DATE SPAN: 1987 to Present

LOCATIONe ADDI/BD

STORAGE MEDIA: Paper

VOLUMEe 1S5 cu. ft.

CLASSIFICATION: TOP SECRET CODEWORD

DISPOSITION: Permanente Transfer to the NCRC.
DISPOSITION NO.: ADDI/BD-2

DISCONTINUEDe 920505

UNCLASSIFIED



UNCLASSIFIED

S6
STRATEGIC PLANNING

UNCLASSIFIED



S6
STRATEGIC PLANNING

The Strategic Planning Office is responsible to the A/DDI for Business Development
for development of strategic and near term business plans, for facilitating their
implementation, for oversight ofthe effectiveness of the plan,and for recommending
improvements in the ISO structure and processes to help achieve the strategic
objectives.

Primary functions include:

L Developing and maintaining the strategicand near term business plans for the
INFOSEC Organization(ISO).

2. Providing overall guidance and direction to the ISO to help the organization
best achieve its objectives.

3. Conducting reviews of corporate progress toward achieving its strategic
objectives and recommending changes as appropriate.

4. Reviewing major new program initiatives to ensure consistency with strategic
objectives.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

Technical Support File

This file concerns technical support for Business Develo&ment, which includes
System Security Enhancement Reviews (SSER) and any other technical programs

support by S6.

DATE SPAN: 1984 to Present

LOCATION: S6

STORAGE MEDIA: Paper/Floppy Disk

VOLUME: 15 cu. ft.

CLASSIFICATION: TOP SECRETCODEWORDANOFORN
DB POSITION: Destroy when 5 years old.

DR POSITION NO.: S6-1

Strategic Planning File

This file contains all the information used to establish the Information Security
Directorate (ISD) Strategic Business Plan.

DATE SPAN: 1987 to Present

LOCATION: S6

STORAGE MEDIA: Paper/Floppy Disk

VOLUME: 30 cu. ft.

CLASSIFICATION: SECRET, NOFORN

DISPOSITION: Permanent. Retire to NSA Archives.
DR POSITION NO.: S6-2

UNCLASSIFIED



UNCLASSIFIED

S7
DoD CUSTOMER SUPPORT

UNCLASSIFIED



S7
DoD CUSTOMER SUPPORT

The DoD Customer Support Office is responsible to the A/DDI for Business
Development, for providing direct customer support and service for the Military
Departments, Joint Commands, Defense Agencies, and other DoD entities to ensure
the customer’s individual needs are met and that there is an overall improvement in
the customer INFOSEC posture.

Primary functionsinclude:

1.

Providin sg advice, guidance, and assistance to the customerin the applications
of[NFOSEC products and services.

Assisting the customer in the identification of his INFOSEC needs including
the prioritization of those needs.

Translating the customer’s current and projected future needs into
requirements for new INFOSEC products and services.

Developing annual custorner market assessments that can be used to measure
the effiectiveness of the INFOSEC products and services in improving his
overall INFOSEC posture.

Providing direct support to non-DoD INFOSEC field representatives.

Providing feedback to the ISO and strategic planners on the customers
INFOSEC posture and needs.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

Organization Mission File
DISPOSITION NO.: S7-1
TRANSFERRED TO: X41-1 920513

Administrative File

DISPOSITION NO.: S7-2

TRANSFERRED TO: X41-2 920513
Reading File

DISPOSITION NO.: S7-3

TRANSFERRED TO: X41-3 920513

General Correspondence File
DISPOSITION NO.: S7-4
TRANSFERRED TO: X41-4 920513
Field Information Bulletin File (FIBFILE)
DISPOSITION NO.: ST7—&"*
TRANSFERRED TO: X41-5 920513

INFOSEC Project Data Base

DISPOSITION NO.: S7-6
TRANSFERRED TOe X41-6 920513
S7 OA File
DISPOSITION NO.: S7-7
TRANSFERRED TOe X41-7 920513

Management Records File
DISPOSITION NO.: S7-8A and B

TRANSFERRED TOe X41-8 920513

UNCLASSIFIED



UNCLASSIFIED

DDI History and Museum File
DISPOSITION NO.: S7-9
TRANSFERRED TOe X41-9 920513
Special Projects File
DISPOSITION NO.: S7-10
TRANSFERRED TOe X41-10 920513

Business Development Data Base

DISPOSITION NO.: S7-11

TRANSFERRED TOe X41-11 920513
Briefing File

DISPOSITION NO. : S7-12A and B

TRANSFERRED TOe X41-12 920513

Working Papers/Convenience File

DISPOSITION NO. : S7-13

TRANSFERRED TOe X41-13 920513

Operational Summaries and Status Reports File

DISPOSITION NO.: S7-14A and B

TRANSFERRED TOe X41-14 920513

Project Control File
DISPOSITION NO.: S7-15

TRANSFERRED TOe X41-15 920513

UNCLASSIFIED



Conferences and Committee File
DISPOSITION NO.: S7-16A and B
TRANSFERRED TO: X41-16 920513
Department of Defense Liaison File
DISPOSITION NO.: S7-17A and B

TRANSFERRED TO: X41-17 920513



UNCLASSIFIED

S8

CIVIL AGENCY AND SPECIAL
CUSTOMER SUPPORT

UNCLASSIFIED



S8
CIVIL AGENCY AND SPECIAL CUSTOMER SUPPORT

The Civil Agency and Special Customer Support Office is responsible tothe A/DDI for
Business Development, for providing direct custormer support and service for the civil
agencies, NSA and the Intelligence Community, Drug Interdiction/Enforcement
entities, and the private sector to ensure the custorner’s individual needs aremet and
that there is an overall improvement in the customer’s INFOSEC posture.

Primary functions include:

1.

Providin &advice, guidance, and assistance tothe customerinthe applications
ofdNFOSEC products and services.

Assisting the customer in the identification of his INFOSEC needs including
the prioritization ofthose needs.

Translating the customer’s current and projected future needs into
requirements for new INFOSEC products and services.

Developing annual customer market assessments that can be used to measure
the effectiveness of the INFOSEC products and services in improving his
overall INFOSEC posture.

Providing direct support to non-DoD INFOSEC field representatives.

Providing feedback to the ISO and strategic planners on the customer’s
INFOSEC posture and needs.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

S8 Administrative File

This file includes correspondence, customer information, budget, cash awards,
security, training, travel, and other administrative data originated and used by the
S8 Chief, D/Chief, and secretary.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DRPOSITION NO.:

1988

S8

Paper

4 cu.ft.

TOP SECRET CODEWORD

A. Chiefs Correspondence File: Permanent. Retwain in
Office 5 years. Retire to NSA Archives.

B. All Other Records: Retwain for 5 years and thereafter
destroy.

S8-1Aand8B

UNCLASSIFIED



UNCLASSIFIED

S81
CIVILAGENCY

UNCLASSIFIED



S81
CIVIL AGE NCY DIVISION

The Chief, Civil Agency Division, is responsible to the Chief, Civil Agency and
Special Customer Support Office, for providing direct customer support and service
far the Civil Agencies, to ensure the customer’s individual needs are met and that
there isan overall improvement in the customer’sIl NFOSEC posture.

Primary functions include:

1.

Designating customer service representatives responsible for serving as the
focal point for ISO matters relating to all the Civil Agencies.

Providing advice, guidance, and assistance to the customer in the application
of INFOSEC products and services.

Assisting the customer in the identification of his INFOSEC needs including
the prioritization of those needs.

Translating the customer’s current and projected future needs into
requirements for new INFOSEC products and services.

Developing annual customer market assessments that can be used to measure
the effectiveness of the INFOSEC products and services in improving his
overall INFOSEC posture.

Providing feedback to the ISO and strategic planners on the customer’s
INFOSEE posture and needs.

Reviewing various Civil Agency directives and regulations for the DDI.

Presenting briefings on the ISO mission and support functions.

FOR OFFICIALUSE ONLY



UNCLASSIFIED

S81 Administrative File

This file contains all incoming/outgoing correspondence pertaining to the S81

mission.
DATESPAN:
LOCATION:

STORAGE MEDIA:

VOL UME:

CLASSFICATION:

DISPOSTION:

DISPOSITION NO.:

1987 to Present

S81

Paper

5 cu., ft,

TOP SECRET CODEWORD, NOFORN

A. Administrative Records: Cut off annually. Destroy
when 3 years old.

B. Correspondence File: Cutoff annually. Destroywhen 5
years old.

S81-1A and®

S81 Personnel File

This file contains data on all S81 personnel.

DATE&SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

UNKNOWN toPresent

S81

Paper

2.5 cu. ft.

TOP SECRET CODEWORD, NOFORN

Destroy 1 year after separation or transfer of employee.
(GRS 1-18a)

S81-2

UNCLASSIFIED



UNCLASSIFIED

S83
SPECIAL CUSTOMER SUPPORT

UNCLASSIFIED



S83
SPECIALCUSTOMER SUPPORT

The Chief, Special Customer Support, is responsible to the Chief, Civil Agency and
Special Customer Support Office, for providing direct customer support and service
for NSA, the Intelligence Community, and the Private Sector to ensure the
customer’sindividual needs are met and that there is an overall improvement in the
customer’s INFOSEC posture.

Primaryfunctionsinclude:

1.

Designating customer service representatives responsible for serving as the
focal point for ISO matters relating to NSA, the Intelligence Community, and
the Private Sector.

Providin &advice, guidance, and assistance to the customerin the applications
ofINFOSEC products and services.

Assisting the customer in the identification of his INFOSEC needs including
the prioritization of those needs.

Translating the customer’s current and projected future needs into
requirementsfornew INFOSEC products and services.

Developing annual customer market assessments that can be used to measure
the effectiveness of the INFOSEC products and services in improving his
overall INFOSEC posture.

Providiné feedback to the ISO and strategic planners on the customer’s
INFOSEC posture and needs.

Reviewing various directives and regulations, dealing with NSA, the
Intelligence Community, and the Private Sector for the DDL

Present briefings on the ISO mission and support funct ions.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

S83 Division File

This file contains correspondence, administrative records, notes and other material
received, generated and transmitted by the S83 Division staff.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

1983 to Present

S83

Paper

30 cu. ft.
TOPSECRET«{CODEWORD,eNOFORN

A. Administrative Records: Cut off annually. Destroy
when 3 years old.

B. Correspondence File: Cut off annually. Destroywhen 5
years old.

S83-1Aand B

UNCLASSIFIED



UNCLASSIFIED

S84
DRUG ENFORCEMENTANDINTERDICTION

UNCLASSIFIED



S84
DRUG ENFORCEMENT AND INTERDICTION DIVISION

The Chief, Drug Enforcement and Interdiction Division, is responsible to the Chief,
Civil Agency and Special Customer Support Office, for providing direct customer
support and service for Drug Interdiction/Enforcement entities to ensure the
customer’s individual needs are metand that there is an overall improvement in the
customer’s INFOSEC posture.

Primary functions include:

1.

Desiig nating customer service representatives responsible for servicing as the
focal point for BO matters relating to the Drug Interdiction/E nforcement
entities.

Providing advice, guidance, and assistance to the custorner in the application
ofdNFOSEC products and services.

Assisting the customer in the identification of his INFOSEC needs including
the prioritization of those needs.

Translating the customer’s current and projected future needs into
requirements for new INFOSEC products and services.

Developing annual customer market assessments that can be used to measure
the effectiveness of the INFOSEC products and services in improving his
overall INFOSEC posture.

Providing feedback to the ISO and strategic planners on the customer’s
lNFOSEE posture and needs.

Reviewing various directives and re%ulations, dealing with Drug
Interdiction/Enforcement entities, for the DDL

Presentbriefings on the ISO mission and support fu nctions.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

S84 Office File

This file contains incoming/outgoing correspondence pertinent to S84’s mission to
provide INFOSEC customer support to U.S, Drug Enforcement agencies,

DATE SPAN: 1986 to Present

LOCATION: S84

STORAGE MEDIA: Paper

VOLUME: 7.5 cu. ft, per year

CLASSIFICATION: TOP SECRET CODEWORD, NOFORN
DISPOSITION: Cut offannually, Destroy when 5 years old.
DISPOSITION NO.: S84-1

UNCLASSIFIED



UNCLASSIFIED

S9
INDUSTRIAL RELATIONS

UNCLASSIFIED



S9
INDUSTRIAL RELATIONS

The Industrial Relations Office is responsible to the A/DDI for Business
Development, for providing a single B8O focal point for industry relations, for
developing and managing effiective business policies, procedures, and methods, and
for developing and implementing an overall INFOSEC awareness program and
education in support of improving the National INFOSEC posture through the
development, production and use of INFOSEC products and resources.

Primary functions include:

1,
2,

Acting as the single focal point/front door for industry.

Developing and managing business policies, procedures and methods for
industry and customer relationships to support the development, production,
and use of INFOSEC productsand services.

Conducting periodic reviews of programs in the Commercial COMSEC
Endorsement program and other programs to evaluate the effectiveness of the
different business methods.

Providin% advice, assistance and guidance to government contractors in the
use of INFOSEC products and services.

Developing and managing an INFOSEC awareness program including public
forums, conferences, etc.

Developing and managing a comprehensive INFOSEC education program to
meetboth internal and external INFOSE C education requirements.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

S9 Administrative File

This file includes personnel records and material concerning awards, security,
training, budgetand otherrelateditems.

DATE SPAN: 1985t01988

LOCATION: S9

STORAGE MEDéA: Paper

VOLUME: 6 cu.ft.

CLASSIFICATION: UNCLASSIFIED

DISPOSITION: A. Personnel Records; Destroy 1 year after separation or

transfer of employee. (GRS 1-1 8a)

B. Administrative Records: Cut off annually. Destroy
when 2 years old.

DISPOSITION NO.: S9-1Aeand®B

UNCLASSIFIED



UNCLASSIFIED

S91
VENDOR SUPPORT

UNCLASSIFIED



S91
VENDOR SUPPORT DIVISION

The Vendor Support Division is responsible to the Chief of the Office of Industrial
Relations for establishing and maintaining working relationships with U.S. industry
for the purpose of developing programs to secure telecornmunications and
information processing systems.

Primary functions include:

1.

Providing the single NSA focal point to U.S. industry for the purpose of
disseminating information and establishing partnership programs to develop
secure telecommunications and information processing systems.

Establishing the process and procedures for and directing INFOSEC

Organization initiatives necessary to implement industrial partnership

programs such as the Commercial COMSEC Endorsement Program, the

Evaluation Program for Trusted Computer Products, the User Partnership

l;rogram, the Authorized Vendor Program, and the Industrial TEMPEST
rogram.

Approving all Memoranda of Understanding and Memoranda of Agreement
which relate to INFOSEC industrial programs.

Directing and guiding INFOSEC Program Managers and support
organizations responsible for the execution ofdNFOSEC industrial programs.

Developing product marketing projections for secure telecommunications and
information processing systerns to serve as direction and guidance to the
Strategic Planning Oflfice, Program Management O fficesandindustry.

Establishing and maintaining a list of evaluated INFOSEC products available
to customers.

FOR OFFICIAL USEONLY



UNCLASSIFIED

S91 Data Base

This data base contains information concerning companies that are part of or have
inquired about the Cornmercial COMSEC Endorsement Program, Authorized Vendor
Program and Trusted Product Evalu ation Program.

DATE SPAN:
LOCATION:
STORA GE MEDIA:
HARDWARE:
SOFTW ARE:
VOLUME:
CLASSIFICATION:
DISPOSITION:
DISPOSITION NO.:

1985 to Present

S91

Hard Disk

PC

PFS

7b5 Records (2 disks)

UNCLASSIFIED

Delete ordestroy when superseded or obsolete.

S91-1

Company Data Base

This data baseis used to track all the contractual information for companies listed on

the Preferred Products List.

DATE SPAN: 1984 to Present

LOCATION: S91

STORAGE MEDIA: Hard Disk

HARDWARE: IBM&S-II

SOFTWARE: D BasedIIPlus

VOLUME: 242 records (2 disks)

CLASSIFICATION: UNCLASSIFIED

DISPOSITION: Delete or destroy when no longer needed for operations.

DISPOSITION NO.:

S91-2

UNCLASSIFIED



UNCLASSIFIED

Equipment Data Base

Thisdata base is used to track products that are listed on the Preferred Products List.
Data base also generates a print program that actually prints the PPL four times a

year.
DATE SPAN:
LOCATION:
STORAGE MEDIA:
HARDWARE:
SOFTW ARE:
VOLUME:
CLASSIFICATION:
DISPOSITION:
DISPOSITION NO.:

1984 toPresent

S91

HardDisk

IBMPC

DBaseIll Plus

629 records

UNCLASSIFIED

Dele te or destroy whenesuperseded or obsolete.

S91-3

Vendor and Company File

This file consists of information on companies involved in the Commercdal COMSEC
EndorsementProgram, Trusted Prod ucts Evaluation Program and/or the Authorized
Vendor Program. A typical folder includes correspondence, records of phone
inquiries, requests for information, signed legal agreements, and company brochures.

DATE SPAN:
LOCATION:
STORAGE MEDIA:
VOLUME:
CLASSIFICATION:
DISPOSITION:
DISPOSITION NO.:

UNAVAILABLE

S91

Paper

30 cu. ft.
TOPSECRETCODEWORDaNOFORN
Destroy when no longer needed for operations.

S914

UNCLASSIFIED



UNCLASSIFIED

TEMPEST Endorsed Products and Test Services
and ADRLdI'racking Data Base

This data base is used to track products and services participating in the TEMPEST
Endorsement Programs. The data base generates the TEP, PETPL.,, and the ETTS. It
also tracks data deliverables required for endorsement.

DATE SPAN: 1988 to Present

LOCATION: S91

STORAGE MEDIA; Hard Disk

SOFTWARE: DBase ITI Plus (using Clipper Compiler)
VOLUME: 310 Records

CLASSIFICATION: UNCLASSIFIED

DISPOSITION: Delete or destroy when superseded or obsolete.
DISPOSITION NO.: S91-5

UNCLASSIFIED



UNCLASSIFIED

S92
GOVERNMENTCONTRACTOR SUPPORT

UNCLASSIFIED



S92
GOVERNMENT CONTRACTOR SUPPORT

The Government Contractor Support Division is responsible to the Chief, Office of
Industrial Relations for acting as the NSA central point of contact for U.S.
Government contractors on all matters concerning their acquisition and use of
Information Security products and services.

Primary functions include:

1. Providing advice, assistance, and encouragement to the U.S. Government
contractors on the acquisition, control, use, and disposition of Information
Security INFOSEC) products and services.

2. Implementing Government policies pertaining to INFOSEC (e.g., NACSI 6002
and NTISSP 200).

3. Providing for customer support services such as education, awareness, and
development of a certification program for industrial security officers.

4, Coordinating with other NSA organizations on the development of policies and

procedures affecting INFOSEC in the U.S. Government Contractor
community.

FOR OFFICIAL USE ONLY



UNCL ASSIFIED

Contractor File

This file contains Government Contractor correspondence concerning INFOSEC
products and services users.

DATE SPAN: 1980to 1988

LOCATION: S92

STORAGE MEDIA: Paper

VOLUME: 9 cu. ft.

CLASSIFICATION: UNCLASSIFIED

DISPOSITION: Destroy when superseded or obsolete.
DISPOSITION NO.: S92-2

*@bsolete. No longer created. See 6/12/201
email. MPB

UNCL ASSIFIED


mbayer
Cross-Out


UNCLASSIFIED

INFOSEC Policies, Directives, and Bulletins File

This file containsdata on INFOSEC policies and directives impacting on Government
Contractors

DATE SPAN: 1987t0dl 988

LOCATION: S92

STORAGE MEDIA: Paper

VOLUME: 3 cu. ft.

CLASSIFICATION: SECRET

DISPOSITION: Destroy when superseded or obsolete.
DISPOSITION NO.: S92-3

Government/Industrial Organizations File

Thisfile contains information relating to government/industrial organizations (Al
NSTAC, NOSAC) which includes correspondence, charters, memberships an

meeting minutes.

DATE SPAN: 1985to 1988

LOCATION: S92

STORAGE MEDIA: Paper

VOLUME: 6 cu. ft.

CLASSIFICATION: UNCLASSIFIED

DISPOSITION: Destroy when no longer needed for operations.
DISPOSITION NO.: S924

UNCLASSIFIED



UNCLASSIFIED

S92 Project File

Thi; file contains information on NACSI 6002, FIDFAR, Cable Policy, INFOSEC
studies.

DATE SPAN: 1980 to 1988

LOCATION: S92

STORAGE MEDIA: Paper

VOLUME: 8cu. ft.

CLASSIFICATION: SECRET

DISPOSITION: Destroy when obsolete or upon completion of project.
DISPOSITION NO.: 892-5

UNCLASSIFIED



UNCLASSIFIED

S93
INFOSEC AWARENESS

UNCLASSIFIED



S83
INFOSEC AWARENESS DIVISION

S93 manages all ISO information systems security INFOSEC) awareness activities.
Theintent of th is effiort is to improve thelevel of awareness of INFOSECissuesin the
DoD and its contractors, and to assist other agencies in accomplishing this goal in
their communities. To accomplish centralization of this program S93 coordinates
interactions of ISO personnel outside the NSA community; reviews unclassified
speeches, publications, advertisements, and press releases prior to

hlication/release; administers programs designed to disseminate information on
OSEC programs and issues; and serves as the DDI program of fice for ISO input to

the NSA infoirma tion security program required by PL 100-235.

Primary functions include:

1.

EXTERNAL PRESENTATIONS: Providesdirectsupport and guidance to ISO
personnel involved in preparing and deliveringinformation which is delivered

tonon-NSA aud ences.

PREPUBLICATION REVIEW: Provides DDIdirected review and approval of
presentations by all personnel which are external to the 0. Serves as the
DDI representative to DDPP for all such matters.

CONFERENCE ADMINISTRATION: Provide logistical support to ISO
elements, as well as direct support to the DDI and h is staff, in orchestrating
internal and external conferences and symposia.

MASS MEDIA AWARENESS: Provide guidance and expertise to ISO
elements involved in producing awareness video. Operates INFOSEC
awareness exhibit boo th used to project NSA presence at national conferences.

PRINTED MEDIA AWARENESS: Provides ISO elements guidance and
services for preparation and distribution of INFOSEC awareness bulletins,

fact sheets, posters, etc.

ELECTRONIC INFORMATION SERVICES: Piovides for maintenance of
Project OPEN AIR.

FOROFFICIAL USE ONLY


https://DDI.<firect.ed

UNCLASSIFIED

Prepublication Review File

This file contains documents submitted for review by DDI prior to public release and
related supporting documentation.

DATE SPAN: Oct1987 to Present

LOC ATION: S93

STORAGE MEDIA: Paper

VOLUME: 30 cu. ft.

CL ASSIFIC ATION: TOPSECRET

DISPOSITION: Destroy when no longer needed for operations.
DISPOSITION NO.: S93-1

S93 Administrative and Working File

This file contains background data for speeches, administrative material and
technical information.

DATE SPAN: Oct 1987 to Present

LOC ATION: S93

STORAGE MEDIA: Paper

HARDW ARE: PC

VOLUME: 18 cu. ft.

CL ASSIFIC ATION: TOPSECRETLODEWORD,&NOFORN
DISPOSITION: Destroy when no longer needed for operations.
DISPOSITION NO.: S93-2

UNCLASSIFIED



UNCLASSIFIED

INFOSEC Awareness Publication File

This file consists of data bases for the distribution of same and data for
administrative operations of the Branch.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

HARDWARE:
SOFTWARE:
VOLUME:

CLASSIFICATION:

DISPOSITION:

DBPOSITION NO.:

Oct 1987 toPresent
S9324Airport Squaredl)
Paper/Hard Disk

PC

DOCKMASTER

30 cu. ft.
UNCLASSIFIED

A. OPI Originated Record Copy of Publication:
Permanent, Retire toNSA Archives.

B. Electronic Copies, Background Materials and Other
Copies: Destroy when superseded or obsolete.

S93-3A2ndB

EXTERNAL PUBLICATIONS FILE

This file includes data bases for the distribution of external bulletins,

DATE SPAN:
LOCATION:

STORAGE MEDIA:

HARDWARE:
SOFTWARE:
VOLUME:

CLASSIFICATION:

DBPOSITION:

DBPOSITION NO.:

1985 to Present
S932

Paper/Hard Disk
RAPPER

M204

30eu. ft.
UNCLASSIFIED

A. OPI Originated Record Copy of Publication:
Permanent. Retire to NSA Archives.

B. Electronic Copies, Background Materials and Other
Copies: Destroy when superseded or obsolete.

S934A3ndB

UNCLASSIFIED



UNCLASSIFIED

OPENAIR File

This file includes information from the OPENAIR data base as well as
administrative operations records.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

HARDWARE:
SOFTWARE:
VOLUME:

CLASSIFICA TION:

DISPOSITION:

DISPOSITION NO.:

Oct 1988 to Present

S932

Paper/Hard Disk

PC

DOCKMASTER

30 cu. ft.

TOPSECRET CODEWORD

A. OPENAIR Information: Destroy when superseded or
obsolete.

B. Administrative Records: Destroy when 2 years old.
S93-5AandB

UNCLASSIFIED



UNCLASSIFIED

S94
INFOSEC EDUCATION

UNCLASSIFIED



S94
INFOSEC EDUCATION DIVISION

The Chief of the Education Division is responsible to the Office of Industrial
Relations for increasing the level of knowledge about INFOSEC by providing
education services and products to ISO personnel, to the customer community and to

academia.

Primary functions include:

1. Organizing, developing and conducting workshops, seminars, and conferences
to ensure information exchange with the customer community and to develop
educational material.

2. Developing and providing to customers INFOSEC teaching materials such as
courseoutlines, bibliography,andbooks, and videotapes.

3. Enouraging INFOSEC education initiatives throughout U.S. Government
and academia.

4. Developing and implementing INFOSEC training requirements and pirogram
plans.

5. Presenting INFOSEC briefings in formal and informal courses.

6. Providing technical assistance to Government departments and agencies in
developing INFOSEC educational courses and programsofinstruction.

7. Writing and producing INFOSEC video program scripts for Agency and U.S.
Government use.

8. Designing and building INFOSEC educational exhibits and displays.

9. Coordinating with counterpart education organizations throughout U.S.

Government to share &rogxams and products and to assure the technical
adequacy of all U&S. Government INFOSEC, COMSEC, and COMPUSEC

Education Programs.

FOR OFFICIAL USE ONLY



UNCLASSIFIED

INFOSEC Video and TV Materials File

This file contains TV production material, copies of video tapes, additional material
related to production of INFOSEC videos.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DISPOSITION NO.:

UNAVAILABLE

S94

Paper and Video Tapes
45 cu. ft.

SECRET

A. Record Copy: Permanent. Retire to NSA Archives.
(See instruction for special records in introduction.)

B. All Other Copies: Destroy when superseded or obsolete.
S94-1AAndB

General Office File

This file contains general office administration records as well as a read file.

DATE SPAN:
LOCATION:

STORAGE MEDIA:

VOLUME:

CLASSIFICATION:

DISPOSITION:

DBPOSITION NO.:

UNAVAILABLE

S94

Paper

6 cu. ft.

TOPSECRET

Destroy when 2 years old.
S94-2

UNCLASSIFIED



“HRE SEsREL



Redactions have been made to this report pursuant to 5 U.S.C. 552(b)(3) with the
corresponding statute 50 USC & 3605 (Previously 50 U.S.C. 402, noting National Security Agency
Act of 1959), which protects from disclosure “infarmation pertaining to the functions or
organization of NSA and certain information pertaining to NSA employees.” You will need to
submit a Freedom of Information Act (FOIA) request to the Office of the General Counsel for
the withheld information. Information on how to file a FOIA may be found here:

http://www.archives.gov/foia/



http://www.archives.gov/foia/



