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L&AVI a&.AllllC REQUEST FOR RECORDS Dl.-OSITION AUTHORITY 
,,. ,llltNd_., ,..,,., N1-A-Ffl
f'l-ZI 

CI D' GENERAL IERVICU ADMINISTRATION 
NATIONAL ARCHIVES ANO RECORDS SERVICE, WASHINGTON, DC ... 6J1lr9 

. ., .. .,, NOTIFICATl_QN TO AGElllCV DEPARTMENT OF THE AIR FORCE 

Policy Branch 

I hnby cstify that I 8"' euthorind to Kt for this 1g1nCY in mmn pertaining to the dilpoal of the Ò·1 l'ICOrds. 
thlt the records prapmd for dilpaal in 'this Recaumt of 2 11111Cst .. not now lmdld for ft bulirms of 1hi1 
Ñ or will not be needed lf•r the '91Bntion periods 1P1Cifild; end that writÓ concurrm from the General 
Aa:ounting Off ice, if NQUirld under the provisions of Title 8 of the GAO Mlnull for Guidlnce of Federal Agenc:m, is 
8ttached. 

A. GAO concurrence: 0 is attached; or @ is urvaecmsarv. 

GRACE T. ROWE 

Chief, Records Mgmt Policy Section 

7. 
ITEM 
NO 

I. DESCRIPTIONOF ITEM 
twitfl l11•lwiw a.r .. ora•e.1111o" llrrio4l1 

t. GRSOR 
SUPERSEDED 

JOB 
CITATIOl'll 

10.ACTION 
TAKEN 

INAltSUSE 
ONLY} 

COMMUNICATIONS SECURITY (COMSEC) SYSTEMS 
ACCOUNTABILITY RECORQS (Table 56-1) 

(Applicable Air Force-wide) 

AND 

1 Rule 25. Added, to destroy approvals·to hold 
classified COMSEC material on receipt of a 
succeeding approval, or on inactivation of 
facility, whichever is sooner. This disposition 
meets Air Force needs. 

STANDARD FORM 111 (lltEV. l·IJ 
._etch ... •r G•A 
• .._. .. C•l CF'AJ 10J.ll • 



c 

TABLE 56-1 

COMMUNICATIONS 
RECORDS 

R A 
u 
L If records 
E are 

-

25 classified 
* COMSEC 

material 

-

SECURITY (COMSEC) SYSTEMS AND ACCOUNTABILITY 

B c D 
--

consisting of 

Approval to Hold Classi-
f ied COMSEC Material 
(AFCOMSEC Form 2) 

which are 

at AF 
Crypto-
graphic 
support 
Center 
(AFCSC) , 
COMSEC 
accounts, 
and COMSEC 
user 
facilities 

then 

destroy on 
receipt of a 
succeeding 
approval, or 
on inactiva-
tion of 
facility, 
whichever is 
sooner. 
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CCOMSll'.l"'I ABWTY 
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E ueor-ulato 
.. of 

-

-

-

- above) 

-

-

-

6 Re.n.t-

-

-

-

tbea 

accountin11: 

monthlv 

bv 

obsoletL lon11:er 

destrov vear. 

vears. 

vears 

3.1 
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TABLE 56-1 

COMMUNICATIONS SEClJRITY SYSTEMS AND Aax> RECORDS 


R A c D 
u 
L U tbe recordl 

wlddi ue 

1 material accounting field and AF Cryptologic support Center at AFCSC destroy after 3 years. 
records (AFCSC) vouchered COMSEC accounting report, 

related records and correspondence; AFCSC 
COMSEC vault and USAF CO R records consist-
ing of statistical data for stat books; holder, ship-
ping, allocations and stock files; related records; 

and work orders 


2 at holder accounts and destroy as described in certif-
COMSEC Account 616600 icate of clearance. 

2.1 	 daily or shift inventories at holder accounts destroy 6 months after 

cutotr. 


•u 	 local destruction reports of accountability legend destroy 2 years after date of 
code 3, 4, and 5 that is classified (CONFlDEN- material destruction. 
TIAL or or is marked CRYPTO 

3 record of custodians destroy 1 year after assump-
tion a new custodian. 

transfer reports, work orders, and related records at AFCSC destroy 3 years after 
for items on loaned/borrowed status loaned/borrowed transaction 

is terminated. 

4 copies of records covered in rule 1 at monitoring headquarters destroy when superseded, 
or no needed. 

5 accounts inspection command inspection reports and related records destroy on receipt of a 
records succeeding report, or on inac-

tivation of the facility, which-
ever is sooner. 

5.1 	 semiannual self-inspections destroy after MAJCOM 

annual inspection is per-
formed. 


Visitor AF F orm 1109 	 at bolder accounts 

•7 	 incident ( compro- reports of compromises, involving personnel, cryp- atAFCSC 
mise) files tologics and physical insecurities of COMSEC 

material as required by AFR 56-12 

8 	 at MAJCOM and monitor-
ing intermediate headquar-
ters 

9 	 at cited units 

after 1 
destroy 3 years after year in 
which incident file is closed. 

destroy after incident file is 
closed, provided physical and 
cryptographic log is main-
tained (see rule 11). When 
log is not maintained, destroy 
closed incident file after 2 

destroy I year after year in 
which incident is closed 

10 physical and cryp- log used to record reported COMSEC insecurities atAFCSC destroy 3 years after year in 
tographic violation which log is closed out. 

log 

11 log or consolidated listing of COMSEC insecuri- at all other activities destroy after 2 years. 
ties 

•12 COMSEC codes background material from initial request to final atAFCSC hold until the system is 
and authentication dispositionof theCOMSEC system deleted from the COMSEC 
case files inventory, then retire to ESC 

Special I ntelligence Central . 
Repository and destroy 25 

thereafter. 
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TABLE.. CONTINUED 

R 
u 
L 

•13 

•14 

•ts 

!.. 

If tile reconll 
are or to 

protected distribu-
tion system (PDS) 

Automatic Secure 
Voice Communica-
tions (AUTO-
SEVOCOM) termi-

COMSEC historical 
records ( aids and 

B 

of 

letters, meaage requests, approvals, and drawings 
pertaining to PDS systems for palling unencrypt-
ed classified information 
correspondence, electrical messiages, approvals, 
and related historical data on certification of 
AUTOSEVOCOM terminals 

muter file of background data on COMSEC 
material in AF inventory 

c 

wMda are 

at AFCSC 

at AFCSC 

at all other AF agencies 

at AFCC units and provided 
to the COMSEC account 
for 
at AFCC units and uled to 
record quarterly required 
training 

at AFCC units and retained 
by the COMSEC account 

D 

diem 

destroy 90 days after deactiva-
tion of PDS. 

destroy on deactivation of cir-
cuit or when no longer 
needed, whichever is sooner. 

destroy 3 years after final de-
struction of COMSEC item. 

retire to ESC Special Intelli-
gence Central Repository on 
inactivation of unit and de-

when no needed. 
destroy after S years or when 
superseded, obsolete, no 
longer needed, whichever is 
sooner. 
destroy 2 years after COM-
SEC account is deactivated. 

destroy upon termination of 
contract or when no longer 

whichever is sooner. 
destroy upon receipt of a 
succeeding certification letter 
or inactivation of the account. 
destroy after 18 months. 

destroy after I year. 

destroy on inactivation or 
when superseded. 

. ., 

·*17 

•11 

•19 

•20 

•21 

•22 

•23 

COMSEC/TEMP-
EST master register 

release of COM-
SEC equipment/ 
material to DOD 
contractors/COM-
SEC accounts 

certification records 

assigned Air Force COMSEC/TEMPEST short 
titles 

background communication 

release approvals for access to COMSEC equip-
ment material by DOD contractors 

certification of mandatory modifications to equip-
ment 

certification of COMSEC account readiness action 
(CARA) training exercise 

certification of review of operating instructions 
and CARAs 
approval of administrative telephone within a 
secure area, coordination ofCAltAs, and higher 
headquarters coordination of material to be 
retained in the event precautionary destruction is 

•24 COMSEC crypto- destroy after I year. 

NOTE: HQ ESC is the olllce of record for records of longtime retention. Records apprailed u permanent will be otrered to The National 
Archives when sensitivity and claasification no longer prevent their use for purpolel of historical and other research. 

TEMPESI' POUCY AND ENGINEERING TF.cHNICAL AND ANALYSIS 

R A B 
u 
L If tile reconll 

I AF TEMPEST pro- data reftecting the policy, planning. and test results 
gram records of AF TEMPEST program etrorts 

c D 

diem 

at AF Cryptoloaic Support retire to ESC Special Intel-
Center (AFCSC) ligence Central Repository 

when obsolete. Destroy 10 
after retirement . 




