
REQUEST FOR AUTHORITY •
TO	 DISPOSE OF RECORDS 

(See Instructions on Reverse) 

TO:	 GENERAL SERVICES ADMINISTRATION 

NATIONAL ARCHIVES AND RECORDS SERVICE, WASHINGTON, DC 20408 

1. FROM (AGENCY OR ESTABLISHMENT) 
In accordancewith the provisions of 44 U.S.C. 3303a the dis-D_E_P=--AAr--'-.:....MENT--=--'---_O_F_THE-""-'__AI-'--R_F_O_R_C_E-L---'----=--U_S_AF --1 posal request, including amendments, is approved except for 

2.	 MAJOR SUBDIVISION items that may be stamped ·'disposal not approved" or "with· 
drawn" in column 10. DIRECTORATE OF ADMINISTRATION 

3. MINOR SUBDIVISION 

DOCUMENTATION SYSTEMS DIVISION 
4. NAME OF PERSON WITH WHOM TO CONFER 

Mr. Neil	 Vandergraaf
6. CERTIFICATE OF AGENCY REPRESENTATIVE:	 (Date) 

I hereby certify that I am authorized to act for this agency in matters pertaining to the disposal of the agency's records; that the records proposedfor disposal in this Request01 
~ page(s)are not now neededfor the businessof this agencyor will not be neededalter the retention periodsspecified. 

IiERBERT s. IiEIGE.R, Chlill 
Documentation Systems Divisi~30	 SEP 1977 ~~~~~------

Date	 (Title) 

9.7. 8. DESCRIPTION OF ITEM	 10.SAMPLE ORITEM NO. (With Inclusive Dates or Retention Periods)	 ACTION TAKENJOB	 NO. 

COMMUNICATIONS SECURITY (COMBEC) SYSTEMS AND ACCOUNTABIL-
ITY RECORDS (100-7)
 

(Applicable Air Force-wide) 

1	 Attached proposed new table 100-7 of Air Force Manual NN-174-
12-50 reflects the following changes as indicated by an 050
 
asterisk in the appropriate column:
 

a. Minor word changes in rules 1,2,2.1,3.1, and 5.1. 

b. Add new rules 2.2 and 17 through 20. Delete old
 
rule 18.
 

c. Remove old rules 7,8,8.1, 8.2, and 19 from table
 
1.0-7. These rules will be incorporated with table 100-8
 
being submitted under separate SF 115.
 

d. Renumber rule numbers according to above changes.

Minor word changes are indicated also by an asterisk.
 

The re-organization of this table updates Air Force units 
names, adds and rea~igns documentation to provide for 
more accurate and complete maintenance and disposition
of	 COMBEC documentation. A copy of the current table 100-
is	 provided for your ease of reference. 

a.:\e..,The above disposition criteria ±s considered adequate to
 
meet Air Force requirements.
 

115-106	 STANDARD FORM 115 
Revised January 1973 
Prescribed by General Services 

Administration 
FPMR (41 CFR) 101-11,4 c-r"" 
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records
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CONSISTING OF WHICH ARE	 THEN 

:'~fielci and depot vouchered ~t USAF ,Cryptologic destroy after 3 years. 
CO~!sECaccountdng S_S --t- ___reports) ,....;;;.;iX;..;..;p"-~o.;..t-'-':......;.U....;SAF
related records anJ *holder accounts and destroy as described incorrespondence; depot C 6 66 0	 certificate of accounting CO~5ECvault and USAF COR	 CO~5E Account 1 0 records clearance.records consisting of sta-
tistical data for stat
 
books, holder, shipping, "
 allocations and stock
 
files, related records;


-lllorkordcrs : --.+-	 -+ ... . I ._.,.,..-_~--

*daily or shift inventories -lUt holder accounts	 -destroy b months aftermon0ly cutoff. 

local destruction reports destroy 2 years after
 
documenting destruction of date of materfal
 
'accountabi.Li ty legend 3 destruction.
 
(used or unused that has
 
been placed in effect),

and legend 4 material
 
classified Secret· or above
 
records of custodians	 destroy I year after
 

asstm!ption by a new
 
custodian.
---------------------~----.~-------------------------+--------------------------transfer reports, work +at USAF Cryptologic destroy 3 years after
 

orders, and related re- .Depot, USAFSS loaned/borrowed trans-.
 
cords for items on loaned! action is terminated.
 
borrowed stn tus
 

copies of documents used by the supervising	 destroy when superseded,
covered in rule 1	 headquarters .to monitor obsolete, or no longer


discrepancies, programs, needed. ..
 
proper holdings of ac-
counts, movement of equip-
ment, a'l!dqyerall operati<in
 
of subordinate units
 

http:accountabi.Li
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U IF OOCUMENiS ARE: OR PERTAIN TO CONSISTING OF WHICH AfiE	 THENI. 
E 

s accounts inspection command inspection reports used to assure the destroy on receipt of a 
records . and related records .	 adequacy of security and succeeding repcrt , or on . 

operatiortal standards of inactivation of the' 
the account facility , whichever is 

sooner. 
5.1	 destroy after command*	 * semiannual self-inspections prepared on Tecord of annual inspection is 

I :DMSEC account inspection performed,
lsing USAF-CO}SEC checklist" 

6 facili ty survey	 reports of the appli· prepared by USAFSS destroy on receipt "0£ a 
reports	 cation of technically represel!-tatives succeeding report,~or on 

sound cryptosysterns and inactivation of the 
~1eir proper use facility, whichever is 

sooner. 
'* 7 incident (compromise) .reports of con~romise, for *at USAF Cryptologic destroy 3 years after 

files mal or informal reports of Depot, USAFSS year in which incident 
investigation, reports of file is closed. 

1* S practices dangerous to at'MAJCOM and monitoring *destroy after incidentsecurity, letters of eval- ,uation, and analysis data	 intermed1atc headquarters file is closed, pro\~ded 
relating to the losS. com-	 physical and cryptographic " violation log is main-promise, suspected Or pos~ taincd (see rule 10).
sible compromise of COMSEC When log is not maintaincc 
matter and/or security in destroy closed incident." the issue, handling, transmission, and storage of	 -t---=f.::..i1::.:c:.;s:....,.::2:..;:f..:,te;.:.:r::.....::2:.....t....:.-.:-.yte..:;,2.;:.;rs;.:;.,.


-)(.9 ,material and equipment at cited units 'destroy 1ycar after year
 
in which incident is 
closed. .. 

.... .., 
t • ' .. /'.... . .". 
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II THENIF DOCUMENTS ARE OR PERTAIN TO CONS:STING OF	 1'/IilC11 ARE 
L.---~--~-,----------------------~*------~-------------;~----------~----~--~----------------------~


.x- 10 physical and crypto- .	 log used to record and tE'at USAF Crypto logdc destroy 3 years after yea
graphic violation log	 assign case numbers to '. Depot, USAFSS . in which log is closed 

~eported insecurities; out •. 
also used to analyze
effectiveness of COMSEC 
,."i thin the Air Force 
log or consolidated	 destroy after 2 years.
listing of essential in-	 *at all other activities. 
formation which may be A~el1&d by 7?·A. Were pe-\'"
used evaluating the degree Ne.~1 \I~r~.,."",rr /0/ 1'S/77.
of C~~EC effectiveness'
 
within a conmand
 

0)(. 12 CCMSEC equipment	 shop tickets, quality destroy after 1year.
control, and similar data 

",. 13 COMSEC codes and	 individual case files of *at· AF COMSEC Center authentication codes and authentication retain until the system
case files systems background is superseded or deleted 

material',Le., initial from COl1SEC inventory, then retire to USAFSS requests, design and de-velopment criteria, change~ . depository and destroyto format or design, and 25 years after retire-
COMSEC surveys of ment , Al'tICnlkd b{1?A. W~te .	 ffr Nt~l "~~".srtto:fj-

c,	 referenced system lit '-')../77~. ·4~~p~ro~t~ec~t~e~~d-'-~-r-e~:1~:ln-e----------·-~1(e'~-t~t~e~r~s~,~m~e~s~s~ag~e~r-e-q·u-e-s~t~s-,-~-----------------------~~d(e-s~t~r-o-y.~9~O~~d,ay-s--a~lr~t-e-r---
distriBution system approvals, and drffi~ings deactivation of ~\~. 
(P\IDS) pertaining to PWDS systems

for passing unencrypted 
;-~ __ ~~~~~~ __ ~~ ~_c~l~a~s~s~if~i~e~d~in~f~-o~rm~a~t~io~n~~.~ IS A,,~ S	 oj(.------------------------~~~------T_~~~~-,-*	 Autcmatac ecure voice correspondence, clectrlclll; destroy on deactavataon 

Communications messages, approvals, and of Cil~uit or wheh no 
(AtrrOSEVOCOM) tenninals related data of a his- longer needed, whichever 

torical nature pertaining is sooner. ,
to certification of 

, 

AuroSEVOCO~l terminals 
, ' . ,. 

... ----~------------------.--~---------------- ----------~------------~~---------------.------~
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IF DOCUMENTS ~AE OR PERTAIN TO 

OOMSEC historical records 
(aids and equipment) 

COMSEC/~6EC Master Register 

release of COMSEC equip-
ment/material to DoD 
contractors/COMSEC
accounts 

9 

CONSISTING OF 

.". master file of background
data On C01v1SECmaterfal ' 
~ I\F inventory 

assigned Air Force . COMSEC/EMSEC short titles 

related communicatIons (related information) 

release approvals for 
access to COMSEC equipment
material by DoD contractor 

C
 

WHle!l ARE
 

at USAF crypto1ogic
Depot, USAFSS 

A;'l<ie.\dd hy 1?A • 
\/.ltreo ,,~r Ne.d 
\lo.\\~I'5t~s;:. 
IIJif/t'f7 

at AF CO~5EC Center 

at all other Air Force 
agencies 

~ 

0 ,j!~ 

THEN It 
:1

1destroy 3 years after i,j
final destruction of
 
C01\1SECitern.
 If

I-" 
,L-/_!:.-re~t~i-r-e-t~o~u:':':SJ~'U'~"SS~""":d:-ep-o-s-:i:----1

' tory on inac ti va tion of ~ 
uni t and destroy when f 
no longer needed, -~i",
destroy after 5 years or 1 when superseded, no
 
longer needed, or declare(

obsolete, whichever is '
 
sooner.
 
destroy 2 years after
 
CO~5EC account is
 
deactivated.
 

destroy upon termination

of contract or when no
 
longer needed, 'Hhichever

is sooner.
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