
TO'GENERAL SERVICES ADMINISTRATION,
 
__ NA_T_IO_N_AL_A_R_C_HI_VE_S_A_N_D_R_EC_O_RD_S_S_E_RV_IC_E_, _W_AS_H_IN_G_TO_N,--, _DC_2_04_0_8 __ --tDATE RECEIVED 7 APR 1979
 

NOTIFICATION TO AGENCY 
2.	 MAJOR SUBDIVISION 

In accordance with the provsions 01 44 USc 3303a the disposal re' 
-=-"::"::''--'--~=':====-=-=-=';==--=--::'--='-'''-';;'''-::''=-----==----='''::''''':~--'--=-=-''''''---''-'-'----'--'----'-_-;	 quest. Including amendments. IS approved except for Items that,may

be stamped "msposa' not approved" or "withdrawn" In column 10 

t & Resources Division 
4. NAME OF PERSON WITH WHOM TO CONFER	 5. TEL EXT. 

694-3495 
6. CERTIFICATE OF AGENCY REPRESENTATIVE 

I hereby certify that I am authorized to act for this agency in matters pertaining to the disposal of the agency's records;
that the records proposed for disposal in this Request of 5 page(s) are not now needed for the business of
this agency or will not be neededafter the retention periods specified. 
o A Request for immediate disposal. 

GJ B Request for disposal after a specified period of time or request for permanent 
retention. 

C. DATE	 E. TITLE _ 

HERBERT B. GEIGER, Chief "-, 
11 APR 197 Information Mgt and Resource Diy 

7. 8. DESCRIPTION OF ITEM 9. 10. 
ITEM NO, (With Inclusive Dates or Retenllon Periods) SAMPLE OR ACTION TAKEN 

JOB NO. 

AUTOMATED DATA PROCESSING SYSTEMS (ADPS)
SECURITY RECORDS (300-5)

(Applicable Air Force-Wide) 

1	 See attached new table 300-5, Automated Data Pro-
cessing Systems (ADPS) Security Records, which
 
identifies documentation series created and main-
tained as a direct result from the implementatio

of Automatic Data Processing (ADP) security pro-
cedures. It applies to all Air Force activities
 
which process, store, use, produce or transmit
 
classified material in ADPS environment. Rule 5
 
recommends permanent retention, as the material
 
described is associated with data automation
 
requirements covered by table 300-1, rule 1,

which are permanent. These retention periods

will adequately serve all Air Force requirements
 

, STANDARD FORM 115. 1c2\-11eVised April, 1975 
rescnbed by General Services 
Administration 

PMR (41 CFR) 101-11,4 

115-107 



TABLE '1k 300-5 1 -. 
AUTOMATED DATA PROCESSING SYSTEMS (ADPS) SECURITY RECORDS I ~~~------------~----------~~----------~------------~------~------~------------~----------~~--------~~
R ABC U 
U 
L 
E 

If documents are 
pertain to 

or consisting of which are then 

1 worldwide military com- documents defining the 
WWMCCS and its objectivesmand and control system providing each WWMCCS site(WWMCCS) the basic policy, guide-
lines, techniques and pro-
cedures which can be used 
to implement secure,
dependable WWMCCS ADP 
systems; and prescribe 
minimum requirements,
standards, criteria, and 
specifications for inter-
facing each WWMCCS ADP site 
into a secure responsive
teleprocessing network 

2 threat and risk asses- documents used to appraise
the Designated Approvingsment document Authority (DAA) of
relative risk(s) versus 
functional or operational
impact of any anticipated
threat to ADP systems or 
sites 

3 user identification/ a plain text or computer
passwords	 language set of characters 

which uniquely identifies 
any authorized office, 
person, or staff agency
who may directly have access 
to, use and receive products

'~~--	 -Lor services (hardware or ~ 

JCS directed and implemented destroy when super-at HQ USAF, MAJCOMs, SOAs, seded, obsolete, orand designated WWMCCS ADP no longer needed.'sites 

• 

• 
used by ADPS facilities to 
assure control of access 
and individual accounta-
bility or audit trails of 
users' accessing files 
within the ADP system 

~~	 ' ~ 



-;TABLE 300-5 I 
R A B C v 
U 
L If documents are or consisting of which are then . 
E pertain to 

software) from an ADPS "
 

computer facility or
 
terminal ~...
 

4	 documents which describe maintained at ADPS facili-ADP system security ADPS, classification there- ties and MAJCOM or SOAdocument of, current status, to 
include	 threat and risk, 
other physical or environ-
mental	 factors, corrective 
actions to problems and 
requests for waivers or 
exceptions' to established 
security installation 
criteria 

5 ADPS test reports	 reports containing data at HQ USAF and MAJCOM/SOA retain in office area 
. ,	 reflecting on the inter- ior AFDSDC, which are prepared 5 .1. ... •.... .;-emediate or final results of [by or for AF at preparing . years, _.._. .,t2_--x-.. 

ADP system security [activities ;.'.I~:<;:a·~';~1·"-'_/ ... Z 
features of software/hard- '~.J.- ......,-.;;., A~.., ~ 4.J.d..---- ware and other tests - .:nJA '4'..... ~'V 

prepared by civil agencies at HQ USAF and MAJCOM/SOA destroy when no 
6	 under contract to the ~l ich are received from longer needed as 

Government, Federal p' er military services or reference for futureagencies, and other mili- Federal agencies reports.tary services 

destroy when super-7 ADPS security record(s)	 document(s) defining ADPSsecurity program(s) for a seded, obsolete, or 
specific ADPS facility and no longer needed. 
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TABLE 300-5 1 

,R 

U 
L 
E 

A 

If documents are 
pertain to 

or 

B 

consisting of 

C 

which are 

-U 

then 

its objectives providing
each with the basic policy,
guidelines, techniques,
and procedures which can be 
used to implement secure,
dependable ADPS; and pre-
scribes minimum require-
ments, standards, criteria,
and specifications for 
interfacing each ADPS 
facility into a secure,
responsive teleprocessing
network. Any type of
reports which relate to 
ADPS audit compliance with
security procedures 

Imicroform v7hich des-
cribes the ADPS and theADP operational classification; micro-publications form copy of the com-
puter operation manual 
(OM) and users manual 
(liM) and program main-
tenance manual (MM) of 
each ADS which are not 
[part of records sets of 
publications 

maintain at ADPS facilities maintain until ADS is 
and MAJCOMs/SOAs discontinued, superseded, 

or totally redesigne~~/ 

~~-

~------------------~
 



T,\IIl.E 300-5 (Continued) 

p. A B c o 
U 
L If documents are consisting of which arc then
 

E or pertain to
-~~==--~~~~~~--1----------+-----------~
9	 ADP security reports used to: (1) destroy A£t~r 1 y~Ar.incident r.eports identify common AF ADP security problems and/

or (2) permit the alert-
ing of AF ADP activities'
 
of high probability se- •curitv threat manifesta-tion 

LO ADP con'tingency docum~nts to provide for destroy when superseded,

achievement of the AF ADP obsolete, or no longer
planning security program's pur- needed. 
pose when ADP security
Imeasures fai1 

,1 approval of an ADPS	 designated approval authority

approval/disapproval letter, maintain until ADPS
to process classi- data processing installation	 retired or apE!ovalfied information (DPI) security plan, security super seded,' ~~
 

- testa~ev~oot~n'Mdot~r~~----~----~---·-_~~~~~~~-~·~~~~~~_~
 
documentation disapproved
2	 destroy 1 year after
 

disapproval.
 

JCS Joint Chiefs of Staff
 
HQ USAF=Headquarter United States Air Force
 
MAJCOMs=Major C8~~ ds
 
SOAs=Separate Opera ing Agencies

AFDSDC=Data Systems Design Center
 
ADS=Automated Data :ysterns
 




