
REQUEST FOR RECORDS DISPOSITION AUTHORITY 

To NATIONAL ARCHIVES & RECORDS ADMINISTRATION 
8601 ADELPHI ROAD, COLLEGE PARK, MD 20740-6001 

1 FROM (Agency or establishment) 

Department of Homeland Security 

2 MAJOR SUB DIVISION 

United States Secret Service 

LEAVE't:i~NK (NARA use only) 

JOB NUMBER All- o g 7-0 9-'i 
Date Received 31 ..3 /o <j 

NOTIFICATION TO AGENCY 

In accordance with the provIsIons of 44 U S C 3303a, the 
d1spos1!1on request, including amendments Is approved 
except for items that may be marked "d1spos1t1on not 

i--3-M-IN_O_R_S_U_B_D_IV_I_S-IO-N------------------------1 approved" or "withdrawn" in column 10 

Management and Organization Division 

4 NAME OF PERSON WITH WHOM TO CONFER 

Allan Twoey 

5 TELEPHONE 

202-406-6872 

DATE ARCHIVIST OF THE UNITED STATES 

l5".6Woq r7t/1-. ~'--1)d~A~ 
6 

AGENCY CERTIFICATION 

I hereby certify that I am authorized to act for this agency in matters pertammg to the d1spos1t10n of its records and that the 

records proposed for disposal on the attached __ 4_ page(s) are not needed now for the business ofth1s agency or will not be 

needed after the retention periods specified, and that written concurrence from the General Accounting Office, under the 

prov1s1ons of Title 8 the GAO Manual for Guidance of Federal Agencies. 

I 

7 ITEM NO 

1. 

1811s not required D 1s attached, or 

I 

8 DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 

The Customer Proprietary Network Information (CPNI) Breach 
Reporting Portal 1s a tool for telecommumcat1ons earners to report 
a breach of their customers' CPNI to law enforcement. It is 
co-sponsored and adm1mstered by the Umted States Secret 
Service (USSS) and the Federal Bureau of lnvest1gat1on (FBI). The 
system 1s solely managed by the USSS. 

System access by non-USSS and non-FBI users 1s hm1ted to 
registered users of the Federal Commumcat1ons Comm1ss1on's 
Comm1ss1on Reg1strat1on (CORE) system 

MaJor inputs consist of data detailing a CPNI breach, entered via a 
web form, by providers of telecommumcat1ons services or 
interconnected Voice Over Internet Protocol (VOiP) services that 
are regulated by the FCC Responses to breach reports are 
entered by registered Secret Service and FBI users authorized to 
investigate these breaches All data from the system 1s original 
data, entered by the end user, and does not originate from other 
systems. Authent1cat1on data for non-Secret Service and non-FBI 
users 1s provided by the FCC's Comm1ss1on Reg1strat1on System 
(CORES), but is not stored in the CPNI Breach Reporting System. 

Temporary 

Destroy/delete after one year or when no longer needed for agency 
business, whichever 1s sooner 

D has been requested 

TITLE 

Chief Records Officer 

9 GRS OR 
SUPERSEDED JOB 

CITATION 

GRS 20, Item 2a(4) 

10 ACTION TAKEN 
(NARA USE ONLY) 

115-109 PREVIOUS EDITION NOT USABLE STANDARD FORM 115 (REV 3-91) 
PRESCRIBED BY NARA 36 CFR 1228 



7 
ITEM 
NO 

REQUEST FOR RECORDS DISPOSITION AUTHORITY -- CONTINUATION 

8 DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 

2 Master File 

{,) Customer Proprietary Network Information (CPNI) Breach Reporting Portal 

Examples of types of data elements contained within this master file include: 

Field Name 

first name 

last name 
name suffix 
Job title 
telephone_number 
email address 
h'Ln..;;;e 
h'Laddressl 
hw address2 
h'Lcity 
h'Lstate 
h'Lzip 
h'Lcountry 
br address! 
lbr - address2 
br=city 
br state 
br zip 
br-country 
co;promise_method 
date of incident 
eventyattern 
data_record_type 
num_records_lost 
info lost 
in address! 
in address2 
in_city 
in state 
1n_z1p 
in country 
request date 
description 
urgent 
urgent text 
le contacts 

incident begin date 
incident-end date 
compromise_method_text 

Temporary 

Description 

first name of the person submitting 
the report (submitter) 
name of the submitter 
name suffix of the submitter 
JOb title of the submitter 
telephone number of the submitter 
email address of the submitter 
name of the company the submitter works for 
address! of the submitter's company 
address2 of the submitter's company 
city of the submitter's company 
state of the submitter's company 
zip code of the submitter's company 
country of the submitter's company 
submitter's workplace address! 
submitter's workplace address2 
submitter's workplace city 
submitter's workplace state 
submitter's workplace zip 
submitter's workplace country 
compromise method 
date of the incident 
event pattern for the incident 
type of data lost 
number of records lost 
type of information lost 
incident address! 
incident address2 
incident city 
incident state 
incident zip 
incident country 
request date 
incident description 
urgent flag 
urgent text 
law enforcement contact 1nformat1on for 
this request, if contact with the local PD 
was made 
incident begin date 
incident end date 
compromise method text 

Destroy/delete when superseded, obsolete, or no longer needed for agency business 

115-205 Two copies, including original, to be submitted to the 
National Archives and Records Admin1stralion 

JOB NUMBER 

9 GRS OR 
SUPERSEDED 
JOB CITATION 

PAGE 

2 OF 4 

10 ACTION TAKEN 
(NARA USE ONLY) 

STANDARD FORM 115-A(REV 3-91) 
Prescribed by NARA 

36 CFR 1228 

http:l.nformatl.on


7 
ITEM 
NO 

REQUEST FOR RECORDS DISPOSITION AUTHORITY--CONTINUATION 

8 DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 

3. System Outputs 

The CPNI Breach Reporting Portal produces the following outputs 

Web Pages 

1) Report Page -Allows users to submit data typed into a web form, and enter it into the 
application as a new report. 

2) View Only Page - The Secret Service and FBI can use this page to see the contents of 
the reports. 

3) Response Page - Allows Secret Service and FBI personnel to enter responses to the 
reports 

E-Mail: Each time a telecommunication carrier submits report data via the web form, the 
CPNI system compiles this data into an e-mail that is sent to the Secret Service and to 
the FBI. When the Secret Service and/or FBI enters its response into the system, the 
system also generates and sends an e-mail to the carrier, stating whether more 
information is needed, or advising that no action will be taken 

PDF Report Each month a report Is generated, in Adobe Acrobat pdf format, and 
e-mailed to the FBI that details a list of reports entered, the dates, the description, and 
each agency's response. 

Temporary 

Destroy/delete after one year or when no longer needed for agency business, whichever 
is sooner. 

4. Case Files 

s or other outputs generated via the portal that become part of an investIgatIve 
case fi e e retained for a period which corresponds to the specific case type 
developed, e.g., cial, non-Judicial, criminal, non-criminal, etc. Investigative records 
are retained and d1sp of in accordance with the respective records dIsposItIon 
schedules already approve RA for each agency Case files are stored, destroyed, 

a~~ans~;;;;ddin~o th~ 
1 

_ca~le a~nc~~~;~s1&~~~on~. 

~ O~r ~/11\.,~,,.AJ.,lf,X,Q,.,.__ . eloJ•~ r,J CI 
Retain according to the applicable disposItIon authority for that case. 

5 Pending or Current Litigation 

@ Records affected by pending or current lit1gatIon will be retained as directed by the 
responsible court or Judicial authority. If the llt1gat1on relates to a case that is a joint 
effort of the Secret Service and FBI, each agency will retain its respective records which 
correspond to that case. 

Temporary 

Retain until litigation is terminated, or until otherwise directed by the responsible court 
or judicial authority, or according to the applicable disposition authority for that case, 

hIchever is later. 

115-205 Two copies, IncludIng ongInal, to be submitted to the 
Nabonal Archives and Records AdmIrnstrat1on 

JOB NUMBER 

9 GRS OR 
SUPERSEDED 
JOB CITATION 

GRS 20, Item 16 

PAGE 

3 OF 4 

10 ACTION TAKEN 
(NARA USE ONLY) 

STANDARD FORM 115-A (REV 3-91) 
Prescribed by NARA 

36 CFR 1228 



' . 
REQUEST FOR RECORDS DISPOSITION AUTHORITY -- CONTINUATION 

7 
ITEM 8 DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 
NO 

6. System Backup 

CPNI data, including all breach reports, is backed up on d1g1tal tapes. Every week 
backups are performed and stored on a designated server at USSS Headquarters. 

Temporary 

Delete/destroy after one year or when no longer needed for agency business, whichever 
Is sooner. 

7. Vital Records 

3) Information is stored on an external USSS server at the designated USSS Continuity of 
Operations (COOP) site for vital records. 

Temporary 

Delete/destroy when superseded, obsolete, or no longer needed for agency business 

8 System Documentation 

Disaster recovery plan, system security plan, backup and restore plan, and code books 

Temporary 

Destroy/delete when superseded, obsolete, or no longer needed for agency business. 

115-205 Two copies, including original, to be submitted to the 
National Archives and Records Admin1stratIon 

JOB NUMBER PAGE 

4 OF 4 

9 GRS OR 10 ACTION TAKEN SUPERSEDED 
JOB CITATION (NARA USE ONLY) 

GRS 20, Item Bb 

GRS 20, Item 11a(1) 

STANDARD FORM 115-A (REV 3-91) 
Prescribed by NARA 

36 CFR 1228 




