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u.s. Department of Homeland Security
 

Headquarter Offices
 
Civil Rights and Civil Liberties
 

The mission of the Office for Civil Rights and Civil liberties (CRCl) IS to protect civtl rights and 
crvtl liberties and to support the Department of Homeland Security (DHS) with constructive advice 
on the full range of Issues DHS will face, and by serving as an information and cornmurucatron 
channel with the public regarding all aspects of these Issues 

DHS GRCl is directed by statute to review and assess allegations of abuses of cIvil rights and 
civil liberties, allegations of racial, ethruc and reliqrous profiling by employees and officrals of 
DHS, and to Investigate such allegations, and to oversee the Department's compliance with . 
constitutional, statutory, regulatory, POliCY,and other requirements relating to the civil rights and 
CIvil liberties of Individuals 6 U.S C. 345 defines the roles and responstburtres of the Officer for 
Civil Rights and CIvil liberties within DHS 

Unless otherwise noted, all disposition instructions are media neutral, they apply regardless of the 
media or format of the records. 

1. CRCL Hawk 
The purpose of this system IS to allow the Officer for CIvil Rights and CIvil liberties and staff 
to maintain relevant Information necessary to review complaints or comments about alleged 
civil rights or civil liberties violations, or racial, rehqrous or ethnic profiling tied to DHS 
activities The system Will also track and maintain Investigative files and records of complaint 
resolution and other matters, and facilitates oversight and accountability of DHS crvil rights 
and crvil liberties complaint resolution mechanisms It's predecessor records system 
contained substantially the same material, but was called CRCl Matters 

Records In this system consist of complaints, comments, investigative notes and 
memoranda, correspondence, evidentrary documents and material, and reports relating to the 
resolution of complaints. The system also contains similar information relating to Witnesses, 
persons Involved In the alleged incident, and other persons with relevant information 

Authority for maintenance of the system 6 USC. 345; 44 U.S.C. 3101 

a. Inputs 
Complaints are assigned a matter number, and the allegations of the complaint are 
manually keyed \IIJhen a new file is created, all documents related to the complaint are 
electronically scanned Into the system System entries are made as Information IS 
collected and may Include Internal administrative, deliberative and investigative . 
documentation 

Instruction: See CIvil Rights Matters Case Files (Item 2 in thiS schedule) for 
dispOSition. This item is struck-through because it is a note, not a 
.disposition instruction. 

b. Master File I Data 
Electroruc Complaint and Investigative Case Information Data collected Includes, but is 
not limited to. complainants name, home or work address, phone, e-mauahen 
registration number (If provided), and other idennfymq data necessary to review the 
complaint, seek a resolution, and communicate with the complainant. Similar information 
regarding Witnesses, persons involved mthe alleged Incident, or any other persons with 
relevant information regarding the alleged abuses IS also collected Other records 
collected Include Investigative notes and memoranda, correspondence, evidentiary 
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documents and material, comments and reports relating to the alleged abuses and to the 
resolution of the complaint 

1)	 Referred Matters 
Matters that are referred to DHS Components for resolution Components will 
maintain the record copy and follow their agency's record disposition schedule 
DHS CRCL will maintain a reference copy containing the original complaint, all 
related and relevant documents, and the component memorandum of resolution. 

Disposition: TEMPORARY. Destroy or delete 7 years after resolution or 
closure of the case 

2)	 Retained Matters 
Matters that are either retained by CRCL because of the significance of the 
Issue, which may result In policy change, or matters returned from the 
component for resolution 

Disposition: TEMPORARY. Destroy or delete 75 years after resolution or 
closure of the case 

3)	 Significant Case Files 
Significant case files are files that 1) Involve allegations made against senior 
DHS officials; 2) attract national media or Congressional attention, 3) present 
significant or novel questions of law or POliCY,or, 4) result in substantive changes 
In DHS policies and procedures Significant cases will be selected by the Office 
of CIvil Rights and CIvil Liberties based on these criteria 

Disposition: PERMANENT: Cut off at end of fiscal year In which case IS 
closed Transfer to NARA 5 years after cutoff according to NARA transfer 
gUidance and regulations 

c.	 Outputs 

1)	 Reports and documentation relatlAg to the Matter Case files 

Instruction: See Civil Rights Matters Case Files (Item 2 in this schedule) for 
disposition. 

2)	 Management Tracking and other Ad Hoc Reports 
Data compiled to track the status of matters that do not have a resolution 

Disposition: GRS 20, Item 4,5,6,7,12 and 16 
TEMPORARY. Destroy or delete ....hen the agency determlAes that they are no 
longer needed for admlAlstrative, legal, audit, or other operational purposes. 

2.	 Civil Rights Matters Case Files 
Civil Rights and CIvil Liberties (CRCL) collects information relating to allegations of abuses of 
civil rights, CIvil liberties, and racial, ethruc and rehqrous profiling by department employees 
and officials, and for similar allegations relating to persons or entities under Department 
control (such as contractors or programs) The basic Information collected includes, but IS 
not limited to complainants name, home or work address, phone, e-rnau. auen registration 
number (if provided), and other identrtymq data necessary to review the complaint, seek a 
resolution, and communicate with the complainant Similar information regarding witnesses, 
persons Involved in the alleged Incident, or any other persons with relevant information 
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regarding the alleged abuses ISalso collected Other records collected Include investigative 
notes and memoranda, correspondence, evidentrary documents and matenal, comments and 
reports relating to the alleged abuses and to the resolution of the complaint 

a.	 Referred Matters 
Matters that are referred to DHS Components for resolution. Components will maintain 
the record copy and follow their agency's record disposition schedule DHS CRCL will 
maintain a reference copy containing the onqmal complaint, all related and relevant 
documents, and the component memorandum of resolution 

Disposition: TEMPORARY. Destroy or delete 7 years after resolution or 
closure of the case 

b.	 Retained Matters 
Matters that are either retained by CRCL because of the significance of the Issue, which 
may result In policy change, or matters returned from the component for resolution. 

Disposition: TEMPORARY. Destroy or delete 75 years after resolution or 
closure of the case 

c.	 Significant Case Files 
Significant case files are files that 1) involve allegations made against senior DHS 
officrals, 2) attract national media or Congressional attention, 3) present Significant or 
novel questions of law or POliCY,or, 4) result In substantive changes In DHS policies and 
procedures Significant cases will be selected by the Office of CIVil Rights and CIVil 
liberties based on these critena 

Disposition: PERMANENT. Cut off at end of fiscal year In which case IS 
closed. When volume warrants, transfer to the Federal Records Center for 
temporary storage Transfer to the National Archives for permanent retention 20 
years after cutoff 
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