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Request for Records Disposition Authority 1 Leave Blank (NARA use only) 

(See Instructions on reverse)	 ----fJOb"-Number,N T="" S-6-1-~"I-~-:-,-i- ""-
To	 National Archives and Records Administration (NIR) IDate Rece~~ed 

8601 Adelphi Road, College Park, MD 20740-6001 ! '1116/10 

1	 From (Agency or establishment) Notification to Agency 
U S Immigration and Customs Enforcement (ICE) In accordance with the provisrons of 44 

..-.-------------------.------------_._.--- - - ---------------------- ---- ------ usc 3303a, the drspositron request,2 Major Subdivisron Including amendments, IS approved except
 
Office of Investigations (01) for Items that may be marked "disposmon


,- -	 .- - ------ ------~--- -------------.-
3	 Minor Subdivision not approved" or "withdrawn" In column 10 

4	 Name of Person with whom to confer -15TelePhone (Include area code) !Date of:Fh 
Joseph M Gerhart	 "" 1(202) 732-633~ " ~~~-~--_C:____'~--

6 Agency Certification	 , 

I hereby certify that I am authonzed to act for this agency In the matters pertaining to the disposmon of ItSrecords and that the records proposed 
for disposal on the attached _4_ page(s) are not needed for the business of this agency or Will not be needed after the retention periods 
specified, and that written concurrence from the General Accounting Office, under the previsions of Title 8 of the GAO Manuel for GUidance of 
Federal Agencies, 

o	 ISnot required, o ISattached, or 0 has been requested 

~~~ef, Records Mana~"~~"e~-t~~anch_ -----"----!~:(;~d7;~y~-
9 GRS OR o Action 

8 Description of Item and Proposed disposmon Superseded taken (NARA 
Job Citation Use Onl 

See attached sheet(s) for
 
1
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Exodus Accountability Referral System (EARS) 

In order to enforce federal export control laws. U S Immigration and Customs Enforcement (ICE) and U S Customs and Border Protection (CBP) 
require information from federal regulatory agencies that are responsible for granbng export licenses on controlled Items, determining whether a
 
license IS required, and whether a license has been granted
 

The Exodus Accountability Referral System (EARS) IS an mtranet-based tool that IS used to support efforts by ICE and CBP to enforce Federal
 
export control laws, including the Arms Export Control Act [22 USC 2778] and the Export Administration Act [50 USC 2410]
 

ICE special agents Initiate cnmmal mvesnganons Into possible export Violations, as well as make arrests and obtain indictments for export-related
 
cnrnmal violanons In addition, ICE and CBP conduct thousands of sezures of arms, military weaponry, and other sensmve commodities related to
 
Illegal export acnvmes
 

ICE and CBP have no authonty to determine what Items or services are licensed or controlled, so they need to consult With the Federal agencies that
 
have regulatory oversiqht (also referred to as hcensmq agencies) to determine what Items are controlled, whether or not a license IS required for an
 
Item, and whether or not a license has been granted to an IndiVidual or entity to export or Import specific Items ICE and CBP make such requests
 
for information uSing EARS to Initiate, track, and manage the request These requests for Information are called "Referrals"
 

The hcensmq agencies that may receive referrals through the Exodus Command Center for information are 

• Department of State (DOS) Directorate of Defense Trade Controls (DDTC) - Controls exports of Single use military components and services 
• Department of Treasury Office of Foreign Assets Control (OFAC) - Administers embargoes and sanctions (Iranian embargo) 
• Department of Commerce (DOC) Bureau of Industry and Secunty (BIS) - Controls exports of dual-use components (dual-use have both military
 
and CIVIlian uses)
 
• Department of JUStice (DOJ) Bureau of Alcohol Tobacco, Firearms and Explosives (ATF) - Controls Imports of firearms [Infrequent] 
• Department of Energy (DOE) Nuclear Regulatory Cornmrssion (NRC) - Controls exports of goods used in nuclear reactors [Infrequent] 

The most common types of referrals are 
• License Determination Trns IS a request for a determmanon by the hcensmq agency as to whether an export of a commodity or service would
 
require a license
 
• License History Thrs IS a request for information on whether a particular individual or company has registered or obtained any licenses from a
 
licenSing agency
 
• License Verification ThiS IS a request for a check on a particular license number to determine If It IS valid, expired, or counterfeit 
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• Govemment Junsdicnon This Initiates a review by licensing agencies of a commodity In question In cases where a commodity may be subject to
 
the authonty of more than one licenSing agency A determination that a commodity IS subject to the authonty of a hcensmq agency provides a
 
SUitable baSIS for an ICE agent to obtain an indictment, search/arrest warrant, or probable cause arrest of an individual
 
• Pre-tnal and Tnal Certification This IS a request for an In-depth examination of a commodity, service, or brokenng actIVIty by the licenSing agency
 
to venfy ItS JUrisdiction prior to an Indictment, plea agreement, or judicial proceeding Pre-tnal certifications verify whether a commodity IS Within the
 
junsdicnon of the International Traffic In Arms Regulations and the Arms Export Control Act, while Tnal certifications Involve a Department of State
 
Directorate of Defense Trade Controls commodity that reaches the stage of a tnal and has an actual tnal date
 

Other types of EARS referrals to licenSing agencies Include those related to undercover operations, such as requests to obtain undercover export
 
licenses or requests for a statement of no objection from an agency to undercover actions taken by ICE agents In an export scenario
 

Only ICE and CBP agents, officers, administrators, and managers have access to EARS 

-Records maintained and/or created by trns Information Technology system may contain Personally Identifiable Information (PII) such as name, 
date of birth, SOCial Secunty Number, Allen Registration number (A-number), email address, phone number and/or financial information These 
records should only be accessed when required for agency business and should be handled With diligence In order to avord compromise .. _ ..- - -_ -_.- .. - ..- - .-_ ..- .. 
1. Exodus Accountability Referral System (EARS) 

A. Master FilelData 

( 1) EARS Primary Data Disposition:
EARS maintains information about the referral Including type of 

TEMPORARY Cutoff at end of fiscal year referral IS closed request, date of request, associated case number and/or CBP 
Destroy/delete twenty-five (25) years after cutoffViolation code, type of transaction, previously submitted referral 

number(s), Item or commodity (descnptron, technical data, 
specficanons, photographs), destination country, regulatory 
agency to which the referral IS directed, agency determination, 
determination received date, and U S MUnitions List category (If 
any) 

Replies to Referrals are also maintained as a part of the EARS 
primary data Tlus IS Information that IS received from licenSing 
agencies, including their determinations on whether or not an 
Item In question IS controlled and, If so, under what authonty and 

-----=-:,---=------------- ----------------------------
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on the existence or mstones of licenses 

EARS also maintains personal Information about individuals who 
are suspected violators and are the subject of an investigation or 
mquiry (referred to as Principal Party In Interest) The personal 
mformanon references name, address, country, type of Principal 
Party, license type and number 

In addition, EARS maintains mformanon about Criminal or CIVil 
actions that result from the associated investigation or Inquiry, 
including search warrant date, grand JUrydate, indictment date, 
plea date, conviction date, disbarment/sanction date and 
monetary penalty 

( 2)	 User Account Information
 

AdditIonally, EARS maintains user account information on ICE
 
and CBP personnel consisting of usemame, SOCialsecurity
 
number, name, telephone number, celVpager number, e-mail 
address, office code and location and assigned user role 

Schedules 

Enforcement (ICE) N1-567-10-17 

Disposition: 
TEMPORARY Cutoff at end of fiscal year user account IS 
terminated Destroy/delete ten (10) years after cutoff 

NOTE GRS 24, Item 6(a) authorizes Federal agencies to 
destroy these type of records SIX(6) years after account 
termmanon, change or alteration of password, or when no 
longer needed for investigative or secunty purposes, whichever 
penod is longer ICE has determined, based upon business 
needs, these records should be destroyed/deleted ten (10) 
years after the user account has been terminated 

---------------- -- --_. -- - -- . 
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( 3)	 Audit Log 

EARS has ll'te capability to eal'ttlfe tlser sellOlt)' I" tlte systeR'l fer 
pOI poses of IdellbfYlllg allY IIlapplOpllate 01 ullautl'ionzed tJSEt 
The type of Infen. ,sllOf! eapttJred If!eltldes tltel::lseF5' velw'Ag aAd 
querying setl'll',tles, SAY ae!e!'''Q, I::1I3e!aaAgSF e!eleaRg sf Fesorns, 
and allY lIIodlfieabolls tllat the tlser maltes te tAe systeR'l. It alsa 
~~~~~~~~~~~~~ 

B.lnput 

( 1)	 Referrals and Replies to Referrals 

-An leE age. ,t 01 esp officer-ereates-a-refeffal-by-entennlij 
Iflformatfoo-tftte-EAR6-asetlHi'le IteR'l, seAo'lce-or heeRse In· 
qUestlOl1 alollg"Wlth IdenttfYlflg-mfOffl'labeA al;)eut.a-suspected. 
vtOlatOf7Who-typleally-ts-a-bttslnes~al-wAEHs-aR 
Importer;-experter-;-or broker TheA amansger In-tAe-lGE ExedlfS 
CootFol·GeFlter-(E~-mtJst-revl€w-aAEi-apprGVe-tRe-referral 
beJere It IS seAt 1Ft j;Jaj;JerfeFR'l eF by eR'la" te tJ::leal3l3Fel3Rate 
heeRsIR9 ageRey Tl:!s EARS datatJase assl9R& a I::IAIEjl::le-
Identifier te easl:! referral te f.aGlhtate tFaGklA9 Its statl:lS 

Rephes-to-l:efeFFals are resel'/eellA l3al3er feFfR SF l!Jyelflall ICE 
-ECC.,persoooelscan;tbe reGeWed-lAfGFmatlefl-aml-uruJate..tRe-
system wlm-tHelT1fbrmatiorrtl'r.:ft1s rece10ed frorrrncensmq 
ageAGIe5;=lRGIoo~tteAS=OO=Whether-oF=not·an 
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Monday, March 28, 2011 11 56 19 AM 

Disposition: ~ t) J..o "~\c... 
=H:MP9RAR¥ btlte# at eAe! ef fiseal-year user account ,s 
termmated-BestfeA (19) years after-ctltoff 

NaTE GRS-28, Item 1eatttheAZeS Fedcral-ageAetes-to
 
desb oy these-type"1)f records-wflefl-the-ageney-detemllnes
 
they-are=ne-leflgeffieeded-fer-admlfltStrabve;-legal;-atldlt;-or
 
otheM>~es proVIded tfley-d011ol contatn
 

=substantlve=mrmatU;)n,=SblGh as sl:Jbstant''lI'e annetaboAS, that 
IScflOt=II~cluded=ln-tRe.eI~Fts-tttat coAtaln 
soostantJve=tAfoFm~e.dI~RGe 
w,th the·NARA-apprt>Veckchedtlle-that'covers"the-senes In 
w	 , ~ 
busmess-needs7-these recorels should-1le-destroyedJdeleted-nG 

er-the--eFld-oHhe-fiseal-year 

Disposition: 
FILING INSTRUCTION=Refen=als-and-Rephes to Referrals-

-shootd-be-placed=ln-the correspondmqfnvesnqatrseCasefte 
and-dtsposlttoned=ln-accordanee-w!ttl=approved-dlsposltlon 
autRooty4er=tt-lat4AvestlgatJve.Gase-file 

._-------_ .._- -_._---
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Item In qtlesttOA-ls eontroliCEI ane!, If 50, ooe!er what-atltAoFlty-and 
on"the-exl9tence OFt:llstenes at 11GeASeS.-

c. Output 

( 1) Summary/Statistical Reports 

EARS has the eapaeillty te predtlee a vanet) of StlFftFftsf) repofts 
'for use by Q:lOIrlageQ:lQrlt,sueR as ti:le rluQ:lber of r:8q1d8StS for 
Infermatl9n s!:Ibmlttee! to licenSing ageneles, ty~es of reqtlests, 
and tRe number of ~bat.at:e-perldlrlg adea5lOA. 
StattstteallflfaFfflstlafl Ifteltlees tAe fltlFfteer of Fefeffals, refeff8ls 
ey SAC office, ""'alt tlFftes !:IeW/een refeff81 Stl!:lFftlSSlons-and-
response ey Ileensing agency TAese re~orts are !:Ised fer 
mtemal FftsftageFftent ane sta~ses-GAly-

Disposition: .: e.~ ') \) 1.~ \~ 
TEMP6RARY ~ff at the eAd af tAe fiseal year repott IS 
created QestroyJdelete not later fRan fifteerl (15) years after. 

--eutoff 

NOTE' GRS 29, Item 16 a!:ltRoFlzes Federal agencies to 
destroy these ty~e of reoords wRen tRe4lgency detennmes 
they are no 10n!Jer needed fer adrnlnlstr:att'le, le!Jal, audtt,er-
other operational ~1:IFJ;)osespFO'Jldedtl:ley do riot contain 
stlbstantl~e IflroFffletten, sl:lG'" as substantive anRotaboRs,tRat-
IS not Included In tI:1eeJectr:enlSJ:eOOrEIs~eports that oontam 
substaRtl'lQ Irlfor:matlOrl sRould be dlspgsOO of IR aGGorElaRce 
WIth the NARA-appmved schedule that covers tbe seFles In 
whiG'" they are fileel) ICE l'Ias EletefFRIAed,eesed-tlpen 
business Reeds, tAese reoorEls sheuld be destroyedldeleted RQ. 

later than fifteen (1S) years after the ene of the fiseal year 
-ereated-
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