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Request for Records D1spos1t1on Authority 

(See Instructions on reverse) 

To National Archives and Records Adm1nistrat1on (NIR) 
8601 Adelphi Road, College Park, MD 20740-6001 

1 From (Agency or establishment) 
U S lmm1grat1on and Customs Enforcement (USICE) 

-----------·-------------
2 MaJor Subd1v1s1on 

Homeland Security lnvest1gat1ons (HSI) 
3 Minor Subd1v1s1on 

Technical Operations Unit (Tech Ops} 

4 Name of Person with whom to confer 

6 Agency Cert1f1cat1on 

5 Telephone (include area code) 

Leave Blank (NARA use only) 

IJob Number JV I _ S b f _ / /- / 3 

1

Date Received 

'I 'I I I 
Not1f1cat1on to Agency 

In accordance with the provIsIons of 44 
U S C 3303a, the d1sposItIon request, 
IncludIng amendments, Is approved except 
for items that may be marked "dIsposItIon 
not approved" or "withdrawn" In column 1 O 

Date Ited States 

\ CC-t" \ 

I hereby certify that I am authorized to act for this agency in the matters pertaining to the d1spos1tlon of its records and that the records proposed 
for disposal on the attached _3_ page(s) are not needed for the business of this agency or will not be needed after the retention periods 
spec1f1ed, and that written concurrence from the General Accounting Office, under the provIsIons of Title 8 of the GAO Manuel for Guidance of 
Federal Agencies, · 

□ Is not required, □ Is attached, or □ has been requested 

115-109 

,~~~~;;:c~:d-~~~~~g-e~e~~-Br~~~h- - ----- - -io~t~(~mtd~f;~~ 

8 Description of Item and Proposed dIsposIt1on 

See attached sheets for 

Electronic Surveillance Database (ELSUR) 

NSN 7540-00-634-4064 
Previous EdItIon not Usable 
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;t I r1 , "'II, J 

JI 1 

11 

9 GRS OR 
Superseded 
Job Citation 

10 Action 
taken (NARA 

Use Onl ) 

Standard Form 115 (REV 3-91) 
Prescribed by NARA 36 CFR 1228 



U.S. Department of Homeland Security 

Headquarters Systems Schedules 

Immigration and Customs Enforcement (ICE) 

Electronic Surveillance Database (ELSUR) 

The Electronic Surveillance Database (ELSUR) tracks state and Federal court orders for electronic surveillance conducted by U S lmm1grat1on and 
Customs Enforcement (ICE) In a typical transact10n, the ELSUR process begins when an agent, ICE or another Federal agent, submits a request 
for an_ELSUR query to 1dent1fy all previous apphcat1ons for court authorized intercepts conducted by ICE on the target they intend to name in an 
apphcat1on for an intercept Authorized ICE personnel will then conduct a search in ELSUR for the requested information, 1f any pnor actIvIty exists, 
It Is reported to the requesting agency or ICE agent The court order approval process begins when an ICE agent submits a request for electronic 
surveillance (Title Ill order) to the Assistant U S. Attorney's (AUSA) office The request goes through a process of legal review and Is sent to a 
District Court Judge to approve or deny Whether It Is approved or denied, the application for intercept Is entered into ELSUR Surveillance 
information Is taken directly from the court order and manually keyed into the database 

Legal Authority Title Ill of the Omnibus Cnme Control and Safe Streets Act of 1968 

Note. Records maintained and/or created by this Information Technology system contain Personally Identifiable Information (PII) (e g, name, date of 
birth, Social Security Number, Ahen Reg1strat1on Number (A-number), email address, phone number, financial information) The PII actually 
contained in the system Is descnbed below These records should only be accessed when required for agency business and should be handled with 
diligence in order to avoid compromise 

1. Electronic Surveillance Database (ELSUR) 

A. Master File/Data 

( 1 ) Title Ill Application for Intercept and Court Order Information 

The primary data maintained in ELSUR consists of the 
information contained in an application for intercept The District 
Court Judge will review the apphcat1on for intercept and decide 
whether to issue a court order approving electronic surveillance 
(Title-Ill order) by the agency Whether 1t Is approved or denied, 
the court order information, rf available, Is entered into ELSUR 
The primary data includes 

• Court Order Number 
• Homeland Security lnvest1gat1ons (HSI) Case Number 
• Judge's First and Last Name 

---------------
Electronic Surveillance Database (ELSUR) - attachment to SF 115 

Tuesday, May 31, 201112 03 45 PM 

Disposition: 

Supersedes N1-36-86-01, Item 161(3)(d) 

a Prosecuted Cases 
TEMPORARY Cutoff at end of fiscal year in which appeal 
period for final adJud1cat1on of case expires Destroy/delete 
frfty (50) years after cutoff 

b Cases NOT Prosecuted 
TEMPORARY Cutoff at end of fiscal year invest1gat1on/case 
Is closed Destroy/delete frfty (50) years after cutoff 

Page 1 of 4 



U.S. Department of Homeland Security 

Headquarters Systems Schedules 

Immigration and Customs Enforcement {ICE) 

• District Court, County or Jurisd1ct1on 
• Agencies working Jointly with ICE on the case 
• SubJect of lnvest1gat1on Info 

o First and Last name 
o Date Of Birth 
o Social Security Number 
o Address 
o Name Aliases 
o Miscellaneous Comments 

• Type of device being electronically surveyed 
o Phone Number 
oESN 
olMSI 
o Push-to-talk Code (UFMI) 
o Email Address 
o Registered Address information 
o Subscriber Information 
o Person to whom device 1s registered 

• Location Information 
o Type of location being electronically surveyed 
o Business Name 
o Owner First and Last name 
o Business Address 
o Miscellaneous Comments 

• Conveyance Information 
o Conveyance Identification {VIN, Hull ID, Tall Number) 
o Owner First and Last name 
o Owner Address 
o Conveyance Make 
o Conveyance Model 
o Conveyance Year 
o Conveyance Color 
o Miscellaneous Comments 
o Persons First and Last name associated wrth conveyance 

-------- ------ -----------
Electronic Surveillance Database (ELSUR) - attachment to SF 115 

Tuesday. May 31, 2011 12 03 45 PM 

- - - - ------- - - ------------ -

------- ------- -
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U.S. Department of Homeland Security 

Headquarters Systems Schedules 

Immigration and Customs Enforcement (_I~~!__ _ __ _ __ _ 
--- - - . -__ - _-_-------= --=--- - -- - -

• Thing Information 
o Type of thing being surveyed 
o Descnpt1on of thing 
o Address of thing 
o Additional comments on thing 
o Persons First and Last name associated with thing 

B. Input (Media Neutral) 

( 1 ) Request for Indices Checks for Prior Applications of ELSUR 
Activity (Query Request) 
An ICE or other Federal agent can submit a request to search for 
previous ICE electronic surveillance requests in order to support 
the preparation of new electronic surveillance requests by ICE 
and other Federal agencies conducting criminal invest1gatIons 
The query request contains basic information, such as the 
subJect and target device, and information about the new 
electronic surveillance request being prepared The request 
could be received either in hard copy via fax or electronically via 
email ICE uses this information to query ELSUR for any 
possible matching records 

( 2 ) Title Ill (T-111) Application for Intercept 

A "Title Ill Application" 1s a package produced by the Special 
Agent (affiant) and the Assistant US Attorney (AUSA) At a 
minimum this package contains the affidavit, the unsigned Court 
Order, and the concurrence of the Department of Justice (DOJ), 
Office of Enforcement Operations (OEO) The package 1s 
presented to the Judge for review and ultimate approval of the T­
Iii 

Electronic Surveillance Database (ELSUR) • attachment to SF 115 

Tuesday, May 31, 2011 12 03 45 PM 

Disposition: 

a Checks resulting in records found 
TEMPORARY Cutoff at end of fiscal year ELSUR Title Ill 
Report (Query Report) 1s generated Destroy/delete five (5) 
years after cutoff 

B Checks resulting in no record found 
TEMPORARY Destroy/delete upon notlf1cat1on to requestor of 
no records being found 

Disposition: 
FILING INSTRUCTION All haF'1 copydoc1•1X1ent& tbal rnal£e 
up ti 1e Title Ill Apphcat1011 shot:1ld be i,leeee 1A u,e 
coffespeF1e1A~ eese Af,i,heet1eA fer IAteFSel')t file aRe 
d1sposll;10Red 1R accordai:ic& with the appr:oved d1&pos1t1on 
a~thOFIPJ foF that file 
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U.S. Department of Homeland Security 

Headquarters Systems Schedules 

C. Output 

( 1 ) ELSUR Title Ill Report (Query Report) 

When an ICE agent or another Federal law enforcement agency 
submits a Query Request to the Tech Ops Unit to perform a 
check for pnor applications for act1v1ty of surveillance, the 
ELSUR database 1s searched to determine If any prror act1v1ty 
exists If the query 1s pos1t1ve, a report 1dentrfy1ng the date, 
duration, d1stnct, Judge who authonzed the intercept of the 
person, place, or thing, and the specific target of the intercept will 
be generated The report will be sent via fax or email to the 
requesting ICE Special Agent or other law enforcement agency's 
ELSUR Unit 

( 2) Aggregate Reports 

ELSUR also enables users to generate aggregate reports to 
determ me how many indices checks have been processed for a 
specific Federal agency 

·----------- -- --· 

----- -------

Disposition: ~ (, S :1, u 1 'k-v,,, / ( 
TEMPORARY Cutoff at end of fiscal year report 1s 
generated Destroy/delete five (5) years after cutoff* 

*NOTE: GR:S 20, lteffi 16 0uther1~s Federal agencies lo 
de&troy th11, type of FeeoFd wheA tl:le ageAey deteFR::ilAec tl:lat 1t 
1s no loAger Reeded #er aEIFR1n1stf:0lt'te, lesel, 0t1d1t, er other 
operat1enal r,uFposes, r,ro.ided they do not contain st1bstantr,;e 
mfoR'Aat1en, sueh as su!,stant1ue arinotat1ons, that 1s not 
111clt1ded 1n the electronic rew1 ds (Rew, ds of ti us tyf)e that 
contain suest0flt1o'e 1nfermet1on shotsld be disposed ef 1n 
accordanee .... ~th the NARA er,r,reYed sehedtsle that couers the 
series IA wh1eh they are filed) ICE has detern111,ed, based 
ur,en eusmess neees, tlotese reeerds ean ee destFeyed!deletee 
fi\lo (a} year& after tl:le1r creation 

Disposition: C, 12 S ':2 o 1-/-e..v,,, J b 
TEMPORARY DestFey!delete ·,t'l=leA tlote eseAey deteFffilfleS 
that they aFe no longer nooeed for adm1mstratPl>'e, legal, audit, 
01 utl 1e1 uperabu11al µ01 puses, p1 uv1ded the p1111tuuts do not 
co11la11, st1bstant111e 1nfor111at.on, st1ch as substantive 
anAotat10As, tlotat 1s Aot 1Aeluded 1A the eleetFeA1c Fecersis 
(GRS 28, fteFR 16] 

----------------------------------- ----- -··· ·----- ----
Electronic Surveillance Database {ELSUR) - attachment to SF 115 

Tuesday,May31,2011120345PM Page 4of 4 


