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ug;j STATES
6. AGENCY CERTIFICATION

I hereby certify that I am authorized to act for this agency in matters pertaining to& disposition of its records
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’gze General Accounting Office, under the provisions of Title 8 of the GAO Manual for Guidance of Federal
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1. Confidential Source System (CSS)

Program: Policy and Procedures Section

Applicability: Agency-wide

Identifying Information:

Description: The Confidential Source System (CSS) is a mission-critical online interactive application
system that facilitates the management of confidential sources with DEA. The main purpose of CSS is
to record the utilization of confidential sources pursuant to DOJ guidelines.

Specific Restrictions: Highly sensitive law enforcement information.

Vital Record: No.

Specific Legal Requirements: Controlled Substances Act (CSA) Title II of the Comprehensive Drug
Abuse Prevention and Control Act of 1970.

Disposition Information:

a. System inputs: Form DEA-512 (Confidential Source Establishment). Also includes data from the
Narcotics and Dangerous Drugs Information System (NADDIS), including Form DEA- 202
(Personal History Report).

TEMPORARY. Destroy/Delete after the data has been transferred to the master file and verified.

b. System data: Name (real and alias), NADDIS number, date and place of birth, FBI number, social
security number, race, ethnicity, sex, hair color, color of eyes, height, weight, address, identifying
characteristics, occupation, employer, passport information, drivers license information, family
information (mother, father , siblings spouse, and other relatives), confidential source type (regular,
defendant, restricted special payment), criminal history, name of confidential source coordinator,
name of requesting agent and approving supervisor.

TEMPORARY. Destroy/delete data when 25 years old or when no longer needed for agency
business, whichever is longer.

c. System outputs: None
d. System documentation: User manual, data dictionary.

TEMPORARY. Destroy when no longer needed for agency business.





