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Why Should Records Management

Professionals Care?

> Privacy
v'Is social media content an agency record? Is your social media content subject to FOIA?

» Agency Reputation
v'Are your agency social media records accessible?
v'"How would you go about finding/asking for social media records in the Federal Government?
v'Have you registered your social media sites via the agency registration process?

> Legal
v'What are the federal government’s liability associated with internal/external social media sites?
v'Social Media sites store all posts from users, but for how long? And how accessible would those logs be to
agency staff and counsel if the need arose?
v'How does an agency negotiate government terms of service agreements with providers?

» Social Media Impact
v How does social media affect information sharing, knowledge management and the mosaic of intelligence
information? Social media is being used for policy making and strategic planning (not just general
communication and education)
v What kind of business rules need to be established for social media sites (i.e. storage, security, etc.).
v'Further execution of your agency’s mission through community engagement.



Top 4 Social Media Tools

»Social Networks

- It is an online service, platform, or site that focuses on building and reflecting of

social networks or social relations among people, e.g., who share interests and/or Face book

activities.

» Micro Blogs

- A micro blog differs from a traditional blog in that its content is typically smaller, in

both actual size and aggregate file size. A micro blog entry could consist of nothing Twitter
but a short sentence fragment, an image or embedded video

> Video

- Short videos are used to communicate all kinds of information by way of websites
and popular online video-sharing services. Government agencies use video to
convey how-to information (such as the videos in the Resources section below),
scientific and cultural resources, and news.

> Blogs

- A type of website or part of a website. Blogs are usually maintained by an individual
with regular entries of commentary, descriptions of events, or other material such as
graphics or video. Most blogs are interactive, allowing visitors to leave comments
and even message each other via widgets on the blogs and it is this interactivity that
distinguishes them from other static websites..


http://www.google.com/imgres?imgurl=http://www.theclubfix.com/images/blogicon.png&imgrefurl=http://www.theclubfix.com/&usg=__psFlCyh2pU_1MOPyZYfmjPd2zQ4=&h=320&w=320&sz=42&hl=en&start=7&zoom=1&um=1&itbs=1&tbnid=9wjf_SbOnx2QJM:&tbnh=118&tbnw=118&prev=/images?q=blog+icon&um=1&hl=en&tbs=isch:1&ei=HPqZTfbtM4jAgQfdttnLCA�

Registration of Social Media

Sites within DoD

FOR GEXERAL PUBLIC FOR DEFE

U.S. DEPARTMENT OF DEFENSE

TOP ISSUES 4 PHOTOSVIDEOS AILITARY DOD WEBSITES -
US. Ammy
U.S., Afghan Troops Meet New Neighbors
- ’ . .
= U.S. Marine Corps
e e g U.S. Navy
: 2 o .S A c
Whenewver someone moves into a neighborhood, it"s ] ok ML pirFovke
tradibonal to go meet one"s new neighbors. In a sense, that’s : Mational Guard
what U. 5. and Afghan soldiers were doing. Dec. 26, when b us Guard
they conducted a kew leader engagement in the town of - " ) Y kRt Ly
Ghamabad . All DOD Sites
Military/DOD Sacial I Sites
Story
K ister A S
Submit A Link Organization :
O fficial social media presences should register their site on their Service-specific |Drganizati0n
regi=stry, a= lirted below . After the Services: hawe approwed the =ite, it will b= added Your Phone Mumber Social Media Website?
to the main DOD regigtry. This submis=ion form i for all other Department of Defenss = -
and CoCom-lewel official presences. |'—DDU-: goo-oooo O“-’EE {:;_:}HD

Organization's Email Address =o we mawv rezpond to vour reguest

Aoy — hitp = = T =

Mawy — http e e e nawvy. milksocialmedial |_xamplu@3_r.-,_.r.mll I
Marines — http ¥ v uEmoc. milusmoc/Pages/SocialMedia aspx W/ebsite URL : please include full address such as http:
Sir Force - http . af.millzocialmedia. asp |h1.'tp:.-'.-' I

Vrebsite Title @ how wour link will appear on our site
SUBMIT

Freguently Asked Questions

1. Howe long does it take for a link to ke approved?
A0 We will revisws vour request and prowide a rezponses no later than two work day=.

Q2. Vwhy do you need my organization's phone number and organization email™
A2 So that we may contact vou if we hawve any gquestions.

Q3. Vwhat does "Website Title”" mean™
3. Ao owebsite title i= howe your =ite names will appear on our =its.

Q4. Vwho do l contact if | hawve a problem wwith the submission form™

A4 Pleases click hers to send an email to cur helpdesk and we will try to resohys wour proklem as gquickhy as possibls.

iorrs will be added wiven received.



Registering Social Media

Sites within the DON

NAVY mil

Social Media Directory @ [:]

The directory is a one-atop-2hop of Navy 2ocial media pages across various social
media sitez

Social media iz all about collaboration. While we encourage candid conversation and
frank exchange of ideas, we requast you veice your opinions in a rezpectful manner,
‘You participate at your own rizk, taking perzonal rezponsibiity for your comments, your
ugername and any information provided.
# Wedo not under any circumzatance allow graphic, cbacene, explict or racial
comments or submiszions, nor do we alow comments that are abusive, hateful or
intended to defame anyone or any organization.
® e do not allow =olicitations or advertizgements. This includes promotion or
enderzement of any financial, commercial or nongovernmental agency. Similarly, we do
not allow attempts to defame or defraud any financial, commercial or nongovernmental
agency.
* e do not allow comments that suggest or encourage ilegal activity.

flicke

G

Add Your Command

To add a S site to this list, please accept the conditions lizted
to the left. You must alzo be the adminiztrator of the Navy
commandiunit S site and have a .mil address associated with
the site.

[ | acceptthe condifions ]

Social Media Registration Checklist
The Navy Social Media dirsctory iz a manually proceszed
directory. To expedite the proceszing of your submizzion please
uge the social media registration checklist, found below, before
submiting.
Click Here To Download Checklist

Add Social Media Links

Your Name:

Your email address:

Code from image at right:;

Your Phane Number:

Command Name;

Click on social media type(s) to be added: UJ |w _J u]'.|.‘|i.| |@J

+Center for Seabees and Facilities Engineering
+Center for Security Forces

+Center for Senice Support - Newport

+Center for Senice Support Leaming Site San Diego
+Chairman ofthe Joint Chiefs of Staff

+Chief of Maval Air Training

+Chief of Naval Operafions ADN Gary Roughead
+Chief of Maval Personnel

+Chief of Supply Corps

+CNIC Fleet and Family Readiness Training (N947)
+CNICNavy Fleet Readingss Frograms

+Coalition of Sailors Against Destructive Decisions
+Command Fleet Adtivities, Sasebe, Japan
+Command Patrol and Recannaissance Force 3th/7th Fleet
+Commander Fleet Activiies, Yokosuka, Japan
+Commander Fleet Logistics Support Wing

+Commander Mariime Expeditionary Security Squadron Nine

commander Naval Meteorology and Oceanography Command Rear Admiral
Jonathan White

+Commander Stike Force Training, Alantic
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Registered Social Media

Sites within the Navy

Navy Organizations | Facebook | Twitter | Youtube | Flickr Blog
710 431 157 50 46 26

Blog
4%

Flickr

Youtube 6%

7%

Twitter

22% Facebook
61%

*Effective May 2011



Registered Social Media

Sites within the Marine Corps

USMC Organizations Facebook | Twitter | Youtube | Flickr |[Blog
306 224 38 20 23 1

Blog
0%

Flickr
Youtube 8%
7%

Twitter
12%

Facebook
73%

*Effective May 2011



Registered Social Media

Sites within the Army

Army Organizations

Facebook

Twitter

Youtube

Flickr |Blog

1558

952

273

125

208 0

Twitter
18%

Blog
0%

Facebook |
61%

*Effective May 2011



Registered Social Media

Sites within the Air Force

Air Force Organizations | Facebook | Twitter | Youtube | Flickr [Blog
451 255 110 45 29 12

Flickr  \GNSY

Youtube
10%

Facebook
Twitter 57%
24%

*Effective May 2011



CHINFO Social Media Metrics

Trending Topics:

Japan: U.S. Navy support of relief and clean-up efforts in Japan continue.

Libya: The transition from U.S. led operations to NATO led operations in Libya occurred this week.
Osama Bin Laden’s Death/Navy Seals: On Twitter “Navy Seals” become the 3" most talked about topic
worldwide and nationally. Navy Seals continued as a trending topic worldwide on May 3 after “Osama”
and “OBL” had dropped off. There was much excitement surrounding the Navy SEALs and an outpouring
of gratitude for their service online.

Volume of mentions on the web for

past 48 hours with “Navy” plus
General Osama Bin Laden _ search term as of 10:00 May 2, 2011,
Source: Radian6

Navy.mil 350,166
visits (-27,021) 4000 8000 12000 16000 20000 24000
Visits to 9,459 NavyNews USNavy SECNAV MCPONPAQO Total
NavyLive (+283) Followers 22095 (+376) 15102 (+591) 4458 (+90) 3438 (+57) 2885 (+53) 49099 (+1181)
blog Mentions 190 (-11) 274 (+43) 31 (-38) 15 (-6) 8 (-12) 518 (-16)

Updates 150 (-14) 5 (-4) 1(-4) 45 (+10) 2(-3) 204 (-17)
Mentions of 7,577

SECNAV MCPON Total

SM 434 Fans 286902 (+2686) 2420 (+41) 11379 (+54) 57429 (+231) 358130 (+3012)

Directory (+1) Active fans 110716 (+8556) 772 (-341) 3050 (-921) 22248 (-916) 136786 (+6378)




Federal Records Council

Established in 2002, the Federal Records Council (FRC) was formed to support the Archivist of the
United States, NARA, and federal agencies with guidance on records management with emphasis on
electronic records.

The mission of the FRC is to identify priority issues and provide recommendations to the Archivist on
best practice in records and information management (RIM) in the Federal Government.

The FRC consists of 35 cabinet level executive agencies include Federal records management
officials, web content managers, legal staff, information technology officials, information security and
privacy experts, web and content managers.

Some of the FRC goals are to help identify best practices for the Federal government, and to help
federal agencies share information and experiences on RIM challenges and solutions.

The FRC identified three major subgroups for FY11. These subgroups will share recommendations
with the Archivist and the Federal CIO Council, to develop specific work products. The three
subgroups are:

1. E-mail, led by Susan Sullivan (NARA)
2. Web 2.0 (Social Media), led by Charley Barth (Department of the Navy)
3. ERA Rollout, led by Mike Carlson (NARA)



Why the FRC Thinks Social

Media Policy Is Important

» “The web landscape is evolving so rapidly, that if we neglect to address these issues, we risk

losing the truly valuable materials created by the Federal government” (NARA Web 2.0 White
Paper, 2010).

» As part of its transparency in government efforts, the Obama administration has been using
social media tools as an alternative approach to reaching out to citizens and relaying important
information.

» Many federal agencies have experimented with popular social media platforms, but others are
reluctant to engage due to lack of experience with the technology and how they would capture
and save records created via Social Media tools.

» The Working group was established to address:
v' Complying with Federal laws on government records.
v Defining what is considered a Social Media record.
v" Responding to legally driven requests for information (i.e. FOIA, E-Discovery, etc.)



FRC Web 2.0 (Social Media)
Subgroup Structure

Y

Department of the Navy (DON) SG LEA

*Charley Barth, Matt Staden, Maryam Azimi,
Alessandra Cuteri, Ashley John, Dean Wence,
Suzette Buttram, LT Leslie Lykins, and CDR Scott
Mclinay

' >\ *Tasha Thian, William Fischer, Thomas Munzer, and

Department of State (DoS)

Blane Kauthen

Environmental Protection Agency (EPA) |
«John Ellis, Kay Morrison, and Katherine Rutsala

eSharon Whitt, William Thomas, Glenn Krepps, Bill

Export-Import Bank of the United States |
(EIBUS)

Smith, Kevin Dorsey, and Mike Weaver

Department of Justice (DOJ)
*Deborah Allen & Curtis Francisco

Department of Education (ED)
*Sherry D. Smith & Kimbrough Walton

Y *Rich Wojewoda & Jason Longcor

Additional Contributors

National Archives & Records
Administration (NARA)

*Arian Ravanbakhsh & Jill Shaver




FRC Web 2.0 (Social Media)

Subgroup Objectives

» White Paper to FRC/Archivist,

= The intent of this subgroup is to investigate how Federal agencies are utilizing Social
Media to create and disseminate information. The subgroup will determine what content
posted to these platforms is record content and how Federal agencies should be properly
managing this record content from creation throughout its lifecycle. The white paper will
explain in detail all the findings, discussions, and research that the group has done for
social media records.

» Executive Brief for distribution at agencies and conferences.

= The Executive Brief is a summary of the group’s overall work. This brief is meant to be
used by other agencies to show how federal agencies are utilizing social media tools to
conduct business, what types of records are created, if any, and how to properly manage
those records throughout their lifecycle.

» Draft a General Records Schedule (GRS) for Social Media Records and submit via the
Electronic Records Archive (ERA) Portal.

» A GRS that all Federal agencies can use for the management of social media records.



Challenges with Social

Media Records

» Record Content and Capture
v" What constitutes a record and what is important to capture (is output more important than comments)?
v" Range of ways to package content (is it duplicative information).
v Design strategies for record capture.
v" Volume of records are growing exponentially.
» Generic schedule
v Verbiage must cover dozens of different tools and dozens of different formats
> Legal
v" How do you determine if the content is authentic and has not been tampered with?
» Privacy
v Is Social Media content private or public?
» Policies, Procedures, and Rules of Behavior
v" Too many sites allow the Wild Wild West mentality (anything goes)
» Terms of Service
v Internal vs. External hosting
v Will External sites delete your records when timed out?



What did the Subgroup Accomplish?

» Specific research and topics were discussed, along with assignments that were given to each
agency. A summary is provided below:

- Researched social media sites within each agency.

- Documented sites in a master spreadsheet.

- Determined if there is a formal registration process for each agency.

- Experimented with capturing data as records and saving them using various methods.

- Experimented with commercial technology to safeguard records.

- Produced a GRS for Social Media Records to be sent to the Archivist of the United States.
- Produced a White Paper.

- Produced an Executive Brief.

- Briefed Web 2.0 Executive Brief to JIS/COCOM, Navy FOIA Conference, Navy CIO
Conference and RACO.



Social Media Sites within

Each Participating Agency

Federal Records Council Web 2.0 Subgroup

Web 2.0 Records Research and Experiment

Agency: Facehook Site Twitter Site YouTube Site Blog Site

Department of the Navy
Auenc eat; CA bt oshonk comiChisbfaualertions | v conyCHDAGFoughesd | tptgoubesomdoatot e Ty Dobfatuesoted |t dodieri
Echelon & Command: 400N | Bttty facebook comtpacific.command bitpdtuiter comfPaciicCommand | Bttt youtube compuzerlSP seficCommand itttz pacie-commandblogspat com!
Ship: 455 ubade CStenntr | Wittty Faeebook comistenpisrd hitptytter comistennis httptiyg goutube combyatehv= L POTdC8 hitpdtetennisTduordpress.comi

EPA bt facebook comER A Bittetyiter eomiEP A goy bty youtube comusepagoy fttptblog.epa goviblog

State Department bttty bacebook compusdas hitputtyiter compstateept Bitptyyoutube.compyzertstatenideg hitptthlogs state.gout

Department of Education bttty bacebock comiEQ.goy hitpityiter compuzedgov Bitptoutube.compyzedaoy hitpttuedgouiblogt

Export/Import Bank hitgedtgyg facebook comiBsportlaoy hitpetityitter combesimbankuz htpettu youtybe compuserEXmBankofls hitpetbwy commerce goutblogicateqonh4

Degartmentof ustice g facshonk comiDO) |tpitercomestioedept | et younbecombseThelustoeepanment | tpthiog usdcgoutlt



Social Media Record Saving Options

1) Copy/paste social media record content into a Microsoft Word document AND a PDF/A
document and save into a Records Management Application (RMA).

2) Copy/paste social media record content into a Microsoft Word document AND a PDF/A
document and save into a Share drive/Hard drive/any other non-RMA.

3) Utilize a Really Simple Syndication (RSS) feed into an RSS aggregator (i.e. Google Reader).
4) Utilize a RSS feed into an email account and save the record in an RMA.,

5) Utilize commercial options embedded within the social media site or sold commercially (not
an RMA though).



Social Media Record Saving Results

1) Copy/paste weh 2.0 record content into a Microsoft Word document AND a pdf-a document and save into a Records Management Application (EMA)

2) Copy/paste weh 2.0 record content into a Microsoft Word document AND a pdf-a document and save into a Sharedrive/Hard drive/any other non-BMA
3] Utilize a Really Simple Syndication (RSS) feed into an RSS aggregator (like Google Reader)

1) Utilize an RSS feed into an email account and save the record in an RMA

5) Utilize commercial options embedded within the web 2.0 site or sold commercially {not an RMA though)

About RSS How to Access RSS Feeds

Installing a news reader that displays R2S feeds from the websites
you specify allows you to keep up to date with all your favorite
content by checking the RSS feeds you have subscribed to and
displaying new items from each feed. Instead of downloading a
dedicated news reader, you can also use a web-based news

~eally Simple Syndication (RES3) is an XML based format used for
ntent distribution and syndication. Subscribing to RSS Feeds allows
u to receive custom, up-to-date information from your favorite anline
~ontent sources without having to regularly check the site for updates

reader.

Agency:

Option 1: Pros/Cons

Option 2: Pros/Cons

Option 3: Pros/Cons

Option 4: Pros/Cons

Option 5: Pros/Cons

Notes:

Department of the Nawy

Agency head: CNO

Facebook site

Word document and PDF was
easy. Putting it into an RMA was

easy.

Able to copy and paste
information into a word
document and save ittoa
Hard drive.

Google reader can access
facebook, but must search
for the site, you cannot add
the link.

Utilized Feed Mailer to
receive updates through e-
mail. Have not recived any
updates.

Cwner of a FB site can
download all content that
is currently posted to their
site. This does not include
previously deleted
information.

Lwitter site

wWord document and PDF was
2asy. Putting it into an RMA was

2asy.

Able to copy and paste
information into a word
document and save ittoa
Hard drive.

Google reader can access
twitter, but must search for
the site, you cannot add the
link.

winbox was tried but did
not work on the NMCI
network.

Tweetbackup- Backup for
your twitter account. It
archives all of your posts
using your twitter
information. You can
export the infarmation
through a text, cvs or html
file.

weetake-Allows users to
backup their twitter profile
including your tweets through
a Csv file. It opens up in excel.

rouTube video

You can only attach the link/The

videos cannot be displayed

You can only attach the
link/The videos cannot be
displayed

Google reader can access
youtube but must search for
the site, you cannot add the
link.

Utilized Feed Mailer to
receive updates through e-
mail. Have not recived any
updates.

Commercial options are
not feasible for the DON.
We are unable to purchase
software without approval
and out network security
settings do not allow us to
download freeware.

olog site

Can copy into word document,

and links to the videos are
displayed.

Can copy into word
document, and links to the

videos are displayed.

Google reader can access
blog site but must search for
the site, you cannot add the
link.

Utilized Blog Alert to receive

updates through e-mai. Have

received a confirmation e-
mail, but no updates.

Commercial options are
not feasible for the DOMN.
We are unable to purchase
software without approval
and out network security
settings do not allow us to
download freeware.




Commercial Options

Google reader- A free service that is a web-based aggregator, that compiles RSS feeds online or offline into
one place. Users can now access all of their subscriptions from one site versus several.

Twinbox- A free service for Twitter through Microsoft Outlook. Manages your tweets the same way as your
e-mail.

TweetBackup- A free TweetBackup that backup’s your Twitter account and exports the data through as a
HTML file, or in plain text.

Feed My Inbox- A free service that sends RSS feeds to a specified email account. Various levels of
subscriptions are available.

Tweetake- A free service that allows users to backup their twitter profile including your tweets through a CSV
file. It opens up in excel.

Facebook Backup Data- All data from date of creation can be downloaded via a zip file and sent to your e-
mail.

Backupify- An all-in-one archiving, search, and restore service for popular social media sites.
Context Optional- A software that monitors, moderates, archives, and analyzes data for results.

Heretrix- Heretrix is a free web crawler. It is only recommended to be run on Linux. The crawler is
antiguated and requires technically savvy individuals to operate in order to retrieve desired results.



General Records Schedules (GRSs)

» GRSs are issued by the National Archives and Records Administration (NARA) to provide
disposition authorization for records common to several or all agencies of the Federal
Government.

» They include records relating to civilian personnel, fiscal accounting, procurement,
communications, printing, and other common functions, and certain non-textual records.
Records are mostly administrative in nature and temporary.

v' They also include records relating to temporary commissions, boards, councils and committees.

» These records comprise an estimated one-third of the total volume of records created by
Federal agencies.



Challenges when Drafting

a Social Media GRS

What is the definition and value of a social media record?
Is there a business need for the information?
Does it document a transaction or decision?
Is any duplicate information on a social media site deemed a record?
What constitutes new content?
Are these records permanent or temporary?
What are the different ways of organizing content?
v' Tool specific (FB/Twitter)
v Activity specific (comments/posts/videos/blogs)
v' Platforms (Internal hosting/External hosting)
v

Content (Administrative/Program/Public Affairs)

How do we structure the GRS?
v New GRS 28 vs. folding into existing GRS 20



Draft GRS

GENERAL RECORDS SCHEDULE 28
Social Media Records

» This schedule applies to Social Media records posted on Federal agency servers or third
party platforms. Social media enables individuals and organizations to share and discuss
content and to engage in social interaction. Social Media uses tools such as blogs, micro-
blogs, social networks, social news, wikis, etc. This schedule applies to routine records
related to public affairs, program management, and administrative activities within the
agencies of the United States Government.

» If agencies use third party platforms they should incorporate recordkeeping practices and
requirements into the terms of service agreements entered into when signing up for an
account on an external platform. When possible, a records management clause should
also be added to the terms of service agreement. This clause allows agencies to comply
with records management requirements while utilizing a third party to host social media
records. A template for an amendment to terms of service with third party platforms is
included in the implementation aide.

» In the absence of an all-encompassing terms of service agreement, agencies should
ensure that policies are created, and enforced, to ensure that only non-record material is
published to social media sites. Agencies should capture and manage original records
within agency control and in accordance with the agency’s disposition policy.



Draft GRS

GENERAL RECORDS SCHEDULE 28
Social Media Records

» To the extent possible, the content provided to social media sites should link users
back to agency-owned sites (e.g. agency web site) so that the intended audience can
access information directly from a resource owned and controlled by the agency.

The use of such links will enhance the ability of agencies to ensure the proper
management of records.

» The retention instructions are not affected in instances where agency records are
stored on private or public "cloud" computing platforms. Whereas the centralization
of data may facilitate the consistent application of retention and disposition policy to
records, this schedule draws no distinction between content stored on the cloud or
other platform.

» The disposition instructions laid out in this GRS apply to social media records of any
format posted to any platform.



Draft GRS Continued

» Social Media Records.

v" Routine social media records related to public affairs, program management, and
administrative activities. Content can include informational material intended to reach the
internal and external communities of the agency. This content can be in the form of news
releases, articles, press releases, documentation, guidance, and metrics. These records
can be administrative in nature and disseminate information on day-to-day activities of the
agency and logistics within an agency. This content is posted to inform the audience about
the work of the agency, maintain and define process standards for the agency, and
enhance the practices and standards within the agency. Content can be distributed using
various social media tools.

 Temporary. Cut off annually and destroy/delete after 3 years or no longer needed, whichever is
later. When applicable apply an approved agency schedule.

» Social Media Management and Operations Records.

v" Files consist of documents created or received in the development, design,
implementation, operations, and maintenance of social media sites.

 Temporary. Destroy/delete upon authorized deletion of the related social media content or when no
longer needed, whichever is later.



Draft GRS Glossary Section

1. Content: Information communicated or received concerning a particular fact or circumstance.
a. Comment: A remark, observation, or criticism.
b. Post: A status or update posted to an individual’s social media site.
c. Chat: Communication between two or more people, typically in real-time.
d. Photo: A representation of a person, group, or scene, in the form of a print or transparent slide;
recorded by a camera on light-sensitive material.
e. Video: Video is the technology of electronically capturing, recording, processing, storing, transmitting,
and reconstructing a sequence of still images representing scenes in motion.
f. Blogs: A type of website or part of a website with regular entries of commentary, descriptions of events,
or other material such as graphics or video.
g. Micro-blogs: A blog on which one posts brief (usually 140 characters or less), frequent updates on
one's activities.
2. Internal Sites: Sites that are owned and operated on federal agency servers.
External Sites: Sites that are owned and under the control of a third party or commercial source.

4. Social Media Tools: Media environments on the internet that are government and/or privately
owned. These environments are used to communication and exchange content.

5. Cloud Computing- Cloud computing is Internet-based computing, that utilizes distant servers for data
storage and management. The reference to "private cloud" is used synonymously with agency-owned
servers because it is assumed that the infrastructure and corresponding service agreements for that
platform meet agency requirements. References to public clouds are used synonymously with public
(non-agency owned) platforms that require negotiations to augment terms of service in accordance
with federal guidelines.

w



Moving Forward

The research, methodology, findings, and recommendations of this FRC Web 2.0 (Social
Media) subgroup has produced deliverables that will be formally briefed to the FRC and the
Archivist.
Status of deliverables:

v’ Executive Brief: Final was submitted to FRC on 23 May 2011.

v White Paper: Final was submitted to FRC on 23 May 2011.

v" GRS: Final was submitted to FRC on 23 May 2011.

Additional Findings
v" DOJ approved schedule
v CHINFO Social Media Handbook: https://www.chinfo.navy.mil/socialmedia.html

Records Management Professionals need to stay engaged with social media policy.

v Social media tools are being utilized by the Federal Government as a method to communicate with
internal and external organizations, as well as the public.

v If information is posted by a Federal official on a social media site and the content meets the definition of
a records, it must be saved and managed as an official record.

v' Legal ramifications could be immense if the content on social media platforms are not properly monitored
and managed.



https://www.chinfo.navy.mil/socialmedia.html�

Questions

> If you have any additional questions, please contact
the Director of Records’ Office or any members of my
Records Management team via e-mail;

- Charley Barth: charley.barth@navy.mil

- Matt Staden: matt.staden@navy.mil

- Ali Cuteri: alessandra.cuteri.ctr@navy.mil
- Ashley John: ashley.john.ctr@navy.mil



mailto:charley.barth@navy.mil�
mailto:matt.staden@navy.mil�
mailto:alessandra.cuteri.ctr@navy.mil�
mailto:ashley.john.ctr@navy.mil�
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