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cs Advised that KSA “ghall sct for the Exccutive Agent in all
COMSEC matilers set forth below™ - primarily responsibilities for estsab-
lishing adequate standardsp

d. Defined COMSEC as "the protection resulting from all measures
dasigned to deny to unauthorized persons information of value which might
be derived from the poscession and study of telecoumunications, or to
mislead unsuthorized persons in their interpretation of the results of
such a study™;

e. Defined teleccommunications as “any transmissions, emission oxr
reception of sign, signals, writing, imoges and sounds or intelligence
of aay nature by wire, radioc, visual or other electromagnetic system”.

NSA prescribes Government-wide standards for the means of encryption -
equipments, codes or other techniques - end only those approved by KSA
nay be used for the encryption of classificd information. KRSA also
develops equipments vhere required. COMSEC equipmente are available
today to encrypt all standard cocmunications methods - telephones
ieletypewriter, high-speed data, television (black snd white only), even
computer-toscomputer tronsmissions.

) However, NSA has no authority to require encryptica; the reguirement for
encryption is left to the agency head under the EO 10501l. Moreover, they
are positively prohibited from monitoring telecommunications to deternine
whether classified information is being revealed unless the agency head
concerned approves in advance.

To dute, there are no known telecommunications techniques which would
rermit unencrvpied (clear) information to be transmitted sare frem inter=
ception and from bveing read by unauthorized persons. As a result, the

4 U. S« COMSEC Board and NSA moke the agsumption that all unencrypted tele-
coomunications are being monitored and that the informetion oteing trans-

! mitted is ccopronised. While this is a physical inpossibility, there can
be no assurance that any particular transzmission is not being intercepted
and read. Therefore, NSA will assure no responsibility for the security
of ‘cormunications which are not encrynted in en sprroved cryptosysten.

The White House Commnications Agency (WHCA) is responsible for, providing
2ll telecommunicaticns for the President and {o the Wnite House, except
for cocmunications to and froo the President’s aircroft (Adr Force I),
which are the responsibility of the Adr Force. WA is organizationally
under the Defense Commmnications Agezmcy (DCA). The WHCA program has not
been revieved by the Burcau. Keoneth O'Doanell provides policy guldance
%0 the WHCA and has informed the DCA that no information on the size,
program, or budget of the WHCA 1s to be revealed without his authority.
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There is a very close working molationship between WICA and XSA on all
aspects of COSSEC, including possidle “ecapromising eaonasicus” as
discusscd below. However, WiCA has an imposcible task in atlexpiing to
provide esccure comzunicatiqns for the President so long as he uses the
commercial telephone cystem. Unless WICA caa be informed of the specific
locations and people to whom the President wishes to tolk sbout sensitive
or classified information, there can be no assurance that the conversations
are not ;‘oeing ==-ltorcd. Howewver, if rccomd cammunications \te lenype)

are imvolved, crypto-cquirpment can be quicidy brought to the locations

\ where & teletype capability exists. Crypto-cquipments cannot now be
installed for secure voice transmissions over the commerciel telephone
systen.

Conproaising Ezxanations .

The above describes the traditional CONSEC problem where there is little
relationship to the “physical security” problem, except insofar as
physical security is required for the cryplogravhic equijpzcent. In alddi-
tion and more ‘closely interrelated with the physicel cecurity problem is
the problem of “coupromising emanations” or radiation. Eriefly, these

are electrical or acouctic signals emanating from electronic and electro-
mechanical equipsents.. If these. signals cun be intercepted, it is possible
10 read the information veing processed by the equipnent.

To protect against this denger, the U. S. CONSEC Board has approved
(with concurrence by all concerncd agencies including the Buresu) KSA
electrical standards for all ele«..t*-onic or electro-mechenical equipre

|Each agency processing clasgified ismlormation
arough equipzents 1s responsible for insuring that tn,.ir eguiments meet

4 the stendaxrd.

' A special subcammitiee of the USCS3 monitors this program and provides

guidance and assistance to the concerned agencies. As might be expected,

' new oifensive techniques are constently being discovered which require
additional defensive precsutions. It is in this field thet the line
between comzunications gecurity asd physical securiiy get fustye.

Physical Security

The term "physical sccurity” has traditicnally been associated with safes,
~ guards, apd fences. However, with the adveat of sophisticated el:ctronic

eavesdronninb tecanigues, nost agencies have expanded tne physical security

role 2o provide protection against unauthorized access to clcssined or

eensitive information either by peopic or by devices. 717 r:-:m,,

avarencss oI the threat poced by clandestine listening cev.. . tue 1SC,

in Decerber 1953, established a Special Cocri.iece oa Techalcai Surveillance
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available to unauthorized porsors throu-h “eermpro-is 1:;, eranations.®

For a thorouzh evalwa.lon, it my bo nuseasary, L7 tha White House desires,
L0 requost N334 to monitor Whits iouss communications on a sa=pling basls
and advise the Whita louse of the results.

On the ratter of clandostine listening dovices, the N5C Speclal Comnittas
on Technical Survellilance Countermeasuros should be charged with assessing
the adeguacy of ths Secret Service procedures, equiprent and level of

* technical skill, and recommonding arny changes necessary to attain the

highast pract.icabm levol of porfarmance.

wo beliave tho Sacrabt Service has tho rogponsibilily for protecting the
Prosicential ‘estabiishriont agairst clandostine devices since thoy swport
the Bureau on raquoest. Thoy are nobt membars of tha comnmittee ard, so

far as we can datermine, they co not receive comzittea reports nor do thay
contridbula information to tho comnittee. As a continuing matter, they
shouid be made a memdor of tho comaittae.

Racomrendad ‘action:

1. That Mr. Bundy issue a. NSAN providing that the Secrotary of
Defense, as Exacutive Aga.. for all comsunications coourd t.y rmatters, will
direct X3A to conduct a survey and make a repors ox tho adaquacy of prasont
comnunications security measures in efrect at tho Lhite ilouse, including
non-crypio cemmunications,

2. That Mr. Sunly earrange through the N3¢ Spe via'l. Cormittaa on
Technical Surveillarce Countarreasures to sacwra & eview and report on
maasures in effect at the wWhite iouse te maintain surveiilance and pro..oc-
. tion against clandestine listenin: duvices.

" 3. That both rpporta be reviewed by the Purisliont's Comniitas on the
warran Jerort, augrantad by PBr, he.. alg and Gemaral O'Connall (0UX), for
advice and recommendation to the Frasident,
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