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Board generally released the location of all
CIA installations that were relevant to the
assassination during the time period
between the date of the assassination—
November 22, 1963—and the date that the
Warren Commission issued its report in Sep-
tember 1964. Finally, the Review Board gen-
erally released the location of all CIA installa-
tions that appeared in Oswald’s 201 file
during the time period January 1, 1961
through October 1, 1964. The Review Board
did grant CIA a few exceptions to its general
rule, and except for the specific time win-
dows described above, the Review Board
protected all information that identified CIA

installation locations.

The Review Board created substitute lan-
guage for its postponement of CIA installa-
tions to enable researchers to track a particu-
lar CIA installation through the JFK
collection without revealing the city or coun-
try in which it is located. To accomplish this,

the Review Board divided the world into five
regions: Western Hemisphere, Western
Europe, Northern Europe, East Asia/ Pacific,
and Africa/ Near East/ South Asia. Then the
Board added a number to refer to each differ-
ent location in the region. Thus, “CIA Instal-
lation in Western Hemisphere 1” serves as a
place holder for a particular installation in all
CIA assassination records.

ii. Commentary. Initially, the Review .
Board released CIA installation locations in
CIA documents relevant to Oswald’s visit to
Mexico City. CIA did not raise significant
objections to the Review Board's release of its
installations in these records.

When the Review Board began to vote to
release the location of additional CIA instal-
lation locations, the CIA did object, but did
not offer evidence of the harm to national
security that it believed would result from
disclosure of the information. The CIA
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threatened to appeal to the President to over-
turn the Review Board’s votes, but the
Review Board's position was that the JFK Act
required release of information where CIA
did not provide convincing evidence to sup-
port their postponements. The Review Board
allowed the CIA ample time to gather and
present its evidence to support its requests

for postponements as both the CIA and the -

Review Board hoped to avoid a CIA appeal
to the President.

Ultimately, the CIA determined that it would
trust Review Board members with the infor-
mation that the Review Board required to
postpone the release of ;the location of a
small number of CIA installations. In an
effort to balance high public interest in the

location of CIA installations and the need to

protect certain installations, the Review
Board decided to establish date “windows”
within which it would release CIA installa-
tion locations.

The CIA never appealed a Revxew Board vote

to the President.
8. CIA prefixes (cable, disﬁatch, field report).

i. Review Board guidelines. C1A cable, dis-
patch, and field report “prefixes” are identi-

fiers that CIA uses on its communications to -

indicate the installation that generates a par-
ticular message. Where the Review Board
had voted to release the location of a particu-
lar CIA installation, the Review Board also
voted to release CIA cable, dispatch, and
field report prefixes that the installation gen-
erated. Likewise, the Review Board protected
cable, dispatch, and field report prefixes
_ where it voted to protect the location of the
CIA installation.

The Review Board replaced the prefixes that
it protected with substitute language similar
to that used for CIA installations. An exam-
ple of substitute language for CIA prefixes is:
“Cable Prefix for CIA Installation in Western
Hemisphere 1.”

ii. Commentary. Once the Review Board
voted to release the location of a particular
CIA installation, the Review Board and CIA
did not disagree that the Board should release
cable, dispatch and field report prefixes.

\

h. CIA job titles.

i. Review Board guidelines. The Review
Board voted to release CIA employees’ job
titles except when the Board’s disclosure of
the title might reveal the identity of an indi-
vidual or CIA installation requiring protec-
tion.

ii. Commentary. Although the Review
Board did not believe that it should vote to
protect CIA job titles, standing alone, it some-
times voted to protect titles if they revealed
other information that the Review Board had
voted to protect.

i. CIA file numbers.

i. Review Board guidelines. CIA organizes
many of its files by country and assigns
“country identifiers” within particular file
numbers. The Review Board released nearly
all CIA file numbers that referred to Mexico
City. The Review Board protected the “coun-
try identifiers” in CIA file numbers for all
other countries with the exception of country
identifiers “15” and “19.” The Review Board
generally released all CIA “201” or “person-
ality” file numbers where the files related to
the assassination.

ii. Commentary. The CIA rarely objected
to the Review Board'’s release of its file num-
bers.

j. CIA domestic facilities.

i. Review Board guidelines. The Review
Board released references to domestic CIA
facilities where the CIA has previously offi-
cially disclosed the existence of the facility.
The Review Board did not release informa-
tion that would reveal the location of domes-
tic CIA facilities where the CIA provided evi-
dence that the facility was still in use.

ii. Commentary. The Review Board rarely
encountered the issue of whether to release
the location of CIA domestic facilities in
assassination records, as CIA officially
acknowledges most of its domestic facilities.
When the Review Board did vote to postpone
the location of CIA domestic facilities, it
required the CIA to provide extensive evi-
dence as to why the CIA had to keep the loca-
tion of those facilities secret.




k. CIA official cover.-

i. Review Board guidelines. CIA “official
cover” is a means by which a CIA officer can
operate overseas in the guise of an employee
of another government agency. In congres-
sional documents, the Review Board released
general information about official cover but
protected specific details. With regard to exec-
utive branch documents, the CIA convinced the
Review Board that, while Congress might
reveal information about official cover, the
executive branch does not generally reveal
information about official cover because to
do so would damage the national security.
Thus, the Review Board sustained CIA’s
postponements regarding official cover in
executive branch documents unless the U.S.
government had previously officially dis-
closed the information at issue.

The Review Board inserted the phrase “offi-
cial cover” as substitute language when it
postponed such information.

ii. Commentary. The Review Board ini-
tially considered the issue of official cover to
be an “open secret” that was well-known to
the public. Thus, they were loathe to withhold
such obvious information. The CIA, however,
supported its strong objections in briefings
and negotiations with the Board, and eventu-
ally convinced the Review Board that the
harm in releasing information about official
cover outweighed any additional information
that assassination researchers might gain from
knowing details about official cover.

1. Alias documentation.

i. Review Board guidelines. CIA employ-
ees and agents use aliases and the CIA cre-
ates documentation to support its employ-
ees’ and agents’ aliases. The Review Board
released information that revealed that CIA
employees and agents used aliases. The
Board protected specific details about how
CIA documents particular aliases.

ii. Commentary. The CIA argued that it
currently uses alias documentation and that
aliases are vital to CIA’s performance of its
intelligence operations. The CIA also argued

. that the Review Board's release of specific
information about alias documentation
would not be useful to assassination

researchers. The Review Board members
accepted CIA’s arguments, primarily because
they agreed that the public interest in the
specific details about alias documentation
was low- The Review Board determined that
it did not want the CIA to spend a large
amount of time gathering evidence in sup-
port of postponements that were of low pub-
lic interest and, thus, it did not require the
CIA to provide evidence in support of every
postponement relating to alias documenta-
tion.

m. Foreign intelligence cooperation.
i. Review Board guidelines. The Review
Board postponed references to foreign intelli-

gence cooperation with the CIA.

ii. Commentary. The Review Beard vigor-
ously debated the issue of foreign intelli-

- gence cooperation with the CIA and

demanded extensive evidence and multiple
briefings from the CIA on the subject.
Though in some instances Board members
judged that the information might add to the
historical understanding of the assassination,
the Review Board, with some dissent, deter-
mined that the evidence to postpone the

information outweighed this potential value.

n. Human sources in FBI foreign
counterintelligence (assets).

i. Review Board guidelines. The Review
Board evaluated the need to postpone the
identity of human sources in foreign counter-
intelligence operations on a.case-by-case
basis. Where the human source was a foreign
national, the Review Board generally agreed
to protect the individual’s identity unless the
individual’s connection with the FBI was
already known to the foreign government at
issue. Where the human source was a United
States citizen interacting with foreign govern-
ment officials, the Review Board sometimes
released the identity of the individual if the
public interest in the name of the asset was
high. Where the human source was a United
States citizen interacting with other United
States citizens, the Review Board tended to
evaluate the release of the source’s name
more like other domestic informants.

ii. Commentary. In its position paper, the
FBI defined “intelligence source” as “any
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individual who has provided or is currently
providing information pertaining to national
security matters, the disclosure of which
could reasonably be expected to result in
damage to the FBI's intelligence and counter-
intelligence-gathering capabilities.”

The FBI offered the following arguments in
support of its request to keep intelligence
sources’ identities secret: (1) Review Board
disclosure of intelligence sources would harm
the FBI's ability to develop and maintain new
and existing sources, because sources would
rcasonably . believe that the government
would reveal their identities, and (2) disclo-
sure of intelligence sources may subject the
<ources, their friends, and their families to
physical harm, ridicule, or ostracism.

The Review Board’s interpretation of the
“clear and convincing” evidence standard
required it to reject the FBI's general policy
arguments, and instead required the FBI to
present asset-specific evidence that explained
the particular harm that the FBI expected the
asset to face if the Review Board voted to dis-
close his or her identity. As a general rule, the
Review Board usually protected the identities
of foreign nationals who could be prosecuted
in their home countries for espionage. Like-
wise, where the asset was a United States cit-
izen interacting with foreign government offi-
cials, the Review Board considered whether
the individual was in a position of trust with
the foreign government and whether he or
she might be in danger if the Review Board
disclosed his or her relationship with the FBI.
Unlike the above-referenced scenarios, the
source who was a United States citizen interact-
ing with other United States citizens was gener-
ally evaluated according to the Board’s
domestic informant standards.

«o. FBI foreign counterintelligence activities.

i. Review Board guidelines. As a general

rule, the Review Board believed that most
aspects of the FBI's foreign counterintelli-
wence activities against Communist Bloc
countries during the cold war period were
well-known, were of high public interest,
and were not eligible for postponement pur-
suant to § 6(1)(B)-(C) of the JFK Act.

1. Commentary and overview of foreign
(uunlm‘u-ztel’lzgerlce appeals. The FBI's assassi-

HE STANDARDS FOR REVIEW: REVIEW BOARD “COMMON Law”

. dence on the foreign

nation records contain information that
reveal many of the FBI's foreign counterintel-
ligence activities during the cold war period.
Beginning in late 1995, the Review Board
considered how it could release as much
information as possible in the records with-
out jeopardizing operations that still require
protection.

In spring 1996, the
Review Board considered
and voted on a group of
FBI records relating to the
FBI's foreign counterin-
telligence activities. In
response to the Review
Board’s requests for evi-

counterintelligence
records, the FBI had pro-
vided its “position paper”
on foreign counterintelli-
gence activities. In its
paper, the FBI defined
“intelligence activities” as
“intelligence gathering action or techniques
utilized by the FBI against a targeted individ-
ual or organization that has been determined
to be of national security interest.” The FBI's
primary argument in support of its request for
continued secrecy of intelligence activities
was that disclosure of specific information
describing intelligence activities would reveal
to hostile entities the FBI's targets and priori-
ties, thereby allowing hostile entities to
develop countermeasures. '

Sections 6(1)(B) and (C) of the JFK Act pro-
vided the standard for postponement. In
addition, the JFK Act’s legislative history
instructed the Review Board to consider a
variety of factors related to the need to post-
pone disclosure of intelligence sources and
methods, including the age of the record,
whether the use of a particular source or
method is already well-known by the public,
whether the source or method is inherently
secret, or whether the information collected
was secret.”

The Review Board considered the FBI's evi-
dence and weighed it against public interest
in the records. After careful consideration,
the Review Board decided to release some
foreign counterintelligence information. The
Board’s primary reason for releasing such
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records was its belief that the FBI’s evidence
did not enumerate specific harms that would
result from disclosure.

A. The FBI's May 1996 Appeals to the
President. On May 10 and 28, 1996, the FBI
appealed to the President to overturn the
Board’s vote on 17 records relating to the
FBI's surveillance of officials and establish-
ments of four Communist countries—the
Soviet Union, Cuba, Czechoslovakia, and
Poland—during the 1960s. The FBI's overar-
ching arguments were that disclosure of the

information would reveal sensitive sources

and methods that would compromise the
national security of the United States, and
that disclosure of the targets of the surveil-
lance—the four Communist countries—
would harm the foreign relations of the
United States.

The FBI sought to postpone five types of
source and method capabilities: tracing of
funds, physical surveillance (lookout logs),
mail cover, electronic surveillance, and type-
writer and fingerprint identification. The
Review Board’s response briefs to the Presi-
dent dealt with each source or method in
turn. Specific details regarding the appeal of
each issue are discussed below.

In response to the FBI's overarching argu-
ment that disclosure of the information
would reveal sensitive sources and methods
and compromise the national security, the
Review Board responded that if the national
security would be harmed by release of this
information, the harm would have already
occurred, since the FBI had already released
both the identities of the target countries and
the sources and methods that the FBI used in
its operations.

In response to the FBI's arguments that dis-
closure of the targets of the surveillance
would harm the foreign relations of the United
States, the Review Board responded in three
parts. First, the information that the FBI
sought to protect is widely available in the
public domain, from both official govern-
ment sources and secondary sources, so if
foreign relations are harmed by disclosure of
the information, then the harm has already
occurred. Second, the FBI simply did not
prove its argument that it may have violated
iftternational law or “diplomatic standards”

INAL REPORT OF THE ASSASSINATION RECORDS REVIEW BOARD

by employing the sources or methods at issue
since the FBI did not cite the laws or treaties
to which it referred and the Review Board
could not locate any laws or treaties that
were in effect at the time that the records
were created. Third, despite the FBI's asser-
tion to the contrary, the Review Board had
evidence that other governments do acknowl-
edge that, in past years, they conducted for-
eign counterintelligence operations against
other countries.

The Review Board believed that the FBI had
not provided evidence of a “significant,
demonstrable harm” to current foreign rela-
tions or intelligence work. Thus, the Board
asked the President to deny the FBI's requests
for postponement. The White House did not
expressly rule on the appeals. Instead, after
several meetings involving representatives
from the Review Board, the FBI, and the White
House, the White House directed the FBI to
provide the Review Board with specific evi-
dence in support of its postponements. The
White House requested the Review Board to
reconsider the Bureau's specific evidence. The
FBl, in turn, withdrew the first two of its
pending appeals, including some records in
which the Review Board voted to release
information obtained from a technical source.

B. Post-appeal decisionmaking. After fur-
ther negotiations, the Review Board and the
FBI agreed to release most information
regarding its . foreign counterintelligence
activities against Communist Bloc countries
as “consent releases.” In those few cases
where the Bureau believed that foreign coun-
terintelligence activity against Communist
Bloc countries still required protection, the
Bureau submitted for the Board’s determina-
tion postponement-specific evidence.

To the extent that the information in the FBI's
proposed redaction did not meaningfully
contribute to the understanding of the assas-
sination, the Review Board allowed the FBI
to postpone direct discussions of foreign
counterintelligence activities against non-
Communist Bloc countries. With regard to
the FBI's “segregated collections,” the
Review Board stated in its segreated collec-
tion guidelines,

It is presumed that the FBI will, at least
partially, carry over its post-appeal stan-
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0GC-92-53256
14 Decembex 1992

MEMORANDUM FOR: Chief, Historical Review Group

VIA: W. George James
Agsociate Gene ounsel
Litigation Divisiogfi, OGC

FROM: Robert J. Eatinger, Jr.
Assistant General Counsel
Litigation Division, OGC

SUBJECT: Declassification Guidelines Established by the
President John F. Kennedy Assassination Records
Collection Act of 1992

1. The enactment of the President John F. Kennedy
Assassination Records Collection Act of 1992 ("the Act") has
created declassification guidelines that are to some extent
different from the Historical Review Program guidelines
established by the Director of Central Intelligence. In the
continuing review of material related to the assassination of

President Kennedy, the guidelines established by the Act must be
used.

2. The Act's most fundamental changes are the burden it
creates on agencies to justify continued classification of
information, and a requirement that agencies balance the national
security concerns against the public interest. Under the Act,
information must be declassified unless a showing is made by
clear and convincing evidence that release of the information
would demonstrably impair the national security.

3. The Act's guidelines for declassification are found in
its Section 6 and are as follows:

"Sec 6. GROUND FOR POSTPONEMENT OF PUBLIC DISCLOSURE OF
RECORDS. '

Disclosure of assassination records or particular
information in assassination records to the public may be
postponed subject to the limitations of this Act if there is
clear and convincing evidence that--

(1) the threat to the military defense,
intelligence operations, or conduct of foreign
relations of the United States posed by the public
-disclosure of the assassination is of such gravity that
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it outweighs the public interest, and such public
disclosure would reveal--

(A) an intelligence agent whose identity
currently requires protection;

(B) an intelligence source or method which
is currently utilized, by the United States
Government and which has not been officially
disclosed, the disclosure of which would interfere
with the conduct of intelligence activities; or

(C) Any other matter currently relating to
the military defense, intelligence operations or
conduct of foreign relations of the United States,
the disclosure of which would demonstrably impair
the national security of the United States;

(2) the public disclosure of the assassination
record would reveal the name or identity of a living
person who provided confidential information to the
United States and would pose a substantial risk to that
person; -

(3) the public disclosure of the assassination
record could reasonably be expected to constitute-an
unwarranted invasion of personal privacy, and that
invasion of privacy is so substantial that it outweighs
the public interest;

(4) the public disclosure of the assassination
record would compromise the existence of an
understanding of confidentiality currently requiring
protection between a Government agent and a cooperating
individual or a foreign government, and public
disclosure would be so harmful that it outweighs the
public interest; or

(5) the public disclosure of the assassination
record would reveal a security or protective procedure
currently utilized, or reasonably expected to be
utilized, by the Secret service or another Government
agency responsible for protecting Government officials,
and public disclosure would be so harmful that it-
outweighs the public interest.

4. The Act therefore superseded the guidelines established
for the Historical Review Program to the extent the Historical
Review Group (HRG) is processing information related to the
agsassination of President Kennedy. The specific changes are as
follows.

a. The most basic change is that you must apply a
balancing test before maintaining the classification of any
information. You must balance continued classification
against the public interest in the information. Therefore,
the greater light disclosure of the information would shed
on the assassination of the President, or on the

2
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government's investigation into that assassination, the more
serious must be the need to continue to withhold the
information for classification to be maintained.

b. HR 70-14.e(2) states the reviewers of information
advocating continued classification of information will bear
the burden identifying any damage that disclosure could
reasonably be expected to cause to the national security.
The Act defines that burden as one of "clear and convincing
evidence." Further, the Act changes "reasonably could be
expected to cause" to "demonstrably." Therefore, unless a
showing is made by clear and convincing evidence that
release of the information would demonstrably impair the
national security, the information must be declassified.

c. HR 70-14.e(4) addresses the standards for
maintaining the classification of foreign government
information, the identity of a foreign source, and
intelligence sources and methods. It notes that Executive
Order 12,356 presumes that this information is classified.
Under the Act, with respect to these categories of -
classified information found with records related to the
assassination of President Kennedy, you must still find
demonstrable damage by clear and convincing evidence
regardless of the presumption in the Executive Order.
Further, with respect to intelligence sources and methods,
the Act requires that they--

(1) be either currently utilized or reasonably
expected to be utilized by the U.S. Government; and

(2) that they not have been officially disclosed;
and

(3) that their disclosure would interfere with the
conduct of intelligence activities.
All of these factors must be met by a showing of clear and
convincing evidence.

d. HR 70-14.e(4) also discusses CIA personnel and
organizational information. The Act only permits the
continued withholding of the identity of an "intelligence
agent" if, by clear and convincing evidence, it can be shown
the person's identity requires protection. Further, the Act
does not permit the withholding of organizational
information unless, by clear and convincing evidence, it can
be shown the disclosure of the organizational data would
demonstrably impair the national security.

e. HR 70-14.e(7) states that the HRG will determine
whether information warrants continued protection pursuant
to statutory or other requirements. The Act supersedes all
other statutory authority for withholding information except

3
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for a provision of the Internal Revenue Code dealing with
tax return information. This means the Act takes precedence
over 50 U.S.C. § 403(d) (3) and § 403g, as well as the
Privacy Act, when determining whether to release records
related to the assassination of President Kennedy. The Act
also makes no provision for protecting information on the
basis of executive privilege, such as deliberative process
and attorney-client communications.

5. Certain categories of information may fall into more
than one of the grounds set forth in Section 6 of the Act. We
recommend that you review all of the grounds when determining
whether to release or withhold specific information. For
example, a human intelligence source may fall into grounds (1) (A)
("intelligence agent"), (1) (B) ("intelligence source"), (2)
("living person who provided confidential information to the
United States"), and/or (4) ("understanding of confidentiality
currently requiring protection between a Government agent and a
cooperating individual®"). At this point, we do not know how the

Assassination Records Review Board will interpret each of these §h;> <
grounds. Therefore, if you determine the standards of the Act &V
are met to permit withholding of certain information, you should 50*#;&(i
assert as many grounds as may arguably apply as authority for o D§y
that withholding. Q”ﬁ,§’o§’
S -
6. Although the Act severely limits what information may be &d>¥m

withheld from disclosure, it may be possible to protect
information not expressly covered by the Act. However, such
information may be withheld only with the personal authorization
of the President. When the President signed the Act, he issued a
statement that included the following:

My authority to protect [executive branch
deliberations, law enforcement information of the
executive branch, and national security information]
comes from the Constitution and cannot be limited by
statute. Although only the most extraordinary
circumstances would require postponement of the
disclosure of documents for reasons other than those
recognized in the bill, I cannot abdicate my
constitutional responsibility to take such action when
necessary. .

7. The Act provides individuals the ability under the
Administrative Procedures Act to challenge in court final
decisions of the Assassination Records Board. We can expect,
then, court challenges to the Board's decisions to uphold any of
our determinations that certain information meets the criteria
for postponement of release. Additionally, as you know, there
are FOIA litigations for this same material. Plaintiff's counsel
has indicated in court pleadings and orally that he wants the
court to review our redactions not under FOIA standards, but
under the standards of the Act. Thus, you should apply the Act's
standards knowing your judgments may be questioned by the Board,

4
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subsequent court challenges to the Board's action, and the FOIA
cases. ’ :

8. If you have any questions concerning the application of
the Act to your review of the assassination records, please call
me on secure extension 76105.
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0OGC-94-52916¢
19 September 1994

MEMORANDUM FOR: David P. Holmes
Deputy General Counsel

FROM: Robert J. Eatinger. Jr.
Assistant General Counsel
Litigation Division, OGC

SUBJECT: DCI Sources and Methods Authority With Respect
to JFK Assassination Records

1. Per your request, I have attached a copy of the
Presidsnt John F. Kennedy Assassination Records Collection Act of
1992 {(ARCA), Pub. L. 102-526, 106 Stat. 3443-3458, reprirted.-at
44 U.S.C. § 2107 note. For ycur convenience, I have highligh:ed
the pertinent provisions that will aid in reszonding to an
inquiry regarding the statute's effect on the DCI's statutory
authority to protect intelligence sources and methcds.

2. The clear language and intent of the law is to supersede
statutes that prohibit disclcsure of informazion, except for soms
irrelevant subject areas, such as tax records. The statute
provides that "it shall take precedence over any other law
{except section 6103 of the Internal Revenue Code), judicial
decision construing such law, or common law doctrine that would
otharwise prohibit" the disclosure of information subject to the
Act. ARCA § 11{(a). This language, taken with the provisions
discussed below which limit the intelligence sources and methods
that may be protected and set a strict procedural scheme by which
information is to be reviewed under the ARCA, effectively
supersedes the DCI's National Security Act authority with respect
to intslligence sources and methods information subject to the
ARCA. '

3. Section 6 of the ARCA provides the grounds for which the
release of information may be ®*postponed.® The sgtatute
contemplates that all information will eventually be released.
Indeed, it specifies that all information will be made available
to the public no later than 25 years after the passage of the
ARCA (which occurred in October 1992) unless the president
certifies that continued postponement is necessary. ARCA

§ 4(g) (2) (D). With respect to intelligence-related information,
ARCA allows postponement if:

"{1) the threat to ... intelligence operations ... is
of such gravity that it outweighs the public interest, and
such public disclosure would reveal--

PRIVILEGED ATTORNEY WORK PRODUCT
AGENCY - INTERNAIL: USE ONLY
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AGENCY - INTERNAL USE ONLY
PRIVILEGED ATTORNZY WORK PROCUC

SUBJECT: DCI Sources and Methods Authority With Respect to JFK
Assassination Records

(A) an intelligence agent whose identity currently
requires protection; '

(B} an intelligence source or method which is
currently utilized, or reasonably expected to be
utilized, by the United States Government and which has
not been officially disclosed, the disclosure of which
would interfere with the ccnduct of intelligence
activities; or

(C) any other matter currently relating to ...
intelligence operations ... the disclosure of which

would demonstrably impair the national security of the
United States."

ARCA § 6(1) (Emphasis added.)

4. The originating agency is tc make thz first review to
idenzify information that meets the standards for postponement.
ARCA § 4(c)(2) (D) (i). For CIA, this effort is being undertaken
by the Historical Review Group, in consultaticn with the
Directorate of Operations and other appropriate Agency
components. Information the originating agercies identify for
postponement must be transmitted to the Review Board. ARCA
§ 4{c){(2)(E}. The Review Board "shall consider and render
decisions on a determination by a Government office to seek to
postpone the disclosure of assassinazion reccrds.® ARCA §
7(i)(1). Specifically, the "Review 3o0ard shall consider and
render decisions on ... whether an assassination record or
particular information in a record cualifies for postponement of
disclosure under the Act."™ ARCA § 7(i) (2) (B).

S. If the Review Board determines to orier the disclosure
of information that the originating agency felit met the criteria
for postponement, it "shall notify the head cf the originating
body of its determination and publish a copy of the determination
in the Federal Register within 14 days after the determination is
made.®* ARCA § 9(c)(4)(A). If the information contained in an
assassination record is "obtained or developed solely within the
execytive branch, the President shall have the gole and
nondelegable authority to require the disclosure or postponement
of ... the information under the standards set forth in
Section 6. ARCA § 9(d) (1) (emphasis added). The President's
decision must be certified to the Review Board within 30 days of

.the Review Boards determination. Id. Records postponed by the
-President must be re-reviewed every 5 years. ARCA § 9(d) (2).
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6. I would be happy to discuss this further if you so
desire. You might also want to contact John Pereira (x30373)
since he has met with some or all of the Review Board members.

e

o e
" TRobert J.
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Attachment C
Friday, October 29, 1999

Foreign Government Information Contained in JFK Collection

CIA’s JFK Collection includes Foreign Government Information (FGI) in a number of forms:

First, some CIA documents in the collection contained FGI but, by general agreement with the
Assassination Records Review Board, the source could be protected by redaction even when CIA and
the Board agreed that substantive information could be released.

Second, documents were provided by foreign governments in the aftermath of the assassination in response
to requests from the US Government for information about the assassination or individuals whose
names may have been associated with it. Such documents subsequently became a part of CIA’s
“sequestered collection” and thus were automatically designated by the JFK Board as “Assassination
Records,” subject to declassification review. A number of such documents were released in full in the
early years of the project (1992-1994), with the concurrence of the DO/IRO, but OIM has no -
documentation regarding coordination with liaison.

Third, in a number of documented cases, the DO consulted with liaison services regarding documents that
were clearly identifiable as from a liaison service, and handling of both the substance and the sources
was discussed with the liaison services and their views obtained. In all such documented cases, the
BOARD agreed to protect the foreign government source and, as appropriate, to postpone the release
of redacted portions or entire documents until the year 2017, reflecting the language of the JFK Act.

The information below reflects those instances of coordination with liaison services that are
reflected in OIM records:
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