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: 2. PIISTED emphasized that the whole tolephone systen in Hexico
O:lty is’ underming a reformation. The company Telefonos de Mexico, S.A.,
- has sub=gontracted this work of cleaning up and reorganizing the phone

- gystam o the independent firm, Intel. They are cleaning up unused and

. old 1lines, putting in new and spare lines, redefining exchangs areas,
].aying uwnderground cables, etoc., Eventually we should be bstter off be-
caune there should be more surplus lines. The renovation work has
hampamd much of the LIFTAT work, principally because many of the lines
now are wnderground and we carmot get sccess to them before they enter
_tho:gantral. This is particularly trus with respect to the Czech Eme

: il:\as!!y, to whose telephone lines we cannot obtain access from the vnntage

point wa naw OCCUpPY .
el_- : _
: 3. WILSTED a..ﬁid that we try to keep track of the activities of

S "'Infal“ but since they sesm to attack "Colonias" at random, we have no

prior waming of their presenca in a certain area.

4o In the recent past, Hexico has been using houses for listing
posts for security reasons. e have more control over the access of
phone company inspectors or repairman to houses. Ilowever, under new
regulations, all new apartmant buildings must have telephone lines ine
stalled in the building by the phone company during the construction
phase. This means that the lines and their destination are concealsd.
WILSTED proposed that this will mean wo can again use apartmentas since
we ocan siphon off a line destined for use by another tenant in such a
way that the phone company camnot trace its destination without tearing
the building apart snd we can than install a separate line to the build-
ing and hook up the subscriber to this line which, if chscked, will
belong to a legitimats subscribor.

Se One system which has been used effectively 1s to taks one=half
of two geparate pairs which have one faulty line each. These wwo hulf
pairs then form one good pair which we can use, .

6o WIISTED expleined that it cost about 3000 posos to get a

regular telephone. This entails the purchase of a telephone company
bond, which later can be sold.
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.v I’arqonnel involved in the tapping of the lines are:

CeT [j- who has access to tm@entralj He contacts the fol-
R loding meng

i1 -1 Two brothers

S . = does exchange comnections,

. By Tha take from cach basehouse is co].lectod early in the morning
‘bofom office hours by RAFANELLI. He only enters one basehouse which is
‘pecupded by an elderly coupls. All other contacts are in automobiles

- ‘made at different spots each day of the week. RAFANELLI then takes tha
‘ ‘naterdal to a meoting batween him, WILSTED and SZCHEN where RAFANELLI
;turns_ the mterial over to SECHEN and they a.ll discuss the problems and

R 9. " Acgording to WILSTED there is no live mondtoring done by any
o the baaehouse kecporsa.

1720, There follous a list of the basohowsep end the lingg covred. PO’ . '@

4oP°

» formerly covered Amarican commies, now
no lines, Bsing held for futurs use,

» Cuban residence _'
Russian Comercial
Ee. To (Nicaraguan)

» 2 Polish
Seboror
Tropate
Bekler

» Cuban military office
Cuban Ambassadorts office
Campos (trevel agency)

1 spars
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Ejercito Naci.onal thO (name of person un-
known)

~> 4

= facilitiss for three lines. Formorly
srocessad the Czech lines. Now nothing
‘but being held open.

= 3 Soviot Embassy (tapped in t.heL—CentQ)
1 Soviet propao;anda office (tap in
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