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ce Adviscd that NSA “shall act for the Exccutive Agent in all
COMSEC matters set forth below™ - primarily responsibvilities for estabw
lishing sdequate standardsp

d. Dufined COMSEC as "the protection resulting from all measures
designed to deny to unauthorized percons information of value which might
be derived from the poscession and study of telecaamunications, or to
mislead unauthorized persons in their interpretation of the results of
suth a study™;

e. Defined telecommunications as "any transmissions, emission or
reception of sign, signals, writing, imoges and sounds or intelligence
of any nature by wire, radio, visual or other electromognetic system"s

NSA prescribes Govermsent-wide standards for the means of encryption -
equipments, codes or other techniques - and only those approved by NSA
nay be used for the encryption of classificd information. NSA also
develops equipments where required. COMSEC equipments are available
today to encrypt all standard communications methods - telephones
teletypewriter, high-speed data, televicion (black amd white only), even
computer-toscomputer tronsmissions.

However, NSA has no authority to require encryption; the reguirement for
encrypvtion is left to the agency héad under the EO 10501. Moreover, they
are positively prohibited rfrom monitoring telecommunicationa to deteraine
viether classified information is being revealed unless the agency head
concerned approves in advance.

To dute, there are no known telecomzunications techniques which would
permit uncncrypied (clear) information to be transmitted sare frcm inter-
ception and from being read by unauthorized persoas. As a result, the

U. S. COMSEC Board and NSA make the agsumptioa that all unencrypted tele-
comaunications are being monitored and that the information oeing trans-
mitted 1s comprarised. While this is a physical inpossibility, there can
be no assurance that any particular transzission is not being intercepted
and read. Theref{ore, NSA will assure no responsibility for the security
of ‘cormunications which are not encrypted in an aprroved cryptosysten.

The White House Corrmnications Agency (WHCA) is responsible for, providing
ell telecommunicaticns for the President and {o the Wnite House, except
ror cocmunications to and froa the President's aircrait (Adr Force I),
vhich are the responsibility of the M Force. W:CA is organizationally
under the Defense Communicatloans Agency (DCA). The WECA program has not
been revievwed by the Burcau. Kenneth O'Donnell provides policy guidance
to the WHCA and has informed the DCA that no information on the size,
program, or budget of the WHCA is to be revealed without his authority.
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There 1s a very close working relationship bdetween WiCA and XSA o all
aspects of CONSEC, {ncluding possidle “ecapromising eaonaticus” as
discusscd below. However, WiCA has an izpossidle task in atilexpiing to
provide sccure communicatiqns for the President s0 long as he uses the
coatercial telephone cystem. Ualess WICA can be informed of the specific
locations and people to whola the President wishes to tulk aboutl sensitive
or classified information, there can be no assurence that the conversations
are not 'being r~1torcd. However, if rcconi car=unications (e let.ype)

are involwved, erypto-cquipcent can be quickly brought to tia locatioas

\ where a teletype capability exists. Crypto-cquipments cannot now be
installed for secure voice transmissions over the commerciel telephone’
systen.

Conmproaising Exzanations.

The above describes the traditional CONSEC problem where there is little
relationcaip to the “phycicel security” problem, except insofar as
physical security is required for the eryptograrhic equijpzeat. In addi-
tion and more ‘closely interrelated with the physicel gecurity prodlen is
the problem of “compromising emanations" or radiaticn. EBrierfly, these

are electrical or acoustic signals emanating from electronic &nd electro-
mechanical equipcents.. If. these. signals cun be intercepted, it is poesible
to read the information ceing processed by the equipment.

To protect against this derger, the U. S. COXSEC Board has approved
(with concurrence by all concerncd sgencies including the Bures 1) NSA
electrizal standards for all electroanic or electro-mechenical equipcents
(computers, typewriters, etce) which process classificd information. The
key standard s that signals must not be interceptable beyond 50 feet.
NSA is responsible for 1ncuring that 21l crypto-cquipments meel a more

severe test (10 feet). Each agency processing classified inlormation
through equipcents is responsible for insuring that tm.ir equiments meet
4 the stendaxrde.

. A special subcazmitiee of the USCS3 monitors this program and provides

guidance and assistance to the ccacerncd agencies. As pight Ye expected,

' new oifensive techniquee are constently being diszovered which require
additional defensive precsutions. It fs in this field that tie line
between cozzmunications egecurity ascd physical securiiy get fusty.

Physical Security

The term "rhysical cecurity" has traiiticnally been associated \.’ith safes,
~ guards, and fences. Howaver, with the advent of sophisticaied eloctronic

eavescronoinb tecanigues, nost agencies have exganded tie ph: 'sica- security

role i provide protectioca against unauthorized access 10 clessified or

eensitive information either by people or by devices. "I sAng

awarencss oI the threat poced by clandestine listening cev.. . Zie iSC,

in Decerber 1953, established a Special Cac=i.iee oa Techalcai Surveillance
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availadle to unauvthorized porsons throu-h "ccnpro-‘sir.,, e~anations.™
For a thorouzh evalwa-lon, it ray Yo nuceasary, 1 the White Houso dosires,
o regquost NSA to monitor White iousa communications on a sa=pling basls

and advise the White House og the results.

On thae ratter of clandostine listonin: dovices, the NSC Special Comnitteo
on Technical Surveillance Countermeasuros should “e charged with assessing
the adeguacy of tha Sucret Sorvice procedures, equiprent and lavel of
technical skill, and recommaonding any changes re\.ess..:'y to attain the

highest pracbicab;e levol of porformancoe.

: . WwWa belisva tho Sacrot Servico has the rogponsibilily for protecting thae
Prosicdential ‘estabiishront agairst clsndostine devices since thoy swport
the Bureau on roquost. Thoy ara not members of tha comsittee ard, so

far as wv can daterming, they co not receive com=ittea roports nor do they
contribula information to the comnitteo., As a continuing matter, they
shouid be made a memdar of tho comaittae.

Rocom~endad action:

1. That Mr. Bundy issue a. NSAM providing that t..'-.e Sacratary of
Dafensa, as Bxacutive Aze:.. for all comanications ¢rocwr t.y rmatters, will
direct X3A to conduct a survey and make a repori on tho sdaquacy of presont
cornunications sacurity measures in elrect at tho Whalte ilouse, including
non~crypto cemmunications.,

e

2. That Mr. Bunly arrange through the 15C Spe v1.1. Cormitiao on
Teohnical Surveillarce Countarmeasures to sucwd a roviaw and report on
maasures in offact t the whito House to maintaln surveilliance and prowc-
tion against clandestine listeniny éovices.

, 3. That both rgporta bo reviewed by the Frisllent's Comnittas on the

warran ler o-t. augrantad by Pr. Horails and Germaral O'Connsll (0UX), for
. advice and re»ormmsuon to the Fresident,
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