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Plan of Instruction Summary
This plan of instruction is designed to support instructor-led training in a classroom environment.  However, it can also be used for individual or small group on-the-job training.

This lesson plan contains:

· A title page which includes specific instructor guidance in preparing for the training, objectives for the course, and required resources.

· A course content outline.  The outline is divided into two columns.

· Left Column – The left column contains the specific topics to cover during the instruction.  

· Right Column – The right column contains tips/reminders for the instructor and specific guidance related to the subject discussed.  It provides tips such when to administer an exercise, what handout to use, and when to summarize previously covered information.  This column is for the instructor/trainer use.  Feel free to personalize your instruction by adding your own notes or tips to this column.

· Guidance on exercise administration, training system access, and who to contact for help.

Tips when using this plan of instruction

· Memorize the course objectives and keep them in mind when delivering the instruction.  
· Become the “expert” before delivering the instruction.  Practice.  

· Follow the lesson plan but keep obvious reference to the plan to a minimum. Practice is key.
· Don’t panic when you go back to the lesson plan and realize you missed something.  It will happen.  Work it into the discussion and try to keep the transition as smooth as possible.  If necessary backtrack and re-summarize material already covered to help with the transition.  

· Watch for participant non-verbal feedback that indicates a need to adjust content.  Be prepared for an unplanned break or an impromptu hands-on activity.

	Module Title:
	User Administration Training Plan

	Objectives:
	· Without copying an existing user profile, create new ARCIS users with appropriate permissions. 
· Create new ARCIS users by copying the profile of an existing ARCIS user.

· Modify and apply the profile of existing ARCIS users to 100% accuracy.
· Without assistance, resolve user access and capability issues related to a user’s profile to 100% accuracy.


	Target Audience:
	ARCIS Administrators


	Length:
	12 hours



	Resources:
	· Instructor PC

· Projector

· Computer for each student

· Access to ARCIS



	Instructional Materials:
	· Slides – User Administration.ppt

· ARCIS Administrator Manual
· User Administration Training Participant Participant Workbook
· Plan of Instruction



	Instructional Methods:
	Instructor led: Lecture/Demonstration/Performance


	Student Prerequisites:
	A moderate level of computer skills to facilitate learning this material.


	Instructor Guidance:
	Prior to class, review POI and insure instructional materials are available for all participants.

Ensure availability and test required resources.  



	I. INTRODUCTION 
	SLIDE: 1

	A. Attention
	Capture Student’s attention. Doesn’t even need to be topic related.

	B. Motivation
	Instill participant value in the topic and motivate them to learn.  Why should they listen to you?

	C. Objectives for Class
	SLIDE: 2

	D. Overview of Topics
	SLIDE: 3

	1. ARCIS Overview and Tour
	

	2. Records Transfer and Reference Request Workflow and Connection to User Profile
	

	3. User Administration
	

	II. ARCIS OVERVIEW
	

	A. What is ARCIS
	SLIDE: 4

	B. Interdependent Components
	SLIDE: 5

	C. Two Sides of ARCIS
	SLIDE: 6

	D. Benefits of ARCIS
	SLIDE: 7

	E. Online Resources
	SLIDE: 8

TRANSITION: SLIDE: 9

	III. ARCIS TOUR
	DEMONSTRATE/DISCUSS: Use ARCIS system as a visual aid.

	A. Access and Login
	[Instructor References: Basic User Manual, 6-8]

	1. General access requirements
	Must use Internet Explorer (Firefox will not work)

Must have user account.  

	2. Reset forgotten password
	Requires establishment of a challenge question in “Personal Profile”.  Will show this later.

	3. Login
	HANDOUT: Provide and discuss participant User IDs, passwords and URL. 

HAVE STUDENTS: Login

	B. Page Navigation
	

	1. Page Header Components
	

	a. Archives.gov website link
	

	b. Screen Tabs
	Screen details discussed later – keep high level

	c. Log-Out Link
	

	d. Reports Access
	Specific reports discussed later.

	e. Personal Profile
	TRANSITION: Suggest to all users they establish a challenge question immediately after first login. It allows them to click the “forgot password” link at the login page and reset their password without administrator assistance.

	2. Edit Personal Profile
	[Instructor Reference: Basic User Manual, 18]

DEMONSTRATE: by navigating to the “Personal Profile” screen.

	a. Name, Phone and Address
	Most info pre-populates fields when creating a reference request or records transfer.  If left blank, may result in increased data entry later.
NOTE: The address pick-list allows users to create an address book that may be helpful if the user submits requests for someone else.

	b. Set challenge question
	

	c. Do Not E-mail Flag
	Automated messaging not currently used in ARCIS.

	d. Change password

	NOTE:  Do not use ampersand (@) as a special character.  Will cause system issues.
DO NOT change training account passwords.

	e. “Set Primary” button
	Allows users to change the default access/control value that populates when a transfer or request is created.

	3. Screen and Link Availability vs User Capabilities Settings.
	[Instructor Reference: User Admin Manual, sections 1.1 – 1.2.2] 

	a. Capabilities
	HAVE STUDENTS: Review capability listing section 1.2 of User Admin Manual
DEMONSTRATE/DISCUSS: Discuss each capability definition and show ARCIS screen tabs or links affected by each capability.

	b. Screen and Link navigation
	TRANSITION: Common layouts and functions throughout ARCIS.

	C. Common ARCIS Layouts and Functions
	DEMONSTRATE/DISCUSS: Demonstrate using Records Transfer, “Agency-Wide” view.  Keep at very high level; the records transfer process will be covered later.

	1. Transaction List Screens
	

	a. Views
	

	i. My Workspace
	Transactions users create that have not began processing by NARA.

	ii. FRC Workspace
	Transactions that NARA has began processing.

	b. Navigating to next group of records in the list
	[image: image2.emf]

	c. Drill-down links within list
	

	d. Sort List
	

	e. Query Button
	Query discussed later.

	2. Common Data Entry Field Elements
	Use records transfer data entry screen to demonstrate.

	a. Default value entry (some based on user’s profile)
	

	b. Pick-lists
	

	c. Drop-down lists
	

	d. Help links [image: image3.png]



	

	3. Query for Records
	[Instructor Reference: Basic User Manual, 13-16]

	a. Build query
	DEMONSTRATION: Demonstrating building and executing a basic query.

	b. Execute query
	

	c. Using Wildcards
	DEMONSTRATION: Demonstrate use of querying using the wildcard asterisk (*).
EXERCISE 1: (Page 28 of this POI): Administer basic query exercise.

TRANSITION and RE-MOTIVATION: Instill value of administrators having a basic understanding of processes that user profiles will help facilitate.

E.g. User calls administrator and says “I need to submit a reference request for a record found in transfer 111-05-1234, but the transfer number does not appear in ARCIS even though NARA says it’s there.  Why can’t I see it?”  
Without a basic understanding of the process, it might seem like they are speaking a foreign language.

(Morning Break)

	IV. RECORDS TRANSFER – Profile in Action
	

	A. Record Transfers Process Workflow
	HANDOUT/DISCUSS: Participant Workbook Page 2
Emphasize: Changes in status

	B. Records Transfer Creation – Related to User Profile
	[Instructor Reference: User Admin Manual, section 2]
DEMONSTRATE/DISCUSS: Demonstrate records transfer creation; allow participants to following along on their PC.
HANDOUT: Participant Workbook Page 4 – Relate profile entries to transfer fields.  
IMPORTANT: Keep at very high level.  You are not teaching them how to submit a records transfer.  FOCUS on fields populated or influenced by the user profile.

	1. Transfer #
	Record Group + Calendar Year + Sequence Number

	2. Status
	

	3. Record Group
	Access Control Item

	4. Charge Account
	Access Control Item

	5. Branch
	Possible Access Control Item – Not used by most agencies.

	6. Customer Defined
	Access Control Item

	7. Records Center
	Access Control Item

	8. Security Classification and Security Level
	Access Control Item

	9. “ABOUT THE RECORDS” fields
	Not affected by user profile.

	10. Agency Personnel
	HAVE STUDENTS: Read user Admin Manual, section 2.2.4

	a. Created By
	

	b. Agency Contact
	List will be filtered by access control entries previously selected.

	c. Agency Approver
	“Approver” pick-list names dependent on who has the “approver” flag set in their profile. Will show later.

	d. Agency Official
	

	11. Shipment From
	Defaults to profile address of person selected for “Agency Contact”.

	12. Retiring Office
	INTERIM SUMMARY: Summarize records transfer and relationship to the user’s profile settings

TRANSITION: to Reference Requests

	V. REFERENCE REQUESTS
	

	A. Process
	HANDOUT: Participant Workbook Page 5
DISCUSS: High level – Process and relationship to records transfer process.

	B. Profile in Action
	[Instructor Reference: User Admin Manual, section 3]

	1. Record Group
	Profile item

	2. Request Category
	Profile Item

	3. Records Transfers and Access Control
	Transfer numbers visible for reference are also restricted by the User’s access control settings in his/her profile.
DEMONSTRATION EXERCISE:  Walk students through the exercise, Participant Workbook, page 6.  

ANSWER: Colin will not be able to view “Transfer 2” because he does not have charge code ##9900RD.

	4. Recipient Fields vs Basic User Information from Profile
	TRANSITION: User Administration

	VI. USER ADMINISTRATION
	

	A. Fundamentals
	

	1. Roles
	READ and DISCUSS: User Admin Manual, section 4.1

	2. Structure
	HANDOUT: Participant Workbook Page 7 
Show system branch structure via screen for modifying a user’s branch.  If logged in as super-user, you should see complete agency branch structure. 

	3. Rules
	READ and DISCUSS: User Admin Manual, section 4.3

	B. Access to User Administration Tab
	VISUAL AID: Use ARCIS System
Inform students a single button in the capabilities section of the user setup provides access to this tab.  Other users will not see the tab.

	C. User Administration Screen
	[Instructor Reference: User Admin Manual, section 5.2]

	1. New User Button
	Show location, but will use later.

	2. “Users in Branch:” heading
	Users from your branch and those below.

	3. Users With Incomplete Profiles List
	Users with incomplete user profiles.

	4. Users With Complete Profiles List
	

	a. Query
	

	b. Drill-down
	

	D. Create a NEW USER - DEMONSTRATION
	[Instructor Reference: User Admin Manual, section 5.3]
EXERCISE 2: Participant Workbook Page 8
REMOTIVATION: At this point some will be overconfident in what they see and want to jump ahead of the instruction at the risk of missing important information.  Emphasize the importance of not getting ahead.  They will have time to play later.

	1. Enter User’s E-mail address and verify
	E-mail address is used by ARCIS to prevent duplication of accounts.  

DEMONSTRATE: Enter the e-mail address of the instructor account you are logged into to demonstrate an existing account.

	2. Basic User Information
	

	a. Contact Information
	Many employees’ contact fields are used for default field values when creating a transfer or reference request. Ensuring even the optional options are entered will reduce future data entry efforts.

	i. Name
	

	ii. Address Pick-list
	Used to pre-populate transfer and request fields when created.

	iii. Phone/Fax
	

	b. Login Information
	Password: Must be 8 characters and contain at least 1 upper-case letter, 1 number and 1 special character such as @,#,$. 
DO NOT USE the ampersand (&) as a special character.

System will prompt for password reset every 12 months.

	c. Other Information
	

	i. Approver flag
	Allows user to appear in “Approver” pick-list.
Allows user to approve transfers they create.

Allows user to approve other people’s transfers.

	ii. User Status
	Can later be changed to “Inactive” when user no longer requires system access.  
Automatically scrambles password to deny access.

	d. Navigation Buttons 
	

	i. Done
	

	ii. Cancel
	

	iii. Change Password
	

	iv. Continue to Branch
	

	3. Branch
	HAVE STUDENTS: Read section 5.4.1 of the User Admin Manual
DISCUSS: Branch

	a. Adding one or more branches
	QUESTION:  Why would a user have more than one branch?
Answer:  Administering users across multiple branches.

	b. Selecting/changing “Primary” branch
	

	c. Deleting Branch
	

	4. Access Right - Record Centers
	[Instructor Reference: User Admin Manual, section 5.5 for all Access Right Fields]
Controls user access to specific record centers

	a. Select/Add single or multiple Available Records Centers
	Must click carrot (>) to select.
Don’t forget “Toggle All”

	b. Set Primary
	Primary will be the default value for users when they create a new transaction.

	c. Allow Reference and/or Allow Transfers
	EXAMPLE: Users may be authorized to submit reference requests to Atlanta FRC, but not submit record transfers to the same FRC.  Another user may be authorized to submit both the Atlanta.

	5. Access Right - Record Group
	Defines a grouping of associated records; a component of the records transfer #; and helps limit user access to transactions within specific record groups.

	a. Add
	

	b. Set Primary
	

	c. Allow Reference or Transfers
	Again, access and control

	6. Access Right - Charge Account
	HAVE STUDENTS: Read first 2 paragraphs of 5.5.4 in the User Admin Manual

	a. Add
	

	b. Set Primary
	

	c. Allow Reference or Transfers
	

	7. Access Right - Security Classification
	HAVE STUDENTS: Read paragraph titled “About the Values” of 5.5.5 in the User Admin Manual

	a. Add
	Again; permissions available for administrators to assign are restricted by permissions assigned to the administrator’s profile. If the administrator does not have Top Secret within his/her profile, it will not be available to assign to users.

	b. Set Primary
	

	c. Allow Reference or Transfers
	

	8. Agency Defined
	Not use by most agencies.

	a. Purpose
	Available as a unique access control variable, but requires extensive customized data migration and configuration.

	b. Add
	

	9. Capability
	

	a. Purpose
	Used to determine what ARCIS screens and views are available to the user. 

HAVE STUDENTS: Review capabilities listing found in section 5.6 of the User Admin Manual
DEMONSTRATE/DISCUSS: Each capability while showing participants the links, views or screens that are made available with each capability.
QUESTION:  What do you think will happen if you check the “Approver” flag we saw earlier in the Basic User Information screen but do not give the user the Capability “Records Transfers 3…”?

	b. Add Capability
	

	c. Promote to Admin button.
	Don’t miss this button.  Adds “Administration: I can create and manage users and contacts” to Capabilities List.

	d. Allow Peer Admin Updates button
	Allows Administrator to create/modify other administrators at the same Branch level.
IMPORTANT: If administrating users from multiple branches at the same level, peer administrators must have their primary branch set to the branch of the employees they are adding or modifying.  This can be switched back and forth through the “Personal Profile” screen, but requires re-login after the primary branch is changed.

	e. Remove Admin rights and other Capabilities
	DEMONSTRATE: How to Remove Administrator Rights. Remove capability from list. To re-add must click button again.

	10. Reference Requests Category selection
	

	a. Purpose
	

	b. Add/Delete
	

	11. Finalize (Done button) and review.
	INTERIM SUMMARY:
TRANSITION: Copy existing user

	E. COPY existing user profile
	[Instructor Reference: User Admin Manual, section 5.9]
DEMONSTRATE: Create new user by copying an existing user’s profile.
This process WILL NOT duplicate items on the “Basic User Information screen; including the “Approver” permission.  Will also not duplicate Administrator capabilities.
TRANSITION: Before discussing how to modify an existing user, let’s create a few users.

	F. Practice Creating Users
	EXERCISE 3: Participant Workbook Page 10

	G. Edit Existing Users
	[Instructor Reference: User Admin Manual, section 6.1]
DEMONSTRATE: How to locate and modify a user’s profile.  Participants will have the chance to practice after brief demonstration.

	1. Query to locate user
	

	2. Basic User Information
	

	a. Contact Information
	

	b. E-mail vs UserID
	E-mail editable – UserID is not

	c. User Status
	“Inactive” automatically scrambles password.

	d. Change Password
	

	3. Modify Access Control items
	

	4. Modify Capabilities
	

	a. User Capabilities
	

	b. Admin Capabilities
	Delete from capabilities list; add using button.

	5. Practice Modifying Existing Users
	EXERCISE 4: Participant Workbook Page 15
Ask participants to Query for users during this exercise even if they can see them in the list.

INTERIM SUMMARY: Creating from scratch, Copying another users profile and editing existing users.

TRANSITION: Addressing User Problems

	H. Deactivate a User
	DEMONSTRATE: How to deactivate users.

	1. Query to locate user
	

	2. Change user status to “Inactive”.
	User will remain in system with status “Inactive”

User’s password will be scrambled to prevent future login.

Must uncheck the “Approver” flag to prevent them from showing in the approver pick-list for a transfer.

	I. Addressing User Problems
	

	1. Responsibility
	Dependent upon agency established process. 

	2. Examples of problems
	

	a. Can’t see records transfer # in pick-list when submitting a reference request
	

	b. Can’t submit transfer to Atlanta FRC.
	

	c. Etc.
	EXERCISE 5: Participant Workbook Page 19

	VII. TRAIN THE TRAINER – Methods and Materials
	SKIP this section if not a train-the-trainer session.

	A. Building ARCIS expertise required to train
	

	1. Practice
	

	2. Dry-run of training
	

	B. Using this Plan-of-Instruction
	

	1. Overall instructor guidance
	

	2. Two-column outline
	

	a. Outline
	

	b. Instructor notes
	Add/modify to personalize instruction.

	3. Exercise and Demonstration Guidance
	

	4. Delivery methods
	Can be customized for any formal or informal delivery.

	C. Instructional Materials
	

	1. ARCIS Training system
	DISCUSS: URL, UserID, Passwords and system reset

	2. Participant Workbook, User Manual and Handouts
	

	VIII. CONCLUSION
	

	A. Summary
	

	B. Re-motivation
	


Exercise Administration
Exercise 1: Simple Query Exercise (POI Page 10)
1. Assist participants in navigating to the proper screen for each query.
2. Use marker board and write the first query condition below on the board.

3. Ask participants to locate records that meet the condition(s).
4. Discuss results before performing the next query.

5. Continue with remaining conditions, one at a time, discussing each before continuing to the next set of conditions.
Query Condition A – Locate all users with the first name “Jack”
Answer: Returns 2 users; Jack Egers and Jack Thomas
Query Condition B – Locate user Bernie Parent”

ANSWER: Returns 1 users with last name “Parent”, first name “Bernie”

Query Condition C – Locate all users whose are “Approvers” with a last name beginning with “M”
ANSWER: Returns 5 users.
Query Condition D – Locate all “Agency Wide” Records Transfers in the status of ‘Shelved” than end with 0046 

NOTE: Tell students they must use FRC Workspace view to see transfers in the status of “Shelved”.  Help them locate this screen as necessary.
ANSWER: Returns 2 transfers.

Exercise 2 – User Creation Follow Along (POI Page 16)
1. Have participants turn to page 7 in the training Participant Workbook
2. Advise participants they can use this profile data to follow along and create a new user account while you are demonstrating and discussion.

3. Ask them not to get ahead not to enter data during the demonstration or discussion and ask them not to get ahead of the discussion.  They will be given time to complete each section after it is demonstrated.

Exercise 3 – Create Users (POI Page 22)

1. Have participants turn to page 9 in the training Participant Workbook.

2. Ask them to create users for the user request forms provided.

3. Allow time for them to create all users and remain available for questions.

4. Review each exercise.
Exercise 4 - Modify Users (POI Page 24)
1. Have participants turn to page 14 in the training Participant Workbook.

2. Ask them to modify user accounts as requested in the user request forms.

3. Allow time for them to modify all users and remain available for questions.

4. Review each exercise.

Exercise 5 – Problem Scenarios (POI Page 24)

Have participants turn to page 18 in the training Participant Workbook and troubleshoot the scenarios provided.

Scenario 1:  You received the following message from Bernie Parent.

“I do not have the authority to approve the transfers I create before sending them to the records center.  When I created transfer number PT-##3-2011-0046 my supervisor, Brett Hull, did not appear in the approver picklist.  I have been able to pick him for other transfers, but not this one.  What am I doing wrong?”

What profile items did you check? 

What did you find as the source of the problem? 
ANSWER:  This is an access control issue.  Brett Hull’s profile shows Record Groups ##1 and ##2, but does not show Record Group ##3.  Since this transfer is for record group ##3, Brett Hull’s access is prevented.  
*****************************************************************************

Scenario 2:  Phil Espositio is the administrator of a very large office of ARCIS users.   Phil wants Eddie Johnston as an alternate administrator, but when he tries to give administrator rights he receives and error message that says “You cannot promote this user as Administrator”.  

ANSWER: Since Phil does not have peer administrator privlidges he cannot create administrators at the same branch level.  He can only create administrators at a branch level below his level.  Phil would need peer administrator rights to create administrators at his level.
******************************************************************************
Scenario 3: Russel Farley sent an e-mail indicating; 

“One of my technicians, Jack Thomas, is trying to submit a reference request for a container from transfer number  PT-##1-2011-0078. However, he cannot see this transfer number in his pick-list when trying to create the reference request.  It’s a good transfer number because Jack can the transfer number in his agency wide records transfers view.  Jack seems to always have this problem when submitting requests for records that were sent to the records center from our Seattle office.  Can you help?”
Why can’t Jack see transfer PT-##1-2011-0078 in the transfer # pick-list when trying to submit a reference request?  _________________________________

ANSWER: The first step in solving this puzzle is to locate this transfer number in the Agency Wide view and look compare the access control entries for the transfer with the access control rights in Jack’s user profile.  Transfer PT-##1-2011-0078 uses contains charge account ##9900ST and this charge account has been omitted from Jack’s user profile.
****************************************************************************
Extra Credit:  Kendra Hodge is assigned to the Central region but also serves as an alternate administrator for the Western region.  Kendra indicates she cannot see Western region employees when clicking the “User Administration” tab.  

Why might this be occurring? 

ANSWER: Peer administrators can only see users for their primary branch. To see users from a peer branch, Kendra would need to enter her “Personal Profile” and change her primary branch from Central to Western; then logout and re-login to ARCIS.  She would then only see users assigned to the Western branch.  She would need to re-enter her Personal Profile screen and switch her primary branch back to Central to again see users under the Central branch.  Each time the change is made, she would need to re-login to ARCIS. 
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