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LEAVE BLANK (NA~ U~5: ON! Y) , REQUEST FOR RECORDS u(SPOSITION AUTHORITY 

(See instructions on reverse) .-
To: NATIONAL ARCHIVES and RECORDS ADMINISTRATION (NIR) JOB NUMBER
 

Washington, DC 20408 N/-3b-qg-3
 

1. FROM (Agency	 or establishment) DATE RECEIVED
 
Department of the Treasury d-Iq-qf
 

2. MAJOR SUBDMSION	 NOTIFICATION TO AGENCY 

U.S. Customs Service 

3. Minor	 Subdivision
 

Office of Finance
 

/I	 // 
DATE ARCHMST OF THE UNITED STATES ~~6N WITH WHOM TO CONFER 5. TELEPHONE (1371/1// dgar Nichols (202) 927-1426 

/ 

6. AGENCY CERTIFICATION 
I hereby certify that I am authorized to act for this agency inmatters pertaining to the disposition of it records and that the records proposed for 
disposal on the attached _9_ page(s) are not now needed for the business of this agency or will not be needed after the retention periods specified; 
and that written concurrence from the General Accounting Office, under the provisions of Title 8 of the GAO Manual for Guidance of Federal 
Agencies, 

~ is not required o is attached; or o has been requested 

DATE SIGNATURE OF AGENCY REPRESENTATIVE	 TITLE
 

Records Officer
 

7. 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 9. GRSOR 10. ACTION 

ITEM	 SUPERSEDED TAKEN (NARA 

NO•. JOB CITATION USE ONLY) 

ury Enforcement Communication System (TECS) 

ctronic system that provides support for Customs law enforcement
 
mission, using ragency Border Inspection System (IBIS) and other
 
information to pro border inspection support and communications. TECS
 
provides controlled acc to a large database of suspect information and
 
interfaces with a number of r law enforcement systems. Major subsystems
 
are described below. Most TEC ormation Is negative Information, used to
 
segregate potential smugglers from mate entities.
 

Information Sharing Applications 

TECS' role as the IBIS "clearinghouse" provides a f al mechanism for
 
disseminating enforcement data from IBIS member age ·es. TECS provides
 
online and tape Interfaces for Information from extemal so es. This Includes
 
the following:
 

(A)	 Commercial Directories, such as Dun and Bradstreet, TRW i data,
 
and Metronet commercial services. These systems are arrange
 
through high speed links and are not resident In Customs data bas
 

Suggested Disposition: DESTROY when all administrative and investigative
 
needs have expired.
 

115-109 NSN7~3~B4 _ STANDARD FORM 115 (REV. 3-111) 
PREVIOUS EDITION NOT USABLE Prescribed by MARA..Jd-

38CFR 1228 
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7. 
ITEM 
NO. 

8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 9. GRSOR 
SUPERSEDED 
JOB CITATION 

10. ACTION 
TAKEN (NARA 
USE ONLy) 

1 Data Quality Review: This application identifies potential duplication 
subject records and consolidates them when appropriate. 

of 

Sug 
needs 

ted Disposition: 
ve expired. 

DESTROY when all administrative and Investigative 

(C) al Data Sources from the following Federal Agencies: Secret 
, IRS, INS, FAA, DEA, EPIC, and the Department of State. 

Suggested Dispos on: DESTROY when all administrative 
needs have expired. 

and Investigative 

(0) subprocess that automatically looks for and links data 
records that rna e related. Information linkage data elements are 
entered as part of main TECS record. 

Suggested Disposition: 
needs have expired. 

DEST Y when all administrative and Investigative 

(E) NCIC, CLETS and NLETS I an on·llne and batch Interface between TECS 
and the FBI's National Crim Information System (NCIC); the California 
Law Enforcement Telecomm Ications System (CLETS), and the 
National Law Enforcement Tel ommunlcations System (NLETS) 
message switching system. AI ough a broadcast system is available 
for placing lookouts, Information not resldenl 

Suggested Disposition: 
needs have expired. 

DESTROY when all a Inlstrative and Investigative 

(F) Primary Query History 

Primary query history is a set of informati in TECS which documents 
a person's or a vehicle's arrival at a port of try. Data captured 
includes the data, time and location of the cr sing. Privacy Act 
protections are required. The data Is used In entifylng suspect activity 
is referred for further review. 

Suggested Disposition: 
needs have expired. 

DESTROY when all administrative a 

G) Project Cook 

Project Cook data consists of persons, records, vessel re rds and 
associated vessel movement data In U.S. associated Pacmc 
Project Cook data is reside on 

Suggested Disposition: 
needs have expired. 

DESTROY when all administrative and InvestigatJ 



~ ~
 ~~---------------------------------------------------~
--------------r~~--------~
REQUEST FOR RECORDS DISPOSITION AUTHORITY - CONTINUATION JOB NO. PAGE 

3 

I • 

OF 10 

7. 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 9. GRSOR 10. ACTION 

ITEM SUPERSEDED TAKEN (NARA 

NO. JOB CITATION USE ONLy) 

1 Subject Record 

Subject records Include Identifying data unique to each entity, such as 
name/dateof birth, EINnumber for organizations, Passport Number, 
aircraft, vessel or vehicle registration numbers and Social Security 

umbers (SSN)Subject records may be designated as lookout records. 
st subjects are added/deleted/modified online. 

Suggested Dis olltlon: DESTROYwhen all administrative and investigative 
needs have exp d. 

(I) 

This process eslgnates stolen or lost passports, which are then 
designated b e Department of Stat as lookout passports 

Suggested Disposition: D TROYwhen all administrative and Investigative 
needs have expired. 

(J) 

Contains lists of Office f Enforcement documents approved or 
disapproved for release, cludlng case records, case hours, case 
statistics, and Grand Jury ubJectrecords. 

Suggested Disposition: DESTROYwh n all administrative and Investigative 
needs have expired. 

2 InspectlonllBIS Applications 

IBIS Is a Joint, Customs, INS,State Depa nt border control system based on 
TECSINSprovldeal-94 data through a tape terface. TECSappllcationalnclude 
pre-clearance alerts, Advanced Passenger In ormation (AP~system, Land border 
Primary Inspection and Border Secondary Ins ection, and an Incident Log 
Report. 

(A) Advanced Passenger Infonnation (APQ 

API processes paslenger manifests from 'rline and cruise operators 
transmitted In advance of the arrival of the nveyance. The manifests 
are screened against the lookout and freque traveler databases and 
forwarded to NCIC. Lists containing the scree ng results are fOlWarded 
to Customs and INSInspectore. Archive recor are created. 

Suggested Dispolitlon: DESTROYwhen an administrative a d investigative 
needs have expired. 
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7. 
ITEM 
NO. 

8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 9. GRSOR 
SUPERSEDED 
JOB CITATION 

10. ACnON 
TAKEN (NARA 
USE ONLy) 

2 Airport Primary Inspection 

Names and related identification data are input as part of the screening 
process of passengers and pedestrians entering the United States. The 

stem then queries a lookout database. An archive is created. 

Suggested 01 osition: 
needs have exp d. 

DESTROY when all administrative and Investigative 

(C) 

This database 
The data Is then 

ntains data transmitted from DEA on chemical 
ed for release of chemical cargo. 

licenses. 

Suggested Disposition: 
needs have expired. 

DEST OY when all administrative and Investigative 

(0) Export Control 

Contains information on thre subsystems: (1) Vehicle exports; (2) Pre-
cursor chemical exports; and ) Munitions exports. Vehicle 
Identification Number (VIN) Info ation Is queried against a stolen 
vehicle data base provided by N TS. License Information for 
precursor chemicals and munitio are queried against databases 
provided by DEA and the Departme t of State. Archive data is created. 

Suggested Disposition: 
needs have expired. 

DESTROY when all ad 

(E) 1-94 Entry 

A subsystem created by the INS to collect S. arrival and departure 
information on non-U.S. citizens. Data Is co ated with other INS data. 

Suggested Disposition: 
needs have expired. 

DESTROY when all admlnlstrati e and Investigative 

(F) IBIS POE Tracking System 

A subsystem created to track IBIS Implementation. I formation Includes 
schedules, equipment, requirements, points of conta etc. Necessary 
to coordinate activity by INs\Customs\Agriculture Insp ctors. 

Suggested Disposition: 
needs have expired. 

DESTROY when a"administrative and inv stigative 

(G) Incident Log Report 

Contains Information related to Customs officers 
necessarily result in raw enforcement actions. 

which do no 
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7. 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 
ITEM
 
NO.
 

2 lind border Primary Inspection 

This system displays lookout query results from the archive database 
and automatic queries of NCIC. Queries can be placed against either the 
vehicle or Its passengers. An archive record Is created. 

Suggested 'spositlon: DESTROY when all administrative and Investigative 
needs have e ired. 

(I) 

The port tr king system allows inspectors to record statistics on the 
number of c tainers arriving at land and seaports; the number of 
containers ex Ined and the positive results of the examinations. 
Infonnation is ed to evaluate enforcement results. 

Suggested Disposition: DE TROY when an administrative and Investigative 
needs have expired. 

(J) 

This system allows Cus ms officers located at preclearance locations 
to notify U.S. arrivalloca ns of a potential enforcement action. The 
alerts allow Customs office at the arrival location to meet the 
passenger for whom the ale was senL Result responses are provided 
the originator. 

Suggested Disposition: DESTROY when a administrative and Investigative 
needs have expired. 

(I<) Private Aircraft Enforcement System 

This system records Infonnation regard g private aircraft movemenL 
Flight plans are input by FAA personnel a d processed by Customs 
staff. Tracking data is individually entered nd automatically queried 
against Infonnation from NCIC. 

Suggested Disposition: DESTROY when all admlnistrati e and investigative 
needs have expired. 

3 Investigative Operations 

(A) Air Operations 

This system contains four subsystems, (1) Air Opera ns Report (AOR); 
(2) Air Safety System; (3) Air qualifications System; an n Air 
Transponder Tracking System. 

The AOR records flights, or requests for flights of Customs • craft; the 
up/downtime for aero stat balloons and military assistance flig • The 
AOR captures crew flight time, location of flight, type of activity, 
detection of aircraft Infonnation, pursuit and results. 

9. GRSOR 10. ACTION 
SUPERSEDED TAKEN (NARA 
JOB CITATION USE ONLy) 
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7. 
ITEM 
NO. 

8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 9. GRSOR 
SUPERSEDED 
JOB CITATION 

10. ACnON 
TAKEN (NARA 
USE ONLy} 

3 Ttl 
Cu 

AccldenUlncldent subsystem Is used to document incidents involving 
ms aircraft to the National Transportation Safety Board (NTSB) 

The s 
AOCor 

ty System documents 
B. 

required safety directives Issued by DAOC, CNAC, 

The Air Qua cation System tracks training and flight times f air personnel 
ensure proper ualification are met for flight requirements. 

to 

The transponder cklng system records court ordered Installations 
transponders on ai raft and a list of certified installers. 

of covert 

Suggested Disposition 
needs have expired. 

DESTROY when all administrative and Investigative 

(8) ATF Operations 

e scheduled by ATF 

(C) Marine Operations 

This system tracks the 8 us of Customs vessels, usage, costs, and 
equipment Inventory by 10 t1on. 

Suggested Disposition: 
needs have expired. 

DESTROY whe all administrative and Investigative 

(D) 

This system tracks case documen ,Reports of Investigation (ROls), 
activity reports, case syllabus, case olders and statistical case data. 

(1) Case documents and ROls cument Investigative activities, 
e.g., interviews, searches an debrieflngsj as they apply to a 
case. This is usually in narrati e formal 

Suggested Disposition: DESTROY when a 
investigative needs have expired. 

administrative and 

(2) Activity Reports provide a mechanls for field offices to 
convey time critical Information to hi level management In a 
synopsized formal The report contal a title, date, time and 
place of an Incident, level of sensitivity, ubllcity 
Instructions/restrictions, and a narrative mmary. 

Suggested Disposition: DESTROY when all admlnlstt tive and 
investigative needs have expired. Hard (paper) cople of screened 
cases should be retained for possible future reports. 

(3) Case Syllabus Is a free form summary of a case' 
referred to the U.S. Attomey for action. 

ctivity 

Suggested Disposition: DESTROY when all administrative 
Investigative needs have expired. 

and 
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7. 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION 9. GRSOR 10. ACTION 
ITEM	 SUPERSEDED TAKEN (NARA 

NO. JOB CITATION USE ONLY) 

3 Statistical Case Data allows agents and other Investigative (4) 
personnel to post hours and statistics (arrests, convictions, 
seizures, penalties, etc.) against specific cases. 

uggested Disposition: DESTROY when all administrative and 
I estigatlve needs have expired. 

4. 

ation relating to enforcement operations. 

(A) BRSlSeall h provides a datsbase specific to heroin, Nigeria and JFK 
airports. 

Suggested D position: DESTROY when all administrative and 
investigative eds have expired. 

(8) Data Analysis. is subsystem automates computer matching, pattern 
and trend analy. ,and Information linking. Batch reports are prepared. 

Suggested Dispos' n: DESTROY when all administrative and 
investigative needs ve expired. 

(C) Intelligence Documen This subsystems prepares Intelligence 
documents into any of s formats used in the Intelligence community. 
Suggested Disposition: D STROY when all administrative and 
Investigative needs have e ired. 

(E) Multi source Database. This stem allows users to analyze subsets of 
data into pre-formatted analyti formats: data, travel, and violations. 

(F) Search/ArresUSeizure Reports (S ). This system allows users to 
record relevant information regard. g personal searches seizures, and 
arrests in which Customs officers ha e participated. This system 
interface. with the BRS, linking and c e management systems, and 
may automatically update ACS and FP systems. 

Suggested Disposition: DESTROY when a administrative and 
investigative needs have expired. 

(G) TEW - Telephone Analysis System. This s system processes 
telephone toll and call information in order to entify linked suspects. 
Data is only collected pursuant to a search WI nt or grand jury 
subpoena and can be accessed by IRS agents. 

Suggested Disposition: DESTROY when all adminis 
investigative needs have expired. 
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7. 
ITEM 
NO. 

8. DESCRIPTION OF ITEM AND PROPOSED DISPOSmON 9. GRSOR 
SUPERSEDED 
JOB CITATION 

10. ACTION 
TAKEN (NARA 
USE ONLy) 

5 nagemenllnformatlon Applications. 

Thes systems allow users to view, print, or download previously generated 
repo TECSreports are nollent to printers, but to a databasefor later retrieval 
and can generated a either as a standard report or as part of a report 
generator 

•(A) nagemenl reports for RACand SAC offices• 

Sugges d Disposition: DESTROYwhen all administrative and 
investlga e needs have expired. 

(8) Case manag enl records Including: Case status, statistics and hours; 
TECSlinkage Land Port Tracking; Air Operations, Land Border 
Tracking; Vesse Port Tracking systems In pre.formated reports. These 
are pre.formatted nd report generated output reports from Items 3 and 
4,above. 

Suggested Disposition DESTROYwhen all administrative and 
Investigative needl hav expired. 

6 Security and Integrity Applications 

Access control records for TECS,cons ered a "For Official Use Onlyn system. 
All TECSsystems transactions are reco ed to provide an auditing capability. 
Additional capabilities relating to Internal ecurity Include an Internal Affairs Case 
Managemenllnformatlon System, and a 01 Ipline Tracking Information System 
are Included. 

(A) Discipline Tracking Information. this bsystem Is a tracking 
mechanism for Internal Discipline Actio In Customs. The system 
tracks allegations, appeals and final adju cations. 

Suggested Disposition: DESTROYwhen all 
investigative needs have expired. 

mlnlstratlve and 

(B) Internal Affairs Administrations. This subsyste contains Information 
related to managing Internal Affairs workload. In ludes agents, 
assignments, caseloads and results. 

(C) Playback and Monitoring. this subsystem records II transactions 
relating to the TECSsystem and is used for Internal dltlng purposes. 

Suggested Disposition: DESTROYwhen all admlnlstra 
investigative needs have expired. 

e and 

(0) User Profiles. This subsystem controls user aceellto 0 r TECS 
subsystems. Includes data elements as to user organlzatlo ,function, 
dial-in aeeell and records ownership. 

Suggested Disposition: DESTROYwhen all administrative and Investiga 
needs have expired. 

e 



r-------------------~------------------~~--------~~------~
PA:GE •REQUEST FOR RECORDS DISPOSmON AUTHORITY - CONTINUATION JOB NO. 
10 OF 10 

7. 
ITEM 
NO. 

8. DESCRIPTION OF ITEM AND PROPOSED DISPOSmON 9. GRSOR 
SUPERSEDED 
JOB CITATION 

10. ACTION 
TAKEN (NARA 
USE ONLy) 

7 

Subsy ms designed to facilitate Infonnatlon exchange with TEeS users. This 
Includes n administrative message system Help System. and Online User 
Documen 'on application and Table Support. 

(A) Admi 'atrative Message System. This subsystem provides the TEeS 
user co unity with the capability to create. store. dilleminate. print 
and retrie Infonnatlon regarding the TEeS system that may be of 
interest to 0 r system users. Messages are removed from the system 
after 21 days. 

Suggested Dispoaltl : DESTROYwhen all administrative and 
investigative needs ha expired. 

(8) eMIR Document Tracking. ubsystem designed to track Reports of 
International Transportation 0 urrency or Monetary Instruments 
(eMIR's). Data Is subject to the ovlslons of the Bank Secrecy Act 

Suggested Disposition: DESTROY 
investigative needs have expired. 

(e) E-Mail. TEeS has an electronic mail capabil 

Suggested Disposition: hard copies of slgnlflcan 
and included with files. 

(D) Help system. System Support and On-lIne User Docume 
subsystems contains Infonnatlon to assist TEeS users. 

tlon. These 

Suggested Disposition: DESTROYwhen all administrative and 
investigative needs have expired. 

115-1011 NSN 7540-00-834-4064 
PREVIOUS EDmON NOT USABLE 

STANDARD FORM 115 (REV. 3-111) 
Prescribed by HARA 

38CFR 1228 



SF-11S Attachment TECS 

1. CS' role as the mIS "clearinghouse" provides a formal mechanism for 
di eminating enforcement data from mIS member agencies. TECS provides online 
and pe interfaces for information from external sources. This includes the following: 

(A) Com	 ercial Directories, such as Dun and Bradstreet, TRW Redi data, and 
Metro t commercial services. These systems are arranged through high speed 
links an re not resident in Customs data base. 

Non-record. Destroy when all administrative and investigative 
eeds have expired, or when replaced by a later version. 

(B)	 Data Quality view: This application identifies potential duplication of 
subject records a d consolidates them when appropriate. 

Disposition:	 Non-reco • Destroy when all administrative and investigative 
needs have xpired, or after one year. 

(C) External Data Sources from t following Federal Agencies: Secret Service, IRS, 
INS, FAA, DEA, EPIC, and the epartment of State. 

Disposition:	 Non-record. Record are updated the originator agency. These 
records are scheduled d destroyed by the originator. No 
approval by NARA req ·red. 

(D)	 Linkage: A TECS subprocess that automa .cally looks for and links data records 
that may be related. Information linkage d elements are entered as part of a 
main TECS record. 

Disposition: This is procedural activity and is ot a record. Records have the 
retention of the main TECS record irly years]. 

(E)	 NCIC, CLETS and NLETS are on-line and batch int ace between TECS and the 
FBI's National Crime Information System (NCIC); the alifornia Law 
Enforcement Telecommunications System (CLETS), an he National Law 
Enforcement Telecommunications System (NLETS) messa e s'Yitching system. 
Although a broadcast system is available for placing lookou ,Information is not 
resident. 

Disposition:	 Non-record. Records are updated the originator ency. These 
records are scheduled and destroyed by the origina or. No 
approval by NARA required. 

2 



SF-lIS Attachment TECS 

rimary Query History. Primary query history is a set of information in TECS 
ich documents a person's or a vehicle's arrival at a port of entry. Data 

ca ured includes the data, time and location of the crossing the data is used in 
iden . ying suspect activity is referred for further review. 

Destroy when all administrative and investigative needs have 
expired, or after five years. 

(G) Project Cook:	 roject Cook data consists of persons, records, vessel records and 
associated vessel ovement data in U.S. associated Pacific Islands. 

Disposition:	 Destro when all administrative and investigative needs have 
expired after five years. 

(H)	 SUbject Record: Subject r ords include identifying data unique to each entity, 
such as name/date of birth, number for organizations, Passport Number, 
aircraft, vessel or vehicle regis tion numbers and Social Security Numbers (SSN) 
SUbject records may be designat as lookout records. Most subjects are 
added/deleted/modified online. 

Disposition:	 Destroy when all admin trative and investigative needs have 
expired or after 30 years. 

(I)	 Stolen Passport Process: This process desig tes stolen or lost passports, which 
are then designated by the Department of Sta e as lookout passports 

Disposition:	 Non-record. Records are update the originator agency. These 
records are scheduled and destroy d by the originator. No 
approval by NARA required. 

(J)	 Supervisory Approval: This system contains lists doc ments approved or 
disapproved for release, including case records, case h urs, case statistics, and 
Grand Jury subject records. 

Disposition: Destroy when all administrative and inves . ative needs have 
expired, or after five years, whichever is soo er, 

3
 



SF-lIS Attachment TECS 

InspectionlIBIS Applications 

mIS is a joint, Customs, INS, State Department border control system based on TECS 
S provides 1-94 data through a tape interface. TECS applications include pre-

cl ance alerts, Advanced Passenger Information (API) system, Land border Primary 
Insp tion and Border Secondary Inspection, and an Incident Log Report. 

(A) Ad	 nced Passenger Information (API): API processes passenger manifests from 
airlin and cruise operators transmitted in advance of the arrival of the 
conveya ceo The manifests are screened against the lookout and frequent traveler 
databases d forwarded to NCIC. Lists containing the screening results are 
forwarded to ustoms and INS inspectors. 

Disposition: De roy when all administrative and investigative needs have 
or after five years, whichever is sooner. 

(B)	 Airport Primary Inspec . n: This system contains the names and related 
identification data are inp as part of the screening process of passengers and 
pedestrians entering the Uni d States. The system then queries a lookout 
database. An archive is create 

Disposition:	 Destroy when all ad inistrative and investigative needs have 
expired or after five ye rs, whichever is sooner. 

(C) Chemical Inspections:	 This database con ins data transmitted from DEA on 
chemical licenses. The data is then used fo elease of chemical cargo. 

Disposition:	 Non-record. Destroy when all ministrative and investigative 
needs have expired or after five ars, whichever is sooner. 

(D) Export Control: This system contains information	 n three subsystems: (1) Vehicle 
exports; (2) Pre-cursor chemical exports; and (3) nitions exports. Vehicle 
identification Number (VIN) information is queried gainst a stolen vehicle data 
base provided by NLETS. License information for p cursor chemicals and 
munitions are queried against databases provided by A and the Department of 
State. Archive data is created. 

Disposition:	 Non-record. Records are updated the origi tor agency. These 
records are scheduled and destroyed by the 0 ·ginator. No 
approval by NARA required. 

4 
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SF-11S Attachment TECS 

1-94 Entry: A subsystem created by the INS to collect U.S. arrival and departure 
. formation on non-U.S. citizens. Data is collated with other INS data. 

Non-record. Records are updated the originator agency. These 
records are scheduled and destroyed by the originator. No 
approval by NARA required. 

(F)	 mIS-POE Tra 'ng System: A subsystem created to track mls implementation. 
Information incl des schedules, equipment, requirements, points of contact, etc. 
Necessary to coor . ate activity by INS\Customs\Agriculture inspectors. 

Disposition: Destro when all administrative and investigative needs have 
expired, r after five years, whichever is sooner. 

(H)	 Land border Primary Insp ction: This system displays lookout query results from 
the archive database and au matic queries of NCIC. Queries can be placed 
against either the vehicle or i passengers. An archive record is created. 

Disposition: Destroy when all ministrative and investigative needs have 
expired, or after fiv ears, whichever is sooner. 

(I)	 Port Tracking: The port tracking syst allows inspectors to record statistics on 
the number of containers arriving at Ian and seaports; the number of containers 
examined and the positive results of the e minations. Information is used to 
evaluate enforcement results. 

Disposition: Destroy when all administrative d investigative needs have 
expired, or after five years, whiche er is sooner. 

(J)	 Pre-Clearance Alerts: This system allows Customs 0 icers located at preclearance 
locations to notify U.S. arrival locations of a potential nforcement action. The 
alerts allow Customs officers at the arrival location to eet the passenger for 
whom the alert was sent. Result responses are provided e originator. 

Disposition:	 Destroy when all administrative and investi tive needs have 
expired, or after five years, whichever is soon . 

5
 



SF-lIS Attachment TECS 

(K)	 Private Aircraft En ement System: This system records information regarding 
private aircraft moveme • Flight plans are input by FAA personnel and processed by 
Customs staff. Tracking d is individually entered and automatically queried 
against information from NC 

Disposition: Destroy when all a 'nistrative and investigative needs have 
expired, or after five yea whichever is sooner. 

6
 



SF-U5 Attachment TECS 

3.
 

(A) Air 0	 erations: This system contains four subsystems, (1) Air Operations Report 
(AIR); Air Safety System; (3) Air qualifications System; and an Air 
Transpon r Tracking System. 

(1) The AIR	 cords flights, or requests for flights of Customs aircraft; the 
up/downtim for aerostat balloons and military assistance flights. The AIR 
captures ere ight time, location of flight, type of activity, detection of 
aircraft inform ion, pursuit and results. 

Disposition: Destroy when all administrative and investigative needs 
have expired, or after 5 years, whichever is sooner. 

(2) The AccidentlIncident	 su system is used to document incidents involving 
Customs aircraft to the Na ional Transportation Safety Board (NTSB) The 
safety System documents re ired safety directives issued by DAOC, CNAC, 
AOCorAOB. 

Disposition:	 Destroy w n all administrative and investigative needs 
have expire or after five years, whichever is sooner. 

(3) The Air Qualification System tracks t	 ining and flight times for air personnel 
to ensure proper qualification are met (; flight requirements. The 
transponder tracking system records cou ordered installations of covert 
transponders on aircraft and a list of certifi installers. 

Disposition:	 Destroy when on separa .on of personnel. 

(B) ATF Operations:	 This subsystems contains records re 
Alcohol, Tobacco and Firearms personnel. 

Disposition: Non-record. This system should be schedule 

(C) Marine Operations:	 This system tracks the status of Customs 
and equipment inventory by location. 

Disposition: Destroy after teen years or two years after release 0 

7
 



SF-US Attachment TECS 

(D)	 Case M agement System: This system tracks case documents, Reports of 
Investigarl n (ROIs), activity reports, case syllabus, case folders and statistical 
case data. 

(1) Case docume ts and ROIs document investigative activities, e.g., interviews, 
searches and d riefings; as they apply to a case. This is usually in narrative 
format. 

Disposition: Destroy when all administrative and investigative needs 
ave expired or after 30 years, whichever is sooner. 

(2) Activity Reports provide	 mechanism for field offices to convey time critical 
information to high level m agement in a summary format. The report 
contains a title, date, time an lace of an incident, level of sensitivity, 
publicity instructions/restrictio , and a narrative summary. 

Disposition:	 Destroy wh all administrative and investigative needs 
have expired, r after ten years, whichever is sooner. 
Hard (paper) c ies of screened cases should be 
retained for possi e future reports,. 

(3) Case Syllabus is a free form summary of ace's	 activity referred to the U.S. 
Attorney for action. 

Disposition:	 Destroy when all administ tive and investigative, or 
after ten years, whichever i ooner. 

(4) Statistical Case Data allows agents and other Investig	 tive personnel to post 
hours and statistics (arrests, convictions, seizures, pena ies, etc.) against 
specific cases. 

Disposition:	 Destroy when all administrative and' vestigative needs 
have expired, or after ten years, which ver is sooner. 
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4.	 Applicatio s: This system contains processed information relating to enforcement 
operations. 

provides a database specific to heroin, Nigeria and JFK airports. 

Disposition: Destroy when all administrative and investigative needs have 
pired, or thirty yean, whichever is sooner. 

(B) Data Analysis.	 T 's subsystem automates computer matching, pattern and trend 
analysis, and infor tion linking. Batch reports are prepared. 

Disposition:	 Non-re rd. Destroy when all administrative and investigative 
needs ha e expired. 

(C) Intelligence Documents.	 T Is subsystems prepares intelligence documents into any 
of six formats used in the int igence community. 

Disposition:	 Destroy when all dministrative and investigative needs have 
expired, or five yea ,whichever is sooner. 

(D)	 Multi source Database. This system lows users to analyze subsets of data into 
pre-formatted analytic formats: data, avel, and violations. 

Disposition: 

(E)	 Search/Arrest/Seizure Reports (SAS). This stem allows users to record relevant 
information regarding personal searches seizu es, and arrests in which Customs 
officers have participated. This system interfac s with the BRS, linking and case 
management systems, and may automatically up te ACS and FP&F systems. 

Disposition:	 Destroy when all administrative and vestigative needs have 
expired, or ten years, whichever is soo r. 

(F) TELAN - Telephone Analysis System. This subsystem p cesses telephone toll and 
call information in order to identify linked suspects. Data's only collected 
pursuant to a search warrant or grand jury subpoena and n be accessed by IRS 
agents. 

Disposition:	 Non-record; hard copy is only kept when includ d in a case file. 
Destroy when all administrative and investigative eeds have 
expired. 
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5.	 nformation Applications. 

These systems a w users to view, print, or download previously generated reports. 
TECS reports are t sent to printers, but to a database for later retrieval and can be 
generated a either as standard report or as part of a report generator 

(A) Case management re rts for RAC and SAC offices. 

Disposition:	 Non-recor Destroy when all administrative and investigative 
needs have e ired. 

(B) Case management	 records inc ding: Case status, statistics and hours; TECS 
linkages; Land Port Tracking; ~ Operations, Land Border Tracking; Vessel Port 
Tracking systems in pre-formatte eports. These are pre-formatted and report 
generated output reports from items and 4, above. 

Disposition:	 Non-record, no records a 
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6.	 Securi and Integrity Applications 

Access e ntrol records for TECS, considered a "For Official Use Only" system. All 
TECS sy ems transactions are recorded to provide an auditing capabHity. Additional 
capabilitie elating to internal security include an Internal Affairs Case Management 
Information stem, and a Discipline Tracking Information System are included. 

(A) Discipline Tr	 king Information. This subsystem is a tracking mechanism for 
Internal Discip· e Actions in Customs. The system tracks allegations, appeals 
and final adjudic ions. 

Disposition:	 Destro when all administrative and investigative needs have 
expired. 

(B) Internal Affairs Administr	 ions. This subsystem contains information related to 
managing Internal Affairs w kload. Includes agents, assignments, caseloads and 
results. 

Disposition:	 Non-record. This is tracking and recovery system. 

(C) Playback and Monitoring.	 This subsy em records all transactions relating to the 
TECS system and is used for internal a iting purposes. 

Disposition:	 Non-record. This is a trac g and recovery system. 

(D) User Profiles. This subsystem controls user a	 ess to other TECS subsystems. 
Includes data elements as to user organization, unction, dial-in access and records 
ownenhip. 

Disposition:	 Non-record. This is an access centro subsystem that is changed 
daily. 
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7. S Support Applications 

This i a subsystems designed to facilitate information exchange with TEeS users. 
This in udes an administrative message system Help System, and Online User 
Documen tion application and Table Support. 

(A) Adminis	 ative Message System. This subsystem provides the TECS user 
communi with the capability to create, store, disseminate, print and retrieve 
information egarding the TECS system that may be of interest to other system 
users. Messa es are removed from the system after 21 days. 

Disposition:	 riginal significant items are copied and placed in a related file. 
A others: destroy when all administrative and investigative needs 
hav expired. 

(B)	 eMIR Document Tra 'ng. A subsystem designed to track Reports of 
International Transpo tion of Currency or Monetary Instruments (CMIR's). 
Data is subject to the pro lsions of the Bank Secrecy Act. 

Disposition:	 Destroy when 11administrative and investigative needs have 
expired. Repo are only retained when or if an investigative case 
is initiated. Once 'nitiated, the information takes the disposition of 
an investigative cas (30 years). 

(e)	 E-Mail. TECS and ACS have an elec onic mail capability. 

Disposition:	 In accordance with Depart ent of Treasury policy, hard copies of 
significant messages are prin d and included with files. All other 
messages destroyed when no 10 er needed. 

(D)	 Help system, System Support and On-line User Do umentation. These subsystems 
contains information to assist TECS users. 

Disposition:	 Destroy when all administrative and investigative needs have 
expired. 
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