
INACTIVE ·ALL ITEMS..SUPEnstEm:,..UMBER N1 GRS 03 1 

REQUEST FOR RECORDS DISPOSITION AUTHORITY ·~ "' - - ­

To: NATIONAL ARCIDVES & RECORDS ADMINISTRATION 	 Date received 

March 26, 2003 
8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001 

1. 	 FROM (Agency or establishment) 

National Archives and Records Administration 


2. MAJOR SUBDIVISION 	 In accordance with the p visions of 44 U.S.C. 3303a, the 
Modern Records Program disposition request, in ding amendments, is approved 

t-:---,==-:......=:-:==.--------------:---------t except for items th may be marked "disposition not 
3. MINOR SUBDIVISION 	 approved" or "withd •in column 10. 

5. TELEPHONE NUMBER DATE4. NAME OF PERSON WITH WHOM TO CONFER 
301-837-1584James G. Cassedy 

6. AGENCY CERTIFICATION 
I hereby certify that I am authorized to act for this agency in matters p · · g to the disposition of its records and that the 
records proposed for disposal on the attached __page(s) are not needed ow for the business for this agency or will not be 
needed after the retention periods specified; and that written concurren from the General Accounting Office, under the 
provisions ofTitle 8 of the GAO Manual for Guidance ofFederal Agencie , 

D is not required ~ is attached; 	 D has been requested. 

DATE SIGNATURE OF AGENCY REPRESENTATIVE 	 TITLE 

9. GRSOR 10. ACTION TAKEN7. ITEMNO. 8. DESCRIPTION OF ITEM AND PROPOSED 	 SUPERSEDED JOB (NARA USE ONLY)CITATION 

Information Technology Operati ns and Management 

Record 


See attached pages ~ detailed item description. 

INACTNE ·ALL ITEMS SUPERSEDE 

PREVIOUS EDITION NOT USABLE STANDARD FORM 115 (REV. 3-91) 
Prescribed by NARA 36 CFR 1228 

115-109 
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GENERAL RECORDS SCHEDULE 24 

Information Technology Operations and Management Records 

This schedule provides disposal authorization for certain files created and maintaine 
operation and management of information technology (IT) and related services. A Clefined in 
the Information Technology Management Reform Act of 1996 (now the Clinger- ohen Act), 
"information technology" includes computers, ancillary equipment, software, ware and 
similar procedures, services (including support services), and related resour s. 

This GRS does not cover all records relating to information technology 
management. Offices with responsibility for IT operations also main administrative records 
covered by other GRS and records not in the GRS that must be sch u1ed by the agency. In 
addition, this GRS does not apply to system data or information ntent, which must be 
scheduled separately by submitting an SF 115, Request for Re rds Disposition Authority, to 
NARA. 

The disposition instructions apply to records regardless physical form or characteristics. 
Records may be maintained on paper, in microform, electronically. Dispositions apply, 
however, only to records that are maintained as des "bed in each item or subitem. Ifdocuments 
are part of a larger case file or recordkeeping sys that contains records not covered in this 
GRS, agencies must separately schedu1e that fi or system by submitting an SF 115 to NARA. 
Ifrecords covered by more than one item in "s schedule are maintained together in one file or 
recordkeeping system, agencies must ret · the records for the longest retention period 
authorized for those items. 

Note that GRS 20, Electronic Reco s, remains in effect. GRS 20 covers certain temporary files 
associated with data base manag ent. This new schedule supplements GRS 20 by providing 
disposal authority for tempor records relating to overall IT management, as opposed to 
the operation and use of spe · c systems. NARA is reviewing alternatives to GRS 20 and will 
develop rev~sed requireme s as it explores new approaches to managing electronic records. 

1. 

Records in fices with agency-wide or bureau-wide responsibility for managing IT 
operatio relating to compliance with IT policies, directives, and plans including recurring 
and sp ial reports, responses to findings and recommendations, and reoort~of follow-up

ti · · suparseaeu Dy. 
ac es. 1)t)l:J-6A2.-S- 2013 - ~ Oc>$'-oo I 0 

Performance measurements and benchmarks. DATE (MM/DD/VYYY): 
0o 7 /o J / z_ I <j 

INACTIVE· ALL ITEMS SUPERSEDED 
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Destroy/delete when 5 years old or 1 year after responsible office determines th 
there are no unresolved issues, whichever is longer. 

b. 	 All other oversight and compliance records, including certification and a reditation 

of equipment, quality assurance reviews and reports, reports on imple ntation of 

plans, compliance reviews, and data measuring or estimating impact d compliance. 


. 	 S.uparuded by:
Destroy/delete when 3 years old or 1 year after responsible offic aetermmes that no :::>_QCJOS _ 
there are no unresolved issues, whichever is longer. 'P"tfl-~~S .... ~ 1 

::J oo I o 
:TE (MM/DONYVY): 

[Note: See item 3b for performance files relating to systems.] 	 d 'i / tJ I / 2.01 V£ 
2. 	 IT Facili 

Records maintained by offices responsible for the control an operation ofbuildings and rooms 
where IT equipment, systems, and storage media are locat , including files identifying IT 
facilities and sites, and files concerning implementation fIT facility and site management and 
equipment support services provided to specific sites, · eluding reviews, site ~i~ by: 
trouble reports, equipment service histories, reports f follow-up actio~~!..~~ _ '2ei, 3 -d(jcJ~-()all 
correspondence. 	 DATE (MM/OONYVY): 

Destroy/delete when 3 years old, or when SU seded or obsolete, whichever is lgnger 15q /o I L2JJI vr 
3. 

a. 	 Inventories of IT assets, twork circuits, and building or circuitry diagrams, 

including equipment c trol systems such as databases ofbarcodes affixed to IT 

physical assets. Superseded by:


OAf.J-~S -Z.013-r:fJ'CJ<l.-aao'J 
Destroy/delete 1 ear after completion of the next inventory. DATE (MM/DO VY): 

0 i /o 'If 20 /
b. 	 Records ere ed and retained for asset management, performance an capac1 


manage t, system management, configuration and change management, and 

planni , follow-up, and impact assessment ofoperational networks and systems. 

lnclu es, but is not limited to: 


Data and detailed reports on implementation ofsystems, applications and 
modifications; application sizing, resource and demand management; 
documents identifying, requesting, and analyzing possible changes, authorizing 
changes, and documenting implementation ofchanges; documentation of 
software distribution and release or version management. 

Superseded by: e. -r 
f)l}-fj- -Gts; ,. ~L3 ~ er oc.r~- t::JO ..r~ 

INACTIVE ~ITEllS 8UPERSEDEo DATE}MM/DDNYYY): 

o? o If 2a1y 
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Destroy/delete 1 year after termination of system. 

(2) 	 Records ofroutine IT maintenance on the network infrastructure doc 
preventative, corrective, adaptive and perfective (enhancement) main nance 
actions, including requests for service, work orders, service his · alldd by: 

related records. V ~~ Z..01 :?-ooos-_csao'J 
ATE (MM/DD/YYYY 

Destroy/delete when 3 years old or 1 year after termination o system, ! L · 
0

whichever is sooner. 	 07 /.!L 2_,. I L/ 

[Note: Ifany maintenance activities have a major impact on a system 
change, those records should be maintained as part of the item 3b(l). 

4. 	 System Backups and Tape Librazy Records. 

a. Backup tapes maintained for potential system res ration in the event 8111.a.J~ b~; _.J_ ,~ 
failure or other unintentional loss ofdata. '[) l}.A--G-tl.5- ;')e:)13- 0 O<-u.. - aw.J 

DATE (MM/DDiYYY 
(1) 	 Delete/destroy incremental backup t es when superseded by a full backup, orl>j/tJ/ /'l....cJL( 

when no longer needed for system estoration, whichever is later. 	S '7 ,... 
/Q fllt-.D-IJ; - ~I ":j'-QOd 'e ­

Supar19edad. by: / _
(2) 	 Delete/destroy full backup taB s when second subsequent backilp 1s venfied as o o0 .,, 

successful or when no long needed for system restoration, ~ iii later . 
/DD/YYY\'....... ~-. 


[Note: See GRS 20, item 8, for backups f master files and databases.] tf ~ 16 1 { ~ ~ 
b. 	 Tape library records inc Oing automated files and manual records used to control the 

location, maintenance d disposition ofmagnetic medii-m- a tap~~iiilhiH)&\4ing l f 
list ofholdings and ontrol logs. DtJl+-6-LS- "2_o1'3- cs_voz.-oo 

DATE (MM/DDJYYV· 

0 'i ,(j, /Y>llf.. 
5. 	 stems and Data. 

Superseded by: 	 J 
a. 	 ecurity Plans and Disaster Recovery Plans. 'D /}-IJ-&Q..S -.z_o l 3 -ooo. (a - 0~ 

DATE (MM/00/YYYY). 

D stroy/delete 1 year after system is superseded. Dg Jo I (LtZ> '!J. 
Documents identifying IT risks and analyzing their impact, risk measurements and 
assessments, actions to mitigate risks, implementation ofrisk action plan, service test 
plans, test files and data. 

Superseded by: 
0/H}-~S-~ 13-6c,ob-o<:.n I 

INACTIVE. ALL~l~rs SUPERSEDED 
DATE (MM/DD/YVYY): 

6'iI 011~1l/
I 
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Destroy/delete 1 year after system is superseded. 

6. 	 User Identification, Profiles, Authorizations, and Password Files, EXCLUDIN 
relating to electronic signatures. 

a. 	 Systems requiring special accountability, e.g., those containing in:fi ation that may 

be needed for audit or investigative purposes and those that cont n classified records. 


Destroy/delete inactive file 6 years after user account is te · ated or password is 
altered, or when no longer needed for investigative or sec ty purposes, whichever is 

later. 5'--"PULS f_'\) ~D e, ':../ _ DA- -Gtl--5 -2.o I?- 6~ lo '""60-t> 'J 
b. 	 Routine systems, i.e., those not covered by item 6a. G 

~ .~ ,,1 5 £_j) ~D 13 - 1)A-fJ- - c:fl2.._S - 2.<Sl ~ - Cl Ca 3­
. ~,__ o~

See GRS 20, item 1 c. 

7. 	 Computer Security Incident Handlmg, Reportin d Follow-up Records. 

Destroy/delete 3 years after all necessary fol w-up actions have been commeted. I - -'OC/Cl 2.. 
p A-4--G-e.5 - ?-o I -:S - ·t:>OO '-e 

8. 	 IT Operations Records. 
Superseded by: p~5 - Z.0 13 

a. 	 Workload schedules, run repo s, and schedules ofmaintenance and support 5 - oo 6 j 
activities. DATE (MM/DD/Yv· 

000

0/ /01 /25?1L(
Destroy/delete when 1 year o 	 - -·-­

Superseded by:
b. 	 Problem reports an related decision documents relating to the software infrastructure 

of the network or ystem. DATE (MM/OO/YY\· 'f)lflt--6tz..S­
Z..Ct'3 - oeo<:;­

Destroy/dele 1 year after problem is resolved. O:t /01 /'Ps~'-1_. oOCJ~ 

c. 	 Reports operations, including measures ofbenchmarks, performance indicators, 
and c · cal success factors, error and exception reporting, sc:l.ilalMtlmtb;s, Y-­

pern ance monitoring; and management reports. f.J fr(./-- 6--tl-S - 2Pt~ -(YX).)- CPd'f 
DATE (MM/00/YVYY): 

. a 	1 /oi /20 I '-1 
9. 

[ te: Copies ofrecords needed to support contracts should be in procurement files, which are 
heduled under GRS 3.] 

~qTIVE·ALLITEMSSUPERSEDED 
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Superseded by: a. "2 Agreements formalizing performance criteria for quantity and quality of servi , 
(D~&t.S- -Z,.OI:/ including definition ofresponsibilities, response times and volumes, charg · , 


DATE (MM/DDNYYtr integrity guarantees, and non-disclosure agreements. 

c;o o")° - -oCO 1 

~ /o l J29JL:j Destroy/delete 3 years after agreement is superseded or terminated. 

Superseded by· b. Files related to managing third-party services, including records 
)'2!J-&i.$ - :2.o L3 control measures for reviewing and monitoring contracts and p cedures for 

DATE {MM/DD/YYyY"*: determining their effectiveness and compliance . 
.,:ooc:,- -c:.0o7 }. 

Destroy/delete 3 years after control measures or proced 
a 1 / o I /'2::5' tq· terminated. 

Superseded by: c. Records generated in IT management and servi~e erations to identify and allocate 
VM-Gri.5-Zd>J3 charges and track payments for computer usage, ata processing and other IT services 

DATE (MM/DOJYYYy). EXCLUDING records that are part of the age y's cost accounting system, which are 
occ.>S aoo 7 · covered in GRS 8, items 6 and 7. 

ai /o J/?ol '1 Destroy/delete records with no outstan · g payment issues when 3 years old. 

10. 	 IT Customer Service Files. 
004-r..!_uaer~ded ~ 

a. 	 Records related to providing h desk information to customers, incliiding '2e11-1-ooo/-cooJ 
pamphlets, responses to "Fre ently Asked Questions,"' and other dodMl~M/DDIYYYY)· 
prepared in advance to ass· customers. · .tArz_/6.I /?_b 17· 

-
Destroy/delete 1 year er record is superseded or obsolete. 

b. 	 Help desk logs an reports and other files related to customer query and l&p'Ql;Qa d b . 
response; query onitoring and clearance; and customer feedback records; ana e y. ~ .J 
related trend ysis and reporting. 'DIM-~ ..... ZP( 7-doD I· -~'-j 

DATE(MM/07 
. 	 (?:.._ °"' 0Destroy/ ete when 1 year old or when no longer needed for review an.d ana~sis. f~ I 

whiche er is later. 

11. 

Records o individual projects designed to provide and support new agency IT infrastructure (see 
Note), stems, and services. Includes records documenting {l) requirements for and 
impl entation of functions such as maintaining network servers, desktop computers, and other 
har 	 are, installing and upgrading network operating systems and shared applications, and 
P. viding data telecommunications; (2) infrastructure development and maintenance such as 

INACTIVE· ALi~MS SUPERSEDED 

http:D~&t.S--Z,.OI
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acceptance/accreditation of infrastructure components, analysis ofcomponent options, 
feasibility, costs and benefits, and work associated with implementation, modification, an 
troubleshooting; (3) models, diagrams, schematics, and technical docum~l\9"'11~ 
quality assurance reviews and test plans, data, and results. 

a. 	 Records for projects that are not implemented. 

Destroy/delete 1 year after final decision is made. 

b. 	 Records for projects that are implemented. 

Destroy/delete 5 years after project is terminated. 

c. 	 Installation and testing records. 

Destroy/delete 3 years after final decision on ac 

1)M--&n..'5- {_a -occ!:{- 6-o 0 (e 
DATE (MM/ D/YYYY): 

6'( 	 bl 20t 

rseded by: 

S -	 2o1 "3 ...... cc..o.f- coo f.p 
DATE (MM/DDIVYYY): 

01 /01 I 'l.!1> 1r,
I 

ptance is made. Superseded by:
7)1-}-1}--D-15 - 2..o r3 _ o ooS-o cc:>~ 

[Note: IT Infrastructure means the basic systems and s · ces used to supply'atllig~~'(~Y): 
staff with access to computers and data telecommuni tions. Components include hardware cs 7/6 / / 2a v1-"f 
such as printers, desktop computers, network and b servers, routers, hubs, and network 
cabling, as well as software such as operating sr, ems (e.g., Microsoft Windows and Novell 
NetWare) and shared applications (e.g., electr ·c mail, word processing, and database 
programs). The services necessary to desi , implement, test, validate, and maintain such 
components are also considered part of gency's IT infrastructure. However, records relating 
to specific systems that support or doc ent mission goals are not covered by this item and 
must be scheduled individually by th agency by submission of an SF 115 to NARA.] 

Electronic copies ofrecords at are created on electronic mail and word processing systems and 
used solely to generate a r ordkeeping copy of the records covered by the other items in this 
GRS 24 schedule. Also · eludes electronic copies ofrecords created on electronic mail and 
word processing syst s that are maintained for updating, revision, or dissemination. 

a. 

Superseded by: 
pl}-{}~ ... 2.d.'3 

DATE (MM/DDNY
CZ:O"3 - oC!:>l 2 

Copie that have no further administrative value after the recordkeeping copy is 
. Includes copies maintained by individuals in personal files, personal electronic 

·1 directories, or other personal directories on hard disk or network drives, and 

. pies on shared network drives that are used only to produce the recordkeeping 

opy. 


Destroy/delete within 180 days after the recordkeeping copy has been produced. 

24-6 INACTIVE. ALL ITEMS SUPERSEDED 
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b. 	 Copies used for dissemination, revision, or updating that are maintained in ad · ·on to 
the record.keeping copy. 

Destroy/delete when dissemination, revision, or updating is completed. 

Sul'irsaded by: ~ _. "6 , 3 -0Of. 2 
{)-fr~c; ....;_o I~ u 


p DATE (MMIDDNYYV): 


·--Q~_ /1c,, /24'1 
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