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REQUEST FOR RECORDS DISPOSITION AUTHOR

/

To: NATIONAL ARCHIVES & RECORDS ADMINISTRATION Date received
8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001 March 26, 2003

1. FROM (Agency or establishment) /
National Archives and Records Administration NOTIFICATION 70 AGENCY

2. MAJOR SUBDIVISION
Modern Records Program

3. MINOR SUBDIVISION

In accordance with the ppévisions of 44 U.S.C. 3303a, the
disposition request, ingluding amendments, is approved
except for items thg¥ may be marked “disposition not
approved” or “withd " in column 10.

4. NAME OF PERSON WITH WHOM TO CONFER 5-01 EE;;L-I/EI?HOIZE NUMBER
James G. Cassedy 301-837-158

CHIVIST @HE TED STATES
4[-28- /M . <gLJ

‘

6. AGENCY CERTIFICATION
I hereby certify that I am authorized to act for this agency in matters p
records proposed for disposal on the attached
needed after the retention periods specified; and that written concurren
_provisions of Title 8 of the GAO Manual for Guidance of Federal Agencie;

\/

idg to the disposition of its records and that the

page(s) are not needed Aow for the business for this agency or will not be

from the General Accounting Office, under the

[] is not required is attached; or [[] has been requested.
DATE SIGNATURE OF AGENCY REPRESENTATIVE / TITLE
9. GRS OR
7. ITEM NO. 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION SUPERSEDED JOB 1&§£"é&ﬁ”
CITATION ( )

General Records Sche

Information Technology Operatighs and Management
Record

See attached pages fof detailed item description.
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115-109 PREVIOUS EDITION NOT USABLE

STANDARD FORM 115 (REV. 3-91)
Prescribed by NARA 36 CFR 1228




INAC -
Transmittal No. 10 TIVE - ALL ITEMS SUPERSEDED General Records Schedule 24
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GENERAL RECORDS SCHEDULE 24
Information Technology Operations and Management Records

This schedule provides disposal authorization for certain files created and maintained/n the
operation and management of information technology (IT) and related services. Ag/defined in
the Information Technology Management Reform Act of 1996 (now the Clinger-£ohen Act),
“information technology” includes computers, ancillary equipment, software, ffmware and
similar procedures, services (including support services), and related resourcés.

This GRS does not cover all records relating to information technology @perations and
management. Offices with responsibility for IT operations also maint#in administrative records
covered by other GRS and records not in the GRS that must be schgduled by the agency. In
addition, this GRS does not apply to system data or information ¢dntent, which must be
scheduled separately by submitting an SF 115, Request for Regdrds Disposition Authority, to
NARA.

The disposition instructions apply to records regardless gt physical form or characteristics.
Records may be maintained on paper, in microform, g electronically. Dispositions apply,
however, only to records that are maintained as desefibed in each item or subitem. If documents
are part of a larger case file or recordkeeping syst¢m that contains records not covered in this
GRS, agencies must separately schedule that fil¢ or system by submitting an SF 115 to NARA.
If records covered by more than one item in j#iis schedule are maintained together in one file or
recordkeeping system, agencies must retaip'the records for the longest retention period
authorized for those items.

Note that GRS 20, Electronic Recoyds, remains in effect. GRS 20 covers certain temporary files
associated with data base managerfient. This new schedule supplements GRS 20 by providing
disposal authority for temporary records relating to overall IT management, as opposed to

the operation and use of specific systems. NARA is reviewing alternatives to GRS 20 and will
develop revised requiremeps as it explores new approaches to managing electronic records.

1. QOversight and C#mpliance Files.

Records in offices with agency-wide or bureau-wide responsibility for managing IT
operationg'relating to compliance with IT policies, directives, and plans including recurring
and spgcial reports, responses to findings and recommendations, aélgpgggggt’sdobi; gollow-up

activities. ' DAQ_G,@S—QOQB ~ 2605 —po | O
DATE (MM/DD/YYYY):
07 fo) [2019

Performance measurements and benchmarks.

INACTIVE - ALL ITEMS SUPERSEDED
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Destroy/delete when 5 years old or 1 year after responsible office determines thg
there are no unresolved issues, whichever is longer.

b.  All other oversight and compliance records, including certification and acgéreditation
of equipment, quality assurance reviews and reports, reports on impleméntation of
plans, compliance reviews, and data measuring or estimating impact ahd compliance.

Super%gdted by:

Destroy/delete when 3 years old or 1 year after responsible office’determines oS ~
.-.’20,?‘00
there are no unresolved issues, whichever is longer. -——-—-—......_._a 10
DATE (MM/DD/YYYY):
[Note: See item 3b for performance files relating to systems.] 61/a1 20/

2. IT Facility, Site Management, and Equipment Support ServiCes Records.

Records maintained by offices responsible for the control and operation of buildings and rooms

where IT equipment, systems, and storage media are locatgd, including files identifying IT

facilities and sites, and files concerning implementation of IT facility and site management and

equipment support services provided to specific sites, #icluding reviews, site Bty by

trouble reports, equipment service histories, reports 6f follow-up acho;a /5_1.2)(_1 reg}gis -2@,3 —g0s< -—occ)7
correspondence. EITT-'-E_(.WWY_YY—Y)

Destroy/delete when 3 years old, or when supérseded or obsolete, whichever is-]an.gﬁ.L_di.Za_LLZG‘/ ‘1
3. IT Asset and Configuration Managefment Files.

a. Inventories of IT assets, pétwork circuits, and building or circuitry diagrams,
including equipment cofitrol systems such as databases of barcodes affixed to IT

hysical assets. Superseded by:
P PDAA—GCLS 2013 - 0005"‘000‘7

. . e A et ———
Destroy/delete 14ear after completion of the next inventory. ~ DATE (MM/DD/YYYY):
o9/ [20/
b. Records creged and retained for asset management, performance and capact
managemgnt, system management, configuration and change management, and

planning; follow-up, and impact assessment of operational networks and systems.
Includes, but is not limited to:

Data and detailed reports on imple:mentation of systems, applications and
modifications; application sizing, resource and demand management;
documents identifying, requesting, and analyzing possible changes, authorizing
changes, and documenting implementation of changes; documentation of
software distribution and release or version management.

Superseded by: .
DAH-GYS » 2013 § o5~ 075
INACTIVE -ALL ITEMS SUPERSEDED DATE (MM/DD/YYYY):

o9 ol_/?:»zl./
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Destroy/delete 1 year after termination of system.

(2) Records of routine IT maintenance on the network infrastructure doc

actions, mcludmg requests for service, work orders, service his 5886 by:
related records. DAH —Cr=, 5813 —~0005 ~ coo}'
ATE (MM/DD/YYYY

Destroy/delete when 3 years old or 1 year after termination of’system
whichever is sooner.

05 Js1 /2°IL/

[Note: If any maintenance activities have a major impact on a system
change, those records should be maintained as part of the item 3b(1).

lead to a significant

4. System Backups and Tape Library Records.

a.  Backup tapes maintained for potential system restOration in the event 595%?9@
failure or other unintentional loss of data. DAAR—G2S AR G ey
DATE (MM/DD/YYY

(1) Delete/destroy incremental backup tapes when superseded by a full backup, or 25 /s /Z‘*"’/

when no longer needed for system festoration, whichever is later;

ﬁﬁ——é)-ﬂ/g ~ 20| _—
© Superseded hy: 7-0oe v
(2) Delete/destroy full backup tapes when second subsequent backup 1s verified as © Oo‘f’

successful or when no longgr needed for system restoration, mm&lm.
DDIYYYY. . e

[Note: See GRS 20, item 8, for backups of master files and databases.] i WAL ( 20 ¥

b.  Tape library records incldding automated files and manual records used to control the

location, maintenance,And disposition of magnetic media‘in a tapeslibersydepding

list of holdings and gOntrol logs. DAA—C2S— 9513~ OO~ ool f
DATE (MM/DD/YYV

(3‘i!o’l /20/‘1..

Destroy/delete yhen superseded or obsolete.

Superseded by: - e ’
ecurity Plans and Disaster Recovery Plans. D 44— &S —Z-0t3 ~00sle =0
DATE (MM/DD/YYYY),
Déstroy/delete 1 year after system is superseded. 09 / o ) / (&21%7]

Documents identifying IT risks and analyzing their impact, risk measurements and
assessments, actions to mitigate risks, implementation of risk action plan, service test
plans, test files and data.

Superseded by:
V9GS ~W i3 —scob—0w|

DATE (MM/DD/YYYY):

6‘?/"1,/20/&/

INACTIVE - ALL{I'E S SUPERSEDED
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6.

9.

Destroy/delete 1 year after system is superseded.

User Identification, Profiles, Authorizations, and Password Files, EXCLUDIN@ records
relating to electronic signatures.

a.

Systems requiring special accountability, e.g., those containing infgpfmation that may
be needed for audit or investigative purposes and those that contn classified records.

Destroy/delete inactive file 6 years after user account is termyhated or password is
altered, or when no longer needed for investigative or secyfity purposes, whichever is

later. 5@&5 DD B‘{“ DA -GS 2015~ dmo(o~6007

Routine systems, i.e., those not covered by item 6a. Cs2S - 2613~ oSG
S0t S£PED BY — DAA - B tAe
See GRS 20, item 1c. o 3

Computer Security Incident Handling, Reporting4nd Follow-up Records.

Destroy/delete 3 years after all necessary folJéw-up actions have been compaleted 00 (o —OUe .

D AB—GeS— 7

IT Operations Records.
Superseded by: DAA—CLS — 2013
a.  Workload schedules, run repoyts, and schedules of maintenance and support FGOS — 008 7
activities. DATE (MM/BD/v
Destroy/delete when 1 year o}d. o1 /o[ /ZQ u
Superseded by:

b.

Problem reports ang/related decision documents relating to the software mﬁastructure
of the network ordystem.

—

DATE (MM/DD:YY\ 2013 — ooos —_—
Destroy/delegé 1 year after problem is resolved. 25 L1 couly

Reports oh operations, including measures of benchmarks, performance indicators,
and crjfical success factors, error and exception reporting, seéfipgreadadehys,
perfofmance monitoring; and management reports. O A-A— O1LS —2613 —ccoS< 008y
DATE MBIV
Pestroy/delete when 3 years old. O3 / o1 / 20 | L/l
L L4

Ethancing of IT Resources and Services.

[N#gte: Copies of records needed to support contracts should be in procurement files, which are
stheduled under GRS 3.]

MQTNE ~ALL ITEMS SUPERSEDED
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Superseded by: 3 Agreements formalizing performance criteria for quantity and quality of servi
DW including definition of responsibilities, response times and volumes, chargi
DATE (Mg,’DDthY;Z%" integrity guarantees, and non-disclosure agreements.
goes —
9 /0 l Jee! Y Destroy/delete 3 years after agreement is superseded or terminated.

Supersedeg by: b. Files related to managing third-party services, including records
dAAGrs — 203 control measures for reviewing and monitoring contracts and pyécedures for
g‘g g %My/ﬂ)g_)"W): determining their effectiveness and compliance.

Destroy/delete 3 years after control measures or proced

\.
GT/C’ '/'Z‘?ﬂ—{ terminated.

s are superseded or

DAG—GrsS —Z2&1S charges and track payments for computer usage, data processing and other IT services
DATE (MBovoeo=- EXCLUDING records that are part of the agenéy's cost accounting system, which are

~aoo 7 covered in GRS 8, items 6 and 7.

Supersededby: c. Records generated in IT management and servicc;? erations to identify and allocate

———

17 / 2] / 2/ (“/ Destroy/delete records with no outstandifig payment issues when 3 years old.

10. IT Customer Service Files.

G%Egerggded by:
a.  Records related to providing help desk information to customers, including "2en~7 —oool-oov)
pamphlets, responses to “Freguently Asked Questions,”™ and other domw

prepared in advance to assjst customers. - Baz]er [26 177 '

Destroy/delete 1 year after record is superseded or obsolete.
b.  Help desk logs ang'reports and other files related to customer query and gﬁg@]ﬁg}’ od by:

response; query ghonitoring and clearance; and customer feedback records; an ]
ysis and reporting, DhA— s 20| 7000 | ~aoyf

. ATE (MM/DD/YYYY):
. z_
ete when 1 year old or when no longer needed for review an al [20/

stems, and services. Includes records documenting (1) requirements for and

entation of functions such as maintaining network servers, desktop computers, and other
hardware, installing and upgrading network operating systems and shared applications, and
providing data telecommunications; (2) infrastructure development and maintenance such as

INACTIVE - ABTEMS SUPERSEDED
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acceptance/accreditation of infrastructure components, analysis of component options,

feasibility, costs and benefits, and work associated with implementation, modification, an
troubleshooting; (3) models, diagrams, schematics, and technical documeStRRsasdeni iy
quality assurance reviews and test plans, data, and results. DAB-OCNS- 20

a. Records for projects that are not implemented. 61 /6/ ] 20 :.1

Destroy/delete 1 year after final decision is made.
Supérseded by:
b.  Records for projects that are implemented. A S ~ 2013 ~oceS—oeolp
DATE (MM/DD/YYYY):

Destroy/delete 5 years after project is terminated. Oi {0, { 75 | L,

c. Installation and testing records.

. . y . Superseded by:

Destroy/delete 3 years after final decision on ac pta%z 52%1%5 - 903 600 Soco ({
[Note: IT Infrastructure means the basic systems and services used to supply %ﬁém@%ﬂé )
staff with access to computers and data telecommunigtions. Components include hardware & d( / 20 l/'7
such as printers, desktop computers, network and web servers, routers, hubs, ‘and network
cabling, as well as software such as operating sysfems (e.g., Microsoft Windows and Novell
NetWare) and shared applications (e.g., electrofiic mail, word processing, and database
programs). The services necessary to desigy/ implement, test, validate, and maintain such
components are also considered part of anégency's IT infrastructure. However, records relating
to specific systems that support or docupent mission goals are not covered by this item and
must be scheduled individually by the/agency by submission of an SF 115 to NARA.]

12. Electronic Mail and Word Pfocessing System Copies.

Electronic copies of records that are created on electronic mail and word processing systems and
used solely to generate a rg€ordkeeping copy of the records covered by the other items in this
GRS 24 schedule. Also/ncludes electronic copies of records created on electronic mail and
word processing systems that are maintained for updating, revision, or dissemination.

a. Copieg'that have no further administrative value after the recordkeeping copy is
mag€. Includes copies maintained by individuals in personal files, personal electronic

i@??dz% 41l directories, or other personal directories on hard disk or network drives, and
TR CLISRARE, opies on shared network drives that are used only to produce the recordkeeping
o5 o2 ) Copy.

Destroy/delete within 180 days after the recordkeeping copy has been produced.
65 / /e ( L’7 Y, Y ping copy p
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b. Copies used for dissemination, revision, or updating that are maintained in add#tion to
the recordkeeping copy.

Destroy/delete when dissemination, revision, or updating is completed.

euperseded by2_ 13 ~00<3 —>U2

739W

o /16244

INACTIVE

~ALL ITEMS SUPERSEDED





