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0 NATIONAL ARCHIVES and RECORDS ADMINISTRAZO}ﬁ I'NPP

LEAVE BLANK (NARA use only)

- 10 USC 424, DIA

m
| —— 771

4 NAME OF PERSON WITH WHOM TO CONFER | 5. TEI7EPHONE

WASHINGTON, DC 20408
7. FIROM (Agency or establishment) - \ NOTIFICATION TO AGENCY
Defense Intelligence Agency -
17 In akcordance with the provisions of 44

U.S.€. 3303a the disposition request,
includ\ng amendments, Is ap,
for iterys that ma’(v!‘n marke

thdrawn” in cofumn 10.

not approved” or

]

6. AGENCY CERTIFICATION
I hereby certify that I am authorized to act for this agency in matters pertaining to
and that the records proposed for disposal on ti{e attached page(s) are not now néeded for the business

wiﬁ not be needed after the fetention Ferio s specified; and that written concurrence from

of this agency or
Title 8 of the GAQ Manual for Guidance of Federal

the General Accounting Office, under the prgvisions o

J -

groved except ﬁ

IVIST OF T| TA S
W/ 7l

dwgposition of its records

“disposition

Agencies,
is not required; [:I is attached; or [:. has been requested.
|DATE SIGNATURE OF AGENCY REPRESENTATIVE | TITLE
10/15/02 | I
2 9. GRS OR |10
ITEM 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION SUPERSEDED TAKEN { N&a)i

Documentation produced in electrome media (8 mm tapes) downloaded
from DIA information systems i.c. servers which provide back up
information for all activities performed on these systems, This documentation
serves as an information audit trail for the accountability and control

of access or unauthorized use of DIA information systems. Informaton
systems utilized for the processing of classified information contain the
following audit trails and data:

Loglnflogout — unsuccessful and successful attempts

Audit Data - date, time, USERID, system ID, workstation ID,
indication of success or failure

Use of privileged commands ~ unsuccessful and successful
attempts

Audit Data - date, time, USERID, command, security-relevant
command parameters, indication of success or failure
Application and session initiation — unsuccessful and
successful attempts

Audit Data — date, time, USERID, workstation ID, application
ID, indication of success or failure

Use of print command — unsuccessful and successful attempts
Audit Data - date, time, USERID, destination

Discretionary Access Control permission modification -
unsuccessful and successful attempts

Audit Data - 3ate, time, user (requester) ID, user/group ID

{to whom change applies), object ID, permissions requested,
indication of success or failure
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REQUEST FOR RECORDS DISPOSITION AUTHORITY — CONTINUATION

JOB8 NO

PAGE

OF

7
ITEM
NO

B8 DESCRIPTION OF {TEM
(With Inclusive Dates or Retention Periods)

9 GRS OR
SUPERSEDED
Jog -

CITATION

10 ACTION
TAKEN
(NARS USE
ONLY)

Export to media — successful attempts

Audit Data - date, time, USERID, source and destination

file IDs, system ID, device ID

Unauthorized access attempts to files — unsuccessful attempts
Audit Data — date, time, USERID, system ID, file ID

System startup/shutdown

Audit Data — date, time, USERID, system ID, device ID

TEMPORARY - Maintain downloaded records on 8 mm tapes
and hold for one year Cut off annually Transfer to WNRC and
destroy when 10 years old

115-204

Foaur capleag, including original to be submitted
to the National Archives and Records Service.

STANDARO FORM 115-A (REV. 12 8))

Prascribed by GSA
FPMR (41 CFR) 101-11.4



Redactions have been made to this record control schedule pursuantto 5 USC 552(b)(3)
with the corresponding statute 10 US C 424, which protects from disclosure the
"orgamzation or any function of, and certain information pertaming to, emplovees of the
Defense Intelligence Agency " You will need to subnut a Freedom of Information Act (FOIA)
request to the Office of the General Counsel for the withheld information

http //www archives gov/fola/




