
-FOIA(b) (3) - 10 USC 424, DIA 

(See Instructions on reverse) 

TO	 NATIONALARCHIVESand RECORDSADMINISTRA 
WASHINGTON, DC 20408 ' 

1. ency or astabl s ment)
Defense Intelligence Agency 

6. AGENCY CERTIFICATION 
I hereby certify that I am authorized to act for thi agency in matters pertaining to d position of its records
 
and that the records proposed for dis~l on e attached ~ page(s) are not now n ded for the business
 
of this agency or will not be needed after the etention pei10CfSsyecified; and that wri n concurrence from
 
the General Accounting Office, under the pr visions of Title 8 0 the GAO Manual for uidance of Federal
 
Agencies,
 
a. is not required;	 has been requested. 

DA E SIGNATURE OF AGENCY R 

10/15/02 

10 
ITEM 8. DESCRIPTION OF ITEM AND PROPOSED DISPOSITION TAKEN (NARA
NO. USEO"NLY 

Documentation produced III eleetrcme mecha (8 mm tapes) downloaded
 
from DIA informabon systems i.e. servers which provide back up
 
information for all activities performed on these systems. Th.ts documcntatio
 
serves u an information audit trall for the accountability and control
 
of access or unauthorized use of DIA iDformaboD systems. Informabon
 
systems utdizcd for the processing of classified mformation contain the
 
following aucllt trails aDddata:
 

•	 LoglnIJ0lout - unsuccessful and successful attempts
 
Audit DllliJ - date, time, USERID, system ID, workstation ID.
 
indication of success or failure
 

•	 Ule or privileged commands - unsuccessful and successful
 
attempts
 
Audit Dilta- date, time, USERID, command, security-relevant
 
command parameters, indication of success or failure
 

•	 Application and session lnltlaHoD - unsuccessful and 
successful attempts '. 
Audit Dtzlll- date, time, USERID, workstation ID, application 
10, indication ohuccess or failure 

•	 Use or print command - unsuccessful and successful attempts
 
Audit Datil - date, time, USERID, destinatioD
 

•	 Discretional')' Acccil Control permission modification -

UDSuccessful and successful attempts
 
Audltlhlta- 4atc, time, user(requester) ID, user/pup 10
 
(to whom change appUes), object ID, permissions requested,
 
indicatioD of success or failure
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7 
ITEM 
NO 

FOR RECORDS DISPOSITION AUTHORITY - CONTINUATION 

B DESCRIPTION OF ITEM 
(With Inc/ ... IUI! Dote. or Retention Penod., 

• Export to media - successful attempts 
Audit Data - date, tune, USERID, source and desnnanon 
file IDs, system ID, device ID 

• Unauthorized access attempts to files - unsuccessful attempts 
Audit Data - date, time, USERlD, system!D, file ID 

• System startup/shutdown 
Audit Data - date, time, USERID, system ID, device ID 

rOB NO PAGE 

OF 
9 GASOR 10 ACTION 

SUPERSEDED TAKEN 
JOB .. (NARSUSE 

CITATION ONLY) 

TEMPORARY - Maintain downloaded records on 8 rom tapes 
and hold for one year Cut off annually Transfer to WNRC and 
destroy when 10 years old 

eo. ~ 

. 

. 

.	 .
 

11S-204	 Fo .. , cople .. Indudln9 on91nal to be submitted STANDARD FORM 115-A (REV_ 12 all 
to the H.tt ..... 1Arc"I" •• and RecordS Se... lu_ Prescrobed bv GSA 

FPMR (41 CFRI 101-11_4 



Redactions have been made to this recoi d control schedule PUI suant to 5 USC 552 (b)(3"J 

with the corresponding statute 10 USC -1-24, wluch protects from drsclosure the 

"orgarnzauon or any function of, and certarn mformation pertarmng to, employees of the 

Defense IntellIgence Agency" You will need to submit a Freedom of lnforrnanon Act (FOIA) 
request to the Office of the General Counsel for the withheld mforrnation 

http 11'1-./1;\,\1\' archIves gov If 01a 1 


