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., usc 424, DIA NlMA 

REQUEST FOR RECORDS DISPOSITI 

this agency in matters pertainmg to the disposition of its records 
the attached _ page(s) are not now needed for the business 
retention periods srecified; and that written concurrence from 

provisions of Title 8 0 the GAO Manual for Guidance of Federal 

has been reouested. 

AGENCY RECORDS OFFICER 
DECLASSIFICATION PROGRAM 

8. DESCRIPTION OF ITEM AND DISPOSITION 

The National Imagery and Mapping 
developing its Records Schedule and 
Security Files, for approval by the
 
States.
 

Disposition instructions in the General Records
 
(GRS) have been applied to NIMA records where
 

The attached 500 Series (Enclosure 1) has been
 
with NIMA General Counsel, Security. and Mission
 
program offices of the Agency. Enclosure 2 is a C"n"versu
 

table of Defense Mapping Agency (DMA) approved file
 
numbers. CIA DDS&T classified Schedule file numbers.
 
and OSD file numbers to the proposed NIMA file numbers.
 

NIMA records (formerly Defense Mapping Agency and 
others) will continue to be transferred to the Washington 
National Records Center (WNRC). Suitland, MD, for 
storage as appropriate. 

NSN 7540-00-634-4064
 
PREVIOUS EDITION NOT USABLE
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NIMA Records Schedule 

500 Ser1es - SECURITY FILES 

Securlty and pollce flles relate to matters concernlng securlty, protectlon of classlfled tlon, and 
the protectlve malntenance of all elements of the Natlonal Imagery and Mapplng Agency. 

These flles accumulate In offlces responslble for securlty, slgnal 
protectlve services. 

501 - General Securlty Flles 
502 - Informatlon Securlty Flles 
503 - Slgnal Securlty Flies 
504 - Physlcal and Industrlal Securlty Flles 
505 - Guard Protectlve Servlces Flles 
506 - Counterlnteillgence Flies 
507 - Personnel Securlty Flles 
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NIMA Records Schedule 

501-01 Ser1es - GENERAL SECURITY FILES 

These 

Ser1es 

501-01 

flIes accumulate ln all securlty offlces and are a part 

Type of F1les 

SECURITY CONTAINER/VAULT INFORMATION 
(Privacy Act Applies) 
Up-to-date record of all offlce safe and padlock
comblnatlons, together wlth other lnformatlon 
necessary to ldentlfy and locate the safes, 
vaults or contalners and the lndlvlduals havlng
knowledge of the comblnatlon. 

I. NATO: 

of securlty 

D1Spos1t10n 

TEMPORARY 

a. Recordkeeplng
both) . 

coples (paper, electro a. Destroy
when 1 year 

when 
old. 

turned-in, superseded or 

b. Electronlc coples of records b. Destroy/delete wlthln 180 days after 
word processlng systems and ele recordkeeplng copy has been produced.
used solely to generate 

II. All Others: 

a. Recordkeeplng (paper, electronlC, or a. (GRS 18/7a)
both) . 

b.	 coples of records created uSlng b. (GRS 18/30)
word	 systems and electronlc mall and 

generate recordkeeplng coples. 
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NIMA Records Schedule 

501-02 SECURITY VIOLATIONS TEMPORARY 

Documentation pertalnlng to alleged or actual
 
securlty vlolatlons, unauthorlzed dlsclosure of
 
classlfled lnformatlon, results, flndlngs, and
 
actlon taken.
 

I. Informat10n: 

1. Flies relatlng to alleged vlolatlons of
 
a sufflclently serlOUS nature that they are
 
referred for prosecutlon determlnatlons.
 

a. Recordkeeplng coples (paper, electronlC, a. 
or both) . 

b. Paper records malntalned Destroy when 2 years old. 
the recordkeeplng system. 

c. Electronlc coples of records crea c (GRS 18/30) 
uSlng word processlng systems and elec 
mall and used solely to generate rec 
coples. 

2. All other flies, e
 
placed In offlclal
 

(paper, electronlc, a. (GRS IB/24b) 
or 

onlc coples of records created b. (GRS 18/30) 
processlng systems and electronlc 

used solely to generate recordkeeplng 

Phys1cal: 

1. Documents or reports on alleged

securlty vlolatlons or practlces dangerous to
 
securlty, such as unattended open safes,
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NIMA Records Schedule 
lmproper handllng or unauthorlzed dlvulgence of 
classlfled lnformatlon. 

a. Recordkeeplng coples (paper,
electronlc, or both) . 

b. ElectronlC coples of records created 
uSlng word processlng systems and electronlc 
mall and used solely to generate recordkeeplng 
coples. 

2. Reports of compromlses, vlo1atlons, or 
unsecure practlces, wlth analyses. 

a. Recordkeeplng coples (paper,
electronlc, or both) . 

b. Paper records malntalned separately
from the recordkeeplng system. 

c. Electronlc coples of records 
uSlng word processlng systems and e 
mall and used solely to generate
caples. 

a. 

b. 

c. 

(GRS 18/24b) 

(GRS 18/30) 

ff annually. Destroy 

Destroy when 3 year old. 

(GRS 18/30) 

when 10 
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NIMA Records Schedule 

501-03 SURVEY AND INSPECTIONS 
I. Phys1cal: I . TEMPORARY 

1. Reports of surveys and lnspectlons of 
Government-owned facllltles conducted to ensure 
adequacy of protectlve and preventlve measures 
taken agalnst hazards of flre, exploslon, and 
accldents and to safeguard lnformatlon and 
facllltles agalnst sabotage and unauthorlzed 
entry. 

a. Recordkeeping coples (paper, electronlc, 
or both) . 

b. Electronic coples of records created 
uSlng word processlng systems and electronlc 
mall and used solely to generate recordkeeplng 
coples. 

2. Reports of surveys and lnspectl~
prlvately owned facllltles asslgned
cognlzance by Government agencles,
records. 

a. 

b 

a. Recordkeeplng 
or both) . 

b. 
the 

separately from 

a 

b. 

(GRS 18/10) 

Destroy when 2 years old. 

lC coples of records created 
ocesslng systems and electronlc 

sed solely to generate recordkeeplng 

c. (GRS 18/30) 

3. Documents relatlng to surveys that are 
concerned wlth examlnatlon of the physlcal 
measures deslgned to safeguard personnel and 
prevent unauthorlzed access, sabotage, damage, 
or theft of eqUlpment and facllltles. Included 
are survey reports, recommendatlons, and related 
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NlMA Records Schedule 

data. 

or 
a. Recordkeep~ng

both) . 
cop~es (paper, electron~c, a. (GRS 18/9) 

b. Electronic cop~es of records created 
us~ng word process~ng systems and electron~c 
ma~l and used solely to generate recordkeep~ng 
cop~es. 

b. (GRS 18/30) 

II. Traff1c Survey F11es: 
Documents reflect~ng the results of traff~c 
surveys conducted to ach~eve max~mum flow and 
control of traff~c. Included are reports,
recommendat~ons, and related data 

or 
a. Recordkeep~ng

both) . 
cop~es (paper, electron~c, roy when 

~nuance of 
2 years

fac~l~ty 
old, or on 
wh~chever ~s f~rst. 

b. Electron~c cop~es of records created 
us~ng word process~ng systems and electron 
ma~l and used solely to generate recordk 
cop~es. 

(GRS 18/30) 

III. Automated Informat1on 
Documents relat~ng to the 
AIS equ~pment. 

Se 
~ 

or 
a. Recordkeep~ng

both) 
s (paper, electron~c, a. Destroy

superseded. 
when 3 years old or when 

b. cop~es of records created b. (GRS 18/30) 
s~ng systems and electron~c
 

solely to generate recordkeep~ng
 

Counter1ntel11gence: 
cuments of all part~culars concerning secur~ty

v~olations for stat~st~cal and report~ng/
analys~s purposes. 
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NlMA Records Schedule 

a. Recordkeeplng caples (paper, electronlc, 
or both) . 

b. Paper records malntalned separately from 
the recordkeeplng system. 

a. 

b. 

Destroy when 5 

years ald. 

c. Electronlc coples of records created 
uSlng ward processlng systems and electranlc 
mail and used solely to generate recordkeeplng
caples. 

V. NATO: 
Documents relatlng to surveys and/or lnspectl
deallng wlth NATO materlal. 

a. Recardkeeplng caples 
or both) 

b. ElectronlC caples
word processlng systems
used solely to generate 

ated uSlng
C mall and 

lng copies. 

c. 

a. 

b. 

Destroy when 

(GRS 18/30) 

superseded. 
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NlMA Records Schedule 

501-04 SECURITY ACCREDITATIONS 

I. Spec1al Access Program.

Documents on SClF accreditat10n, AlS and
 
physical security of locations.
 

a. Recordkeeping cop1es (paper, electronic, or
 
both) .
 

b. Paper records ma1nta1ned separately from the
 
recordkeep1ng system.
 

c. Electron1c cop1es of records created using

word process1ng systems and electron1c ma11 and
 
used solely to generate recordkeeping copies.
 

II. Industr1al Secur1ty F11es
 
Documents on Facil1ty accred1tation (1nclud1ng

but not 11mited to SClF and secur1ty area).
 

a. Recordkeeping

both) .
 

b. Paper records ma1nta
 
recordkeep1ng system.
 

c. Electronic records created uS1ng
word and electron1c mail and 
used recordkeeping copies. 

Information Security
systems accreditat1on. 

cop1es (paper, electronic, or 

b. Paper records ma1nta1ned separately from the 

PERMANENT 

a. Cut off annually. f i Le 
to a PRC 3 years after cut to 
the Nat10nal Archives when 

TEMPORARY 

b. Destroy when 
d1scont1nuance 

a. Cut off annually. Retire 1nactive f1le 
to a FRC 3 years after cut off. Transfer to 
the National Arch~ves when 25 years old. 

TEMPORARY 

b. Destroy when 2 years old. 

c. (GRS 18/30) 

TEMPORARY 

a. Destroy when 5 years old or when 
superseded. 

b. Destroy when 2 years old. 

B 
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NlMA Records Schedule 
recordkeep~ng system. 

c. Electron~c cop~es of records created us~ng c. (GRS 18/30)
 
word processing systems and electronic mail and
 
used solely to generate recordkeep~ng copies.
 

9 



---------

NlMA Records Schedule 
502 Series - Information Secur~ty Files
 
These f11es accumulate as a result of ensuring protect1on of 1nformation from unauthorized d1sclosure,

classification/declassificat10n actions and 1mplementat10n of security procedures to adequa protect

materlal by proper classiflcation, and to ensure authorized access to these materials.
 

Type of Fl.les	 Dl.sposl.tion 

502-01 CLASSIFIED MATERIAL ACCOUNTING AND CONTROL 
I. Registers malntained at control pOlnts to TEMPORARY
 
indlcate accountable records, including

correspondence, record rece1pts, destruction
 
certiflcates, 1nventorles, and access files
 
pertaln1ng to the adrn1nlstratlon of secur1ty

class1f1cat10n, control and account1ng for
 
class1f1ed documents, reflectlng the receipt,

dlspatch, or destructlon of the document.
 
Included are forms and slmilar
 
for control, as follows:
 

1. Accountable SCI Documents 
a. Recordkeeplng copies (pape a. Cut off annually. Transfer to a FRC 

electronlc, or both) . when 3 years old. Destroy when 20 years old. 

b. Paper records mai separately b. Destroy when 3 years old. 
from the recordkeep1ng sys 

c. of records created c. (GRS 18/30)
 
uSlng word procesSl

mail and used so generate recordkeeping

cop1es.
 

2.	 TEMPORARY: 
a. Cut off annually. Transfer to a FRC 

copies (paper, when 3 years old. Destroy when 10 years old. 

b. Paper records maintained separately b. Destroy when 3 years old. 
the recordkeeping system. 

c. Electron1c copies of records created c. (GRS 18130) 
using	 word process1ng systems and electronlc 
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NIMA Records Schedule 

mall and used solely to generate recordkeeplng
coples. 

3. NATO Secret and all others 

a. Recordkeeplng coples (paper,
electronlc, or both) 

b. ElectronlC coples of records created 
uSlng word processlng systems and electronlC 
mall and used solely to generate recordkeeplng
coples. 

II. Records authorlzlng the re-gradlng of 
securlty classlfled documents. Included are 
forms, clrculars, and other authorlzed recor 

a. Recordkeeplng caples (paper, electr 
both) . 

b. Electronlc coples of records ed uSlng
word processlng systems and ele lC mall and 
used solely to generate plng caples. 

III. NATO Control 

a. Recordkeeplng (paper, electronlc, or 
both) . 

b ples of records created uSlng
9 systems and electronlc mall and 

to generate recordkeeplng caples. 

502-02 INFORMATION RELEASES 

nts relatlng to the reVlew of classlfled 
potentlally classlfied record materlals for 

the purposes of dlssemlnatlon or release of 
lnformatlon to sources outslde NIMA, such as the 
reVlew of manuscrlpts, photography, lectures, 
radlo and telev1s1on scr1pts, and other 

TEMPORARY: 

a. Destroy 

b. 

a. Destroy when related records are 
downgraded, transferred, or destroyed. 

b. (GRS 18/30) 

TEMPORARY: 

a. Destroy when superseded or person 15 
debr1efed. 

b. (GRS 18/30) 

TEMPORARY 
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502-03 

NIMA Records Schedule 
mater~als. 

I. Office of Primary Interest 

a. Recordkeep~ng copies (paper, electronic, or 
both) . 

b. Paper records maintained separately from the 
recordkeeping system. 

c. Electronic copies of records created using 
word process~ng systems and electronic mail and 
used solely to generate recordkeeping copies. 

II. Other Offices 

a. Recordkeeping copies (paper, electronic, or 
both) . 

b. Electronic copies of records created usi 
word processing systems and electronic mail 
used solely to generate recordkeeping 

Documents relat1ng to the 
classified information r 
agencies, industry, and n governments.
Included are on the exchange of 
information, , and related records. 

(paper, electronic, or 

records maintained separately from the 
eping system. 

Electron~c copies of records created using 
word process~ng systems and electronic mail and 
used solely to generate recordkeeping copies. 

a. Destroy when 5 years old. 

b. Destroy when 2 years old 
discontinuance whichever 

c. (GRS 18/30) 

troy when 2 years old or on 
tinuance whichever is first. 

(GRS 18/30) 

TEMPORARY 

a. Cut off annually. Transfer to a FRC 
when 3 years old. Destroy when 20 years old. 

b. Destroy when 3 years old, or on 
d~scontinuance whichever is first. 

c. (GRS 18/30) 
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NIMA Records Schedule 
502-04	 CLASSIFIED RECORDS INVENTORY 

Forms, ledgers, or registers that are used as 
classified document receipts, record destruction 
certificates, or used as a record of the receipt
of registered or ~nsured mail. 

a. Recordkeeping copies (paper, electronic, or 
both) . 

b. Electronic copies of records created using
word processing systems and electronic mail and 
used solely to generate recordkeeping copies. 

(Note: Th1s file number 18 use by the off1ce responsible for 
the central inventory for N~, a component, or a subordinate 
office. Other off1ces will use file number 103-02). 

502-05	 SECURITY POLICY AND PLANNING 
Records reflecting the formation and 
establishment of security policy, planning,
procedural developments governing securi 
matters. 

I. Office	 of Primary Interest. 

a. Recordkeeping copies

both) .
 

b.	 separately from the 

c copies of records created using
ssing systems and electronic mail and 

ely to generate recordkeeping copies. 

All Other 

a. Recordkeeping copies (paper, electronic, or 
both) . 

TEMPORARY 

a. (GRS 18/4) 

b. (GRS 18/30) 

PE:RM1\NENT 
a. Review annually. Retire inactive file 
to a FRC 3 years after cut off. Transfer to 
the National Archives when 25 years old. 

TEMPORARY 
b. Destroy when 3 years old. 

c. (GRS 18/30) 

TEMPORARY 

a. Destroy when superseded or obsolete. 
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NlMA Records Schedule 

b. ElectronlC coples of records created using b. (GRS 18/30)
 
word processlng systems and electronlc mall and
 
used solely to generate recordkeeplng coples.
 

502-06 SECURITY COMPROMISE CASES	 TEMPORARY 
(Privacy Act Applies) 

Documents relating to lnvestlgatlons of alleged

security vlolatlons, such as mlsslng documents,
 
unauthorlzed dlsclosure of lnformatl0n,
 
unattended open security contalners, documents
 
not properly safeguarded and related documents.
 

I. Flles relatlng to'alleged vlolatlons of a
 
sufficlently serlOUS nature that they are
 
referred to the DOJ or Defense for prosecutlon

determlnatlon, excluslve of flles held by DOJ 0
 
Defense offlces responslble for maklng such
 
determinatl0ns.
 

a. Recordkeeplng a. Destroy 5 years after close of case. 
both) . 

b. Paper records malntalned s ly from the b. Destroy when 2 years old, or on 
recordkeeping system. discontinuance whichever is flrst. 

c. ElectronlC coples 0 ords created uSlng c. (GRS 18/30)
 
word processlng sys electronlc mall and
 
used solely to ge
 

of papers placed 

eeplng coples (paper, electronlc, or	 a. Destroy 2 years after completlon of 
flnal actlon or when no longer needed. 

ElectronlC coples of records created uSlng b. (GRS 18/30)
 
ord processlng systems and electronlc mall and
 

used solely to generate recordkeeplng coples.
 

DOCUMENT SECURITY	 TEMPORARY 
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NlMA Records Schedule 
General admin1strat1on of the security
class1f1cat1on program, classif1cat1on and 
declass1ficat1on gU1des, re-grad1ng/
declass1f1cat1on 1nstruct1ons, and the measures 
requ1red to safeguard classified 1nformat10n. 

a. Recordkeeping
both) . 

copies (paper, electron1c, or a. Destroy when 
current operat1ons. 

no 

b. Electron1c 
word process1ng
used solely to 

cop1es of records created using
systems and electron1c mail and 

generate recordkeep1ng cop1es. 

b. (GRS 18/30) 
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NIMA Records Schedule 

503 Series - SIGNAL SECURITY FILES 

These files relate to signal security and consist of records concerned with cryptosecurity security
of COMSEC material, transmission security, electronic security, Red/Black wiring, radia 
(TEMPEST), counterintelligence, and COMSEC logistics. 

Series	 Type of File 

503-01	 SIGNAL SECURITY MANAGEMENT 
Documents which are not of a routine nature and 
which are not specifically covered elsewhere in 
this series. These files include management 
records related to signal security such as a 
determination as to cryptosystem, equlpment 
authorlzed and required, and operational and 
procedural functions of the Agency. 

a. Recordkeeping copies (paper, electroni
both) . 

b. Paper records maintained 
recordkeeping system. 

c. Electronic copies created using
word processing systems ectronic mall and 
used solely to ~v~u~ceping copies. 

503-02	 COMSEC SUPPLY 

copies (paper, electronic, or 

copies of records created using
processing systems and electronic mail and 
solely to generate recordkeeping copies. 

ITEM REGISTER AND HOLDER RECORD 

Disposition 

a. Cut off annually. Retire to a FRC 3 
years after cut off. Transfer to the 
National Archives when 25 years old. 

TEMPORARY 
b. Destroy when 3 years old. 

c. (GRS 16/30) 

TEMPORARY 

a. (GRS l2/2a) 

b. (GRS 16/30) 

TEMPORARY 
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NIMA Records Schedule 
Data malntalned to account for all COMSEC 
materlal and to show ltS recelpt, movement, and 
flnal dlSposltlon. Data reflectlng all ltems of 
COMSEC materlal held by lndlvldual organlzatlon. 

I. Item Register 

a. Recordkeeplng
both) . 

caples (paper, electronlc, or a. Destroy
months _old. 

b. Electronlc 
word processlng
used solely to 

caples of records created uSlng
systems and electronlc mall and 

generate recordkeeplng coples. 

b. 

II. Holder Record 

a. Recordkeeplng
both) . 

coples (paper, electronlc, or stroy on recelpt of supersedlng
destructlon or transfer reports. 

b. Electronlc 
word processlng
used solely to 

coples of records created 
systems and electronlc 

generate recordkeeplng 

us (GRS 18/30) 

503-04 DAILY INVENTORY TEMPORARY 
Documents reflectlng dally inve 
codes 1 and 2 materlals, whi 
end of each workday and/or
records contaln the sho es 

s of legend
made at the 

n Shlfts. The 
of each ltem 

lnventorled, lnltials 
lnventory, and t e 

person maklng
lnventory. 

the 

(paper, electronlc, or a. Destroy
inventory. 

on completlon of next quarterly 

b. c caples of 
esslng systems

lely to generate 

records created using
and electronlc mall and 
recordkeeplng coples. 

b. (GRS 18/30) 

TEMPORARY 
Documents 
lnventory, 

reflectlng
transfer, 

the recelpt,
destructlon, 

posseSSlon,
and rellef 
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NIMA Records Schedule 

from accountab~l~ty for accountable COMSEC 
mater~al and records. Included are destruct~on,
transfer, inventory, and possess~on reports;
records vouchers; cert~f~cates of ver~f~cat~on,
rel~ef from accountab~l~ty; and related rout~ne 
COMSEC account~ng correspondence. 

I. COMSEC Central Office of Record: Change of 
custod~an transfer report. 

a. Recordkeeping cop~es (paper, electron~c, or 
both) . 

b. Electron~c cop~es of records created us~ng
word process~ng systems and electron~c mail and 
used solely to generate recordkeep~ng copies. 

I. COMSEC Central Off1ce of Record: 
documents. 

b. 

a. 1 year old. 

a. Recordkeep~ng cop~es (paper, ele 
both) . 

b. Paper records mainta~ned s 
recordkeep~ng system. 

c. Electron~c cop~es 0 

word process~ng syst
used solely to gene 

rds created us~ng
electron~c ma~l and 

recordkeep~ng cop~es. 

II. 
custodian 
reports. 

fice of Record: Change of 

a. 

b. 

c. 

Destroy when 

Destroy when 

(GRS 18/30) 

5 years 

2 years 

old. 

old. 

ep~ng cop~es (paper, electron~c, or a. Destroy when 1 year old. 

Electronic cop~es of records created us~ng
rd process~ng systems and electron~c ma~l and 

used solely to generate recordkeep~ng cop~es. 

b. (GRS 18/30) 
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NlMA Records Schedule 
IV. COMSEC Fleld Offlce of Record: Other 
Documents 

a. Recordkeeplng caples (paper, electronlc, or 
both) . 

b. Electronlc coples of records created uSlng
word processing systems and electronlC mail and 
used solely to generate recordkeeplng copies. 

503-06	 CRYPTO-AREA VISITOR REGISTERS 
Reglsters used for recordlng pertlnent
lnformation on persons enterlng the crypto area 
other than those whose name appear on the 
authorlzed entrance llSt. Sheets of a reglster
involved In a securlty report or an 
lnvestlgation wlll become an lntegral part of 
the report of lnvestlgation and wlll have the 
same dlSposltlon as the report of lnvestlgatlo 

a. Recordkeeplng

both) .
 

b. Electron~c cop~es of records using
word processlng systems and ele lC mall and 
used solely to generate recor plng coples. 

503-07 
Request for	 approval tabllsh, alter,
expand, or relocate aCllltYi exceptlons to 
provlslons of ap late Army, Alr Force, or 
Navy directlve approval of Clrcults. 
Included ar reports of 

Recordkeeplng coples (paper, electronlc, or 
oth) . 

a. Destroy when 

b. (GRS 18/30) 

TEMPORARY 

2 years old. 

a. Cut off lndlvldual 
each calendar year and 

b. (GRS 18/30) 

TEMPORARY 

sheets 
destroy 

at the 
1 year 

end of 
later. 

a. Destroy 1 year after recelpt of related 
supersedlng approval or after closlng of 
account or faclllty. 
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NIMA Records Schedule 

b. ElectronlC coples of records created USlng
word processlng systems and electronlc mail and 
used solely to generate recordkeeplng coples. 

II. Requesting Office: 

a. Recordkeeplng coples (paper, electronlc, or 
both) . 

b. Electronlc coples of records created uSlng
word processlng systems and electronlc mail and 
used solely to generate recordkeeplng coples. 

503-08	 SIGNAL SECURITY INSPECTIONS 
Inspectlon reports and related correspondence,
such as crypto faclllty lnspectlon, Red/Black
wlrlng lnspectlon, TEMPEST test report, perlod 
lnspectlon, and slmllar lnspectlons. 

I. Inspect10n Offices 

a. Recordkeeplng coples
both) . 

b. Electronlc coples ds created uSlng
word processing syst electronic mail and 
used solely to g ecordkeeplng copies. 

II. 

electronlc,	 or 

ectronlc coples of records created uSlng
processing systems and electronlc mall and 
solely to generate recordkeeping copies. 

SIGNAL SECURITY REPORTING 

b. (GRS 18/30) 

a. Destroy on recelpt
supersedlng approval of 
account or faclll 

b. (GRS 

a. Destroy 1 year after recelpt of related 
superseding lnspectlon or after closlng of 
account or facility. 

b. (GRS 18/30) 

a. Destroy on recelpt of related 
superseding lnspectlon or after closlng of 
account or faclllty whlchever lS flrst. 

b. (GRS 18/30) 

TEMPORARY 
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NIMA Records Schedule 

Reports lncludlng message reports and related 
correspondence. Included are electronlc 
securlty reports; crypto securlty and 
transmlSSlon securlty analyses; vlolatlons and 
summary reports; reports of vlolatlons of 
physlcal and cryptographlc securlty and other 
reports not speclfically covered In other 
paragraphs of thlS serles. Reports that are the 
subJect of a formal lnvestigation wlll be flled 
wlth the investigatlon reportlng flles. 

I. Offlce of Prlmary Interest 

a. Recordkeeplng coples (paper, electronlc, or 
both) . 

b. Paper records malntalned separately from 
recordkeeplng system. 

c. ElectronlC coples

word processlng systems

used solely to generate
 

II. Other Offices 

a. Recordkeeplng r, electronlc, or 
both) . 

b. ElectronlC records created uSlng
word processing and electronlc mall and 
used solely t recordkeeplng coples. 

503-10 INVESTIGATION REPORTING 

nvestlgation concernlng the loss or 
of compromise of COMSEC materlal and 

gatlons of transmlsslon, physical, and 
slgnal securlty vlolatlons. 

Offlce of Prlmary Interest 

a. Recordkeeplng coples (paper, electronlc, or 

c. 

troy when 

Destroy when 

(GRS 18130) 

5 years 

1 year 

old. 

old. 

a. 

b. 

Destroy when 

(GRS 18130) 

2 years old. 

TEMPORARY 

a. Destroy 5 years after close of case. 
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NlMA Records Schedule 
both) . 

b. Paper records malntained separately from the 
recordkeeplng system. 

c. Electronlc· coples of records created uSlng
word processlng systems and electronlc mail and 
used solely to generate recordkeeplng coples. 

II. Other offlces 

a. Recordkeeplng coples (paper, electronic, or 
both) . 

b. ElectronlC coples of records created uSlng
word processlng systems and electronlc mall and 
used solely to generate recordkeeplng coples. 

503-11	 ENCRYPTED TRAFFIC REPORTING 
Copies of DA Form 1997, Encrypted
report, or similar form. 

a. Recordkeeplng coples

both) .
 

b. Electronlc coples of created uSlng
word processing systems lectronlc mall and 
used solely to cordkeeping coples. 

503-12 
Clpher coples ssages and tapes. Messages
lnvolved In stigatlon wlll be retalned 
untll the tlgatlon lS completed. 

eping coples (paper, electronic, or 

Electronlc coples of records created uSlng
word procesSlng systems and electronlc mall and 

b. Destroy when 2 years old 

c. (GRS 18130) 

a.	 en 2 years old. 

18130 ) 

TEMPORARY 

a. Destroy when 1 year old. 

b. (GRS 18130) 

TEMPORARY 

a. Destroy after a mlnlmum retentlon of 5 
days and before maXlmum retentlon of 60 
days, EXCEPT those messages lnvolved In an 
lnvestlgatlon. 

b.	 (GRS 18130) 
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used solely to generate recordkeeplng coples. 
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504 Series - PHYSICAL AND INDUSTRIAL SECURITY FILES 
These files	 accumulate from the implementation of physical security and standards to protect lnstallations 
and to ensure proper restrlctions of access to sensitive records and locations. 

Series Type of Files	 Disposition 

504-01	 SECURITY POLICY AND DIRECTION FILES 
Correspondence and records including directives 
from higher authority, reflecting policy and 
direction of security services. 

I.	 Office of Primary Interest
 
PERMANENT
 

a. Recordkeeping copies (paper, electronic, or	 ually. Retire inactive fLle 
both) •	 s after cut off. Transfer to 

Archives when 25 years old. 

b. Paper records maintained separately from
 
the recordkeeping system.
 

c. Electronic copies of records cre c. (GRS 18/30)

word processing systems and electron
 
used solely to generate
 

II. All Others. 

a. Recordkeeping a. Destroy when 6 years old. 
both) . 

b. separately from a. Destroy when 2 years old. 
the 

c. copies of records created using	 c. (GRS 18/30)
sing systems and electronic mail and
 

olely to generate recordkeeping copies.
 

FACILITIES SECURITY CASES	 TEMPORARY 
files on private facilities performing

work on classified contracts. These files 
originate to protect NlMA classified 
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NIMA Records Schedule 
1nformat1on and equ1pment in possession of 
contractors, consultants, and advisors, and 
contain all records related to the maintenance 
of security at the contractor facility. 

I. Office of Primary Interest 

a. Recordkeeping copies (paper, electronic, or 
both) . 

b. Paper records maintained separately from 
the recordkeeping system. 

c. Electronic copies of records created using 
word processing systems and electronic mail and 
used solely to generate recordkeeping copies. 

II. All Others 

a. Recordkeeping copies
both) . 

b. Electronic cop1es of reco	 using
word processing systems and
used solely to generate 

-
504-03 CONTRACTOR ACCOUNTS
 
(Pnvacy Act Applies) 
contains info on all 

ronic mail and 
eping c?pies. 

contractor accounts 
TS	 or SCI materials received 

accounts, the 
custodians and security 

sponsible. It also contains copies
ncoming TS collateral materials. 

Recordkeeping copies (paper, electronic, or 
both) . 

b. Electron1C copies of records created using 

./ 

a. Place indiv1dual 
file upon termination 
to a FRC when 2 yea 
years old. 

" 

b. 

a. Destroy upon termination of contract or 
case. 

b. (GRS 18/30) 

TEMPORARY 

a. Destroy when 2 years old or when no 
longer needed whichever 1S first. 

b. (GRS 18/30) 
25 
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word 
used 

proceSSlng
solely to 

systems
generate 

and electronic 
recordkeeping 

mail and 
copies. 

504-04 SECURITY EQUIPMENT
Documents relating to the determinatlon of use 
and types of security equipment for protecting
classified records and material; e.g., alarm 
systems and safes. 

TEMPORARY 

a. Recordkeeplng
both) . 

copies (paper, electronic, or a. 
10 years old. 

b. Paper records maintained 
recordkeeping system. 

separately from the b. years old. 

c. Electronic 
word processing
used solely to 

copies of records created using
systems and electronic mail and 

generate recordkeeping 

504-05 INDUSTRIAL INFORMATION SECURITY TEMPORARY 
(Privacy Act Applies) 
Documents 
classified 

relating to 
information 

the 
in 

prate
the 

industry,
issuance 

including records 
of clearance cert 

- a. Recordkeeping
both) . 

electronic, or a. Destroy
clearance or 

2 years after 
contract. 

termination of 

b. of records created using
ystems and electronic mail and 

generate recordkeeping copies. 

b. (GRS 18/30) 

504-06 ADMINISTRATIVE TEMPORARY 
Applies) 

actor Employee Files: 
employees working under 

Records related 
a contract. 

a. Recordkeeping
both) . 

copies (paper, electronic, or a. 
or 

Retain until the 
until the employee 

contract 1S terminated 
1~ no longer working 
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NlMA Records Schedule 
on the contract. 

b. Electronic cop~es of records created using b. (GRS 18/30)
 
word processing systems and electronic ma~l and
 
used solely to generate recordkeeping copies.
 

II. Contractor Files: Contains information on
 
the contract; including contractor's name,

address, Facility Security Office (FSO) Company
 
officers, and other related records.
 

a. Recordkeeping copies (paper, electronic, or after contract is
 
both).
 

b. Electronic copies of records created using

word processing systems and electronic mail and
 
used solely to generate recordkeeping copies.
 

III. Industrial Clearance Files: Case files
 
reflecting granting, denying, or revoking

industrial security clearances. I
 
Security requirements check lists,

security surveys, and personnel s
 
questionnaires.
 

a. Recordkeeping copies	 a. cut off upon term~nation of contract.
 
both) .	 Transfer to a FRe when 3 years old. Destroy

when 10 years. 

b. Paper recor tained separately from the b. Destroy when 3 years old. 
recordkeeping 

of records created using c. (GRS 18/30)
 
ing systems and electronic mail and
 
to generate recordkeeping copies.
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505 Series - Guard Protective Services Files 
These flles relate to guard actlvltles concerned wlth the protectlon and securlty of NlMA facilltles. 
Included are personnel identlflcatlon, vehlcle and firearms reglstratlon, and traffic law enforcement. 

Series Type of Files	 Dispositl.on 

505-01 SECURITY IDENTIFICATION ISSUE	 TEMPORARY 
(Pnvacy Act Apphes) 
Documents pertalnlng to the lssue of securlty

identiflcatlon cards and badges. Included are
 
appllcatlons and slmllar or related data.
 

a. Recordkeeplng copies (paper, electronic, or a.
 
both) .
 

b. Electronlc coples of records created USlng b.
 
word processlng systems and electronlc mall and
 
used solely to generate recordkeeplng coples.
 

505-02 SECURITY IDENTIFICATION ACCOUNTABILITY 
(Privacy Act Applies) 
Documents used to malntaln accountabill
 
ldentlflcatlon cards and badges. Incl
 
reglsters and slmllar or related da
 

a. Recordkeeplng coples or a. Destroy 3 years after last card or 
both) . badge number entered has been accounted for. 

b. Electronlc coples cords created uSlng b. (GRS 18/30)
 
word processlng sys and electronlC mail and
 
used solely to g recordkeeplng coples.
 

505-03 FIREARMS	 TEMPORARY 

clvlllan	 guards to 
and related 

a. Recordkeeplng coples (paper, electronlC, or a. (GRS 18/l9d)
 
both) .
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b. Electronic coples of records created uSlng
word processlng systems and electronlc mall and 
used solely to generate recordkeeplng coples. 

505-04 PARKING PERMIT CONTROL 
(Privacy Act Applies) 
Documents relatlng to the allotment of parklng 
spaces, and record of vlolatlons by holders of 
parklng permlts. 

a. Recordkeeplng coples (paper, electronlc, or 
both) . 

b. Electronlc coples of records created uSlng
word processlng systems and electronlc mall and 
used solely to generate recordkeeplng coples. 

505-05 VEHICLE REGISTRATION AND DRIVER RECORD 
(Privacy Act Applies) 
Documents used to reglster prlvately 0 

vehlcles and to record trafflc vlolat 
accldents of indlvidual drivers. 

a. Recordkeeplng

both) .
 

b. Electronlc cople ecords created uSlng
word processlng s and electronlc mall and 
used solely to e recordkeeplng coples. 

505-06 
lng the descrlptlon of mlsslng or 

hlcles. Included are vehicle reglsters 

Recordkeeplng coples (paper, electronlc, or 
both) . 

b. (GRS 18/30) 

TEMPORARY 

er or separatlon of 
der, or when permlt lS 

evoked. 

b. 

a. Destroy 1 year after revocatl0n or 
eXplratlon or on dlscontlnuance whlchever is 
flrst. 

b. (GRS 18/30) 

TEMPORARY 

a. Destroy 1 year after recovery of the 
vehlcle, or 3 years after the end of the 
year of creatlon lf not recovered, or on 
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b. Electron~c cop~es of records created us~ng
word process~ng systems and electron~c ma~l and 
used solely to generate recordkeep~ng cop~es. 

505-07 TRAFFIC LAW ENFORCEMENT 
(Pnvacy Act Applies) 
Documents relat~ng to traff~c enforcement 
act~v~t~es; e.g., surveys, acc~dents, and 
traff~c v~olat~ons. Included are traff~c law 
enforcement not~ces and summons. Excluded are 
documents relat~ng to traffic acc~dents that are 
forwarded to and held by cla~ms off~cers. 

a. Recordkeep~ng cop~es (paper, electronic, or 
both) . 

b. Electron~c cop~es of records created 
word process~ng systems and electron~c 
used sOlely to generate recordkeep~ng 

505-08 KEY ACCOUNTABILITY 
(Pnvacy Act Applies) 
Documents relat~ng and 
accountab~l~ty for 

1. s to restr~cted 
security areas. 

op~es (paper, electron~c, or 

b. ~c cop~es of records created us~ng
ess~ng systems and electronic ma~l and 

solely to generate recordkeep~ng cop~es. 

F~les relat~ng to keys to other areas. 

a. Recordkeep~ng cop~es (paper, electron~c, or 

d~scont~nuance wh~chever ~s f~rst. 

b. (GRS 18/30) 

TEMPORARY 

roy after 1 year or on 
~nuance of fac~l~ty wh~chever is 

(GRS 18/30) 

TEMPORARY 

a. (GRS 18/l6a) 

b. (GRS 18/30) 

a. (GRS 18/16b) 
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both) .
 

b. Electronlc coples of records created uSlng b. (GRS 18/30)
 
word processing systems and electronlc mall and
 
used solely to generate recordkeeplng copies.
 

505-09 GUARD REPORTS TEMPORARY 
Reports prepared dally and submltted to the
 
component dlrector or hlS authorlzed
 
representatlve.
 

a. Recordkeeplng coples (paper, electronic, or year old or on 
both) . lchever lS flrst. 

b. Electronlc coples of records created uSlng b.
 
word processlng systems and electronlc mall and
 
used solely to generate recordkeeplng coples.
 

505-10 GATE GUARD FILES 
Documents relating to measures taken to gu

Government facllltles.
 
sheets, gun reglsters, reglsters refl
 
movement of personnel or vehlcles of
 
Government facl1itles, package p

or negatlve reports, and
 

a. Recordkeeplng electronlc, or a. Destroy when 6 months old or on 
both) . dlscontlnuance whlchever lS flrst. 

b. of records created uSlng b. (GRS 18/30) 
sand electronlC mall and 

nerate recordkeeplng coples. 

505-11 TEMPORARY 
trol report fl1es and guard serVlce
 

Included are reports of patrols,

check sheets, door SllPS, routlne and
 

gatlve reports, round reports, serVlce reports
 
on lnterruptl0ns and tests, punch clock dlal
 
sheets, and slmilar papers.
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a. Recordkeeplng
both) . 

coples (paper, electronlc, or a. Destroy when 1 year
dlscontlnuance whlchever 

old 
lS 

or on 
flrst. 

505-12 

b. Electronlc coples of records created uSlng
word processing systems and electronlc mall and 
used solely to generate recordkeeplng coples. 

COMPLAINT AND INCIDENT 

Records relatlng to complalnts and lncldents 
observed or reported. Included are reports wlth 
supportlng documents such as statements,
affidavlts, DO Form 1569, and related papers. 

b. (GRS 

TEMPORARY 

18130) 

a. Recordkeeplng
both) . 

coples (paper, electronlc, or a. 
f i na I 

rs after completlon
when no longer needed,

flrst. 

of 

b. Electronlc 
word processing
used solely to 

coples of records created uSlng
systems and electronlc mail and 

generate recordkeeping copies. 

18130) 
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506 Series COUNTERINTELLIGENCE FILES I 
These files, relat~ng to the counterintell~gence and countermeasures programs, are created and used in the 
course of detecting, preventing, and null~fying hostile intelligence operations against NlMA ncy
contractor facilities. 

Series Type of Files	 Disposition 

506-01 M54 CASE CONTROL DATABASE 
This database contains summaries of 
counterintell~gence and comprom~se cases. 

PERMANENT 
a. Recordkeeping copies (paperl electronic, or	 lly. Retire inactive file 
both) .	 after cut off. Transfer to 

ves when 25 years old. 

b. Paper records maintained separately from when 3 years old. 
the recordkeeping system. I 
c. Electronic copies of recordiscreated us (GRS 18/30)

word processing systems and ele~tronic rna
 
used solely to generate record keeping
 

506-02 TERRORIST THREAT DATA BASE 
This database contains a s
 
incidents/threats worldwide.
 

PERMANENT 
a. Recordkeeping electronic, or	 a. Cut off annually. Retire inactive file 
both) .	 to a FRC 3 years after cut off. Transfer to 

the National Archives when 25 years old. 

TEMPORARY 
b. Destroy when 3 years old.b. 

ctronic copies of records created using . c. (GRS 18/30)
processing systems and electronic mail and
solely to generate recordkeeping copies. 

COUNTRY FILE	 TEMPORARY 

This file consists of data retained for
 
assessment purposes concerning each country's
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intelligence services, economy, government

policy, terrorism, and related subjects.
 

,I. a. Recordkeeping copies (paper, electronic, or a. Review annually. Destroy non-curlent 
both) . information. 

b. Electronic copies of records created using b. (GRS 18/30)
 
word processing systems and electronic mail and
 
used solely to generate recordkeeping copies.
 

506-04 ESPIONAGE PERSONALITIES 
This file consists of espionage case
 
investigations and reports.
 

PERMANENT 
a. Recordkeeping copies (paper, electronic,	 . Retire inactive file 
or	 both) . ter cut off. Transfer to 

es when 25 years old. 

b. Paper records maintained separately from the
 
recordkeeping system.
 

c. Electronic copies (GRS 18/30)
 
word processing systems and electroni
 
used solely to generate recordke
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507 - PERSONNEL SECURITY FILES 

These flies accumulate from actlons to ensure that all persons requlring access to clasSlfled informatlon or 
Agency spaces meet Agency personnel securlty standards. These flies lnclude coples of lnvestlgatlve reports
polygraph lntervlew reports, or1entatlon/lndoctrlnatlon/debrleflng oaths, and related matters. 

Series Type of F11e Disposition 

507-01 PERSONNEL SECURITY TEMPORARY 
(Pnvacy Act Applies) 
Files on all 1ndivlduals employed, seeklng 
employment, or whose relationshlp wlth the 
Agency requ1res securlty lnvestlgat1ons,
clearance processing, 1ndoctrlnat1on, or 
orientat1on. Includes investigatlons, clearance 
status, relnvestlgatlons, lndoctr1natlon and 
debr1eflng oaths, m1l1tary check-ln and check-
out forms, offlc1al cour1er brlef1ng forms,
unoff1c1al foreign travel forms, cert1ficat1on 
upon indoctrinatlon for access to crltlcal 
nuclear weapon design lnformatlon, and other 
secur1ty related data. 

I. Absence of Derogatory Information: 

1. Personnel consldered for aff
 
wlth NIMA who w1thdraw
 
the
 

a. Recordkeeplng a. Destroy 1mrnediately after processing 1S 
electron1c, or both) . termlnated or case lS closed. 

b. les of records created 
systems and electronlc 

to generate recordkeep1ng 

b. (GRS 18130) 

All others havlng received some 
t1gat1ve process1ng (br1ef1ng, polygraph 

stlgat1on) . 

a. Recordkeep1ng caples (paper, 

or 

a. Followlng the date of last actlon, 
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electronic, or both) retain locally for max1mum of 30 days then 

destroy. 

b. Electronic copies of records created b. (GRS 18/30)
 
using word processing systems and electronic
 
mail and used solely to generate recordkeeping

copies.
 

II. Presence of derogatory information which
 
resulted in adverse action.
 

a. Recordkeeping cop1es (paper, electronic, or of 5 years
both) . 

b. Paper records ma1ntained separately from the b. years old. 
recordkeeping system. 

c. Electronic copies of records created using

word processing systems and electronic mail and
 
used solely to generate recordkeeping copies.
 

501-02	 POLYGRAPH FILES 
All records/documents relating to 
include dates and related records 
investigations and polygraph e 

a. Recordkeeping a. Cut off annually. Transfer to a FRC 
both) . when 3 years. Destroy when 10 years old. 

b.	 ined separately from the 
b. Destroy when 3 years old. 

copies of records created using
ing systems and electronic mail and c. (GRS 18/30) 
to generate recordkeeping copies. 

507-03 AGREEMENTS, INDOCTRINATIONS, NON- TEMPORARY 
SCLOSURE AGREEMENTS, AND DEBRIEFING 

(privacy Act Applies) 
Non-disclosure agreements (NDA) and SI/TK or
 
indoctrinat1on oaths of indiv1duals aff11iated
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wlth NIMA, caples of NDA, such as SF-312, 
classlfled lnformatlon NDA, slgned by clvll1an 
and mllitary personnel wlth access to 
lnformatlon that lS classlfled under standards 
put forth by executive orders governlng security
classlflcatlon. These forms should be 
malntalned separately from personnel securlty
clearance flles. Agreements of clvlllan 
employees worklng for elements of the 
lntelllgence communlty must be malntalned 
separately from the offlclal personnel folder. 
For all other persons, these forms may be filed 
in the lndlvldual's official milltary personnel
folder (for unlformed mliltary personnel) or on 
the rlght slde of the offlclal personnel folder 
(for clvlllan employees). 

I. If ma1ntained separately from the 
1nd1v1dual's official personnel folder. 

a. Recordkeeplng
both) . 

caples (paper, elect a. (GRS 18/25a) 

b. Paper records malntained 
recordkeeplng system. 

y from the b. Destroy when 3 years. 

c. Electronlc 
word 
used 

II. 

caples a rds created uSlng
electronic mall and 

recordkeeplng caples. 

the 1nd1v1dual's official 

c. (GRS 18/30) 

caples (paper, electronlc, or a. (GRS 18/25b) 

er records malntained 
rdkeeplng system. 

separately from the b. Destroy when 3 years old. 

c. Electronlc caples of records created uSlng c. (GRS 18/30) 
word processlng systems and electronlc mall and 
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used solely to generate recordkeeplng copies.
 

III. Spec1al Access Program Records relating to
 
b1llet, re-1ndoctrination, violat1ons and
 
related records.
 

a. Recordkeeplng coples (paper, electronlc, or a. Retaln as long as 
both) . the 

b. Paper records malntained separately from the b. old. 
recordkeeplng system. 

c. Electronlc coples of records created using c.
 
word procesSlng systems and electronlc mall and
 
used solely to generate recordkeeplng coples.
 

IV. NATO briefing/debriefing cards. 

a. Recordkeeplng coples (paper, electronic Destroy upon separatl0n or termlnatlon 
both) . employment. 

b. Paper records malntalned b. Destroy when 3 years old. 
recordkeeplng system. 

c. Electronlc coples created uSlng c. (GRS 18/30)
 
word processlng systems ectronlc mall and
 
used solely to gener cordkeeplng coples.
 

507-04 TEMPORARY 

showlng the current securlty
of indlvlduals. 

electronlc, or a. (GRS 18/23) 

Electronlc coples of records created using b. (GRS 18/30)
 
word processlng systems and electronlc mall and
 
used solely to generate recordkeeplng coples.
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Redactions have been made to this record control schedule pursuant to 5 U.S.c. 552(b)(3) 
with the corresponding statute 10 U.S.c.424, which protects from disclosure the 
"orgamzation or any function of, and certain information pertammg to, employees of the 
National Geospatial- Intelhgence Agency (formerly National Imagery and Mappmg Service)." 
You Willneed to submit a Freedom of Information Act (FOIA) request to the Office of the 
General Counsel for the withheld mformation. 
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