
REQUEST FOR RECORDS DISPOSITION AUTHORITY 
JOB NUMBER 

NI-5h5-o rg--/O 
To NATIONAL ARCHIVES & RECORDS ADMINISTRATION Date received 

8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001 
1 FROM (Agency or establishment) 

Department of Defense NOTIFICATION TO AGENCY 

2	 MAJOR SUBDIVISION In accordance With the provisrons of 44 USC 3303a, the 
MIssile Defense Agency disposition request, Including amendments, IS approved 

1--=--77.:"-;-::-;;::-=-:-:=::-::-::-=-:-:=-:----------------------i except for Items that may be marked "disposition not 
3 MINOR SUBDIVISION approved" or "Withdrawn" In column 10 

5	 TELEPHONE NUMBER ARCHIVIST OF THE UNITED STATES4 NAME	 OF PERSON WITH WHOM TO CONFER 

Mr Petar Sredojevic WITHDRAWN(719)721-8724 

6	 AGENCY CERTIFICATION 
I hereby certify that I am authonzed to act for this agency m matters pertairung to the disposition of ItS records and that the 
records proposed for disposal on the attached (See attached) page(s) are not needed now for the business for this agency or will 
not be needed after the retention penods specified, and that wntten concurrence from the General Accountmg Office, under the 
provisions of Title 8 of the GAO Manual for GUidance of Federal Agencies, 

o ISnot required	 iZIls attached, or o has been requested 

DATE SIGNATURE OF AGENCY RE'pATIVE TITLE 
Deputy lnformatrcn Management, Chief 

3/18/08 ~ 'r Information Office 

9 GRS OR 10 ACTION TAKEN
7 ITEM NO 8 DESCRIPTION OF ITEM ~ PROPOSED DISPOSITION SUPERSEDED JOB (NARA USE ONLY) 

CITATION 

stle Defense Agency records series 
(see ttached) 

WITHDRAWN 

'f/2"d	 h, 

PREVIOUS EDITION NOT USABLE STANDARD FORM 115 (REV 3-91) 
Prescribed by NARA 36 CFR 1228 

115-109 
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Categ v: 300 
Categorj itle: MANAGEMENT 
Category 

Category Nurnf r: 302 
Category Title: GANIZATION MANAGEMENT FILES 
Description: These es document the official establishment of disestablishment of MDA 
organizations and fun ional alignments. Included are descriptions of organizational 
missions, functions, title. harts, codes. staff studies, and official Agency organization 
manuals and supplements. 

File: 302-01 
Title: Official MDA Organization 
Descriptions: Official orgamzanon ch is, narrative lustones, and related records which 
document the orgaruzation and functions f the MDA The Record Copy 

A Office of Pnmary Responsibility 
Disposition: Permanent. Transfer to WNRC/F when 3 years old Transfer to NARA when 
no longer needed for operations 
Authority: 

B All other 
Disposition: Temporary. Destroy when 10 years old or wh 1 superseded or obsolete, 
whichever IS sooner 
Authority: 
Privacy Act: 
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Ca egory: 304 
Cat ory Title: COMMITTEE MANAGEMENT FILES. 
Descr tion: These tiles relate to the operation of committees and the application of 
control over their establishment, use and dissolution. The term "commirtee ?' applies to 
any comn ittee, council, board, panel, commission, conference, task force, and any other 
group havi a collective responsibility which is formally established; included are 
continuing c nmittees or ad hoc committees which function in accordance with committee 

ocedures as described in MDA regulation '?'?'? 

File: 304-01 
Title: Committee nagement Files 
Description Documen non of comnuttee establishment and regulation 111 MDA Includes 
proposals, approvals, an isapprovals to establish committees, charters, terms of reference, and 
comments on them, direcue s estabhshmg, changing, contmumg, or dissolving committees, 
documents approving appom ng, and reheving committee members, bnefing matenals and 
COI11l11ltteeregisters 

A lishment, organization, membership and policy 

(1) Interagency, advisory 0 mternanonal comrmttees 
Disposition: Permanent. Close annuall Cut off at end of fiscal year Transfer to NARA 
Holding Area 2 years after closing 
Authority: 

(2) Internal comnuttees 
Disposition: Permanent. Close annually at end offiscal year Transfer to NARA 

Holding Area 1years after closing 

Authority: 
Privacy Act: 

File: 304-02 
Title: Records created by committees 
Description: 

A Agenda, mmutes, final reports, and related records doci renting the accomplishments 
of official boards and cornmittees 

( I) Records of the sponsor or Secretanat 
Disposition: Permanent. Place non-current matenal in mactive tile 
year after mactivanon Transfer to NARA when no longer needed for operat ns 
Authority: 

(2) All other copies 
Disposition: Temporary. Destroy when 3 years old or when no longer needed for 
Authority: (GRS-16-8b(2)) 
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(3) All other COl uttee records 
Disposition: Temporary. Desfl when 3 years old or when no longer needed for reference 
Authority: «GRS-16-12b(2)) . 
Privacy Act: 
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Category Number: 306 
ategory Title: MANPO\VER MANAGEMENT FILES 

De cription: These tiles result from the development and execution of Agency manpower 
man ement programs. Included are records which reflect manpower allocations, 
utiliza ions and studies resulting from occupational and personnel research to assure 
proper ilization and placement of personnel. 

Title: Manpo er Procedures and Instruction Files 
Description Do iment governmg the development of plans and procedures from management 
of Agency manpov r, resources, mcludmg cntena and guidehnes for forecasnng, allocating, 
appratsmg, and repor ng on manpower unhzatron 

A Office of Pnn ry Responsibihty 
Disposition: Temporary. estroy when 5 years old or sooner If of no further reference value 
Authority: 

B All others 
Disposition: Temporary. Destro 
Authority: (GRS-I-3b) 
Privacy Act: 

File: 306 -02
 
Title: Manpower Resources Authorization ocuments (RADS)
 
Description Authonzations of civrhan and nu ary personnel to specific internal MDA
 
orgamzations (Formerly "Manpower Voucher FII s")
 
Disposition: Temporary. Destroy when 5 years 01 or sooner If of no further reference value
 
Authority: (GRS-I-3b)
 
Privacy Act: ~
 

~ 

File: 306 -03 ~~ 
Title: Manpower Standards and Measurement Files "'" 
Description Projects or studies resultmg from surveys or other ianpower evaluation efforts 
which show manpower requirements and utihzanon in MDA Ma mclude personnel mventones, 
reports, Justifications, and compansons ofMDA manmng requirern its with other Federal 
Agencies 

A Fmal Reports 
Disposition: Permanent Transfer mactive files to WNRC/FRC 

longer needed for operations 
Authority: 

B SUPPol1mg Documentation 
Disposition: Temporary. Destroy when 5 years old 
Authority: (GRS-I-3b) 
Privacy Act: 
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Title. Manpower Overtime Usage Report 
Descri tion Flies reflectmg the hourly increments of overtime used by the Agency on a 
quarterly umulative basis 
Dispositio . Temporary. Destroy when 5 years old or sooner If of no further reference value 
Authority: ( RS-I-3b) 
Privacy Act: 

File: 306 -05 
Title: Manpower I ntification by Category 
Description Flies retle tmg the assigned Agency work force by category, I e regular, part-tune, 
mtermittent, LWOP, CO S, Youth Opportunity Program, and summer employment 

A Office ofPnmary esponsrbihty 
Disposition: Temporary. Dest y when 5 years old or sooner If of no further reference value 
Authority: (GRS-1-3b) 

B All others 
Disposition: Temporary. Destroy whe 
Authority: 
Privacy Act: ~ 

~ 
File: 306 -06 

~~ Title: Manpower Accounting System Reports ~ 
Description: Flies m man-month equivalents showi a the hours worked by civilian and mihtary 
employees against a given objective with an orgaruzat n 
Disposition: Temporary. Destroy when 5 years old or oner If of no further reference value 

Authority: (GRS-1-3b) 
Privacy Act: 

File: 306 -07 
Title: Resources Management Letters (RMLs) 
Description This file contains data on resource management policy ased on statues and 

Agency guidehnes 
Disposition: Permanent. Transfer inactive files to WNRC/FRC 

longer needed for operations 
Authority: 
Privacy Act: 

File: 306 -08 
Title: Test and Evaluation (T&E) File 
Description This file contains System Acquisinon Plans and Test and Evaluation Ma 
on SIGINT Systems bemg fielded, as well as wntten evaluations of those documents 
Disposition: Temporary. Delete or destroy one year after system becomes operational 
Authority: 
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File: 306 -09 

Description This file contains the e of Distnbunon at the end of each fiscal year for the 
past nme years 
Disposition: Permanent. Transfer mactive files RCIFRC Transfer to NARA when no 
longer needed for operations 
Authority: 
Privacy Act: 
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Categ y Number: 308 
Categor. Title: MANAGEMENT IMPROVEMENT/ECONOMIC ANALYSIS FILES 
Descriptio : These tiles accumulate from analyzing Agency procedures to evaluate 
effectivenes of resources utilization, and install better. more economical, or more efficient 
methods to ac omplish objectives. 

File: 308-01 
Title: Managemen mprovement Project Files 
Description: Formal s -veys or studies of Agency procedures, work methods, or problems 
These document the reqi st and authorization for survey, findings, conclusions, 
recommendations, and fin, survey report 

A Office ofPnmary sponsibihty 
Disposition: Permanent. Place mactive file after completion Transfer to WNRC/FRC 2 
years after closing Transfer to N.A: when no longer needed for operations 
Authority: 

B All others 
Disposition: Temporary. Destroy when 0 'no further reference value 
Authority: 
Privacy Act: 

File: 308-02 
Title: Management Improvement Projects Back 
Description Correspondence and documents used as ckground matenal 111 developing and 
completing management Improvement projects These II1 lude analyses. notes. drafts. mtenrn 
reports, and other data used but not included Il1 the officia reject tiles 
Disposition: Permanent. Destroy 6 months after final actioi on project report or 3 years after 
completion of report If no final action IS taken 
Authority: 
Privacy Act: 

File: 308-03 
Title: Cost Reduction and Production Improvement Reports 
Description: Program evaluations, quarterly and annual Improvement rep -ts and highlights. 
cost reduction reports, and related papers documenting Agency implementat n of Federal and 
DOD cost reduction and production Improvement programs 

A Office of Primary Responsibility 
Disposition: Temporary. Place III an mactive file when non-current Transfer to 

year after closing Destroy when 20 years old 

Authority: 

B All others 
Disposition: Temporary. Destroy when of no further reference value 
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Title: Ma agement Statistics Files 
Description eports, tabulations, charts, and other papers on cost research, related or received 
from other SOUl es, and used as medium for measunng results of adnumstranve and operational 
acnvities 
Disposition: Temp ary. Close annually Cut off at end of fiscal year Transfer to WNRCIFRC 
1 year after closing D stroy when 5 years old 
Authority: 
Privacy Act: 

File: 308-05 
Title: Work Simplification Pro 
Description Records related to the nalysis of specific work procedures to simplify and Improve 
them Documents include proposals f Improvement, flow process charts, work counts, motion 
economy studies, acnon taken on propo Is, and other related papers 
Disposition: Temporary. Destroy when _ years old 

Authority: ~ 
Privacy Act: ~ 

~ 

File: 308-06 ~.t-~ 
Title: Systems Analysis and Economic Studies File /b' 

Description: Project-oriented files concernmg systems, cononuc, and management analysis 
studies, mcluding the design and evaluation of systems for he management of MDA and 
rruhtary department resources, economic analysis ofresourc roposals, and studies ofresources 
management problems 

A Office ofPnmary Responsibihty 
Disposition: Temporary. Place Il1 an mactive tile 2 years after comp 
WNRC/FRC 2 years after closing Destroy after 20 years old 
Authority: 

B All others 
Disposition: Temporary. Destroy when 5 years old or sooner If 0 no further re 

Authority: 
Privacy Act: 

File: 308-07 
Title: Systems Analysis and Economic Studies Background Files 
Description Correspondence and documents used as background matenal Il1 developing and 
cornpletmg systems analysis and economic studies These include analyses, notes, drafts, mtenm 

reports, and other data used but not included 111 the official project files 
Disposition: Temporary. Destroy 5 years after completion of project or on ItS drscontmuance, 
whichever IS sooner 
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Authority: 
Privacy Act: 
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tegory Number: 310 
Ca egory Title: RECORDS MANAGEMENT FILES 
Des iption: These files include the documentation of the management of forms. reports 
and fl . 19 equipment. 

s Management Files 
Description pOl1S Correspondence, authorizations, techniques and related records concernmg 
the developmen nd Improvement of the management of records tt1 the Agency Includes the 
management of f s, forms, correspondence, mati, reports, rrucrofilm, automatic data processing, 
vital records and rei ed records not covered elsewhere tt1 this schedule 
Disposition: Ternpor ry, Destroy when 6 years old Earher disposal IS authonzed if records 
superseded, obsolete, or 10 longer needed for reference 
Authority: (GRS-16-7) 
Privacy Act: 

File: 310-02 
Title: Forms Management Case 
Descriptions: 

A Forms Created by MDA Wit related mstructions and documentation 
Disposition: Temporary. Place III an ina tive file when form IS cancelled Cut off at end of 
fiscal year Close mactive file every 2 year and transfer to WNRCIFRC Destroy 5 years after 
related form IS drscontinued, 
Authority: (GRS-16-3a) 

superseded, or c nceled 

control 
B Working 
records 

papers, background matenal r utsitions, specifications, processing data and 

Disposition: Temporary. Destroy when related forms s discontmued or superseded, or
 
canceled
 
Authority: (GRS-16-3b)
 
Privacy Act:
 

File: 310-03
 
Title: Forms Functional Files
 
Description: Non-record copies of MDA forms arranged by functio I classification, used to
 
assist forms management
 
Disposition: Temporary. Destroy when canceled or superseded
 
Authority:
 
Privacy Act:
 

File: 310-04
 
Title: Reports Management Case Files
 
Description: Ftles mamtained on mternal and external Agency report requirements
 
each report created, cancelled or superseded
 
Disposition: Temporary. Destroy 2 years after the report is discontmued
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File: 310-05 
Title: Transferre Records Idennfication FIles 
Description: "Trai ferred Records Identificanon" showing records transferred to the MDA 
Records Center, an ocumentation relating to records retirement, such as extra copies, rounne 
correspondence and 111 1110S, and working papers and background material 
Disposition: Tempora ,r. Destroy when related records are destroyed or when no longer needed 
for adnumstrative or refer 
Authority: (GRS-16-2a) 
Privacy Act: 

File: 310-05 
Title: Transferred Records Idennfi 
Description: "Transferred Records ennfication" showing records transferred to the MDA 
Records Center, and documentation re tmg to records retirement, such as extra copies, routme 
correspondence and memos, and workin papers and background material 
Disposition: Temporary. Destroy when rated records are destroyed or when no longer needed 
for adrmmstranve or reference purposes 
Authority: (GRS-16-2a) 
Privacy Act: 

File: 310-06 
Title: Records Disposition Authorities 
Descriptions: 

A Authonzations or approved mstructions for dis sition of Agency records, mcluding 
documents relating to US Archivist's authonzation to destr records, such as Standard Form 
115, "Request for Records Disposition Authority,' routine COl spondence, working papers, 
background materials and schedules 
Disposition: Temporary. Destroy when related records are destr ed or when no longer needed 

for adnumstratrve or reference purposes 
Authority: (GRS-16-2a) 

B Includes records schedules prepared for ll1-house use which pi vide more descnptive 
detail of the records authorized for disposal by the Archivist of the United tates on SF-115s 
Disposition: Permanent. Transfer to NARA when national security restnct ns do not preclude 

their use for historical research 

Authority: 
Privacy Act: 

File: 310-07 
Title: File Maintenance Files 
Description: Documents created m the standardization and control of the use of filing sy tems, 
procedures, equipment, supplies. and space Included are indices. hstmgs or mventones 
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Disposition: mporary. Destroy when 6 years old
 
Authority: (GRS- -7a)
 
Privacy Act:
 

File: 310-08
 
Title: IRM Triennial Review Files
 
Description: Reports required by the Gene Services Adnumstration concerrung reviews of
 
mformanon resources management (lRM) prac s Included are associated, correspondence,
 
studies, directives, feeder reports, and momtonng su s and reports
 
Disposition: Temporary. Destroy when 7 years old
 
Authority: (GRS-16-11)
 
Privacy Act:
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Ca ory Number: 312 
Categ ry Title: CHIEF INFORMATION OFFICER AND INFORl\1A TION 
TECH LOGY MANAGEMENT 
Descripti : This schedule provides disposal authorization for certain records created and 
maintained vithin the Chief Information Office (CIO) and their program offices. In 
addition the formation Technology Management component applies to records 
regardless of ph.'sical form or characteristics. Information Technology Operations and 
Management Rec ds are files created and maintained in the operation and management 
of information techi logy (IT) and related services. As the Information Technology 
Management Reform ct of 1996 (now the Clinger-Cohen Act) "information technology" 
includes computers. anc lary equipment. software. firmware and similar procedures. 
services (including suppo services), and related resources. Disposition instructions 
applies to all media formats e.g., paper, microform, or electronic). This schedule does not 
cover all records relating to th CIO and IT Management (Note that General Records 
Schedule 20, Electronic Records, remains in effect.), 

File: 312-01 
Title: Information Technology (IT) Pr ram Planning Records. 
Description: Records relating to the devel ment of agency IT programs Included are records 
that document agency-wide IT goals, specify ulestones to be achieved, Identify performance 
measures for the agency's IT portfolio, or sumr anze the underlying pnnciples and approach by 
which the agency will plan for and manage Its IT esources Records may include strategic and 
tactical plans docurnentmg the Implementation and ramtenance of IT systems 111 support of the 
agency mission and also may include records supportt g formally Issued plans, such as records 
of concurrence, comments, clearances, Justifications, ot r Issuance records 
Disposition Temporary. Cut off annually at the end of re fiscal year Destroy/delete when 7 
years old or when no longer needed, whichever IS later 
Authority: 
Privacy Act 
[Note This Item does not apply to the data content or design of 111 vidual IT systems Records 
relatmg to specific mission-related systems must be scheduled II1dlVI 
SF 115toNARA] L.. 

~ 

File: 312-02 ~
 
Title: Enterprise Architecture Records. ~
 
Description Records idennfymg the IT systems and networks required perforn ng the\
 
MDA's mission and the transinonal processes required to Implement comprehens -e
 
programs to support that mission Records may include technical reference models,
 
diagrams, graphics, models, and narranves that descnbe the MDA's baselme architect
 
target architecture, and related sequencing plans
 
Disposition: Temporary. Cut off when superseded by a new Iteration of the enterprise
 
architecture Destroy/delete when 7 years old or when no longer needed, whichever IS later
 
Authority:
 
Privacy Act:
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Capital Investment Records 
Descripti n: Records docurnentmg the mtegranon of IT investments with agency-wide strategic 
plannmg, bi genng, procurement, and management Records include routine and penodic 
reports on IT apital investments, capital asset plans, business cases for major investments, 
systems, acquis Ions, or operational assets Identified 111 the agency's capital mvestment 
portfolio, and cle -ance review records 
Disposition: Tem rary. Cut off annually at the end of the fiscal year Destroy/delete when 7 
years old or when no nger needed whichever IS later 
Authority: 
Privacy Act: 
[Note Records needed to s port contracts are scheduled under GRS 3 and MDA series (fill in 
the number)] 

File: 312-03 
Title: Legal and Regulatory COl 
Description: Records documenting gency compliance with Federal IRM laws and regulations 
includmg systems and reports created support compliance with the mandates of OMB, GAO, 
and other Federal IRM and IT oversight encies 
Disposition: Temporary. Cut off annua at the end of the fiscal year Destroy/delete when 5 
years old 
Authority: 
Privacy Act: 
[Note Records of Government-wide committees onsored by CIOs, such as the Federal Chief 
Information Officers Council, are not covered by till Item] ~ 

~ 
File: 312-04 ~ 
Title: CIa Subject and Office Records. '17~ 
Description: Records not otherwise Identified 111 the GRS or 111 the ~A's senes XXX that 
include bnefings, reports, presentations studies, corresponden e, and other documents created to 
support IT program objectives, responses to and decisions on rn tters affecnng the IT program, 
or operational and managerial guidance to all orgamzational segn nts of the agency 

Disposition: Temporary. Cut off annually at the end of the fiscal ear Destroy/delete when 5 
years old 
Authority: 
Privacy Act: 
[Note Official agency policy records generated by the CIO are not covere y this Item They 
are considered agency policy and Issuance records and are scheduled elsewh 

File: 312-05 
Title: Schedules of Daily Activities. 
Description: Calendars, appomtment books, schedules, logs, dianes, and other recor s 
documentmg meetmgs, appointments, telephone calls, trIPS, VISitS, and other acnvities 
the CIO while serving III an official capacity, EXCLUDING matenals determmed to be 
personal and those that have been incorporated into other recordkeepmg systems 
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Dis osition: Temporary. Cut off annually at the end of the fiscal year Destroy/delete when
 

not I "S than 2 years but not more than 5 years old
 
Autho 'ty:
 
Privacy ct:
 
[Note: Th item applies only to records of the CIa. not of the office's subordinate staff.
 
See GRS 23 5 and.]
 

File: 312-06
 
Title: Electronic ail and Word Processing.
 
Description: Electi l1lC copies of records that are created on electroruc and word processing
 
systems and used sole to generate a recordkeepmg copy of the records covered by the other
 
Items 111 this schedule so mc\udes electronic copies of records created on electronic mad and
 
word processing systems rat are mamtamed for updatmg, revision, or dissermnanon
 

A Copies that have I further adnumstranve value after the recordkeepmg copy IS 
made 

B Includes copies mamt med by individuals 111 personal files, personal electronic mati 
directories, or other personal direc nes on hard disk or network drives that are used only to 

produce the recordkeeping copy 
Disposition: Temporary. Destroy/d ete witlun 180 days after the recordkeeping copy has 
been produced 
Authority: 

C Copies used for drssenunation, 
the recordkeepmg copy 
Disposition: Temporary. Destroy/delete 
Authority: 
Privacy Act: 

rev ron, or updating 

when ssenunanon, 

that are maintamed 111 addrtion to 

revision, or updating IS complete 

File: 312-07 
Title: Oversight and Compliance Files 
Description: Records 111 offices with MDA wide responsibihty for tanaging Information 
Technology (IT) operations relating to compltance with IT policies, 'ectrves, and plans 
including recurnng and special reports, responses to findings and recon nendations, and reports 
of follow-up activities 

A Performance measurements and benchmarks 
Disposition: Temporary. Destroy/delete 5 years old or 1 year after respons 
determines that there are no unresolved Issues, whichever IS longer 
Authority 

B All other oversight and comphance records, mcludmg certificanon and a reditation 
of equipment, qualtty assurance reviews and reports, reports on Implementation plans, 
compltance reviews, and data measunng or estimanng Impact and compltance 
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Disposirlon: Temporary. Destroy/delete when 3 years old or 1 year after responsible office
 
determui s that there are no unresolved Issues, whichever IS longer
 

[Example atrstical performance data for systems and networks, system availability reports,
 
sample perfor lance indicators target IT architecture reports, Systems development lifecycle
 
handbooks, Net ork assessments, Contractor evaluation reports, Market analyses, Performance
 
surveys, Cost-ben fit analyses, Histograms, Corrective action reports]
 
Authority
 
Privacy Act:
 
[Note See second Item 102-03 for performance files relatmg to systems]
 

File: 312-08
 
Title: Information Technol oy Facility, Site Management, and Equipment Support
 
Services Records
 
Description: Records mamtam by offices responsible for the control and operation of
 
buildmg rooms where IT equipme t, systems, and storage media are located, mcluding file
 
identtfymg IT facilities and sites, an tiles concerrung rmplementation of IT facility management
 
and equipment support services provi d to specific sites, mcludmg reviews, site VISit reports,
 
trouble reports, equipment service histol es, reports of follow-up actions and related
 
correspondence
 
Disposition Temporary. Destroy/delete hen 3 years old or when superseded or obsolete,
 
whichever IS longer
 
[Example LIStll1gS of facilities, Inspection rep
 
Authority
 

Privacy Act
 

File: 312-09
 
Title: IT Asset and Configuration Management Files
 
Description: Inventones of IT assets, network Circuits, an buildmg or circuitry diagrams,
 
mcludmg equipment control systems such as databases of b: .codes affixed to IT physical assets
 
Disposition Temporary. Destroy/delete 1 year after compl Ion of the next inventory
 
Authority
 
Privacy Act
 

File: 312-10
 
Title: Information Technology Asset & Configuration Mgt Files
 
Description Records created and retained for asset management, perfon ance and capacity
 
management. system management. configuration and change management, nd plannmg, follow-

up, and Impact assessment of operational networks and systems Includes, bi IS not hrmted to
 

A Data and detatled reports on irnplementation of systems applications nd 
modificanons, application sizmg, resource and demand management, documents entifymg, 
requesting, and analyzing possible changes, authonzmg changes, and documenting 

implementation of changes, documentation of software distnbution and release or ver 
management 
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Temporary. Destroy/delete 1 year after temunanon of system 

B rds of routine IT maintenance on the network mfrastructure documenting 
preventative, COl 'ectlve, adaptive and perfective (enhancement) maintenance actions, mcluding 
requests for servic work orders, service lustones, and related records 
Disposition: Temp ary. Destroy/delete when 3 years old or 1 year after ternunanon of system, 
whichever IS sooner 
Authority 
Privacy Act 
[Example Maintenance IT ssets Inventones of assets, Equipment control systems, Databases 
of barcodes, Bar code report Mamtenance service histones, Asset management guides, Service, 
Requisiuons for equipment ma itenance. Change orders, Purchase orders for maintenance, 
Property transfer control system Flow reconfiguranon requests, Standardization requests and 
Justifications 

[Note If any maintenance activities ve a major Impact on a system or lead to significant 
change, those records should be mainta led as part of the 402-03, (1) ] 

~~File: 312-11 ~ 
Title: System Backups and Tape Library ~ 
Description: ~~ 

~ 
A Backup tapes mamtained for potentia ystem restoration 111 the event of system 

failure or other unmtennonal loss of data 
Disposition Temporary. (1) Delete/destroy mcrern ntal backup tapes when superseded by a 
full backup, or when no longer needed for system resto non, whichever IS later (2) 
Delete/destroy full backup tapes when second subsequen backup ISvenfied as successful or 
when no longer needed for system restoration, whichever I later 
[Example Backup tapes, Backups of system software] [No See GRS 20, Item 8 for backups 
of master tiles and databases] 
Authority 

B Tape library records includmg automated tiles and mam I records used to control the 
location, maintenance, and disposmon of magnetic media 111 a tape II 'ary including hst of 
holdings and control logs 
Disposition Temporary. Destroy/delete when superseded or obsolete 
[Example Location vault lists, Off site storage facrltties, Bm location] 
Authority 
Privacy Act 

File: 312-12
 
Title: Files Related to Maintaining the Security of Systems and Data.
 
Description:
 

A. System Security Plans and Disaster Recovery Plans 
Disposition Temporary. Destroy/delete 1 year after system ISsuperseded 
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Documents idennfymg IT risks and analyzmg their Impact, nsk measurements and 
assessmen .actions to nutigate nsks, implementation of nsk acnon plan, service test plans, test 
tiles and dat 
Disposition. mporary. Destroy/delete 1 year after system IS superseded. 
[Example: Com Iter techrucal manuals, Continuity of Operations plans, Disaster exercise 
evaluations; Disas r exercises, Disaster recovery plans; Risk surveys; Secunty plans for IT 
mfrastructure Vuln ability assessments by IG, Vulnerabihty assessments/studies; Risk 
management analyses, ecunty direcnves; Security policy analysis; VInIS handbooks, 
Vulnerabihty analyses.] ~ 

Authority ~ 
Privacy Act: , 

File: 312-13 ~ 

Title: User Identification. Protil ,Authorizations, and Password Files (Excluding records 
relating to electronic signatures.) 
Description: Systems requiring spec I accountabihty, e g , those contauung mforrnation that 
may be needed for audit or mvestigauve urposes and those that contain classified records 
Disposition: Temporary. Destroy/delet nactive tile 6 years after user account IS termmated 
or password IS altered, or when no longer ne ded for mvesnganve or secunty purposes, 
whichever IS later. Routme systems are cover by GRS 20, Item lc 
[Example: User identificanon; User profiles; Us passwords Profiles; User authorizations.] 
Authority 
Privacy Act: 

File: 312-14 
Title: Computer Security Incident Handling. Reportin 
Description: 
Disposition: Temporary. Destroy/delete 3 years after all ne essary follow-up actions have 
been completed 
[Example: Reports and documentation of Web site defacement; cks; Break-m records, 
Improper usage by staff, MIsuse of system, Secunty break-ins; Seci 'Ity failures: Unauthorized 
intrusions: VIrus threats] -
Authority 
Privacy Act: 

File: 312-15 
Title: IT Operations Records 
Description' 

A Workload schedules, run reports, and schedules of maintenance and suppo j: activmes. 
Disposition: Temporary. Destroy/delete when 1 year old. 
Authority: 
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Problem reports and related decision documents relating to the software infrastructure 
of the netv ork or system 
Disposition. Temporary. Destroy/delete 1 year after problem IS solved. 
Authority: 

C. Report on operations, l11c1ud111gmeasures of benchmarks, performance indicators, 
and cntical success ctors, error and exception reporting, self assessments, performance 
morntonng, and mana ement reports. 
Disposition: Tempera . Destroy/delete when 3 years old 
Authority. 
Privacy Act: 

File: 312-16 
Title: Financing of IT Resourc 
Description: 

A. Agreements forrnahzmg per nuance cntena for quantity and quality of service, 
mcluding defimnon of responsibi res, response times and volumes, charging, mtegnty 
guarantees, and non-disclosure agre nents. [Note: Copies of records needed to support 
contracts should be 111procurement fi which are scheduled under GRS # 3.] 

Disposition: Temporary. Destroy/delete 3 ye .s after agreement IS superseded or terminated. 
Authority: 

B. Files related to managing third-party servi s, mcluding records that document 
control measures for revtewmg and morntonng contrac and procedures for determmmg their 
effectiveness and compliance. 
Disposition: Temporary. Destroy/delete 3 years after co trolmeasures or procedures are 

superseded or termmated. 

C Records generated 111 IT management and service ope nons to Identify and allocate 
charges and track payments for computer usage, data processing an other IT services 
EXCLUDING records that are part of the MDA 's cost accountmg sy em, which are covered 111 
GRS 8, Items 6 and 7; and MDA senes XXXX 
Disposition: Temporary. Destroy/delete records with no outstanding p ment Issues when 3 

years old 

[Example Acqursinon; Contract award fees; Financial management, Financial ·ecords; Payment 
for software and services, Performance agreements; Service level agreements, S 
levels; Third party agreements.] 
Authority:
 
Privacy Act:
 

File: 312-17
 
Title: IT Customer Service Files.
 
Description:
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A Records related to providmg help desk mformauon to customers, mcluding 
pa jphlets, responses to "Frequently Asked Questions," and other documentation prepared m 
adva: ce to assist customers. 

Temporary. Destroy/delete 1 year after record IS superseded or obsolete. 

desk logs and reports and other files related to customer query and problem 
response, query iorutonng and clearance, and customer feedback records; and related trend 
analysts and repo ng. 
Disposition. Temp rary, Destroy/delete when 1 year old or when no longer needed for review 
and analysis, whrchev . IS later 
[Example. Customer qu res; Customer service; End-user mqumes; Feedback records, FAQs; 
Help Desk logs; Pamphle " Requests for assistance, Trend analysis, Trouble reports, User's 
guides ] ~ 
Authority: ~ 
Privacy Act: , 

File: 312-18 \
 
Title: IT Infrastructure Design an mplementation Files
 
Description: Records of mdrvidual pr ects designed to provide and support new agency
 
IT infrastructure (See Note), systems, an ervices Includes records documentmg (1 )
 
requirements for and Implementation of fun nons such as mamtammg network servers,
 
desktop computers, and other hardware, msta mg and upgrading network operatmg
 
systems and shared applications and providing ta telecommumcanons; (1)
 
infrastructure development and maintenance such s acceptance/accreditanon of
 
infrastructure components, analysis of component nons, feasrbility, costs and benefits,
 
and work associated with Implementation, modificat n, and troubleshootmg: (3)
 
models, diagrams, schematics, and technical document IOn; and (4) quality assurance
 
reviews and test plans, data, and results
 

A. Records for projects that are not Implemented 
Disposition: Temporary. Destroy/delete 1 year after final de 
Authority: 

B Records for projects that are Implemented. 
Disposition: Temporary. Destroy/delete 5 years after project IS term 
Authority: 

C. Installation and testmg records. 
Disposition Temporary. Destroy/delete 3 years after final deCISIOn on acce 
made 
Authority: 

[Note' IT infrastructure means the baSIC systems and services used to supply the agen 
and ItS staff With access to computers and data telecornmunicanons. Components mclu 
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hardware such as pnnters," esktop computers, network and web servers, routers, hubs, 
network cabling, as well as ftware such as operatmg systems (e g , Microsoft Windows 
and Novell Netware) and shar applications (e.g, electroruc mail, word processing, and 
database programs) The servic necessary to design, implement, test, validate, and 
mamtain such components are also onsidered part of an agency's IT mfrastructure 
However, records relating to specific ystems that support or document I11ISSIOngoals are 
not covered by this Item and must be s ieduled individually by the agency by submission 
of an SF 115 to NARA] 
Authority: 
Privacy Act: 

File: 312-19 
Title: Electronic Mail and Word Processing Sys III Copies. 
Description: Electroruc copies of records that are cr ated on electromc mad and word 
processmg systems and used solely to generate a recor "eepmg copy of the records covered by 
the other Items m GRS 24 schedule. Also includes electr I1lC copies of records created on 
electronic mail and word processing systems that are maint ned for updating, revision, or 
dissermnation. 

A.	 Copies that have no further adnurustranve value after le recordkeepmg copy IS 
made Includes copies mamtamed by mdivrduals in per nal files, personal electroruc 
mail directories, or other personal directones on hard disk: ietwork dnves, and copies 

Disposition 
produced. 
Authority: 

on shared network dnves that are used only to produce the r 
Temporary. Destroy/delete 180 days after the recordkeepi 

ordkeepmg 
g copy has been 

copy. 

B Copies used for dissenunation, 
to the recordkeepmg copy 

revision. or updatmg that are rnamtain III addition 

Disposition: XXX:~XX:\XXX\::\:\:\:XX\::\::''':XXXX\:\:XXXX
 

Authority'
 
Privacy Act:
 

File: 312-20 
Title: Not Used 
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