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Category
Category Description:

Category Number: 302
Category Title: GANIZATION MANAGEMENT FILES

Description: These fHes document the official establishment of disestablishment of MDA
organizations and fun¢tjonal alignments. Included are descriptions of organizational
missions, functions, title,\charts, codes, staff studies, and official Agency organization
manuals and supplements.

File: 302-01
Title: Official MDA Organization
Descriptions: Official orgamzation chayts, narrative histories, and related records which
document the organization and functions'xf the MDA The Record Copy

A Oftice of Primary Responsibility
Disposition: Permanent. Transfer to WNRC/F
no longer needed for operations
Authority:

B All other
Disposition: Temporary. Destroy when 10 years old or whdg superseded or obsolete,
whichever 1s sooner
Authority:

Privacy Act:
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Category: 304

Cateégory Title: COMMITTEE MANAGEMENT FILES.

Description: These files relate to the operation of committees and the application of
controls\over their establishment, use and dissolution. The term “committee’” applies to
any committee, council, board, panel, commission, conference, task force, and any other
group havihg a collective responsibility which is formally established; included are
continuing coynmittees or ad hoc committees which function in accordance with committee
management pkocedures as described in MDA regulation 7?7,

File: 304-01

Title: Committee nagement Files

Description Documenition of commuittee establishment and regulation in MDA Includes
proposals, approvals, and\disapprovals to establish commuttees, charters, terms of reference, and
comments on them, directings establishing, changing, continuing, or dissolving committees,
documents approving appoinNng, and relieving committee members, briefing matenals and
committee registers

A Records relating to estaklishment, organization, membership and policy

(D) Interagency, advisory oNinternational committees
Disposition: Permanent. Close annuall} Cut off at end of fiscal year Transfer to NARA
Holding Area 2 years after closing
Authority:

(2) Internal commuttees
Disposition: Permanent. Close annually Cut off\at end of fiscal year Transfer to NARA
Holding Area 2 years after closing
Authority:

Privacy Act:

File: 304-02
Title: Records created by committees
Description:

A Agenda, minutes, final reports, and related records docugenting the accomplishments
of ofticial boards and commuttees

(1) Records of the sponsor or Secretariat
Disposition: Permanent. Place non-current material in mactive file Traner to WNRC/FRC 1
year after mmactivation Transfer to NARA when no longer needed for operat
Authority:

(2) All other copies

Disposition: Temporary. Destroy when 3 years old or when no longer needed for ¥¢ference
Authority: (GRS-16-8b(2))
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(3) All other comquttee records
Disposition: Temporary. Desftoy when 3 years old or when no longer needed for reference
Authority: ((GRS-16-12b(2)) '
Privacy Act:

b,
X 5,
&
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Category Number: 306

ategory Title: MANPOWER MANAGEMENT FILES
Desgeription: These files result from the development and execution of Agency manpower
manxgement programs. Included are records which reflect manpower allocations,
utilizajons and studies resulting from occupational and personnel research to assure
proper Wilization and placement of personnel.

File: 306 -0

Title: Manpower Procedures and Instruction Files

Description Dodument governing the development of plans and procedures from management
of Agency manpowgr, resources, imncluding criteria and guidelines for forecasting, allocating,
appraising, and reporng on manpower utilization

A Office of Prim\ry Responsibility
Disposition: Temporary. Destroy when 5 years old or sooner if of no further reference value
Authority:

B All others
Disposition: Temporary. Destroy\when superseded
Authority: (GRS-1-3b)
Privacy Act:

File: 306 -02

Title: Manpower Resources AuthorizatiomDocuments (RADS)

Description Authorizations of civilian and milNary personnel to specific internal MDA
organizations (Formerly “Manpower Voucher Filag™)

Disposition: Temporary. Destroy when 5 years old\or sooner 1f of no turther reference value
Authority: (GRS-1-3b)

Privacy Act: )

‘ £
File: 306 -03 ’%é
Title: Manpower Standards and Measurement Files 1

Description Projects or studies resulting from surveys or othernanpower evaluation efforts
which show manpower requirements and utilization in MDA Ma¥include personnel inventories,
reports, justifications, and comparisons of MDA manning requiremegts with other Federal
Agencies

A Final Reports
Disposition: Permanent Transfer inactive files to WNRC/FRC Transfer td NARA when no
longer needed for operations
Authority:

B Supporting Documentation
Disposition: Temporary. Destroy when 5 years old
Authority: (GRS-1-3b)

Privacy Act:
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Title\ Manpower Overtime Usage Report

Descriftion Files reflecting the hourly increments of overtime used by the Agency on a
quarterly\cumulative basis

Dispositiohy Temporary. Destroy when S years old or sooner if of no further reference value
Authority: (§RS-1-3b)

Privacy Act:

File: 306 -05
Title: Manpower Identification by Category

Description Files reflegting the assigned Agency work force by category, 1 e regular, part-time,
itermuttent, LWOP, COQPS, Youth Opportunity Program, and summer employment

A Office of Primary Responsibility
Disposition: Temporary. Desthoy when 5 years old or sooner 1f of no further reference value
Authority: (GRS-1-3b)

B All others
Disposition: Temporary. Destroy wheN superseded
Authority:
Privacy Act:

File: 306 -06
Title: Manpower Accounting System Reports
Description: Files in man-month equivalents showi
employees against a given objective with an organizat
Disposition: Temporary. Destroy when 5 years old or
Authority: (GRS-1-3b)

Privacy Act:

oner if of no further reference value

File: 306 -07

Title: Resources Management Letters (RMLs)
Description This file contains data on resource management policy\pased on statues and
Agency guidelines
Disposition: Permanent. Transfer inactive files to WNRC/FRC Trans
longer needed for operations

Authority:

Privacy Act:

- to NARA when no

File: 306 -08

Title: Test and Evaluation (T&E) File
Description This file contains System Acquisition Plans and Test and Evaluation Mas¢er Plans
on SIGINT Systems being fielded, as well as written evaluations of those documents
Disposition: Temporary. Delete or destroy one year after system becomes operational
Authority:
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Privacy

File: 306 -09
Title: TD HIST Data Base
Description This file contains the
past nine years

Disposition: Permanent. Transfer inactive files
longer needed for operations

Authority:

Privacy Act:

¢ of Distribution at the end of each fiscal year for the

RC/FRC Transter to NARA when no
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effectiveness\of resources utilization, and install better, more economical, or more efficient
methods to ackpmplish objectives.

File: 308-01
Title: ManagementNmprovement Project Files

Description: Formal siyveys or studies of Agency procedures, work methods, or problems
These document the requst and authorization for survey, findings, conclusions,
recommendations, and fina\ survey report

A Office of Primary
Disposition: Permanent. Place
years after closing Transfer to NA
Authority:

sponsibility
inactive file after completion Transfer to WNRC/FRC 2
when no longer needed for operations

B All others
Disposition: Temporary. Destroy when ofno further reference value
Authority:
Privacy Act:

File: 308-02
Title: Management Improvement Projects Backgxound Files

Description Correspondence and documents used as background material m developing and
completing management improvement projects These inglude analyses, notes, drafts, interim

completion of report 1f no final action 1s taken
Authority:
Privacy Act:

File: 308-03
Title: Cost Reduction and Production Improvement Reports

cost reduction reports, and related papers documenting Agency implementation of Federal and
DOD cost reduction and production improvement programs

A Office of Primary Responsibility
Disposition: Temporary. Place in an mactive file when non-current Transfer to
year after closing Destroy when 20 years old
Authority:

B All others
Disposition: Temporary. Destroy when of no further reference value
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ANthority:
Privgey Act:

File: 30304

Title: Mahagement Statistics Files

Description \Reports, tabulations, charts, and other papers on cost research, related or recerved

from other sounges, and used as medium for measuring results of admmuistrative and operational
activities

Disposition: Tempdyary. Close annually Cut off at end of fiscal year Transfer to WNRC/FRC
| year after closing D¥stroy when 5 years old

Authority:

Privacy Act:

File: 308-05

Title: Work Simplification Proposal Files
Description Records related to thegnalysis of specific work procedures to simphfy and improve
them Documents include proposals fox improvement, flow process charts, work counts, motion
economy studies, action taken on propossyls, and other related papers

Disposition: Temporary. Destioy when 29 years old

Authority:
Privacy Act:

File: 308-06

Description: Project-oriented files concerning systems, §gconomic, and management analysis
studies, mcluding the design and evaluation of systems for\he management of MDA and
military department resources, economic analysis of resource\proposals, and studies of resources
management problems

A Office of Primary Responsibility
Disposition: Temporary. Place m an nactive file 2 years after compition Transter to
WNRC/FRC 2 years after closing Destroy after 20 years old
Authority:

B All others
Disposition: Temporary. Destroy when 5 years old or sooner 1f o no further refsrence value
Authority:
Privacy Act:

File: 308-07

Title: Systems Analysis and Economic Studies Background Files

Description Correspondence and documents used as background material in developing and
completig systems analysis and econonuc studies These include analyses, notes, drafts, interim
reports, and other data used but not included i the ofticial project files

Disposition: Temporary. Destroy 5 years after completion of project or on 1ts discontinuance,
whichever 1s sooner
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Authority:
Privacy Act:
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tegory Number: 310
Category Title: RECORDS MANAGEMENT FILES

s Management Files

ports Correspondence, authorizations, techniques and related records concerning
nd improvement of the management of records i the Agency Includes the

s, forms, correspondence, mail, reports, microfilin, automatic data processing,
vital records and reldted records not covered elsewhere n this schedule

Disposition: Temporary. Destroy when 6 years old Earhier disposal 1s authorized 1f records
superseded, obsolete, or\ao longer needed for reference

Authority: (GRS-16-7)
Privacy Act:

Description
the developmen
management of fi

2
File: 310-02 %
Title: Forms Management Case %é

Descriptions:

A Forms Created by MDA witk related instructions and documentation
Disposition: Temporary. Place in an maxtive file when form s cancelled Cut oft at end of
fiscal year Close nactive file every 2 yearsy and transter to WNRC/FRC Destroy 5 years after
related form 1s discontinued, superseded, or cynceled
Authority: (GRS-16-3a)
B  Working papers, background material réquisitions, specifications, processing data and
control records
Disposition: Temporary. Destroy when related forms\gs discontinued or superseded, or
canceled
Authority: (GRS-16-3b)
Privacy Act:

File: 310-03

Title: Forms Functional Files
Description: Non-record copies of MDA forms arranged by functio
assist forms management

Disposition: Temporary. Destroy when canceled or superseded
Authority:

Privacy Act:

| classification, used to

File: 310-04

Title: Reports Management Case Files
Description: Files maintained on mternal and external Agency report requirements yacluding
each report created, cancelled or superseded

Disposition: Temporary. Destroy 2 years after the report 1s discontinued
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Authority (GR-16-8)

File: 310-05
Title: Transferre§ Records Identitication Files

Description: “TraNsferred Records Identification™ showing records transferred to the MDA
Records Center, and\Jocumentation relating to records retirement, such as extra copies, routine
correspondence and nigmos, and working papers and background material

Disposition: Temporary. Destroy when related records are destroyed or when no longer needed
for admimistrative or referdpce purposes

Authority: (GRS-16-2a)
Privacy Act:

File: 310-05
Title: Transferred Records Identifidation Files

Description: “Transferred Records INentification™ showing records transferred to the MDA
Records Center, and documentatton reNting to records retirement, such as extra copies, routine
correspondence and memos, and workin}X papers and background material

Disposition: Temporary. Destroy when r§lated records are destroyed or when no longer needed
for administrative or reference purposes
Authority: (GRS-16-2a)

Privacy Act:

File: 310-06
Title: Records Disposition Authorities
Descriptions:

A Authorizations or approved instructions for dis
documents relating to U S Archivist’s authorization to destr
115, “Request for Records Disposition Authority,” routine cor
background materials and schedules
Disposition: Temporary. Destroy when related records are destr:
for administrative or reference purposes
Authority: (GRS-16-2a)

sition of Agency records, including
records, such as Standard Form
spondence, working papers,

ed or when no longer needed

B Includes records schedules prepared tor in-house use which prgvide more descriptive
detail of the records authorized for disposal by the Archivist of the United Sgates on SF-115s
Disposition: Permanent. Transfer to NARA when national security restrictdons do not preclude
their use for historical research
Authority:

Privacy Act:

File: 310-07

Title: File Maintenance Files
Description: Documents created in the standardization and control of the use of filing syStems,
procedures, equipment, supplies, and space Included are indices, histings or mventories
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Disposition: Remporary. Destroy when 6 years old
Authority: (GRS-
Privacy Act:

File: 310-08
Title: IRM Triennial Review Files
Description: Reports required by the Geneéral Services Administration concerning reviews of
information resources management (IRM) practrsgs Included are associated, correspondence,
studies, directives, feeder reports, and monitoring su s and reports

Disposition: Temporary. Destroy when 7 years old
Authority: (GRS-16-11)

Privacy Act:
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Category Number: 312

Categqry Title: CHIEF INFORMATION OFFICER AND INFORMATION
TECHNOLOGY MANAGEMENT

Descriptiog: This schedule provides disposal authorization for certain records created and
maintained\yithin the Chief Information Office (CIO) and their program offices. In
addition the Ihformation Technology Management component applies to records
regardless of physical form or characteristics. Information Technology Operations and
Management Recoyds are files created and maintained in the operation and management
of information techinglogy (IT) and related services. As the Information Technology
Management Reform ¥\ ct of 1996 (now the Clinger-Cohen Act) “information technology™
includes computers, ancilary equipment, software, firmware and similar procedures,
services (including supportservices), and related resources. Disposition instructions
applies to all media formats\e.g., paper, microform, or electronic). This schedule does not
cover all records relating to the CIO and IT Management (Note that General Records
Schedule 20, Electronic Records)\remains in effect.).

File: 312-01

Title: Information Technology (IT) Pragram Planning Records.
Description: Records relating to the develdpment of agency IT programs Included are records
that document agency-wide IT goals, specifyNnilestones to be achieved, identify performance
measures for the agency’s IT portfolio, or sumrkarize the underlying principles and approach by
which the agency will plan for and manage 1ts IT ¥gsources Records may include strategic and
tactical plans documenting the implementation and Waintenance of IT systems in support of the
agency mission and also may mclude records supportiqg formally 1ssued plans, such as records
of concurrence, comments, clearances, ]UStlﬁcathHS, other tssuance records

Disposition Temporary. Cut off annually at the end of Wye fiscal year Destroy/delete when 7
years old or when no longer needed, whichever 1s later

Authority:

Privacy Act

[Note This item does not apply to the data content or design of indyvidual IT systems Records
relating to specific misston-related systems must be scheduled indiviually by subnussion of an
SF 115 to NARA ]

File: 312-02
Title: Enterprise Architecture Records.

diagrams, graphics, models, and narratives that describe the MDA s baseline architectye,
target architecture, and related sequencing plans

Disposition: Temporary. Cut off when superseded by a new iteration of the enterprise
architecture Destroy/delete when 7 years old or when no longer needed, whichever 1s later
Authority:

Privacy Act:
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Descriptign: Records documenting the integration of IT mvestments with agency-wide strategic
planning, bdxdgeting, procurement, and management Records include routine and periodic
reports on I'T sapital investments, capital asset plans, business cases for major investments,
systems, acquisXions, or operational assets 1dentified in the agency’s capital investment
portfolio, and cledtance review records

Disposition: Tempgrary. Cut off annually at the end of the fiscal year Destroy/delete when 7
years old or when no Yonger needed whichever 1s later

Authority:
Privacy Act:
[Note Records needed to s
the number)]

port contracts are scheduled under GRS 3 and MDA series (fill in

File: 312-03
Title: Legal and Regulatory Cor
Description: Records documenting
including systems and reports created
and other Federal [RM and IT oversight
Disposition: Temporary. Cut off annua
years old

Authority:

Privacy Act:

[Note Records of Government-wide committees
Information Officers Council, are not covered by thi

liance Records.

cency compliance with Federal IRM laws and regulations
support comphance with the mandates of OMB, GAO,
encies

at the end of the fiscal year Destroy/delete when 5

onsored by CIOs, such as the Federal Chiet

item | %
3
File: 312-04 %
Title: CIO Subject and Office Records. 3
Description: Records not otherwise identified in the GRS 2¢ or in the MDA’s series XXX that
include briefings, reports, presentations studies, correspondensg, and other documents created to
support IT program objectives, responses to and decisions on mytters affecting the I'T program,
or operational and managenal guidance to all organizational segn¥nts of the agency
Disposition: Temporary. Cut off annually at the end of the fiscal\year Destroy/delete when 5
years old
Authority:
Privacy Act:
[Note Official agency policy records generated by the CIO are not covere
are considered agency policy and 1ssuance records and are scheduled elsewh

y this item They

.e]

File: 312-05

Title: Schedules of Daily Activities.
Description: Calendars, appointment books, schedules, logs, diaries, and other recorys
documenting meetings, appomntments, telephone calls, trips, visits, and other activities
the CIO while serving in an official capacity, EXCLUDING materials deternined to be
personal and those that have been incorporated into other recordkeeping systems
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Disgosition: Temporary. Cut oftf annually at the end of the fiscal year Destroy/delete when

See GRS 23X5 and.]

File: 312-06
Title: Electronic Nail and Word Processing.

Description: ElectiQnic copies of records that are created on electronic and word processing
systems and used solely to generate a recordkeeping copy of the records covered by the other
items 1n this schedule Also includes electronic copies of records created on electronic matl and
word processing systems ¥aat are maintaied for updating, revision, or dissemination

A Copies that have i further administrative value after the recordkeeping copy 1s
made

B Includes copies mamntyned by individuals 1n personal files, personal electronic mail
directories, or other personal direciries on hard disk or network drives that are used only to
produce the recordkeeping copy
Disposition: Temporary. Destroy/ddlete within 180 days after the recordkeeping copy has
been produced
Authority:

C Copies used for dissemination, revigton, or updating that are maintained in addition to
the recordkeeping copy
Disposition: Temporary. Destroy/delete when
Authority:

Privacy Act:

ssemination, revision, or updating 1s complete

Review NARA’s LTR on email did July X006 2D l add into
disposition

Z:
%
File: 312-07 %é
Title: Oversight and Compliance Files 7
Description: Records m offices with MDA wide responsibility tor\managing Information
Technology (IT) operations relating to compliance with IT policies, dyectives, and plans
including recurring and special reports, responses to findings and recomynendations, and reports
of tollow-up activities
A Performance measurements and benchmarks
Disposition: Temporary. Destroy/delete 5 years old or 1 year after respons
determunes that there are no unresolved issues, whichever 1s longer
Authority

B All other oversight and comphance records, including certification and adgreditation

of equipment, quality assurance reviews and reports, reports on implementation plans,
comphance reviews, and data measuring or estimating tmpact and compliance
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Disposition: Temporary. Destroy/delete when 3 years old or [ year after responsible office
determings that there are no unresolved issues, whichever 1s longer

[Example S¥atistical performance data for systems and networks, system availability reports,
sample perforNance indicators target IT architecture reports, Systems development lifecycle
handbooks, Network assessments, Contractor evaluation reports, Market analyses, Performance
surveys, Cost-bengfit analyses, Histograms, Corrective action reports |

Authority
Privacy Act:
[Note See second 1tem\02-03 for performance files relating to systems ]
File: 312-08
Title: Information Technol
Services Records
Description: Records maintaineéd by offices responsible for the control and operation of
building rooms where IT equipmen, systems, and storage media are located, mcludmg file
identitymg IT facilities and sites, any files concerning implementation of IT facility management
and equipment support services provided to spectfic sites, including reviews, site visit reports,
trouble reports, equipment service histoNes, reports of follow-up actions and related
correspondence
Disposition Temporary. Destroy/delete
whichever 1s longer

[Example Listings of facilities, Inspection repoxts ]

gy Facility, Site Management, and Equipment Support

hen 3 years old or when superseded or obsolete,

Authority 2

Privacy Act ’%

File: 312-09 %é
4

Title: IT Asset and Configuration Management Files
Description: Inventories of IT assets, network circuits, and building or circuitry diagrams,
including equipment control systems such as databases of baycodes affixed to IT physical assets
Disposition Temporary. Destroy/delete | year after comple{ion of the next inventory
Authority
Privacy Act

File: 312-10
Title: Information Technology Asset & Configuration Mgt Files
Description Records created and retained for asset management, perfort
management, systeim management, configuration and change management,
up, and impact assessment of operational networks and systems Includes, bt

ance and capacity
nd planning, follow-
1s not limited to

A Data and detailed reports on mmplementation of systems applications
modifications, application sizing, resource and demand management, documents
requestig, and analyzing possible changes, authorizing changes, and documenting
implementation of changes, documentation of software distribution and release or ver
management
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Dispositidp: Temporary. Destroy/delete 1 year after termination of system
Authority

B Redprds of routine IT maimntenance on the network infrastructure documenting
preventative, corxective, adaptive and perfective (enhancement) maintenance actions, including
requests for servick, work orders, service histories, and related records
Disposition: Tempoyary. Destroy/delete when 3 years old or | year after ternunation of system,
whichever 1s sooner
Authority
Privacy Act
[Example Maintenance ITyssets Inventories of assets, Equipment control systems, Databases
of barcodes, Bar code reports\ Maintenance service histories, Asset management guides, Service,
Requisitions for equipment mayitenance, Change orders, Purchase orders for mamtenance,
Property transfer control systems\ Flow reconfiguration requests, Standardization requests and
justifications

[Note Ifany mamtenance activities \ave a major impact on a system or lead to significant
change, those records should be maintakyed as part of the 402-03, (1) ]

%,
File: 312-11 /’»\y
Title: System Backups and Tape Library Records. (@)
Description: %é
4

A Backup tapes maintained for potential\gystem restoration m the event of system
failure or other unintentional loss of data
Disposition Temporary. (1) Delete/destroy mcremntal backup tapes when superseded by a
full backup, or when no longer needed for system restoxation, whichever 1s later (2)
Delete/destroy full backup tapes when second subsequenybackup 1s verified as successful or
when no longer needed for system restoration, whichever 1§ later
[Example Backup tapes, Backups of system software ] [Note See GRS 20, item 8 for backups
of master files and databases ]
Authority

B Tape library records including automated files and manugl records used to control the
location, maintenance, and disposition of magnetic media in a tape hiyrary including list of
holdings and control logs
Disposition Temporary. Destroy/delete when superseded or obsolete
[Example Location vault Lists, Offsite storage facilities, Bin location]
Authority
Privacy Act

Fite: 312-12
Title: Files Related to Maintaining the Security of Systems and Data.
Description:

A. System Security Plans and Disaster Recovery Plans
Disposition Temporary. Destroy/delete 1 year after system 1s superseded
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Authgrity:

Documents identifying IT risks and analyzing their impact, risk measurements and
assessmenlg, actions to mitigate risks, implementation of rnisk action plan, service test plans, test
tiles and dat
Disposition. Temporary. Destroy/delete 1 year after system 1s superseded.

[Example: Compyter technical manuals, Continuity of Operations plans, Disaster exercise
evaluations; Disas¥r exercises, Disaster recovery plans; Risk surveys; Secunty plans for IT
infrastructure Vulnésability assessments by IG, Vulnerability assessments/studies; Risk
management analyses.\Security directives; Security policy analysis; Virus handbooks,
Vulnerability analyses. ]
Authority

Privacy Act:

File: 312-13
Title: User Identification, Profil
relating to electronic signatures.)
Description: Systems requiring speciN accountability, e g , those containing information that
may be needed tor audit or mvestigative\purposes and those that contan classified records
Disposition: Temporary. Destroy/delete\nactive file 6 years after user account 1s terminated
or password 1s altered, or when no longer negded for investigative or security purposes,
whichever 1s later. Routine systems are coverdd by GRS 20, item Ic¢

[Example: User 1dentification; User protiles; Usyr passwords Profiles; User authorizations. ]
Authority
Privacy Act:

, Authorizations, and Password Files (Excluding records

File: 312-14
Title: Computer Security Incident Handling, Reportin
Description:

Disposition: Temporary. Destroy/delete 3 years after all nesgssary follow-up actions have
been completed
[Example: Reports and documentation ot Web site defacement; Hxcks; Break-imn records,
Improper usage by staff, Misuse of system, Security break-ins; SeciNity failures; Unauthorized
intrustons; Virus threats ]
Authority

Privacy Act:

and Follow-up

File: 312-15
Title: IT Operations Records
Description-

A Workload schedules, run reports, and schedules of mamtenance and suppoxg activities.

Disposition: Temporary. Destroy/delete when | year old.
Authority:
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Problem reports and related decision documents relating to the software infrastructure
of the network or system

Disposition\ Temporary. Destroy/delete 1 year after problem 1s solved.

Authority:

C. Reportson operations, including measures of benchmarks, performance mdicators,
and cnitical success Yactors, error and exception reporting, self assessments, performance
monitoring, and management reports.

Disposition: Temporaky. Destroy/delete when 3 years old

Authority.
Privacy Act: 4
2,

- £2
File: 312-16 %
Title: Financing of IT Resourceég and Services Y,
Description: 7
A. Agreements formalizing performance criterta for quantity and quality of service,
including definition of responsibilXies, response times and volumes, charging, integrity
guarantees, and non-disclosure agreyments. [Note' Copies of records needed to support
contracts should be in procurement filgs which are scheduled under GRS # 3.]
Disposition: Temporary. Destroy/delete 3 years after agreement 1s superseded or termnated.
Authority:

s, including records that document
and procedures for determining their

B. Files related to managing third-party servi
control measures for reviewing and monitoring contrac
effectiveness and comphance.

Disposition: Temporary. Destroy/delete 3 years after congrol measures or procedures are
superseded or terminated.

C Records generated in IT management and service opexations to 1dentify and allocate
charges and track payments for computer usage, data processing ang other IT services
EXCLUDING records that are part of the MDA’s cost accounting sy¥em, which are covered in
GRS 8, items 6 and 7; and MDA series XXXX
Disposition: Temporary. Destroy/delete records with no outstanding p
years old

ment 1ssues when 3

[Example Acquisition; Contract award fees; Financial management, Financialzecords; Payment
for software and services, Performance agreements; Service level agreements, Séxvice support
levels; Third party agreements. ]
Authority:

Privacy Act:

File: 312-17

Title: I'T Customer Service Files.
Description:
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A Records related to providing help desk information to customers, including
pa’iphlets, responses to “Frequently Asked Questions,”™ and other documentation prepared 1n
advayce to assist customers.

B. Help desk logs and reports and other files related to customer query and problem
response, query Yionitoring and clearance, and customer feedback records; and related trend
analysis and repo

[Example. Customer qu¥ies; Customer service; End-user inquiries; Feedback records, FAQs;
Help Desk logs; Pamphlets, Requests for assistance, Trend analysis, Trouble reports, User’s
guides ]

. A
Authority: 5%
Privacy Act: O»%

3
File: 312-18 (4

Title: IT Infrastructure Design and\lmplementation Files

Description: Records of individual proyects designed to provide and support new agency
IT infrastructure (See Note), systems, and\services Includes records documenting (1)
requirements for and implementation of fungtions such as maintaining network servers,
desktop computers, and other hardware, instaNing and upgrading network operating
systems and shared applications and providing data telecommunications; (2)
infrastructure development and maintenance such\gs acceptance/accreditation of
infrastructure components, analysis of component options, feasibility, costs and benefits,
and work associated with implementation, modificatiyn, and troubleshooting; (3)
models, diagrams, schematics, and technical documenttion: and (4) quality assurance
reviews and test plans, data, and results

A. Records for projects that are not implemented
Disposition: Temporary. Destroy/delete | year after final decsgion 1s made
Authority:

B Records for projects that are implemented.
Disposition: Temporary. Destroy/delete 5 years after project 1s termNated
Authority:

C. Installation and testing records.
Disposition Temporary. Destroy/delete 3 years after tinal decision on accep{ance 1s
made
Authority:

[Note' IT infrastructure means the basic systems and services used to supply the agen
and 1ts staff with access to computers and data telecommunications. Components nclu
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esktop computers, network and web servers, routers, hubs,
ttware such as operating systems (e g , Microsoft Windows
and Novell Netware) and shardd applications (e.g , electronic mail, word processing, and
database programs ) The servicss necessary to design, implement, test, validate, and
maintamn such components are alsoxconsidered part of an agency’s IT infrastructure
However, records relating to specific\systems that support or document nussion goals are
not covered by this item and must be sdheduled individually by the agency by submission
ofan SF 115 to NARA ]
Authority:

Privacy Act:

hardware such as printers,\
network cabling, as well as

File: 312-19
Title: Electronic Mail and Word Processing System Copies.

Description: Electronic copies of records that are crsated on electronic mail and word
processing systems and used solely to generate a recordieeping copy of the records covered by
the other items in GRS 24 schedule. Also includes electrynic copies of records created on
electronic mail and word processing systems that are mamtyned for updating, revision, or
dissemination.

he recordkeeping copy 1s
nal files, personal electronic

A. Copies that have no turther administrative value after
made Includes copies maintained by individuals in per
matl directories, or other personal directories on hard disk\network drives, and copies
on shared network drives that are used only to produce the récordkeeping copy.

Disposition Temporary. Destroy/delete 180 days after the recordkeepihg copy has been
produced.
Authority:

B Copies used for dissemination, revision, or updating that are mamntainsd in addition

to the recordkeeping copy

Disposition: X ON AN XN NN N RN XN XXXXX
Authority %
Privacy Act A

(@)

%
File: 312-20 ‘74/
Title: Not Used 1
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