NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Racords Dispasttion Authority

Records Schedule: DAA-NU-2015-0002

Request for Records Disposition Authority

Records Scheduie Number

Schedule Status

Agency or Establishment

Record Group / Schaeduling Group

Records Schedule applies lo

Schedule Subject

be provided

Background Information

Item Count

DAA-NU-2015-0002

Approved

Department of the Navy

Agency-wide

Navy Undifferentiated

Telecommunications and Information Technology
internal agency concurrences will  No

Department of the Navy Records Schedule 2015 revision - Chapter 2

Number of Total Disposition
ltems

Number of Permanent
Disposition items

Number of Temporary
Disposition ltems

Number of Withdrawn
Disposition ltems

18 5 13 0
GAQ Approval
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule DAA-NU-2015-0002

Outline of Records Schedule ltems for DAA-NU-2015-0002

Sequence Number

1.1

1.2

1.3

1.4

1.5

1.6

1.7

18

1.9

1.10

1.17

1 Chapter 2 - Telecommunications and Information Technology

2000-1 Policy, Strategy, and Planning:
Disposition Authority Number: DAA-NU-2015-0002-0001

2000-2 OPNAV Communications Centers
Disposition Authority Number: DAA-NU-2015-0002-0002

2000-3 Equipment Planning and Servicing
Disposition Authority Number; DAA-NU-2015-0002-0003

2000-4 Information Loss or Compromise, Major Incident
Disposition Authority Number: DAA-NU-2015-0002-0004

2000-5 Extremely Low Fréquency (ELF) Program
Disposition Authority Number: DAA-NU-2015-0002-0005

2000-6 NATO and Allied switched systems
Disposition Authority Number: DAA-NU-2015-0002-0006

2000-7 Communications Program Planning
Disposition Authority Number: DAA-NU-2015-0002-0007

2000-8 Information Loss or Compromise (temporary)
Disposition Authority Number: DAA-NU-2015-0002-0008

2000-8 Telecommunication Program Management
Disposition Authority Number: DAA-NU-2015-0002-0009

2000-10 Telecommunication Systems Planning and Implementation
Disposition Authority Number: DAA-NU-2015-0002-0010

2000-11 Data Standardization
Disposition Authority Number: DAA-NU-2015-0002-0011

2000-12 Radio Frequency Risk Management
Disposition Authority Number: DAA-NU-2015-0002-0012

2000-13 International/Domestic Coordination
Disposition Authority Number: DAA-NU-2015-0002-0013

2000-14 General Correspondence (Information Technology and Communication
s) .
Disposition Authority Number: DAA-NU-2015-0002-0014

2000-15 General Communications Operations
Disposition Authority Number: DAA-NU-2015-0002-0015

2000-16 Routine Communications Traffic Handling/Processing
Disposition Authority Number: DAA-NU-2015-0002-0016

2000-17 Transient Records

Electronic Records Archives
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Records Schedule DAA-NU-2015-0002

Disposition Authority Number: DAA-NU-2015-0002-0017

1.18 2000-18 COMSEC Material System
Disposition Authority Number: DAA-NU-2015-0002-0018
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Autharity Records Schedule. DAA-NU-2015-0002

Records Schedule ltems

Sequence Number

1.1

Chapter 2 - Telecommunications and Information Technology

The records described in this chapter relate to the management and operation

of all types of communication services, facilities, information technology and
systems. They are created or accumulated by departmental bureaus, headquarters
Marine Corps and Navy and Marine Corps offices and field activities that exercise
management control or formulate and prescribe general communications and
information technology policies and procedures and by activities and offices
applying these procedures and providing communication and information
technology services. Information Technology records describe any technology

that helps to produce, manipulate, store, communicate, and/or disseminate
information. Included are records that are created by computers and/or systems
regarding or involving communications such as cryptology, web site records,
satellites, etc. These records are created or accumulated by departmental bureaus,
headquarters Marine Corps and Navy and Marine Corps offices and field activities.
CIO Information Technology records created via related job duties are included in
this chapter. Incorporated are records that document DON-wide IT goals; specify
milestones to be achieved; identify performance measures for the DON's IT
portfolio; or summarize the underlying principles and approach by which the DON
will plan for and manage its IT resources.

2000-1 Policy, Strategy, and Planning:
Disposition Authority Number DAA-NU-2015-0002-0001

Information relating to the planning and development of telecommunications and
information technology programs, policies, procedures, methods, and significant
accomplishments. Files retired under this number are from the immediate offices of
the commanders named above and from program coordinators and action officers
under their command.

Final Disposition Permanent
ltem Status Active
Is this item med:a neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citatian Manual Title
20001 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1 / 2000/1
Citation
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposttion Authority Recards Schedule: DAA-NU-2015-0002

N1-NU-89-1 / 2000/3/A
N1-NU-89-1 / 2000/4/E
N1-NU-89-1/ 2014/2/A
N1-NU-89-1/2021/1
N1-NU-89-1 / 2201/1
N1-NU-89-1 / 2207/1
N1-NU-89-1 / 2250/1
N1-NU-89-1/ 2281/1
N1-NU-89-1 / 2300/1
N1-NU-89-1 / 2300/3/A
N1-NU-89-1/2316/1/B
N1-NU-89-1 / 2500/1
N1-NU-89-1 / 2501/1
N1-NU-89-1 / 2501/1
N1-NU-89-1 / 2501/3/A
N1-NU-89-1 / 2502/2/A
N1-NU-89-1 / 2510/1
N1-NU-89-1 / 2510/3/A
N1-NU-89-1 / 2530/1
N1-NU-89-1 / 2530/3/A

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Transfer to the National Archives  Transfer to the National Archives 50 year(s) after
for Accessioning cutoff

Additional Information

What will be the date span of the Unknown

initial fransfer of records tothe  Thjg schedule revision supersedes various Navy
National Archives? schedules

How frequently will your agency  Every 1 Years
iransfer these records to the

National Archives?

Estimated Current Volume | Annual Accumuiation

Electronic/Digital 10 GB 2GB
Paper 20 Cubic feet 5 Cubic feet
Microform

Electronic Records Archives Page 5 of 26 PDF Created on. 07/08/2016



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Roecords Schedule DAA-NU-2015-0002

Hardcopy or Analog Special
Media
1.2 2000-2 OPNAY Communications Centers
Disposition Authority Number DAA-NU-2015-0002-0002
All incoming and outgoing messages received, relayed or sent (by whatever
means) by communications centers of CNO; Commander, Pacific Command; and
Commander, Atlantic Command.
Final Disposttion Permanent
Item Status Active
Is this item media neutral? Yes
Do any of the records covered No
by this item currently exist in
electrenic format(s) other than e-
mail and word processing?
Manual Ciation Manual Title
2000-2 SECNAV M-5210.1
GRS or Superseded Authority N1-NU-89-1 / 2310/1/A/1
Citation N1-NU-89-1/2310/1/B
N1-NU-89-1 / 2310/2/A/1
N1-NU-89-1 / 2310/2/A/3
Disposition Instruction
Cutoff Instruction Cutoff at end of calendar year
Transfer to the National Archives  Transfer to the National Archives 25 year(s) after
for Accessioning cutoff
Additional Information
What will be the date span ofthe Unknown
'r:“:aE “’el";-‘fer:Pf '??‘30"5’5 tothe  This schedule revision supersedes various Navy
ational Archives schedules. Initial transfer under new schedule is
undetermined.
How frequently will your agency Every 1 Years
transfer these records to the
National Archives?
Estimated Current Volume | Annual Accumulation
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority Racords Schedule: DAA-NU-2015-0002

Electronic/Digital 100 GB 50 GB
Paper 100 Cubic feet 10 Cubic feet
Microform

Hardcopy or Analog Special
Media

1.3 2000-3 Equipment Planning and Servicing
Disposition Authority Number DAA-NU-2015-0002-0003

information relating to establishment/disestablishment of communications facilities,
major changes to communications systems, interoperability of communication
equipment and systems with allied navies, policies and agreements regarding
equipment and equipment servicing.

Final Disposition Permanent
item Status Active
is this tem media neutral? Yes

Do any of the records covered Yes
by this item currenlly exist in

electronic formal(s) other than e-

mail and word processing?

Do any of the records covered No
by this itern exist as structured
electronic data?

Manual Citation Manual Title
2000-3 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1 / 2083/1

Citation N1-NU-89-1 / 2089/2
N1-NU-89-1 / 2206/3/C
N1-NU-89-1 / 2506/1
N1-NU-89-1 / 2830/2/A
N1-NU-89-1 / 2830/5
N1-NU-89-1 / 2880/2/A

Disposition Instruction

Cutolf Instruction Cutoff at end of Calendar year.
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Racords Disposition Authority Records Scheduie’ DAA-NU-2015-0002

1.4

Transfer to the National Archives  Transfer to the National Archives 25 year(s) after
for Accessioning cutoff

Additional information

What will be the date span ofthe Unknown

initial transfer of records to the  Thjg schedule revision supersedes various Navy

National Archives? schedules. Initial transfer under new schedule is
unknown.,

How frequently will your agency  Every 1 Years
fransfer these records to the

National Archives?

Estimated Current Volume | Annual Accumulation

Electronic/Digital 10 GB 2GB
Paper 5 Cubic feet 1 Cubic feet
Microform

Hardcopy or Analog Special
Media

2000-4 Information Loss or Compromise, Major Incident
Disposition Autharity Number DAA-NU-2015-0002-0004

Information relating to major instances of loss or compromise of classified
cryptographic material. All instances of the loss/compromise of classified
cryptographic material undergo investigation. It is considered a major incident if the
investigation determines 1) compromise is confirmed, and 2) probability of damage
to national security cannot be discounted; or 3) significant activity weakness

is revealed. Also includes any incident indicating a deliberate compromise of
classified information or possible indications of foreign government or intelligence
involvement in collection against the United States.

Final Disposition Permanent
llem Status Active
is this item media neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic formal(s) other than e-

mail and word processing?

Elactronic Records Archives Page 8 of 26 PDF Created on: 07/06/2016



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Request for Reccrds Dispasition Authority Records Schedule DAA-NU-2015-0002
Manual Citation Manual Title
2000-4 SECNAV M-5210.1

1.5

GRS or Superseded Authority N1-NU-89-1/ 2212/1/A
Crtation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.

Transfer to the National Archives  Transfer to the National Archives 50 year(s) after
for Accessloning cuioff

Additional Information

What will be the date span of the [Unknown
i;j""f' tf*:'j:fe;_o“ ’?fords tothe  Thjs schedule revision supersedes various Navy
alional Archives: schedules. Initial fransfer is undetermined.

How frequently will your agency  Every 1 Years
transfer these records to the

National Archives?

Estimated Current Volume | Annual Accumulation
Electronic/Digital 5GB 1GB
Paper 5 Cubic feet 1 Cubic feet
Microform
Hardcopy or Analog Special
Media

2000-5 Extremely Low Frequency (ELF) Program
Disposition Authority Number DAA-NU-2015-0002-0005

Information relating to environmental impact on ELF Program and resulting public
and congressional interest, at CNO, Naval Computers and Telecommunications
Command, and Space and Naval Warfare Systems Command. Records which
document the intense public interest in the ELF program, especially concerning
heaith and environmental issues. Includes briefing papers and slides, health
studies, congressional correspondence, photographs and press briefings.

Final Disposition Pemanent
item Status Active
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request far Records Digposition Autharity

Records Schedule, DAA-NU-2015-0002

{s this item media neutrai?

Do any of the records covered
by this item currently exist in
electronic format(s) other than e-
mail and word processing?

Do any of the records covered
by this item exist as structured
electronic data?

Yes
Yes

No

Manual Citation

Manual Title

2000-5

SECNAV M-5210.1

GRS or Superseded Authority
Citation

Disposition Instruction
Cutoff Instruction

Transfer tp the National Archives
for Accessioning

Additional Information

What will be the date span of the
initial transfer of records to the
National Archives?

How frequently will your agency
transfer these records to the
National Archives?

N1-NU-89-1/ 2046/1

Cutoff at end of calendar year.

Transfer to the National Archives 20 year(s) after

cutoff

Unknown

This schedule revision supersedes various Navy
schedules. Initial transfer is undetermined.

Every 1 Years

Estimated Current Volume

Annual Accumulation

Electronic/Digital 5GB 1
Paper 5 Cubic feet 1 Cubic feet
Microform

Hardcopy or Analog Special
Media

16 2000-6 NATO and Allied switched systems
Disposition Authority Number DAA-NU-2015-0002-0006
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule. DAA-NU-2015-0002

Information pertaining to NATO and Allied switched systems such as the

NATO Integrated Communication System (NICS), Telegraphic Automatic Relay
Equipment (TARE), Initial Voice Switching Network (IVSN), the NATO Secure
Voice System, etc. These systems handle data traffic and voice traffic.

Final Disposition
Item Status
Is this item medsa neutral?

Do any of the records covered
by this item currently exist in

electronic formal(s) other than e-

mail and word processing?

Do any of the records covered
by this ilem exist as struclured
electronic data?

Temporary
Active
Yes

Yes

Yes

Manuali Citation

Manual Title

2000-6

SECNAV M-5210.1

GRS or Superseded Authority
Citation

Disposition Instruction
Cutoff Instruction

Retention Period

Additional Information

N1-NU-89-1 / 2072/1

Cutoff at end of calendar year.
Destroy 15 year(s) after cutoff

GAO Approval Not Required

1.7 2000-7 Communications Program Planning
Disposition Authority Number DAA-NU-2015-0002-0007
Information relating to planning, programming, procurement, or instaliation of
manpower, funding or equipment used in the fleet broadcast system to include the
approval and authorization of frequency allocations, usage of radio frequencies,
and Army/Navy/Air Force/Coast Guard interoperability standards.
Final Digposition Temporary
ltem Status Active
Is this item media neutral? Yes
Do any of the records covered No
by this item currently exist in
eleclronic formal(s) other than e-
maii and word processing? '
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Request for Records Disposition Authority Records Schedule DAA-NU-2015-0002
Manual Citation Manuai Title
2000-7 SECNAV M-5210.1

1.8

GRS or Superseded Authority N1-NU-89-1/ 2070/1
Criation N1-NU-89-1/ 2081/1
N1-NU-89-1 / 2083/3
N1-NU-89-1 / 2410/1
N1-NU-89-1/ 2440/1
N1-NU-89-1 / 2830/1

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 10 year(s) after cutoff

Additional Information

GAO Approval Not Required
2000-8 Information Loss or Compromise (temporary)
Disposition Authority Number DAA-NU-2015-0002-0008

Information relating to major instances of loss or compromise of classified
cryptographic material. All instances of the loss/compromise of classified
cryptographic material undergo investigation. It is considered a minor incident if
investigation determines 1) minimal risk to national security; or 2) no significant
command security weakness is found.

Final Disposition Temporary
Item Status Active
Is this item media neutral? Yes

Do any of the records covered No
hy this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citalion Manual Tille

2000-8 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1/2212/1/B
Crtation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 10 year(s) after cutoff

Electronic Records Archives Page 12 of 26 PDF Created on* 07/06/2016



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Racords Digposition Authority

Records Schedule. DAA-NU-2015-0002

Additional Information
GAQ Approval Not Required
1.9 2000-9 Telecommunication Program Management
Disposition Authority Number DAA-NU-2015-0002-0009
Information relating to the operation of telecommunications programs [E.G.
Extremely Low Frequency (ELF), Defense Telephone Systems (DTS), Command
Switch System (CSS), Navy Administrative Telephone System (NATS), Federal
Telecommunications Systems (FTS), AUTODIN [ and ll, AUTOVON/DSN, Fieet/
NATO Broadcast, Wide/Narrow Band programs, and Communication Traffic
Analysis]. This includes but is not limited to project case files, resourcing, and
general correspondence.
Final Disposition Temporary
ltem Status Active
Is this itern media neutral? Yes
Do any of the records covered No
by this item currently exist in
electronic formal(s) other than e-
mail and word processing?
Manual Citation Manual Title
2000-9 SECNAV M-5210.1
GBS or Superseded Authority N1-NU-89-1 / 2031/1
Citation N1-NU-89-1 /2032/1
N1-NU-89-1 / 2044/1
N1-NU-89-1 / 2046/2
N1-NU-89-1 / 2060/1
N1-NU-89-1/2061/1
N1-NU-89-1/ 2063/1
N1-NU-89-1 / 2066/1
N1-NU-89-1/2069/1
N1-NU-89-1 / 2070/3
N1-NU-89-1/2071/1
N1-NU-89-1 / 2071/2
N1-NU-89-1 / 2073/1
N1-NU-89-1/2081/3
N1-NU-89-1 / 2086/1
N1-NU-89-1 / 2089/1
N1-NU-89-1/2089/4
N1-NU-89-1 / 2280/1
N1-NU-89-1/2311/1
N1-NU-89-1 / 2400/1
Electronic Records Archives Page 13 of 26 PDF Created on' 07/08/2016




NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Recards Schadule. DAA-NU-2015-0002

N1-NU-89-1 / 2792/2
N1-NU-89-1 / 2797/1
N1-NU-89-1 / 2801/1
N1-NU-89-1 / 2803/1
Disposition Instruction
Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 5 year(s) after cutoff
Additional Information
GAQ Approval Not Required
1.10 2000-10 Telecommunication Systems Planning and Implementation
Disposition Authornty Number DAA-NU-2015-0002-0010
Information relating to the planning, programming, manpower, funding, and
procurement or installation of Department of the Navy communication systems.
Final Disposition Temporary
ltem Status Active
Is this item media neutrai? Yes
Do any of the records covered No
by this item currently exist in
electronic format(s) olher than e-
mail and word procsssing?
Manual Citation Manual Title
2000-10 SECNAV M-5210.1
GRS or Superseded Authority N1-NU-89-1 / 2007
Citation N1-NU-89-1 / 2008
N1-NU-89-1 /2010
N1-NU-89-1 /20121
N1-NU-89-1/2012/2
N1-NU-89-1/2012/3
N1-NU-89-1/2012/4
N1-NU-89-1 / 2020/1
N1-NU-89-1 /2021/2
N1-NU-89-1 / 2026/3
N1-NU-89-1 / 2040/1
N1-NU-89-1 /7 2041/1
N1-NU-89-1/ 2042/1
N1-NU-89-1 / 2043/1
N1-NU-89-1 / 2045/1
N1-NU-89-1 / 2047/1
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Requast for Records Disposition Authority Records Schedule’ DAA-NU-2015-0002

N1-NU-88-1 / 2050/1
N1-NU-89-1/2051/1
N1-NU-89-1 / 2052/1
N1-NU-89-1 / 2054/1
N1-NU-89-1 / 2804/1

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 5 year(s) after cutoff

Additional Information

GAO Approval Not Required

1.11 2000-11 Data Standardization

Disposition Authority Number DAA-NU-2015-0002-0011

Information pertaining to the standardization of data elements in order that identical
data in various systems are uniformly identified, defined, coded, and sequenced.

Final Disposition Temporary
{tem Status Active
Is this itern media neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citation Manual Title
2000-11 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-86-3 / 12292/1
Ctation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year
Retention Period Destroy 5 year(s) after cutoff

Additional Information

GAQ Approval Not Required
1.12 2000-12 Radio Frequency Risk Management
Disposition Authority Number DAA-NU-2015-0002-0012

information relating to the effect of radio frequency energy on personnel,
flammable mixtures, ordnance and communications and electronic equipment from
Electronic Records Archives Page 15 of 26 PDF Created on; 07/06/2016




NATIONAL ARCHIVES AND RECQRDS ADMINISTRATION
Request for Records Disposition Autharity Records Schedule. DAA-NU-2015-0002

a hazard standpoint. (Exclude policy and standard procedure records covered by
SSIC 5100, Safety and Occupational Health.)

Final Disposition Temporary
ltemn Status Active
{s this item media neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citation Manual Title
2000-12 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1 / 2460/3
Citation

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year
Retention Period Destroy 6 year(s) after cutoff

Additional Information

GAO Approval Not Required
1.13 2000-13 International/Domestic Coordination
Disposition Authonty Number DAA-NU-2015-0002-0013

Information relating to interoperability of communications equipment to be sold,
leased or loaned, or pertaining to the exchange of communication information
between the Navies of Australia, Canada, New Zealand, the United Kingdom and
the United States; between the United States and other NATO countries; and
between the United States and individual foreign countries (bilateral) and regions;
and information relating to the coordination between the military services and the
federal government of air traffic control.

Final Disposition Temporary
tem Status Active
Is this item media neutral? Yes

Do any of the records covered Yes
by this tem currently exist in

electronic format(s) other than e-

mail and word processing?

Do any of the records covered Yes
by this tem exist as structured
electronic data?
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION

Request for Records Disposition Authority

Records Schedule. DAA-NU-2015-0002

Manual Citation Manual Title
2000-13 SECNAV M-5210.1
GRS or Superseded Authority N1-NU-89-1 / 2830/2/B
Citation N1-NU-89-1 / 2830/6
N1-NU-89-1 / 2830/7
N1-NU-89-1 / 2830/8
Disposition Instruction
Cutoff Instruction Cutoff at end of calendar year.
Retention Period Destroy 5 year(s) after cutoff
Additional Information
GAQ Approval Not Required
1.14 2000-14 General Correspondence (Information Technology and Communications)
Disposition Authority Number DAA-NU-2015-0002-0014
Information accumulated in connection with the routine, day-to-day, administration
and operation of Navy and Marine Corps communications programs.
Ftnal Disposition Temporary
item Status Active
is this item media neutral? Yes
Do any of the records covered No
by this item currently exist in
electronic format{s) other than e-
mail and word processing?
Manual Citation Manua! Tille
2000-14 SECNAV M-5210.1
GRS or Superseded Authority N1-NU-89-1 / 2000/2
Citation N1-NU-89-1 / 2013/1
N1-NU-89-1 / 2014/1
N1-NU-89-1 / 2015/1
N1-NU-89-1/ 2016/1
N1-NU-89-1 / 2030/1
N1-NU-89-1 / 2060/2
N1-NU-89-1/ 2070/2
N1-NU-89-1 / 2074/1
N1-NU-89-1 / 2080/1
N1-NU-89-1 / 2081/2
N1-NU-89-1 / 2089/3
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authonity Records Schedule: DAA-NU-2015-0002

N1-NU-89-1 / 2092/1
N1-NU-89-1 / 2093/2
N1-NU-89-1 / 2093/3
N1-NU-89-1/ 2099/1
N1-NU-89-1 / 2099/1
N1-NU-89-1 / 2110/
N1-NU-89-1 / 2120/1
N1-NU-89-1 / 2130/1
N1-NU-89-1/2140M
N1-NU-89-1 / 2150/1
N1-NU-89-1/ 2160/1
N1-NU-89-1/ 2180/1
N1-NU-89-1 / 2200/1
N1-NU-89-1/ 2250/2
N1-NU-89-1 / 2280/2
N1-NU-89-1 / 2280/7
N1-NU-89-1 / 2284/1
N1-NU-89-1/ 2300/2
N1-NU-88-1 / 2311/3
N1-NU-89-1/2313
N1-NU-89-1 / 2320/1
N1-NU-89-1/2321/1
N1-NU-89-1 / 2322/1
N1-NU-89-1 / 2340/1
N1-NU-89-1/2341/1
N1-NU-89-1 / 2342/1/A
N1-NU-89-1/2342/1/B
N1-NU-89-1 / 2343/1
N1-NU-89-1/ 2344/1
N1-NU-89-1 / 2345/1
N1-NU-89-1/ 2500/2
N1-NU-89-1/ 2501/2
N1-NU-89-1 / 2510/2
N1-NU-89-1/ 2530/2
N1-NU-89-1/ 2710/
N1-NU-89-1 / 2720/1
N1-NU-89-1 / 2730/1
N1-NU-89-1 / 2740/1
N1-NU-89-1 / 2750/1
N1-NU-88-1 / 2802/1

Disposition Instruction

Cutoff Instruction Cutoff at end of calendar year.
Retentlion Period Destroy 3 year(s) after cutoff
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Racords Dispostton Authority Records Scheduie' DAA-NU-2015-0002

Additional information

GAO Approval Not Required
1.15 2000-15 General Communications Operations
Disposition Authority Number DAA-NU-2015-0002-0015

Information relating to general transactions, the day-to-day administration, and
operation of communications programs. This includes but is not limited to Sateliite
Communications Systems, Military Affiliate Radio System, COMSEC equipment
installation, COMSEC Material System, communications traffic handling/
processing, radio interference, electromagnetic compatibility; Fleet Operational
Telecommunications Program (FOTP); Operational Readiness Evaluation (OPE);
telecommunications quality monitoring and control; afloat communication support;
and the general operation of defense communications systems.

Final Disposition Temporary
item Status Active
Is this item media neutral? Yes

Do any of the records covered No
by this item currently exist in

electronic format(s) other than e-

mail and word processing?

Manual Citation Manual Title
2000-15 SECNAV M-5210.1

GRS or Superseded Authority N1-NU-89-1 / 2050/2

Citation N1-NU-89-1 / 2093/1
N1-NU-89-1 / 2093/4
N1-NU-89-1 / 2206/1/A
N1-NU-89-1 / 2206/1/B
N1-NU-89-1 / 2206/1/C
N1-NU-89-1 / 2206/2/A
N1-NU-89-1 / 2206/2/B
N1-NU-89-1 / 2206/2/C
N1-NU-89-1 / 2206/3/A
N1-NU-89-1 / 2206/3/B
N1-NU-89-1 / 2206/3/B/1
N1-NU-89-1 / 2206/3/B/2
N1-NU-89-1 / 2210/1
N1-NU-89-1 / 2280/10
N1-NU-89-1 / 2280/3/C
N1-NU-89-1 / 2280/3/J
N1-NU-89-1 / 2280/3/K
N1-NU-89-1 / 2310/3/A/2
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Records Schedule: DAA-NU-2015-0002

N1-NU-89-1 / 2310/3/A/3
N1-NU-83-1/ 2210/3/A/7
N1-NU-89-1 / 2310/4/B
N1-NU-89-1 / 2310/5/A/2
N1-NU-89-1 / 2310/5/A/3
N1-NU-89-1 / 2310/5/A/7
N1-NU-89-1/2310/6/B
N1-NU-89-1 / 2310/7
N1-NU-89-1/2311/2/B
N1-NU-89-1 /2314
N1-NU-89-1/2316/1/A
N1-NU-89-1 / 2400/2
N1-NU-89-1/ 2400/3
N1-NU-89-1 / 2410/2/B
N1-NU-89-1 / 2420/1
N1-NU-89-1/ 2420/2
N1-NU-89-1 / 2420/3
N1-NU-89-1 / 2420/4
N1-NU-89-1 / 2430/1
N1-NU-89-1 / 2450/1
N1-NU-89-1 / 2450/2
N1-NU-89-1 / 2450/3
N1-NU-89-1 / 2450/4
N1-NU-89-1 / 2450/5
N1-NU-89-1 / 2460/1
N1-NU-89-1 / 2460/2
N1-NU-89-1 / 2521/1
N1-NU-89-1 / 2522/1
N1-NU-89-1 / 2023/1
N1-NU-89-1 / 2023/2
N1-NU-89-1 / 2023/3
N1-NU-89-1 / 2026/1
N1-NU-89-1 / 2026/2
N1-NU-89-1 / 2083/2
N1-NU-89-1 / 2095/1
N1-NU-89-1 / 2096/1
N1-NU-89-1 / 2097/1
N1-NU-89-1 / 2098/1
N1-NU-89-1 /2100
N1-NU-89-1 / 2206/1/D
N1-NU-89-1 / 2300/3/B
N1-NU-89-1 / 2310/5/A/4
N1-NU-89-1 / 2310/5/B/1
N1-NU-89-1 /2319/1
N1-NU-89-1 / 2324/1
N1-NU-89-1/2410/2/A
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authority

Reacords Schedule: DAA-NU-2015-0002

Disposition Instruction
Cutoff Instruction

Retention Period

Additional information

N1-NU-89-1/ 2502/1
N1-NU-89-1/2506/2
N1-NU-89-1 / 2760/1
N1-NU-89-1/2760/2
N1-NU-88-1 / 2780/1
N1-NU-89-1/ 2780/2
N1-NU-89-1/2790/1
N1-NU-89-1 /27911
N1-NU-89-1/2782/1
N1-NU-88-1/2793/1
N1-NU-89-1/2830/3
N1-NU-89-1/2830/4
N1-NU-89-1 / 2860/1
N1-NU-89-1 / 2880/1

Cutoff at end of calendar year.
Destroy 3 year(s) after cutoff.

GAOQ Approval Not Required '

1.16 2000-16 Routine Communications Traffic Handling/Processing
Disposition Authority Number DAA-NU-2015-0002-0016
Includes routine communications traffic handling/processing such as naval
messages received/sent.

Final Disposition Temporary
Item Status Active
Is this item media neutral? Yes
Do any of the records covered No “
by this tem currently exist in
electronic format{s) other than e-
mail and word processing?
Manual Citation Manual Title
2000-16 SECNAV M-5210.1
G‘RS. or Superseded Authority N1-NU-89-1 / 2092/2
Citation N1-NU-89-1/ 2093/5
N1-NU-89-1 / 2099/2
N1-NU-89-1 / 2310/3/A/1
N1-NU-89-1 / 2310/3/A/5
N1-NU-89-1 / 2310/3/A/6
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Raquest for Records Disposition Authonty

Records Schedule' DAA-NU-2015-0002

Disposition Instruction
Cutoff Instruction

Retention Penod

Additional Information

N1-NU-89-1 / 2310/3/A/8
N1-NU-89-1 / 2310/3/A/9
N1-NU-89-1 / 2310/3/B/1
N1-NU-89-1 / 2310/3/B/2

N1-NU-89-1 / 2310/3/C
N1-NU-89-1 / 2310/4/A
N1-NU-89-1 / 2310/4/C
N1-NU-89-1/2310/4/D
N1-NU-89-1 / 2310/4/E
N1-NU-89-1 / 2310/4/F
N1-NU-89-1 / 2310/4/G

N1-NU-89-1 / 2310/5/A/1
N1-NU-89-1 / 2310/5/A/5
N1-NU-89-1/ 2310/5/A/6
N1-NU-89-1 / 2310/5/A/8
N1-NU-89-1 / 2310/5/A/9
N1-NU-89-1 / 2310/5/B/2

N1-NU-89-1 / 2310/6/A
N1-NU-89-1 / 2311/2/A
N1-NU-89-1 /23251
N1-NU-89-1 / 2790/2

Cutoff at end of calendar year.

6 months after cutoff.

GAO Approval Not Required
1.17 2000-17 Transient Records
Disposition Authority Number DAA-NU-2015-0002-0017
Information related to information management and telecommunications that has
minimal or no documentary or evidential value. Includes routine communications
traffic handling/processing such as naval messages received/sent.
Final Disposition Temporary
Item Status Active
Is this item medsa neutral? Yes
Do any of the records covered No
by this tem currently exist in
electronic format(s) other than e-
mail and word processing?
Manual Citation Manuati Title
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposition Authonty

Records Schedule' DAA-NU-2015-0002

2000-17

SECNAV M-5210.1

GRS or Superseded Authority

Citation

Disposition Instruction
Cutoff Instruction

Retenton Period

Additional Information

N1-NU-89-1 / 2280/3/B
N1-NU-89-1 / 2280/3/D

N1-NU-89-1 / 2280/3/E/1

N1-NU-89-1 / 2280/3/G
N1-NU-89-1 / 2280/3/H
N1-NU-89-1 / 2280/4/A
N1-NU-89-1 / 2280/4/B
N1-NU-89-1 / 2280/9
N1-NU-89-1 / 2310/6/C
N1-NU-89-1 / 2310/6/D
N1-NU-89-1 /2310/6/E
N1-NU-89-1/2310/6/F
N1-NU-89-1 / 2251/1
N1-NU-89-1/2252/1

Cutoff at end of calendar year.

6 months after cutoff.

GAQ Approval Not Required
1.18 2000-18 COMSEC Material System
Disposition Authority Number DAA-NU-2015-0002-0018
Information relating to COMSEC Material System and the accounting, distribution,
and stowage of COMSEC material.
Final Disposition Temporary
Item Status Active
Is this item media neutral? Yes
Do any of tha records covered Yes
by this item currently exist in
alectronic format(s) other than e-
mail and word processing?
Do any of the records coverad No
by this item exist as structured
electronic data?
Manual Citation Manual Title
2000-18 SECNAV M-5210.1
Electronic Records Archives Page 23 of 26 PDF Created an, 07/06/2016




NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Raquest for Racords Digposition Authority Records Schedule: DAA-NU-2015-0002

GRS or Superseded Authority N1-NU-89-1 / 2280/11

Citation N1-NU-89-1 / 2280/3/A
N1-NU-89-1 / 2280/3/F
N1-NU-89-1 / 2280/3/i
N1-NU-89-1 / 2280/3/M
N1-NU-89-1 / 2280/5
N1-NU-89-1 / 2282/1
N1-NU-89-1 / 2283/1
N1-NU-89-1 / 2285/1

Disposition Instruction

Retention Period Destroy or delete following COMSEC procedures.

Additional Information
GAO Approval Not Required
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NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
Request for Records Disposttion Authority

Records Schadule: DAA-NU-2015-0002

Agency Certification
I hereby cartify that | am authorized to act for this agency in matters pertaining to the disposition of its records and that the records
proposed for disposal in this schedule are not now needed for the business of the agency or will not be needed after the retention
periods specified.
Signatory Information
Date Action By Title Organization
08/21/2015 | Certify Joel Westphal | Deputy Director, Dir |Department of the Navy
ectives and Records |- Department of the
Management Navy
03/01/2016 |Return for Revisio |Steven Rhodes |Senior Appraisal Arc |National Archives and
n hivist Records Administration
- Records Management
Services
03/15/2016 | Submit For Certific | Brent Dockter Records Manageme |Chief of Naval
ation nt Analyst Operations staff -
DNS-5
03/15/2016 | Certify Joel Westphal | Deputy Director, Dir |Department of the Navy
ectives and Records |- Department of the
Management Navy
06/21/2016 | Submit for Concur |Steven Rhodes |Senior Appraisal Arc |National Archives and
rence hivist Records Administration
- Records Management
Services
06/29/2016 |{Concur Margaret Director of Records |National Records
Hawkins Management Servic {Management Program
es - ACNR Records
Management Serivces
06/29/2016 |Concur Laurence Director, National R | National Archives and
Brewer ecords Management | Records Administration
Program - National Records
Management Program
07/01/2016 |Approve David Ferriero | Archivist of the Unite | Office of the Archivist -
d States Office of the Archivist
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SSIC/No. Series Title Description of Records Cutoff Disposition Ret. [DAU Notes
The records described in this chapter relate to the management and operation of all types of communication services,
facilities, information technology and systems. They are created or accumulated by departmental bureaus, headquarters
Marine Corps and Navy and Marine Corps offices and field activities that exercise management control or formulate and
prescribe general communications and information technology policies and procedures and by activities and offices applying
these procedures and providing communication and information technology services.
. Information Technology records describe any technology that helps to produce, manipulate, store, communicate, and/or
Telecommunications and . . . . . . .
2000 ) disseminate information. Included are records that are created by computers and/or systems regarding or involving N/A N/A X N/A IN/A
Information Technology: L . .
communications such as cryptology, web site records, satellites, etc. These records are created or accumulated by
departmental bureaus, headquarters Marine Corps and Navy and Marine Corps offices and field activities. CIO Information
Technology records created via related job duties are included in this chapter.
Incorporated are records that document DON-wide IT goals; specify milestones to be achieved; identify performance
measures for the DON’s IT portfolio; or summarize the underlying principles and approach by which the DON will plan for and
manage its IT resources.
. . . L . . - PERMANENT: Cutoff at end of
Information relating to the planning and development of telecommunications and information technology programs, policies,’
" . s . y . . . " N |calendar year. Transfer to the
2000-1 Policy, Strategy and Planning: procedures, methods, and significant accomplishments. Files retired under this number are from the immediate offices of the ) )
) A . ) National Archives 50 years after
commanders named above and from program coordinators and action officers under their command. cutoff.
1. PRIMARY PROGRAM CORRESPONDENCE. FILES OF THE OFFICE OF THE CHIEF OF NAVAL OPERATIONS (OPNAV] (N6), - X =
P t. Retire to the Washingt
COMMANDER, NAVAL COMPUTER AND TELECOMMUNICATIONS COMMAND (NCTC), AND COMMANDER, SPACE AND NAVAL NZ;E:':;EC; dlsrec;tef (WaNSRg;g on
WARFARE SYSTEMS COMMAND. Files includi d , studies, and rts that d t the planni d
GENERAL TELECOMMUNICATIONS - fes inclu ecorre.sp.on SR BRI, EIH D el .a K 'ocumen e.p R arf X when 10 years old. Transfer to the N1-NU-89-1/
2000.1 development of telecommunications programs, policies, procedures, methods, and significant accomplishments. Files retired R .
SYSTEMS RECORDS . X " N " National Archives and Records 2000/1
under this number are from the immediate offices of the commanders named above and from program coordinators and L .
. X X N N - . Administration (NARA) when 20 years
action officers under their command. (For routine, general correspondence documenting the day to day administration of d
these headauarters_use subnaragraoh 2000.2.) -
Permanent. Transfer to WNRC when
ded lled, I
AN GENERAL TELECOMMUNICATIONS ~ |3. TELECOMMUNICATIONS PUBLICATIONS AND INSTRUCTIONS. i:gji':d ?or rc:f':r:nece :/'hr::h::egrel's o [nnussiy
i SYSTEMS RECORDS . R ds set. (O f each publicati iginated by izant activity. ! 2000/3/A
a. Records set. (One copy of each publication originated by cognizant activity.) e Tt e AR leem 200 /3/
vears old. e
4. TELECOMMUNICATIONS PLANS ISSUED BY ECHELON 1 (CHIEF OF NAVAL OPERATIONS (CNO)) AND ECHELON 2 rehrma"e"t' Trj'"; erte ””eadre“ FRC
nyy GENERAL TELECOMMUNICATIONS  |(COMMANDER, NAVAL COMPUTER AND TELECOMMUNICATIONS COMMAND, COMMANDER, SPACE AND NAVAL WARFARE ;” en 5“”9;52: 'Cafnce e €l i N1-NU-89-1/
: SYSTEMS RECORDS SYSTEMS COMMAND, AND FLEET CINCS). T MRS [E NS, P |2000/4/€
- " - whichever is later. Transfer to NARA
a. Record copy. (One copy of each plan originated by cognizant activity.)
when 20 vears old.
ermanent. Retire to Cwhen
superseded, cancelled, or no longer N1-NU-89-1/
2014.2a 2. CONTINGENCY PLANS. a. Record copy. required for reference, whicheveris |p 2014/2/A
earlier. Transfer to NARA when 20
vears old.
T. PRIMIARY PROGRANM RECORDS. Records accumulated by CNO and Commander, Space and Naval Warfare Systems
Command relating to preparing, coordinating, issuing, and interpreting policy matters related to fulfilling the functions of
WORLDWIDE MILITARY COMMAND |communications command and control. Documents related to formulation of policy on general purpose radio navigation, and Permanent. Retire to WNRC when 5 N1-NU-89-1/
2021.1 AND CONTROL SYSTEMS the application of automatic data processing (ADP) technology to the command control systems, and guidelines for the years old. Transfer to National p 2021/1
(WWMCCS) RECORDS design and operation of the WWMCCS. These are files unique to the Department of the Navy and not duplicates of records Archives when 20 years old.
held by DISA. (Data bases that are products of the WWMCCS system are filed under the appropriate SSIC in Chapter 3 of this
manual.)
Permanent. Retire to the Commander,
Naval Security Group Activity, Attn:
N14-Archives, 9800 Savage Road, Suite
6585, Fort George G. Meade, MD
20755, when 2 years old. Transfer to
NARA entire record series or 5-year
1. Primal rogram correspondence accumulated by Commander, Naval Security Group relating to communications securit: [l s i Ume e e
GO AU w'ithin thrz ge gartment offhe Navy including plans, Zjoctrine ro, ;ammin and \:Jidancz develog ed by naval security a, ency tzlbesiies), wie S s ekl e N1-NU-89-1/
2200 eI RGOS, (el AD (nsa) and the Zno and develo me:t and rogmpul atlion of roSediraI instrictiongs applicable to tﬁe Deyartment of Tl\:e ;g\lav Ys FESEIEDs R b S e il 2 2201/1
DOCTRINE L . & ) 2 B B B b v special protection has been extended
communications materials security. . .
beyond 50 years will be re-reviewed
for declassification every 10 years
thereafter until releasable. The entire
series of these records or 5-year
blocks thereof will then be transferred
to NARA through appropriate
channels.
B OPERATING AND MAINTENANCE P A Permanent. Transfer to NARA per SSIC N1-NU-89-1/
g MANUALS : A7 i o 2201. P |22071




2250.1

CRYPTOGRAPHIC EQUIPMENT,
GENERAL

1. PRIMARY PROGRAM RECORDS relating to policy and procedures regarding cryptographic equipment.

Permanent. Retire to the Commander,
Naval Security Group Activity, Attn:
N14-Archives, 9800 Savage Road, Suite
6585, Fort George G. Meade, MD
20755, when 2 years old. Transfer to
NARA entire record series of 5 year
blocks thereof, if unclassified or
declassified, when 50 years old or
sooner. Records series for which
special protection has been extended
beyond 50 years will be re-reviewed
for declassification every 10 years
thereafter until releasable. The entire
series of these records, or 5 year
blocks thereof, will then be
transferred to NARA through
appropriate channels.

N1-NU-89-1/
2250/1

2281.1

POLICY, PLANS AND PROCEDURES

1. Records relating to development and implementation of plans, policy, procedures, doctrine, programming and guidance
both internal and external to the Communications Security Material System, accumulated at the Office of the Director, CMS
and at the CNO level. Includes records relating to liaison and coordination matters and development and issuance of
procedural instructions applicable to communications security.

|Permanent. Retire to: Commander,
Naval Security Group Activity Attn:
N14-Archives 9800 Savage Road, Suite
6585 Fort George G. Meade, MD
20755 when 2 years old. Transfer to
NARA entire records series or 5-year
blocks thereof, if unclassified or
declassified, when 50 years old or
sooner. Records series for which
special protection has been extended
beyond 50 years will be re-reviewed
for declassification every 10 years
thereafter until releasable. The entire
series of these records, or 5-year
blocks thereof, will then be
transferred to NARA through
appropriate channels.

2300.1

GENERAL COMMUNICATIONS
METHODS AND PROCEDURES
RECORDS

1. FILES OF OPNAV (N6), Space And Naval Warfare Systems Command and The Naval Computer and Telecommunications
Command. Files include studies and reports that document the planning and development of telecommunications programs,
policies, procedures, methods and significant accomplishment. (For routine general correspondence documenting the day-to-
day administration of communications methods and procedures, use SSIC 2300.2.)

N1-NU-89-1 /
2281/1

Permanent. Retire to the WNRC when
10 years old. Transfer to NARA when
20 years old.

N1-NU-89-1 /
2300/1

2300.3a

GENERAL COMMUNICATIONS
METHODS AND PROCEDURES
RECORDS

2. ACTIVITIES GENERAL CORRESPONDENCE FILES. Files include reports and other papers relating to the internal operations
and administration of communications offices.
a. Record set.

Permanent. Apply SSIC 2000.3.

N1-NU-89-1 /
2300/3/A

2316.1b

TRAFFIC STATISTICAL DATA
RECORDS

1. Records filed at NCTC concerning trends and statistics for message traffic volumes, manual intervention rates and
availabilities and reliabilities for the principal Department of the Navy message handling systems. Includes statistics on
AUTODIN volumes.

b. Naval Telecommunications System Performance annual report compiled from input reports.

Permanent. Retire to FRC when 10
years old. Transfer to NARA when 20
years old.

N1-NU-89-1 /
2316/1/8

2500.1

SI COMMUNICATIONS RECORDS —
GENERAL

2501.1

STCOMMUNICATIONS PLANNING |
AND MANAGEMENT

1. PRIMARY PROGRAM CORRESPONDENCE. Records of OPNAV, Commander, Naval Security Group (COMNAVSECGRU),
Director, Office of Naval Intelligence and flag level headquarters, such as memoranda, letters, messages, reports and
attachments, documenting high level Department of the Navy SI communications policy.

Permanent. Retire to: Commander,
Naval Security Group Activity, Attn:
N14-Archives, 9800 Savage Road, Suite
6585, Fort George G. Meade, MD
20755, when 2 years old. Offer to
NARA entire record series or 5-year
blocks thereof, if unclassified or
declassified, when 50 years old or
sooner. Records series for which
special protection has been extended
beyond 50 years will be re-reviewed
for declassification every 10 years
thereafter until releasable. The entire
series of these records, or 5-year
blocks thereof, will then be
transferred to NARA.

N1-NU-89-1/
2500/1

' 1. PRIMIARY PROGRAM RECORDS. Records relating to the Navy's policy and doctrine regarding ST communications planning at
OPNAV, COMNAVSECGRU, Director, Office of Naval Intelligence and flag level headquarters

2500.1.

Permanent. Transfer to NARA per par. ®

N1-NU-89-1/
2501/1

2501.3a

SI COMMUNICATIONS PLANNING
AND MANAGEMENT

3. PLANS.
a. Record copy of Navy-originated plans.

Permanent. Transfer to NARA per
para. 2500.1.

N1-NU-89-1/
2501/3/A




2502.2a

SI COMMUNICATION PROCEDURES

2. PUBLICATIONS.
a. Official record copy developed by program sponsor.

Permanent. Retire to: Commander,
Naval Security Group Activity, Attn:
N14-Archives, 9800 Savage Road, Suite
6585, Fort George G. Meade, MD
20755, when 2 years old. Offer to
NARA entire record series or 5-year
blocks thereof, if unclassified or
declassified, when 50 years old or
sooner. Records series for which
special protection has been extended
beyond 50 years will be re-reviewed
for declassification every 10 years
thereafter until releasable. The entire
series of these records, or 5-year
blocks thereof, will then be
transferred to NARA.

N1-NU-89-1/
2502/2/A

2510.1

SI COMMUNICATIONS SYSTEMS -
GENERAL

1. PRIMARY PROGRAM CORRESPONDENCE. Records of OPNAV, COMNAVSECGRU, flag level headquarters and the office of
program sponsor. Includes: plans for installation and concepts of operations; records relating to actual installation and
concepts of operations, and records relating to actual installation schedules and system obsolescence and removal. For
routine administrative correspondence at these commands, use paragraph 2510.2.

Permanent. Retire to: Commander,
Naval Security Group Activity, Attn:
N14-Archives, 9800 Savage Road, Suite
6585, Fort George G. Meade, MD
20755, when 2 years old. Offer to
NARA entire record series or 5-year
blocks thereof, if unclassified or
declassified, when 50 years old or
sooner. Records series for which
special protection has been extended
beyond 50 years will be re-reviewed
for declassification every 10 years
thereafter until releasable. The entire
series of these records, or 5-year
blocks thereof, will then be
transferred to NARA.

°

N1-NU-89-1/
2510/1

2510.3a

SI COMMUNICATIONS SYSTEMS -
GENERAL

3. PUBLICATIONS.
a. Official record copy developed by program sponsor.

Permanent. Apply para. 2510.1.

N1-NU-89-1/
2510/3/A

2530.1

SI TACTICAL COMMUNICATIONS -
GENERAL

2530.3a

SITACTICAL COMMUNICATIONS -
GENERAL

1. PRIMARY PROGRAM CORRESPONDENCE. Records of OPNAV, COMNAVSECGRU, flag headquarters and the office of
program sponsor. Includes plans for installation, concept of operations and records relating to actual installation schedules
and systems obsolescence and removal. For routine administrative correspondence at these commands, use SSIC
subparagraph 2530.2.

|Permanent. Retire to: Commander,
Naval Security Group Activity, Attn:
N14-Archives, 9800 Savage Road, Suite
6585, Fort George G. Meade, MD
20755, when 2 years old. Offer to
NARA entire record series or 5-year
blocks thereof, if unclassified or
declassified, when 50 years old or
sooner. Records series for which
special protection has been extended
beyond 50 years will be re-reviewed
for declassification every 10 years
thereafter until releasable. The entire
series of these records, or 5-year
blocks thereof, will then be
transferred to NARA.

N1-NU-89-1/
2530/1

3. PUBLICATIONS.
a. Official record copy developed by program sponsor.

Permanent. Apply SSIC subparagraph
2530.1.

N1-NU-89-1/
2530/3/A

2000-2

OPNAV Communications Centers:

All incoming and outgoing messages received, relayed or sent (by whatever means) by communications centers of CNO;
Commander, Pacific Command; and Commander, Atlantic Command.

PERMANENT: Cutoff at end of
calendar year. Transfer to the
National Archives 25 years after
cutoff.

2310.1a(1)

TRAFFIC HANDLING/PROCESSING
RECORDS

1. OPNAV COMMUNICATIONS CENTER.
a. All incoming and outgoing messages received, relayed or sent (by whatever means) by CNO.
(1) Silver halide microform message files arranged in date time group order.

Permanent. Cut off file annually. Retire
to WNRC when 2 years old. Transfer to
NARA when 20 years old.

N1-NU-89-1 /
2310/1/A/1

2310.1b

TRAFFIC HANDLING/PROCESSING
RECORDS

1. OPNAV COMMUNICATIONS CENTER.
b. Microform index to OPNAV message files showing date time group, originator, classification, special handling instructions
and location on the microform.

PERMANENT. Cut off annually. Retire
to WNRC when 2 years old. Transfer to
NARA when 20 years old.

N1-NU-89-1 /
2310/1/8

2310.2a(1)

TRAFFIC HANDLING/PROCESSING
RECORDS

~COMMANDER TN CHIEF U-S. PACIFIC CO!
(USACOM) COMMUNICATIONS CENTERS.
a. All incoming and outgoing messages received, relayed, or sent (by whatever means) by USCINCPAC and CINCUSACOM that
are identified under SSIC's 3000 to 3999 (Operations and Readiness subjects) and SSIC's 4900 to 4960 (Foreign Military
Assistance and Mutual Security Programs).
(1) Microform coov.

D (USCINCPAC) and COMMANDER TN CHIEF U5, ATLANTIC COMMAND

Permanent. Cut off file annually. Retire
to WNRC when 2 years old. Transfer to
NARA when 20 years old.

N1-NU-89-1/
2310/2/A/1




2. COMMANDER IN CHIEF U.S. PACIFIC COMMAND (USCINCPAC) and COMMANDER IN CHIEF U.S. ATLANTIC COMMAND
(USACOM) COMMUNICATIONS CENTERS.

Permanent. Cut off file annually. Retire

2310.2a(3) TRAFFIC HANDLING/PROCESSING  |a. All incoming and outgoing messages received, relayed, or sent (by whatever means) by USCINCPAC and CINCUSACOM that o WNRC when 2 vears old. Transfer to N1-NU-89-1/
) RECORDS are identified under SSIC's 3000 to 3999 (Operations and Readiness subjects) and SSIC's 4900 to 4960 (Foreign Military U ) a 2310/2/A/3
. 5 NARA when 20 years old.
Assistance and Mutual Security Programs).
(3) Indexes to microform message files
. . . . n L . . L PERMANENT: Cutoff at end of
Information relating to establishment/disestablishment of communications facilities, major changes to communications
2000-3 Equipment Planning and Servicing: |systems, interoperability of communication equipment and systems with allied navies, policies and agreements regardin P e RS e X
quip 8 B: ey " mént andpe o m:nt coritdln auip ¥ b2 e g e National Archives 25 years after
S S o cutoff.
Permanent. Retire to FRC when 4
1. MULTICHANNEL AND SINGLE CHANNEL PLANNING RECORDS. R d rtaining to the establish t or disestablish t N1-NU-89-1
2083.1 SUBMARINE BROADCAST RECORDS ANT 212 NGLL : ecords pertaining to the establisnment or cisestablishmen vears old. Transfer to NARA when 20 |p /
of communications facilities which support fleet submarine broadcasts or a change in the broadcast alignment or control. ears old 2083/1
P t. Retire to FRC when 4
o NATO BROADCAST 2. MULTICHANNEL, SINGLE CHANNEL, AND NATO PLANNING RECORDS. Records pertaining to the establishment or Z;zzr:znﬂa:s'fr; t‘: NARX ;:en 2 N1-NU-89-1 /
i COMMUNICATIONS RECORDS disestablishment of communications facilities supporting fleet broadcasts. zears old‘ P 2089/2
3. COMSEC EQUIPMENT CONFIGURATION CONTROL. Ch d modificati t it COMSEC i t. Ch t
COMSEC EQUIPMENT - W " anges and modirications to curren quipment, thanges to Permanent. Transfer to NARA per SSIC N1-NU-89-1/
2206.3c existing configurations due to planned upgrading of communications systems. (See SSIC 4720 also.) p
INSTALLATION . e ) e ) 2201. 2206/3/C
c. Equipment Modifications - Major changes to systems components that have a significant impact on programs
SI COMMUNICATIONS EQUIPMENT
P t. Transfer to NARA N1-NU-89-1
2506.1 AND CONFIGURATION CONTROL 1. MINUTES of board meetings and supporting technical documents, including wiring diagrams and blueprints. ::;nazr;ré 1 ransterto per 2506/1 /
RECORDS [PEIEED 2585
2. AUS-CAN-NZ-UK-US; NATO; AND BILATERAL/REGIONAL INTEROPERABILITY RECORDS. Records pertaining to
interoperability of communications equipment to be sold, leased or loaned, or pertaining to the exchange of communication .
P t. Retire to WNRC when 5
2830.2a GENERAL COMMUNICATION information between the Navies of Australia, Canada, New Zealand, the United Kingdom and the United States; between the ee;:a;znﬁasslf;er th): NARA \:/vhee:zs N1-NU-89-1/
) CONSOLIDATION RECORDS United States and other NATO countries; and between the United States and individual foreign countries (bilateral) and years old' P 2830/2/A
regions. These are not FMS records (see SSIC 4920). R .
a. Records concerning interooerabilitv nolicv and orosrams.
P t. Retire to WNRC when 10
.. GENERAL COMMUNICATION 5. AGREEMENTS AND MEMORANDA OF UNDERSTANDING CONCERNING CROSS SERVICING OF TELECOMMUNICATIONS. :;:a;Z"Trass'fZ t‘; NARA x’h::zs N1-NU-89-1/
) CONSOLIDATION RECORDS These policy records relate to inter-service, inter-agency and Allied agreements. zears old' P 2830/5
TELECOMMUNICATIONS
2. TELCOR SUMMARY. Permanent. Transfer to NARA 25 years N1-NU-89-1/
288022 R ANCIREQUIREMENTS a. Master copy filed at NCTC. after superseded P 2880/2/A
(TELCOR) RECORDS. : B . & :
PERMANENT: Cutoff at end of
2000-4 Information Loss or Compromise | Information relating to major instances of loss or compromise of classified cryptographic material; major violations, including lendar year. Transfer to the L
(permanent): espionage. National Archives 50 years after
cutoff.
2212.1a LOSS OR COMPROMISE 1. Rec'ords. rela.tlng tAo Iossior corn.promlse of classified cryptographic material Permanent. Transfer to NARA per SSIC ® N1-NU-89-1/
a. Major violations, including espionage. 2201. 2212/1/A
Information relating to environmental impact on ELF Program and resulting public and congressional interest, at CNO, Naval PERMANENT: Cutoff at end of
2000-5 Extremely Low Frequency (ELF) Computers and Telecommunications Command, and Space and Naval Warfare Systems Command. Records which document calendar year. Transfer to the
Program the intense public interest in the ELF program, especially concerning health and environmental issues. Includes briefing National Archives 20 years after
papers and slides, health studies, congressional correspondence, photographs and press briefings. cutoff.
EXTREMELY LOW FREQUENCY (ELF) 1. RECORDS relating to envirt?nm.ental impact on ELF Program and resulting public and congressional interest, a.t CNO, Naval bermanent. Retire to WNRC when 5
Computers and Telecommunications Command, and Space and Naval Warfare Systems Command. Records which document N1-NU-89-1/
2046.1 (SUCCESSOR TO SEAFARER, SHELF, ) . ) | ) ) ) L years old. Transfer to NARA when 20 |p
SANGUINE) the intense public interest in the ELF program, especially concerning health and environmental issues. Includes briefing ears old 2046/1
papers and slides, health studies, congressional correspondence, photographs and press briefings. i .
Tnformation pertaining to NATO and Allied switched systems such as the NATO Integrated Communication System (NICS), TEMPORARY: Cutoff at end of
2000-6 NATO and Allied switched systems: | Telegraphic Automatic Relay Equipment (TARE), Initial Voice Switching Network (IVSN), the NATO Secure Voice System, etc. calendar year. Destroy 15 years after |x
These systems handle data traffic and voice traffic cutoff.
1. GENERAL CORRESPONDENCE FILES. Roufine files pertaining to NATO and Allied switched systems such as the NATO
NORTH ATLANTIC TREATY
20721 ORGANIZATION (NATO)/ALLIED Integrated Communication System (NICS), Telegraphic Automatic Relay Equipment (TARE), Initial Voice Switching Network Transfer to FRC when 5 years old. 30 N1-NU-89-1/
i (IVSN), the NATO Secure Voice System, etc. These systems handle data traffic and voice traffic. (Exclude primary program Destroy when 15 years old. 2072/1
SYSTEMS RECORDS
correspondence covered by 2000.1.)
o Tnformation relating to planning, programming, procurement, or installation of manpower, funding or equipment used in the TEMPORARY: Cutoff at end of
Communications Program . L . i q q
2000-7 planning: fleet broadcast system to include the approval and authorization of frequency allocations, usage of radio frequencies, and Trigger(s) |calendar year. Destroy 10 years after |x
8: Army/Navy/Air Force/Coast Guard interoperability standards. cutoff.
20701 SWITCHED SYSTEMS-NETWORKS 1. PLANNING RECORDS. General correspondence pertaining to planning for establishing or disestablishing automatic digital |Retain on board. Destroy when 10 10 N1-NU-89-1/
) RECORDS-GENERAL network (AUTODIN) automatic switching centers (ASC) and AUTODIN computers and software years old. 2070/1
T MULTICHANNEL, AND SINGLE CHANNEL PLANNING RECORDS. Records pertaining to the establishment or disestablishment
. e . . . ) Transfer to FRC when 4 years old. N1-NU-89-1/
2081.1 FLEET BROADCAST RECORDS of communications facilities supporting fleet broadcast or a change in the broadcast alignment or control. (Exclude primary 10
Destroy when 10 years old. 2081/1
program records covered by 2000.1).
Retain on board. Transfer to FRC when
3. RESOURCES RECORDS. R d. taining t ing, t, or installati f , fundi N1-NU-89-1
2083.3 SUBMARINE BROADCAST RECORDS | " - SR EETIMIEE WD RS I (I, Clr i 1T Cl Il e, Wl el 4 years old. Destroy when 10 years |10 /
equipment used in the fleet broadcast system. 2083/3

old.




Transfer to WNRC on revocation of

ALLOCATION/ASSIGNMENT 1. ALLOCATION RECORDS. Records documenting the application, coordination, approval and authorization of frequency . N1-NU-89-1/
2410.1 i ) o ) allocation. Destroy 10 years after 10
RECORDS allocations for operational use of telecommunication equipment and systems. I 2410/1
. . N1-NU-89-1/
2440.1 USAGE RECORDS 1. Frequency Usage Records. Records of actual usage of radio frequencies. Destroy when 10 years old. 10 2440/1
28301 GENERAL COMMUNICATION 1. JOINT STANDARDS AND INTEROPERABILITY RECORDS. Records pertaining to standards of interoperability among Army, Retire to WNRC when 3 years old. 10 N1-NU-89-1/
) CONSOLIDATION RECORDS Navy, Air Force and Coast Guard. Destroy when 10 years old. 2830/1
. . TEMPORARY: Cutoff at end of
Information Loss or Compromise . . — . . . . . N §
2000-8 aa—— Information relating to major instances of loss or compromise of classified cryptographic material; minor violations. Trigger(s) calendar year. Destroy 10 years after |x
porary): cutoff,
2212.1b LOSS OR COMPROMISE 1. Records re_latln-g to loss or compromise of classified cryptographic material. Destroy when 10 y?ars old.or when no 10 N1-NU-89-1/ [moved up to be with like
b. All other violations. longer needed, whichever is later. 2212/1/B records
JTnformation relating to the operation of telecommunications programs [E.G. Extremely Low Frequency (ELF), Defense IT
relecommunication Program Telephone Systems (DTS), Command Switch System (CSS), Navy Administrative Telephone System (NATS), Federal EMPORARY: Cutoff at end of [$] Common across
2000-9 N — E Telecommunications Systems (FTS), AUTODIN | and I, AUTOVON/DSN, Fleet/NATO Broadcast, Wide/Narrow Band programs, |Trigger(s) |calendar year. Destroy 5 years after  |x chapters. Need a common
E : and Communication Traffic Analysis]. This includes but is not limited to project case files, resourcing, and general cutoff. description for each.
orresoondence.
20311 WIDE BAND RECORDS 1. GENERAL CORRESP(?NDENCE FILES. Routine operational and administrative files on wide band planning, operations and Desey oy Syl B N1-NU-89-1/
resources. (Exclude primary program records covered by 2000.1.) 2031/1
2032.1 NARROW BAND RECORDS 1. GENERAL CORRESPQNDENCE FILES. Routine operational and administrative files on narrow band planning, operations and syl Bys ekl 5 N1-NU-89-1
resources. (Exclude primary program records covered by 2000.1.) /2032/1
TACAMO (TAKE CHARGE AND MOVE| 1. GENERAL CORRESPONDENCE FILES. Routine records relating to survivable airborne communications links between national N1-NU-89-1/
2044.1 3 L ) Destroy when 5 years old. 7
0ouT) command authority and deployed ballistic missile submarines. 2044/1
EXTREMELY LOW FREQUENCY (ELF) L L
2. GENERAL CORRESPONDENCE FILES. Routine files at the ab d d at all oth d t t N1-NU-89-1
2046.2 (SUCCESSOR TO SEAFARER, SHELF, FNERAL - Routine files at the above commands and at all other commands pertaining to Destroy when 5 years old. 7 /
administration, resources and operations. 2046/2
SANGUINE)
2060.1 TELEPHONE SYSTEMS RECORDS 1. GENERAL CORRESPONDENCE FILES. Files relating to planning, operations and resources. (Exclude primary program records Retain on board. Destroy when 5 years B N1-NU-89-1/
covered by 2000.1.) I(_)Id. 2060/1
DEFENSE TELEPHONE SYSTEMS Retai board. Dest hen 5 N1-NU-89-1
2061.1 (oT5) 1. GENERAL CORRESPONDENCE FILES. Routine files pertaining to Department of the Navy planning, resources and operations. OIedam onboard. Destroy when o years 7 2061/1 /
2063.1 COMMAND SWITCH SYSTEM (CSS) |1. GENERAL CORRESPONDENCE FILES. Routine files pertaining to Department of the Navy planning, resources and operations. Eledta'" e eI BESey CEn By gg{;r;l/ul»as-l/
2066.1 NAVY ADMINISTRATIVE TELEPHONE | 1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, resources and operations. (Exclude primary program |Retain on board. Destroy when 5 years B N1-NU-89-1/
) SYSTEM (NATS) records covered by 2000.1.) old. 2066/1
2069.1 B e COMMENI CRIIONS 1. GENERAL CORRESPONDENCE FILES. Routine files pertaining to Department of the Navy planning, resources and operations. [T @ e ) ey WiEn BYES 7 NI
SYSTEMS (FTS) Igld. 2069/1
SWITCHED SYSTEMS-NETWORKS Retai board. Dest hen 5 N1-NU-89-1
2070.3 RECORDS-GENERAL 3. RESOURCES RECORDS. General correspondence pertaining to the manpower and funding of AUTODIN switching centers. OE:m onboard. Destroy when o years 2070/3 /
2071.1 AUTODIN I/AUTODIN Il RECORDS 1. INTEGRATED AUTODIN SYSTEM ARCHITECTURE (IASA) RECORDS. Records pertaining to AUTODIN system architecture. Destroy when 5 years old. 7 ’2\‘(};2‘2-89-1 /
N1-NU-89-1
2071.2 AUTODIN I/AUTODIN Il RECORDS 2. AUTODIN | RECORDS. Records pertaining to worldwide AUTODIN | planning, operations and resources. Destroy when 5 years old. 7 2071/2 /
1. GENERAL CORRESPONDENCE FILES. Files pertaining to plans, operations, and resources for automated voice network N1-NU-89-1/
2073.1 AUTOVON/DSN Desti hen 5 Id. 7
/ (AUTOVON)/Defense Switched Network (DSN). Includes records on implementation of all AUTOVON/DSN systems. estroy when o years o 2073/1
20813 FLEET BROADCAST RECORDS 3. RFSOURCES REFORDS. Records pertaining to programming, procurement, or installation of manpower, funding or Retain on board. Destroy when 5 years 5 N1-NU-89-1/
equipment used in the fleet broadcast system. old. 2081/3
2086.1 ANTI-SUBMARINE WARFARE (ASW) |1. GENERAL CORRESPONDENCE FILES. Files pertaining to all planning, operations, and resources with respect to ASW (VP) Retain on board. Destroy when 5 years M N1-NU-89-1/
) (VP) BROADCAST RECORDS broadcast systems, circuit connectivity or alignment. (Exclude primary program records covered by 2000.1.) old. 2086/1
2089.1 NATO BROADCAST 1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, operations, and resources with respect to broadcast |Retain on board. Destroy when 5 years B N1-NU-89-1/
) COMMUNICATIONS RECORDS systems, circuit connectivity or alignment. old. 2089/1
2089.4 NATO BROADCAST 4. RFSOURCES REFORDS. Records pertaining to programming, procurement, or installation of manpower, funding or sy wian SyEm e 7 N1-NU-89-1/
COMMUNICATIONS RECORDS equipment used in the fleet broadcast system. 2089/4
Transfer to: commander, Naval
Security Group Activity, Attn: N14-
COMSEC MATERIAL SYSTEM i i N1-NU-89-1
2280.1 b 1. ROUTINE CORRESPONDENCE concerning COMSEC Material System (CMS) accounts filed in Office of the Director, CMS. AT, Y Sege (Rert), Sifite /
GENERAL 6585, Fort George G. Meade, MD 2075 2280/1
'when CMS Account is closed. Destroy
5 vears after closure.
TRAFFIC ANALYSIS/ENGINEERING 1. TRAFFICl ENGINEEBING RECORDSA4Records.pertaining to the develo;?ment of messagg flow schem(les betwegn ships and N1-NU-89-1/
2311.1 RECORDS shore stations. Files include order wires and interfaces between satellite and non-satellite commercial and Allied systems. Destroy when 5 years old. 7 2311/1
These records are used for design or engineering purposes and pertain to the management of the flow of message traffic.
|Retai “NU-89-
2400.1 GENERAL MANAGEMENT RECORDS |1. GENERAL SPECTRUM MANAGEMENT RECORDS. Records pertaining to the electromagnetic spectrum. Eledta'" SR S W T S YT ’2\':0271 ALy
PRIVIARY SUPPORT STATION -
(RSO GIMRILRITEASTIENS 2. PRIMARY/SECONDARY SHIP/SHORE SYSTEM RECORDS. Records pertaining to the planning, operation and resources in Retain on board. Destroy when 5 years N1-NU-89-1/
2792.2 STATIONS AND NAVAL ) A O 7
support of the primary/secondary ship/shore communication system. old. 2792/2

COMMUNICATIONS UNITS)
RECORDS




1. HICOM COMMUNICATIONS NETS RECORDS. Records pertaining to planning for changes in configuration to OPNAV or fleet

HIGH COMMAND (HICOM N1-NU-89-1
2797.1 ( ) commander HICOM nets, its operations, programming, funding and maintenance of the system. (Exclude primary program Destroy when 5 years old. /
RECORDS 2797/1
records covered by 2000.1.)
28011 SUBSYSTEM PROJECT PLAN (SPP) 1. GENERAL CORRESPONDENCE FILE. Files pertaining to major telecommunications subsystems which require separate Retain on board. Destroy when 5 years 5 N1-NU-89-1/
) RECORDS approval and funding from the parent program. (Exclude primary program records covered by 2000.1.) old. 2801/1
MASTER INSTALLATION " . . . v Fro R A
2803.1 INFORMATION PLAN (MIIP) 1. GENERAL CORRESPONDENCE FILES. Files prepared by major claimants for subordinate activities listing projects to be Destroy when 5 years old or N1-NU-89-1/
) RECORDS implemented. (Exclude primary program records covered by 2000.1.) superseded, whichever is later. 2803/1
EMPORARY: ff f
Telecommunication Systems Information relating to the planning, programming, manpower, funding, and procurement or installation of Department of . 2 AR
2000-10 B N o Trigger(s) |calendar year. Destroy 5 years after
' Planning and Implementation: the Navy communication systems. 5
CIRCUIT MAYFLOWER (AND SUCCESSOR PROGRAM TITLES) RECORDS. GENERAL CORRESPONDENCE FILES. Routine N1-NU-89-1 /
2007 TELECOMMUNICATIONS RECORDS  |administrative files concerning testing, maintenance, training and operations of these submarine communications. (Exclude Destroy when 5 years old. 007
policy files of the program manager and primary program correspondence covered by 2000.1.)
CLARINET MERLIN (AND SUCCESSOR PROGRAM TITLES) RECORDS GENERAL CORRESPONDENCE FILES. Operational, N1-NU-89-1/
2008 TELECOMMUNICATIONS RECORDS  |administrative, and training files pertaining to Clarinet Merlin submarine communications. (Exclude policy files of the program Destroy when 5 years old. 008
manager and primary program correspondence covered by 2000.1.)
SPECIAL SYSTEMS/NETWORKS (IN GENERAL) RECORDS
N1-NU-89-1/
2010 TELECOMMUNICATIONS RECORDS Desti hen 5 Id.
GENERAL CORRESPONDENCE FILES. Files pertaining to special systems and networks in general, not covered under specific estroy when 5 years o 2010
SSICs. (Exclude primary program records and program manager records covered by 2000.1).
1. COMMAND AND CONTROL (C2), FLEET FLASH NET (FFN), AND FLEET TELETYPE CONFERENCE NET (FTCN) PLANNING N1-NU-89-1/
2012.1 TACTICAL NET RECORDS RECORDS. Records pertaining to all plans for tactical nets between ships, aircraft, and shore stations. (Exclude primary Destroy when 5 years old. 2012/1
program records covered by 2000.1.)
2012.2 TACTICAL NET RECORDS :t.a'l;iﬁ;il'sICAL NET OPERATIONS RECORDS. Records pertaining to operation of tactical nets between ships, aircraft, and shore sy Sys ekl 21;;2172-89-1 /
2012.3 TACTICAL NET RECORDS 3. TACTICALlNET RESO}JRCES RECORD?. Recor{ds pertalnlng tolthe programming of manpower and funds and procurement Pesiey oy Syl N1-NU-89-1/
and installation of equipment supporting tactical communications. 2012/3
4. PROJECT IMPLEMENTATION RECORDS. Records pertaining to all tactical (ashore and afloat) systems that are planned, N1-NU-89-1/
2012.4 TACTICAL NET RECORDS programmed, budgeted and ready for implementation. These records concern the installation and circuit test and acceptance! Destroy when 5 years old. 2012/4
of tactical telecommunications systems.
GENERAL AUTOMATED SYSTEMS 1. PROJECT IMPLEMENTATION RECORD'S Records p(.ertaining to all autlomated telecorlnlmunications systems th:lat are planned, N1-NU-89-1/
2020.1 programmed, budgeted, and ready for implementation, that are not filed under specific programs. (Exclude primary program Destroy when 5 years old.
RECORDS 2020/1
correspondence covered by 2000.1.)
WORLDWIDE MILITARY COMMAND |2. GENERAL CORRESPONDENCE FILES. Files of all other offices concerning the WWMCCS system; funding of hardware and Retain on board. Destroy when 5 vears N1-NU-89-1/
2021.2 AND CONTROL SYSTEMS software for Department of the Navy supported sites; and logistic support, architecture, and manpower for the WWMCCS old . ¥ v 7 2021/2
(WWMCCS) RECORDS site, includes duplicates of reports, correspondence and other documents held by DISA. :
2026.3 RECORDS PERTAINING TO SHORE  |3. AUTOMATED SYSTEMS RESOURCES RECORDS. Records pertaining to the programming of manpower, funding and Retain on board. Destroy when 5 years N1-NU-89-1/
) AUTOMATED SYSTEMS procurement or installation of shore automated communication systems. old. 2026/3
20401 STRATEGIC SYSTEMS RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, resources and operations. (Exclude primary program Desiay oy Syl N1-NU-89-1/
correspondence covered by 2000.1.) 2040/1
MINIMUM ESSENTIAL EMERGENCY |1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, resources, and operations that duplicate DISA files or are N1-NU-89-1/
2041.1 COMMUNICATIONS NETWORK of a routine, administrative, facilitative or operational nature. (Exclude primary program correspondence relating to Navy Destroy when 5 years old. 2041/1
(MEECN) participation in this network covered by 2000.1.)
TMPROVED EMERGENCY MESSAGE
2042.1 AUTOMATIC TELETYPE SYSTEM 1. GENFRAL.CORRESPONDENCE FILES. R'outine files pertaivning to planning, resources and operations of this piece of hardware| Besiaywizn Syzs ekl N1-NU-89-1/
(IEMATS) that seizes fixed broadcasts and transmits emergency action messages. 2042/1
2043.1 1CS ALERTING NET (JCSAN) 1. G'ENERAL COR.RESPONDENCF FILES. Routine, facilitative files pertaining to Department of the Navy planning and resources e —] N1-NU-89-1/
for implementation and operations. 2043/1
AIRBORNE NATIONAL COMMAND [Retail board. Dest hen5 N1-NU-89-1
2045.1 pOST (ABNCP) 1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, resources and operations. oledla'” onboard. Destroy when o years|, e /
1. GENERAL CORRESPONDENCE FILES relating to this VLF receiving and transmitting system that processes message traffic to NI-NU-89-1/
2047.1 VERDIN be utilized by submarines and aircraft. Records that relate to planning, resources, routine operations and administration of Destroy when 5 years old. 2047/1
this system. (Exclude primary program records covered by 2000.1.)
SATELLITE COMMUNICATIONS 1. GENERAL CORRESPONDENCE FILES. Files relating to routine usage, planning, operations, testing, access and assignment N1-NU-89-1/
2050.1 ) Destroy when 5 years old.
(SATCOM) SYSTEMS RECORDS and resources. (Exclude primary program records covered by 2000.1.) 2050/1
20511 ASHORE SATCOM SYSTEMS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, resources and operations. (Exclude primary program Retain on board. Destroy when 5 years B N1-NU-89-1/
records covered by 2000.1.) old. 2051/1
2052.1 AFLOAT SATCOM SYSTEMS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, resources and operations. (Exclude primary program Retain on board. Destroy when 5 years N1-NU-89-1/
records covered by 2000.1.) old. 2052/1
2054.1 SATELLITE NAVIGATION SYSTEMS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to planning, resources and operations. (Exclude primary program Retain on board. Destroy when 5 years B N1-NU-89-1/
records covered by 2000.1.) old. 2054/1
BASIC ELECTRONICS SYSTEM
2804.1 ENGINEERING PLAN (BESEP) 1. GENERAL CORRESPONDENCE FILES. Files and records of BESEPs prepared by Commander Space and Naval Warfare Destroy when 5 years old or N1-NU-89-1/
i RECORDS Systems Command (COMSPAWARSYSCOM) field activities on telecommunications projects. superseded, whichever is later. 2804/1
Information pertaining to the standardization of data elements in order that identical data in various systems are uniforml: s tutorratenc o moved to ch. 2 for
2000-11 Data Standardization: . o pA g v v calendar year. Destroy 5 years after N :
identified, defined, coded, and sequenced. cutoff. function
Ret: board. Desti hen 5
122921 PERSONNEL DATA 1. Records Pertaining to the Standardization of Data Elements in Order that Identical Data in Various Systems are Uniformly oled a:)l:\soun ei:ied ijhrizrl:\l/e(:?s DTS N1-NU-86-3 /
: STANDARDIZATION RECORDS Identified, Defined, Coded and Sequenced. P ! 12292/1

earlier.




Radio Frequency Risk

Information relating to the effect of radio frequency energy on personnel, flammable mixtures, ordnance and

TEMPORARY: Cutoff at end of

2000-12 Management: communications and electronic equipment from a hazard standpoint. (Exclude policy and standard procedure records Trigger(s) |calendar year. Destroy 6 years after
E ; covered by SSIC 5100, Safety and Occupational Health.) cutoff.
GENERAL FREQUENCY SOUNDERS 3._Radiation Hazard (RADHAZ) Re?orc_js. Routine record.s of tr_le effect of radio frequency en-ergy on personn.el, flammable N1-NU-89-1 /
2460.3 RECORDS mixtures, ordnance and communications and electronic equipment from a hazard standpoint. (Exclude policy and standard Destroy when 6 years old. 2460/3
procedure records covered by SSIC 5100, Safety and Occupational Health.)
Tnformation relating to interoperability of communications equipment to be sold, leased or loaned, or pertaining to the
International/Domestic exchange of communication information between the Navies of Australia, Canada, New Zealand, the United Kingdom and the ITEMPORARY: Cutoff at end of
2000-13 Coordination: United States; between the United States and other NATO countries; and between the United States and individual foreign  |Trigger(s) |calendar year. Destroy 5 years after
: countries (bilateral) and regions; and information relating to the coordination between the military services and the federal cutoff.
2oV
2.A ; N RAL/R 0] N BILITY RECORDS. Records pertaining to
interoperability of communications equipment to be sold, leased or loaned, or pertaining to the exchange of communication
GENERAL COMMUNICATION information between the Navies of Australia, Canada, New Zealand, the United Kingdom and the United States; between the N1-NU-89-1/
2830.2b 3 ) ) R ) i 3 Destroy when 5 years old.
CONSOLIDATION RECORDS United States and other NATO countries; and between the United States and individual foreign countries (bilateral) and 2830/2/B
regions. These are not FMS records (see SSIC 4920).
b. Routine administrative records _ S _ a _ | z __ F
GENERAL COMMUNICATION 6 MF/HF AND VHF/UHF EQL.JIPMENTI' RECORI?S. I}outnne a mmllstratlve and operational recor. s pertaln!ng to the N1-NU-89-1 /
2830.6 interoperability of radio equipment installed in aircraft and equipment afloat and ashore dedicated to aircraft Destroy when 5 years old.
CONSOLIDATION RECORDS L . 2830/6
communications. (Exclude primary program correspondence covered by 2000.1.)
GENERAL COMMUNICATION 7. AIR TRAFFIC CONTROL RECORDS. Records pertaining to the coordination between the military services and the federal N1-NU-89-1/
2830.7 ) ) N Destroy when 5 years old.
CONSOLIDATION RECORDS government of air traffic control. (Exclude primary program records covered by 2000.1.) 2830/7
GENERAL COMMUNICATION 8. AIRCRAFT .COMMUNICATIO.NS PR.OCEDURES RECORDS. Routln? records co'nce.rnlng.coordlnatlon of aircraft o N1-NU-89-1 /
2830.8 communications procedures including secure and non-secure voice, authentication, distress and lost communications Destroy when 5 years old.
CONSOLIDATION RECORDS . 2830/8
procedures. (Exclude primary program records covered by 2000.1.)
General Correspondence ITEMPORARV: Cutoff at end of end of Common across
) P Information accumulated in connection with the routine, day-to-day, administration and operation of Navy and Marine Corps|_ . S1
2000-14 (Information Technology and . Trigger(s) |calendar year. Destroy 3 years after chapters. Need a common
e communications programs. gl
Communications): cutoff. description for each.
GENERAL TELECOMMUNICATIONS 2AACTIVI.TI'ES (?FjNERAL COWES'PONDENCF FILES. Files includel repclarts and oth'er papers relating to the ‘!nternal c':perations N1-NU-89-1/
2000.2 and administration of communications offices. These are routine files concerning the day to day operations, maintenance, Destroy when 2 years old.
SYSTEMS RECORDS X X ) ) ) 2000/2
installation of equipment, and other routine matters at subordinate levels
20131 MOBILE-TRANSPORTABLE RECORDS 1. GENERAL CORRESPONDEANCE FILES. Files pertaining to mobile-transportable communications assets (vehicles, portable B ——— N1-NU-89-1/
antennas, etc.). (Exclude primary program records covered by 2000.1.) 2013/1
2014.1 CONTINGENCY COMMUNICATIONS |1. GENERAL CORRESPONDENCE FILES. Records pertaining to communications planning, operations, and resources to be used Destroy when 2 vears old N1-NU-89-1/
i RECORDS in natural disasters and in unexpected military operations. (Exclude primary program correspondence covered by 2000.1.) 4 v ) 2014/1
VISUAL COMMUNICATIONS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to visual communications (flashing light, infrared, laser, flag hoist, and N1-NU-89-1/
2015.1 S . Destroy when 2 years old.
RECORDS pyrotechnic signals). (Exclude primary program records covered by 2000.1.) 2015/1
DEFENSE COMMUNICATIONS N1-NU-89-1
2016.1 SYSTEMS (DCS) HF ENTRY RECORDS 1. General Correspondence Files. Routine Navy files related to DCS high frequency (HF) entry exercise and requirements. Destroy when 2 years old. 2016/1 /
SECURE VOICE SYSTEMS
1. GENERAL CORRESPONDENCE FILES. Routine operational and administrative files including navigation secure voice transit N1-NU-89-1/
2030.1 (EXCLUDING AUTOSEVOCOM) T . Destroy when 2 years old.
RECORDS and NAVSTAR global positioning system (GPS) records. (Exclude primary program records covered by 2000.1.) 2030/1
2060.2 TELEPHONE SYSTEMS RECORDS 2. TELFPHONE SERVICE RECOBDS. Reque;ts for telephone service and other similar records relating to servicing and the Retain on board. Destroy when 1 years N1-NU-89-1/
operations of telephone service and equipment. old. 2060/2
SWITCHED SYSTEMS-NETWORKS 2. OPERATIONS RECORDS. General correspondence relating to operations of the ASC and specifically those operations that N1-NU-89-1/
2070.2 . ) ) B i . Destroy when 2 years old.
RECORDS-GENERAL support and impact naval intelligence claimancy operations or support fleet operations 2070/2
AUTOSEVOCOM RECORDS (AND 1. GENERAL CORRESPONDENCE FILES. Files pertaining to plans, operations and resources for automatic secure voice N1-NU-89-1/
2074.1 L Destroy when 2 years old.
SUCCESSOR SYSTEMS) communication (AUTOSEVOCOM). 2074/1
2080.1 GENERAL BROADCAST SYSTEMS 1. GENERAL CORRESPONDENCE. Routine administrative correspondence concerning Department of the Navy Destroy when 3 vears old N1-NU-89-1/
) RECORDS communications broadcasts in general. (Exclude primary program records covered by 2000.1). v U ) 2080/1
2081.2 FLEET BROADCAST RECORDS 2. OPER.ATIONS RECORDS. Records pertaining to the various components of the composite, multi-channel, single channel and sy i 2ves N1-NU-89-1/
submarine broadcast systems. 2081/2
2089.3 NATO BROADCAST 3. OPERATIONS RECORDS. Records pertaining to the various components of the composite, multi-channel, single channel and |Retain on board. Destroy when 2 years 3 N1-NU-89-1/
) COMMUNICATIONS RECORDS submarine broadcast systems. old. 2089/3
COMMERCIAL REFILE/CLASS "E" 1. COMMERCIAL REFILE RECORDS. Correspondence relating to business traffic transmitted on Department of the Navy N1-NU-89-1/
2092.1 C ) N Destroy when 1 year old.
MESSAGES RECORDS circuits, then transmitted commercially. 2092/1
MILITARY AFFILIATE RADIO SYSTEM N1-NU-89-1
2093.2 (MARS)/AMATEUR RADIO RECORDS 2. EXCESS EQUIPMENT RECORDS. Includes shipping, issuing, and receipting documents for excess and surplus equipment. Destroy when 2 years old. 2093/2 /
2093.3 MILITARY AFFILIATE RADIO SYSTEM |3. GENERAL CORRESPONDENCE FILES. Routine, administrative correspondence concerning MARS call signs, frequency Destroy when 2 vears old N1-NU-89-1/
l (MARS)/AMATEUR RADIO RECORDS |interference and other operational matters. (Exclude primary program records covered by 2000.1.) (4 Y ) 2093/3
MERCHANT SHIP 1. GENERAL CORRESPONDENCE FILES. Roufine files pertaining to the broadcast system used to deliver U.S. Government NI-NU-89-1/
2099.1 COMMUNICATIONS (MERCOMS) originated messages to merchant ships on prior arrangement for delivery of messages to ships, when directed. (Exclude Destroy when 2 years old. 2099/1
RECORDS primary program records covered by 2000.1.)
SHORT-HAUL LEASED CIRCUITS NI-NU-89-1
2110.1 RECORDS 1. GENERAL CORRESPONDENCE FILES. Routine operational files pertaining to short-haul leased circuits. Destroy when 3 years old. 11071 /
2120.1 HOIUER;L A C L 3L 1. GENERAL CORRESPONDENCE FILES. Routine operational files pertaining to long-haul leased circuits. Destroy when 3 years old. PEROF

RECORDS

2120/1




2130.1

ON-BASE CIRCUITS RECORDS

1. GENERAL CORRESPONDENCE FILES. Routine operational files pertaining to on-base circuits.

Destroy when 2 years old.

N1-NU-89-1/

2130/1
LEASED EQUIPMENT/TERMINALS . . . . A q N1-NU-89-1/
2140.1 ASHORE RECORDS 1. GENERAL CORRESPONDENCE FILES. Routine operational files pertaining to leased equipment/terminals ashore. Destroy when 3 years old. 2140/1
2150.1 WERGTED EER AT TERARAL 1. GENERAL CORRESPONDENCE FILES. Routine operational files pertaining to leased equipment/terminals afloat. Destroy when 3 years old. LRI
AFLOAT RECORDS 2150/1
N1-NU-89-1
2160.1 LANDLINES RECORDS 1. GENERAL CORRESPONDENCE FILES. Routine operational files pertaining to landlines. Destroy when 3 years old. 2160/1 /
2180.1 e A ONCSERICE 1. GENERAL CORRESPONDENCE FILES. Files pertaining to TSR. Destroy when 3 years old. NEERIGEEA )
REQUEST (TSR) RECORDS 2180/1
Destl hen 2 Id h
.| COMMUNICATIONS SECURITY 1. ROUTINE ADMINISTRATIVE RECORDS relating to communications security (COMSEC) pertaining to cryptographic keying l;s ::‘:]:’E :E"d f;’rezrsecr’atig;:’ enno N1-NU-89-1/
i GENERAL material, equipment or associated items (except primary program correspondence covered by 2201). g X > ! 2200/1
whichever is later.
CRYPTOGRAPHIC EQUIPMENT, . . q . . Dest hen 2 Id h N1-NU-89-1
2250.2 @ 2. ADMINISTRATIVE CORRESPONDENCE relating to installation, maintenance and other routine matters. estroy when ys,tars ° ,Or \when no /
GENERAL longer needed whichever is later. 2250/2
COMSEC MATERIAL SYSTEM N1-NU-89-1
2280.2 ! 2. GENERAL CORRESPONDENCE at all other commands relating to CMS account matters. Destroy when 2 years old. /
GENERAL 2280/2
2280.7 N IR S R 7. Routine Messages relating to CMS matters. Destroy when 2 years old. NEERIGEEST )
GENERAL 2280/7
AUTOMATED DATA PROCESSING 1.‘Routine recor.ds r.elatAing to develt?pment, mainFenance and management of comp}lter ADP systems in support of DCMS Destroy when 2 years old‘or when no N1-NU-89-1 /
2284.1 with regard to distribution, accounting and material management of COMSEC material throughout the Department of the longer needed for operations
SUPPORT . 8 2284/1
Navy. whichever is later.
GENERAL COMMUNICATIONS
2. ACTIVITIES GENERAL CORRESPONDENCE FILES. Files includ: t: d oth lating to the int | ti N1-NU-89-1
2300.2 METHODS AND PROCEDURES - . . - e e Destroy when 2 years old. /
RECORDS and administration of communications offices. 2300/2
23113 TRAFFIC ANALYSIS/ENGINEERING  |3. GENERAL CORRESPONDENCE FILES. Routine files pertaining to traffic handling with reference to analysis, quality control, Destroy when 2 vears old N1-NU-89-1/
i RECORDS message format and procedures (excluding primary program records covered by 2000.1). Y Y ) 2311/3
2313, QUALITY CONTROL RECORDS GENERAL CORRESPONDENCE FILES. Routine f‘I|E.S pertaining to quality control of telecommunications traffic and messages. syt Ly el N1-NU-89-1/
These files relate to error rates and retransmission rates 2313
GENERAL ROUTING DOCTRINE 1. ACTIVITIES GENERAL CORRESPONDENCE FILES. Files include reports and other papers related to internal operations and N1-NU-89-1/
2320.1 . A ) Destroy when 2 years old.
RECORDS administration of message routing. 2320/1
2321.1 SIS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to ALTROUTE. Destroy when 1 year old. NEERIGEEA )
ROUTING (ALTROUTE) RECORDS 2321/1
STABILIZED ROUTING FOR AFLOAT N1-NU-89-1
2322.1 COMMAND (STROFAC) RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to STROFAC temporary circuit routes routinely established for 90 days. Destroy when 1 year old. 2322/1 /
GENERAL ADDRESS DESIGNATORS  |1. GENERAL CORRESPONDENCE FILES. Files include reports and other papers related to plain language addresses, address N1-NU-89-1/
2340.1 o ) . ) Destroy when 2 years old.
RECORDS indicator groups, collective address designators and call signs. 2340/1
Plain L: Add Direct N1-NU-89-1
2341.1 (Pi:]D)a:EgggiT)S ress Directory 1. GENERAL CORRESPONDENCE FILES. Files pertaining to AlGs, CADs, and general messages. Destroy when 2 years old. 2341/1 /
234212 AIG'S/CAD'S/GENERAL MESSAGE 1. General Correspondence Files. Files pertaining to AlGs, CADs, and general messages D r——— N1-NU-89-1/
RECORDS a. CADs. 2342/1/A
AIG'S/CAD'S/GENERAL MESSAGE 1. General Correspondence Files. Files pertaining to AlGs, CADs, and general messages N1-NU-89-1/
2342.1b Desti hen 1 Id.
RECORDS b. AlGs and general i A 2342/1/8
2343.1 ROUTING INDICATORS RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to routing indicators. Destroy when 1 year old. ’2\‘;’;2-89-1 /
INTERNATIONAL CALL SIGNS . L . . q N1-NU-89-1/
2344.1 RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to international call signs. Destroy when 3 years old. 2344/1
2345.1 VOICE CALL SIGNS RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to voice call signs. Destroy when 3 years old. ’2\‘;’;2-89-1 /
SI COMMUNICATIONS RECORDS — |2. ROUTINE ADMINISTRATIVE CORRESPONDENCE. Correspondence, reports and messages documenting routine matters at al N1-NU-89-1/
2500.2 . Destroy when 2 years old.
GENERAL other naval activities. 2500/2
SI COMMUNICATIONS PLANNING  |2. ROUTINE ADMINISTRATIVE CORRESPONDENCE. Correspondence, reports and messages documenting routine matters at all N1-NU-89-1/
2501.2 L Destroy when 2 years old.
AND MANAGEMENT other naval activities. 2501/2
SI COMMUNICATIONS SYSTEMS - N1-NU-89-1
2510.2 GENERAL 2. ROUTINE OPERATIONAL AND ADMINISTRATIVE CORRESPONDENCE AT ALL OTHER NAVAL ACTIVITIES. Destroy when 2 years old. 2510/2 /
2530.2 Sl CHCAtCOMNUNICATONSY 2. Routine operational and administrative correspondence at all other naval activities. Destroy when 2 years old. RIS
GENERAL 2530/2
CIRCUITRY AND NETWORK s . L N1-NU-89-1/
2710.1 RECORDS 1. GENERAL CORRESPONDENCE FILES. Files relating to circuitry and networks. Destroy when 2 years old. 2710/1
27201 EXERCISES RECORDS 1. EXERCI.SE (.AFLOAT FOMMUNICATION OPERATIONS) RECORDS. Routine operational records relating to afloat Besiay wiizn 2yEs el N1-NU-89-1/
communication exercises. 2720/1
. L . o NI-NU-89-1/
2730.1 REQUIREMENTS RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to requirements of general circuitry and networks. Destroy when 1 year old. 2730/1
27401 READINESS RECORDS 1. GENERAL CO.RRESPO.NDENCEAFILES.. Files pertaining to readiness of general circuitry and networks. Records site problems esiray i Ayl N1-NU-89-1/
encountered with circuits on ship while underway. 2740/1
2750.1 PLANS RECORDS 1. GE : i CE FILES. 4F|Ies pertaining to plans of general circuitry and networks and to plans for tactical nets Desiey e 2yl NI-NU-89-1/
between ships, aircraft and shore stations. 2750/1
1. GENERAL CORRESPONDENCE FILES. F Tt To th T of bility T t
2802.1 B GELCNIENGINEERINC R operation and maintenance of facilities Ioistr?: NZI\ZIn'gl'eIoecoemar:tsjlfir::r;?:nsoo:gszz:ssle Iclotn;er:‘iacz:iiirsnsenst:nmgsm(eEexrcllr:Jg(;e [ReEln G (e Bresiize il yeer eliier MR )
: (MEP) RECORDS P ystems. disestablishment of installation. 2802/1

primary program records covered by 2000.1.)




2000-15

General Communications

nformation relating to general transactions, the day-to-day administration, and operation of communications programs. This
includes but is not limited to Satellite Communications Systems, Military Affiliate Radio System, COMSEC equipment
installation, COMSEC Material System, communications traffic handling/processing, radio interference, electromagnetic

Trigger(s)

ITEMPORARY: Cutoff at end of
calendar year. Destroy 3 years after

Operations: compatibility; Fleet Operational Telecommunications Program (FOTP); Operational Readiness Evaluation (OPE); cutoff.
telecommunications quality monitoring and control; afloat communication support; and the general operation of defense :
2050.2 SATELLITE COMMUNICATIONS 2. MlJI (Meaconing, Intrusion, Jamming and Interference) Reports. Reports about satellite communications interference Destroy when 2 vears old N1-NU-89-1/
) (SATCOM) SYSTEMS RECORDS received by message as interference occurs. Also, Naval Computers and Telecommunications Command summaries of Mllls. 4 U ) 2050/2
20931 MILITARY AFFILIATE RADIO SYSTEM |1. MEMBERSHIP DOCUMENTS. Includes membership applications and records reflecting participation of members such as Destroy 1 year after termination of N1-NU-89-1/
) (MARS)/AMATEUR RADIO RECORDS | licenses, forms of assignments, change of status, transfer or termination of membership. membership. 2093/1
2093.4 MILITARY AFFILIATE RADIO SYSTEM |4. STATION LOGS. Documents reflecting the time stations go on and off the air, stations contacted, name of operator on duty, Destroy 1 year after final ent N1-NU-89-1/
i (MARS)/AMATEUR RADIO RECORDS |and similar data. Included are logs, registers and comparable documents. vay kb 2093/4
COMSEC EQUIPMENT 1. IMPLEMENTATION PROGRAMS. N1-NU-89-1/
2206.1 Desti hen 2 Id.
i INSTALLATION a. Financial Management and Funding. i A s 2206/1/A
2206.1b COMSEC EQUIPMENT 1. IMITLEI\/!EN;FAT!ON PROGBAMS. sy a2y N1-NU-89-1/
INSTALLATION b. Initial Distribution of Equipment. 2206/1/B
2206.1c COMSEC EQUIPMENT 1. IMPLEMENTATION PROGRAMS. Destroy when 2 vears old N1-NU-89-1/
i INSTALLATION c. Distribution of Ancillary Equipment. 4 Y ) 2206/1/C
COMSEC EQUIPMENT 2. ACQUISITION OF CURRENT EXISTING EQUIPMENT (ALREADY AVAILABLE). N1-NU-89-1/
2206.2a . Destroy when 2 years old.

INSTALLATION a. Requests for Equipment. 2206/2/A
2206.2b COMSEC EQUIPMENT 2. ACQUISITION OF CURRENT EXISTING EQUIPMENT (ALREADY AVAILABLE). Destroy when 2 vears old N1-NU-89-1/
i INSTALLATION b. Approvals. v ¥ : 2206/2/B

COMSEC EQUIPMENT 2. ACQUISITION OF CURRENT EXISTING EQUIPMENT (ALREADY AVAILABLE). N1-NU-89-1/
2206.2c N Destroy when 2 years old.
INSTALLATION c. Funding Documents. 2206/2/C
COMSEC EQUIPMENT 3. FQMSEC EFIUIPIYIENT CONFIGURATION CONTROL. Change§ an.d modifications to current COMSEC equipment. Changes to N1-NU-89-1/
2206.3a existing configurations due to planned upgrading of communications systems. (See SSIC 4720 also.) Destroy when 2 years old.
INSTALLATION L I 2206/3/A
a. Request for Authorization of Circuits.
COMSEC EQUIPMENT 3. FQMSEC FQUIPMENT CONFIGURATION CONTROL. Change§ an.d modifications to current COMSEC equipment. Changes to N1-NU-89-1 /
2206.3b existing configurations due to planned upgrading of communications systems. (See SSIC 4720 also.) Destroy when 2 years old.
INSTALLATION K I . 2206/3/B
b. Equipment Modifications-Routine.
3. COMSEC EQUIPMENT CONFIGURATION CONTROL. Changes and modifications to current COMSEC equipment. Changes to
COMSEC EQUIPMENT existing configurations due to planned upgrading of communications systems. (See SSIC 4720 also.) N1-NU-89-1/
2206.3b(1 Desti hen 2 Id.
(1) INSTALLATION b. Equipment Modifications-Routine. R TN 2 B 2206/3/B/1
(1) Funding Documents.
3. COMSEC EQUIPMENT CONFIGURATION CONTROL. Changes and modifications to current COMSEC equipment. Changes to
COMSEC EQUIPMENT existing configurations due to planned upgrading of communications systems. (See SSIC 4720 also.) N1-NU-89-1/
2206.3b(2 Desti hen 2 Id.
2) INSTALLATION b. Equipment Modifications-Routine. R TN 2 B 2206/3/B/2
(2) Distribution of Equioment/Modifications.
PHYSICAL SECURITY OF Desti hen 2 Id h
22101 CRYPTOGRAPHIC EQUIPMENT AND I:ln ;:{c}ir)ds relating to the physical security of cryptographic equipment and materials. (exclude primary program records filed I;Sg;:\:]:ve:; fgf:a::)se?atig;:l enno lz\lzlil(\)l;Jl-SQ-l /
MATERIALS i whichever s later.
2280.10 COMSEC MATERIAL SYSTEM, 10. RECEIPTS from Armed Forces Courier Service, Officer-Messenger Mail, Courier Mail, Registered Mail and Command Destroy when 1 yvear old N1-NU-89-1/
i GENERAL Controlled Package Number. v U : 2280/10
COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). N1-NU-89-1/
2280.3c ) 3 . Destroy when 2 years old.
GENERAL c. CMS 2-1 (chronological file copies). 2280/3/C
2280.3 COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). Destroy when 2 vears old N1-NU-89-1/
L GENERAL j. CMS Transaction Log, entire, previous year’s log. v U ) 2280/3/)
COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). N1-NU-89-1/
2280.3k i . ) . Destroy when 2 years old.
GENERAL k. CMS 16-1 Semi Annual Inventory Report, Chronological Files copies. 2280/3/K
3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
TRAFFIC HANDLING/PROCESSING  |a. Message Center Files. Ship's copies of all messages received or sent (by whatever means), filed chronologically in date-time: N1-NU-89-1/
2310.3a(2] Desti hen 3 Id.
2(2) RECORDS group order. Includes magnetic tape copy. R TN SV B 2310/3/A/2
(2) Messages incident to distress and disaster.
3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
TRAFFIC HANDLING/PROCESSING  |a. Message Center Files. Ship's copies of all messages received or sent (by whatever means), filed chronologically in date-time: N1-NU-89-1/
2310.3a(3 Desti hen 2 Id.
2(3) RECORDS group order. Includes magnetic tape copy. R TN 2 B 2310/3/A/3
(3) Messages incident to, or involved in, anv complaint of which the command has been notified.
3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
TRAFFIC HANDLING/PROCESSING  |a. Message Center Files. Ship's copies of all messages received or sent (by whatever means), filed chronologically in date-time: N1-NU-89-1/
2310.3a(7, Desti hen 12 ths old.
2(7) RECORDS group order. Includes magnetic tape copy. R TN 224 lEnd 5 e 2210/3/A/7
(7) Commercial message traffic.
2310.4b TRAFFIC HANDLING/PROCESSING ~ [4. OGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES ABOARD NAVAL SHIPS. Destroy when 2 vears old NI-NU-89-1/7
. RECORDS b. Crypto center destruction log. 4 U ) 2310/4/B
S AT UTHRER UEFARTIVIENT UF THEINAVY CUIVIVIONTCATIUNS ACTIVITES TUNTTS, UFFICES, STATIUNS, TTC T EACTUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
TRAFFIC HANDLING/PROCESSING  |general correspondence file (subject file, case file or other official file) documenting the program or function to which the N1-NU-89-1/
2310.5a(2) . s . ) L . s Destroy when 3 years old.
RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this 2310/5/A/2

manual.
a. Message Center Files.
(2) Messages incident to distress and disaster




5. ALC OTHER DEPARTMENT OF THE NAVY COMMUNICATIONS ACTIVITIES {UNTTS, OFFICES, STATIONS, ETC.J EXCLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate

2310.5a(3) TRAFFIC HANDLING/PROCESSING  |general correspondence file (subject file, case file or other official file) documenting the program or function to which the Destroy when 2 vears old 3 N1-NU-89-1/
) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this 4 v ) 2310/5/A/3
manual.
a. Message Center Files.
{3) Messages incident to_or invalved in _anv comnplaint of which the command has heen natified
5. ALLOTHER DEPARTMENT OF THE NAVY COMMUNICATIONS A V UNTTS, O ATIONS, ETC.J EXCLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
TRAFFIC HANDLING/PROCESSING  |general correspondence file (subject file, case file or other official file) documenting the program or function to which the N1-NU-89-1/
2310.5a(7, Desti hen 12 ths old. 3
a(7) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this R TN 22 lEndr 5 e 2310/5/A/7
manual.
a. Message Center Files.
(7) Commercial traffic
TRAFFIC HANDLING/PROCESSING 6. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES AT SHORE STATIONS. N1-NU-89-1/
2310.6b ! Destroy when 2 years old. 3
RECORDS b. Crypto center destruction log. 2310/6/B
TRAFFIC HANDLING/PROCESSING  |7. EXERCISE MESSAGE HANDLING RECORDS. Records pertaining to the transmission, routing and handling of exercise N1-NU-89-1/
2310.7 Destroy when 1 year old. 3
RECORDS messages. 2310/7
TRAFFIC ANALYSIS/ENGINEERING 2. SPEED OF SERVICE OF TELECOMMUNICATIONS RECORDS. N1-NU-89-1/
2311.2b ) ) ) . Destroy when 1 year old. 3
RECORDS b. Magnetic tapes selecting data extracts of elements of message traffic for the purpose of analysis 2311/2/B
Destroy 2 years after action is
2314 COMMUNICATIONS EVALUATION | Case files at Naval Computer and Telecommunications Command (NCTC) containing evaluations of requests for solving icompleted or when no longer needed 3 N1-NU-89-1/
i RECORDS communications or technical problems, e. g., overloading circuits. for reference after action is 2314
completed. whichever is later.
1. Records filed at NCTC concerning trends and statistics for message traffic volumes, manualintervention rates and
TRAFFIC STATISTICAL DATA availabilities and reliabilities for the principal Department of the Navy message handling systems. Includes statistics on N1-NU-89-1/
2316.1 Desti hen 2 Id. 3
; RECORDS AUTODIN volumes. SRR 2316/1/A
a. Input reports from all sources.
2400.2 GENERAL MANAGEMENT RECORDS 2. SPECTRUM MANAGEMENT TRAINING RECORDS. Records pertaining to allocations, electromagnetic compatibility and Pesiey iy 2yl 3 N1-NU-89-1/
related areas of frequency mar 1t 2400/2
2400.3 GENERAL MANAGEMENT RECORDS 3. SPEC‘I?RUM.MANAGEMENT AUTOMATION R.ECORDS. Reco.rds pertaining to development and use of computer programs in ey —— 3 N1-NU-89-1/
connection with frequency allocations and assignment functions. 2400/3
2. ASSIGNMENT RECORDS. Records of proposals, authorizations, assignments, deletions and cumulative resources of radio
2410.2b ALLOCATION/ASSIGNMENT frequencies for the operation of telecommunication equipment. Retain on board. Destroy 2 years after 3 N1-NU-89-1/
i RECORDS b. Paper records on assignments, whether above or below 30 MHZ. Includes electronic environment studies used to evaluate revocation. 2410/2/B
feasibility of assigning new frequencies.
24201 |NTERFERENCE RECORDS 1. RADIO FREQUENCY INTERFERENCE RECORDS. Re'cor(':ls of electron.'\agnettlc disturbances which interrupt, obstruct or Pesiey iy 2yl 3 N1-NU-89-1/
degrade the effective performance of telecommunications electronic equipment 2420/1
2420.2 INTERFERENCE RECORDS 2. RADIO NOISE RECORDS. Records of background noise created by natural or man-made causes. Destroy when 2 years old. 3 ’2\‘;’;72-89-1/
2420.3 |NTERFERENCE RECORDS 3. INTERFERENCE (MAN MADE) RECORDS. Records 'of e'Iectromagneltlc noises generated by machine or other devices which B — 3 N1-NU-89-1/
degrade the effective performance of telecommunications electronic systems 2420/3
4. ELECTROMAGNETIC PULSE (EMP) RECORDS. Records of the degradation effect of radio frequency energy created by N1-NU-89-1/
2420.4 INTERFERENCE RECORDS nuclear explosions on communications and electronic equipment or systems. (Exclude summaries and primary program Destroy when 2 years old. 3 2420/4
records covered by 2000.1.)
24301 PROPAGATION RECORDS 1. P-ropagatlonA Records. Records.of special frequency predictions including tables of maximum useable frequency/frequency sty i 2ves kil 3 N1-NU-89-1/
optimum traffic (MUF/FOT) for times of day. 2430/1
GENERAL ELECTROMAGNETIC 1. ELECTROMAGNETIC COMPATIBILITY ANALYSIS CENTER (ECAC) RECORDS. Records pertaining to the assistance and advice N1-NU-89-1/
2450.1 ) ) e Destroy when 2 years old. 3
COMPATIBILITY RECORDS provided the Department of Defense (DOD) on electromagnetic compatibility matters 2450/1
GENERAL ELECTROMAGNETIC 2. ELECTROMAGNETIC COMPATIBILITY SHIPBOARD PROGRAM RECORDS. Records of programs devoted to assure ECM N1-NU-89-1/
2450.2 . Destroy when 2 years old. 3
COMPATIBILITY RECORDS shipboard. 2450/2
2450.3 GENERAL ELECTROMAGNETIC 3. ELECTROMAGNETIC COMPATIBILITY AIRCRAFT PROGRAM RECORDS. Records of programs devoted to assure ECM in Destroy when 2 vears old 3 N1-NU-89-1/
i COMPATIBILITY RECORDS aircraft. v Y : 2450/3
7. OTHER ELECTROMAGNETIC COMPATIBILITY RECORDS. Taining o th tibility of
2450.4 S ERAL EECTION G communications/electronic equipment to be operated in :s:ﬁri‘:\st::;:cllnomir;tio:airlzsfr;r;; yn(:etic environment without Destroy when 2 years old 3 NERIUEL
i COMPATIBILITY RECORDS r quip o P 8 Y ¥ - 2450/4
causing unacceptable performance degradation.
GENERAL ELECTROMAGNETIC 5. ELECTROMAGNETIC COMPATIBILITY PROGRAM FUNDS RECORDS. Records of funds committed to assure ECM throughout N1-NU-89-1/
2450.5 Destroy when 2 years old. 3
COMPATIBILITY RECORDS the DOD. 2450/5
GENERAL FREQUENCY SOUNDERS  |1. RADIO FREQUENCY COORDINATION RECORDS. Records pertaining to inter-service and intra-service coordination and N1-NU-89-1/
2460.1 ) ) . o ) Destroy when 2 years old. 3
RECORDS national and international coordination frequency assignments. 2460/1
2460.2 GENERAL FREQUENCY SOUNDERS  |2. RADIO FREQ.UENCY ENERGY RE.CORD& Records 9f erTergy (power) proguced. in radio frequency portion of the e —— 3 N1-NU-89-1/
RECORDS electromagnetic spectrum by devices and communications and electronic equipment or systems 2460/2
STHFDF COMMUNICATIONS N1-NU-89-1
2521.1 RELIABILITY 1. Monthly reports on circuit reliability. Destroy when 2 years old. 3 2521/1 /
2522.1 GO D CALCE 1. Records relating to shift of network control among various stations. Destroy when 1 year old. 3 RIS
CONTROL SHIFTS 2522/1
T. NAVY MIODUTAR AUTOMATED COMMUNICATIONS SYSTEMS (NAVIVIACS), TNFORMATION EXCHANGE SYSTEM(TXS);
RECORDS PERTAINING TO MESSAGE ROUTING AND DISTRIBUTION SYSTEM (MRDIS), MESSAGE PROCESSING AND DISTRIBUTION SYSTEM (MPDS), AND .
. ! , Retain on board. Destroy when no N1-NU-89-1/
2023.1 SHIPBOARD AUTOMATED COMMUNICATION DATA PROCESSING SYSTEM (CDPS) PLANNING RECORDS. Records pertaining to the planning for shipboard e et wnin 2023/1

COMMUNICATIONS SYSTEMS

automated communications systems research and development, including related funding considerations. (Exclude primary
program records covered bv 2000.1.)




RECORDS PERTAINING TO

2023.2 SHIPBOARD AUTOMATED :;ng::l?n’\ii::iizss:ss:m::nPdEf:gi::f;:;?zi}]?;i?or:sr::::::Ing to the routine operations of shipboard automated IIZenta;r: :Zel:joea‘;d. Destroy when no wnin ;;I;I;JZ-sS-l /
COMMUNICATIONS SYSTEMS Y : g :
RECORDS PERTAINING TO
3. AUTOMATED SYSTEMS RESOURCES RECORDS. Records pertaining to the programming of funds and procurement and Retain on board. Destroy when no N1-NU-89-1/
20253 o TED installation of shipboard automated communications equipment. longer needed ol 2023/3
COMMUNICATIONS SYSTEMS P R 8 :
1. NAVY COMMUNICATION PROCESSING AND ROUTING SYSTEM (NAVCOMPARS), LOCAL DIGITAL MESSAGE EXCHANGE
(LDMX), IXS, MRDIS, REMOTE INFORMATION EXCHANGE TERMINAL (RIXT), INTEGRATED SUBMARINE AUTOMATED
2026.1 RECORDS PERTAINING TO SHORE BROADCAST PROCESSING SYSTEM (ISABPS), AUTOMATED TEXT MESSAGE HANDLING (ATMH), AND MILITARY MESSAGE Retain on board. Destroy when no wnln N1-NU-89-1/
: AUTOMATED SYSTEMS EXPERIMENT (MME) SYSTEMS PLANNING RECORDS. Records pertaining to the planning for shore automated systems longer needed. 2026/1
development, equipment upgrades, or ashore communication system configuration, including related funding considerations.
(Exclude primarv brogram records covered bv 2000.1.)
RECORDS PERTAINING TO SHORE Retai board. Dest h N1-NU-89-1
2026.2 AUTOMATED SYSTEMS 2. AUTOMATED SYSTEMS OPERATIONS RECORDS. Records pertaining to routine operation of shore automated systems. Ioen_;; :Zedoezr. estroy when no wnin 2026/2 /
2083.2 SUBMARINE BROADCAST RECORDS 2. OPER.ATIONS RECORDS. Records pertaining to the various components of the composite, multi-channel, single channel and asiiray i SupaEadt) whln N1-NU-89-1/
submarine broadcast systems. 2083/2
Retain on board. Destroy when
FLEET COMMAND CENTER/TASK 1. GENERAL CORRESPONDENCE. These are routine records about systems which carry information pertaining to fleet FEEIS EIRe @t @r RitEn
. . . B longer needed for reference. For N1-NU-89-1/
2095.1 FORCE COMMAND CENTER operations. This SSIC covers only routine records on the telecommunications systems used at these centers, and not N " X ., |wnin
. . . disposition of operational data carried 2095/1
(FCC/TFCC) operational data carried on those systems. (Exclude primary program records covered by 2000.1.) 3
on these systems, see appropriate SSIC
in Chapter 3.
Retain on board. Destroy when system
OCEAN SURVEILLANCE 1. GENERAL CORRESPONDENCE. These are routine records about a system which carries current information on location of is obsolete or no longer needed for N1-NU-89-1/
2096.1 INFORMATION SYSTEM (OSIS) vessels in various ocean areas. This SSIC covers installation, maintenance and administration of the system itself, and not the reference. For disposition of data wnin 2096/1
RECORDS data gathered. (Exclude primary program records covered by 2000.1.) carried on this system, see appropriate
SSIC in Chapter 3.
Retain on board. Destroy when system
SOUND SURVEILLANCE is obsolete or when no longer needed
1. GENERAL CORRESPONDENCE. Routine records relating to collection and processing of undersea acoustic data. Records
2097.1 SN BURYE LANCE TELED concern maintenance, installation and administration ofgs stem only, and npot the dafa athered. (Exclude primary program i R, (e Gt ek wnln MR- )
: ARRAY SYSTEM (SOSUS/SURTAS) b i4 Vb & : primary prog collected and processed by this 2097/1
records covered by 2000.1.) ) )
RECORDS system, see appropriate SSIC in
Chapter 3.
Retain on board. Destroy when system
1. GENERAL CORRESPONDENCE FILES. Routine files pertaining to ASW communications including the Antisubmarine Warfare is obsolete or when no longer needed
209811 ANTISUBMARINE WARFARE (ASW) |Information Exchange System (ASWIXS) and Nuclear Submarine (Direct Support) (SSN(DS)). This SSIC covers only these for reference. For disposition of data wnin N1-NU-89-1/
) RECORDS telecommunications systems and not the information carried on the systems. (Exclude primary program records covered by collected and processed by this 2098/1
2000.1.) system, see appropriate SSIC in
Chaoter 3.
MERCHANT SHIP TELECOMMUNICATIONS SERVICES RECORDS - GENERAL. These are case files containing information concerning the Retain on board. Destroy when system N1-NU-89-1/
2100. COMMUNICATIONS (MERCOMS) requisition, acquisition, installation and maintenance of telecommunications services/equipment to shore-based naval is obsolete or when no longer needed |wnin 100
RECORDS activities worldwide. (Exclude primary program records covered by 2000.1.) for reference.
2206.1d COMSEC EQUIPMENT 1. IMPLEMENTATION PROGRAMS. Destroy when action is completed wiln N1-NU-89-1/
" INSTALLATION d. Visit Reports v . 2206/1/D
. NERAL CORRESPONDEN( ;
GENERAL COMMUNICATIONS 2 ACTIVIlTI'ES GFT ARl CF FILES. Files include reports and other papers relating to the internal operations i
and administration of communications offices. Retain on board. Destroy when no N1-NU-89-1/
2300.3b METHODS AND PROCEDURES ) ) L L . X - . o X wnin
RECORDS b. All other copies. Includes technical communications, publications and instructions originated by outside activities, but used longer required for reference. 2300/3/B
for reference in the performance of mission-related tasks
S AL UTARER DEPFARTVIEN T UF THE NAVY CUNVIVIUNTCATIONS AUTIVITIES TUNTTS, UFFICES, STATIUNS, ETC T EACLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
2310.5a(4) TRAFFIC HANDLING/PROCESSING  |general correspondence file (subject file, case file or other official file) documenting the program or function to which the Destroy when cancelled wnin N1-NU-89-1/
) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this 4 . 2310/5/A/4
manual.
a. Message Center Files.
(4) General messages (siich as Al NAVs)
S ALCUTHER DEPARTMENT OF THE NAVY COMMUNICATIONS ACTIVITIES TONTTS, OFFICES, STATIONS, ETCTEACLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
2310.5b(1) TRAFFIC HANDLING/PROCESSING  |general correspondence file (subject file, case file or other official file) documenting the program or function to which the Destroy upon inactivation of vessel wnin N1-NU-89-1/
) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this (e . 2310/5/B/1
manual.
b. Message files of fleet broadcast.
1) LISNS shins =
etain on board. Destroy when
MESSAGE FORMATS AND N1-NU-89-1
2319.1 PROCEDURES RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to message format and procedures. superseded, lobsolet(?, or n? longer wnin 2319/1 /
required, whichever is earlier.
etain on board. Destroy when NI-NU-89-1/
2324.1 ACP-117 LISTING RECORDS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to Allied Communications Publication 117 (ACP-117). incorporated in revised edition or wnin 2324/1

change to ACP-117.




2. ASSIGNMENT RECORDS. Records of proposals, authorizations, assignments, deletions and cumulative resources of radio
frequencies for the operation of telecommunication equipment.

ALLOCATION/ASSIGNMENT O ite old assij ts whi N1-NU-89-1
2410.2a RECORDS / a. Changes to frequency assignments made on-line in the Frequency Resource Records System maintained by the ok‘)lseorr;:ee Il LSS v wnin 2410/2/A /
Electromagnetic Compatibility Analysis Center for the Department of Defense. Also, input to systems operated by any other ’
Federal government agency.
2502.1 S| COMMUNICATION PROCEDURES 1. ROUTINE QPEBATIONAL CORRESPONDENCE. Correspondence concerning procedures used in operating DestroY when no longer needed for wnin N1-NU-89-1/
telecommunications systems. loperations. 2502/1
SI COMMUNICATIONS EQUIPMENT
Desti h | t system i N1-NU-89-1
2506.2 AND CONFIGURATION CONTROL | 2. ROUTINE ADMINISTRATIVE CORRESPONDENCE. estroy when relevant system is wnin /
superseded. 2506/2
RECORDS
1. FLEET OPERATIONAL TELECOMMUNICATIONS PROGRAM (FOTP) RECORDS. Records pertaining to development, N1-NU-89-1/
2760.1 OPERATING RECORDS enhancement and operation of the FOTP reporting system which establishes time criteria for broadcast shifts, messages and Destroy when 2 years old. 3 2760/1
equipment.
2760.2 OPERATING RECORDS 2. OTHER OPERATIONS REC‘ORD& Records perta{nlng .to routine requlremeAnts of operation of general circuitry and networks sy iEn 2ves 3 N1-NU-89-1/
and to the operation of tactical nets between ships, aircraft and shore stations 2760/2
QUALITY MONITORING AND 1. OPEBATIONAL READINES§ EVALUATION (AORE) RECORI?S. Recr?rds pertaining to exercises, discrepancies, feedback and N1-NU-89-1 /
2780.1 resolution of problems relating to OREs (shipboard level inspections) conducted for NAVCAMS. (Exclude primary program Destroy when 2 years old. 3
CONTROL RECORDS 2780/1
records covered by SSIC 2000.1.)
27802 QUALITY MONITORING AND 2. OTHER QUALITY MONITORING AND CONTROL RECORDS. Records pertaining to quality monitoring and control of afloat Destroy when 2 vears old 3 N1-NU-89-1/
i CONTROL RECORDS communications operations. 4 U : 2780/2
AFLOAT COMMUNICATIONS 1. PERFORMANCE EVALUATION (AFLOAT COMMUNICATION SUPPORT) RECORDS. Records pertaining to support of afloat N1-NU-89-1/
2790.1 o Destroy when 2 years old. 3
SUPPORT RECORDS communications. 2790/1
COMMUNICATIONS AREA MASTER |1. CAMS RECORDS. Records pertaining to the operational requirements of the CAMS, support provided and missions N1-NU-89-1/
2791.1 . ) Destroy when 2 years old. 3
STATION (CAMS) RECORDS accomplished. (Exclude primary program records covered by 2000.1.) 2791/1
PRIMARY SUPPORT STATION
(NAVAL COMMUNICATIONS 1. PRIMARY SUPPORT STATION (AFLOAT COM SPT) RECORDS. Records pertaining to operational requirements, support N1-NU-89-1/
2792.1 STATIONS AND NAVAL provided and missions accomplished by the NTS primary support stations. (Exclude primary program records covered by Destroy when 2 years old. 3 2782/1
COMMUNICATIONS UNITS) 2000.1.)
RECORDS i
RESIDUAL STATION (NAVAL
1. RESIDUAL STATION (AFLOAT COM SPT) RECORDS. Rt d: rtaining t tional i ts, rt ided and N1-NU-89-1
2793.1 TELECOMMUNICATIONS CENTER) e X { . ) e?or B a|n|ng ) LI M HRAREIN S ST LR Ll Destroy when 2 years old. 3 /
RECORDS missions accomplished by the NTS residual support station. (Exclude primary program records covered by 2000.1.) 2793/1
GENERAL COMMUNICATION 3. DEFENSE COMMUNICATIONS SYSTEMS RECORPS. Routine admAinisAtrative records pertaining ttAJAconsoIidaAltion of N1-NU-89-1/
2830.3 development efforts of systems design of the major telecommunications systems used by the military services and DOD. Destroy when 3 years old. 3
CONSOLIDATION RECORDS . . " : 2830/3
(Exclude primary program records relating to Department of the Navy policies covered by 2000.1.]
2830.4 CAEL G Zt:ec:g;?norr?u:'c.:sgrxZI;TJI::;'IODI\OIT)R:E;((C)ED@ R:rcr::ds przrt:rrlilnrgezzrt::rsetl::iD:zagzm:r::noernTZ;i:erel\;:om"olleigiceijl u Destroy when 3 years old 3 NEERIGEEA )
; CONSOLIDATION RECORDS : IIREIRY (I BERED W 4 v : 2830/4
covered by 2000.1.)
CEH IS 1. GENERAL CORRESPONDENCE FILES. Files pertaining to MCEB standards. (Exclude primary program records covered b Retain on board. Destroy when no N1-NU-89-1/
2860.1 COMMUNICATIONS ELECTRONICS |50~ bl E . [y (e v b e refereynce wnin |5 ocor1
BOARD (MCEB) RECORDS o e i
TELECOMMUNICATIONS Destroy when no longer needed for N1-NU-89-1 /
2880.1 OPERATING REQUIREMENTS 1. Input of telecommunications trunks and circuits affecting major commands, submitted on OPNAV 2010/2. reference. (NCTC keep last two current|wnin 2830/1
(TELCOR) RECORDS. in file.)
2000-16 Routlr}e Commun!catlons fratic Includes routine communications traffic handling/processing such as naval messages received/sent. Trigger(s) [[ERCRARYIDEs oV enClmonths) X
Handling/Processing: old.
COMMERCIAL REFILE/CLASS "E" N1-NU-89-1
2092.2 MESSAGES RECORDS/ 2. CLASS "E" MESSAGES. Correspondence pertaining to the transmittal of personal messages to or from naval personnel. Destroy when 30 days old. 6m 2092/2 /
MILITARY AFFILIATE RADIO SYSTEM N1-NU-89-1
2093.5 (MARS)/AMATEUR RADIO RECORDS 5. MESSAGES. Messages of individuals and military units received and transmitted by MARS facilities. Destroy after 60 days. 6m 2093/5 /
— N1-NU-89-1/
2099.2 COMMUNICATIONS (MERCOMS) 2. MESSAGES. Destroy when 60 days old. 6m 2099/2
RECORDS
3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
2310.3a(1) TRAFFIC HANDLING/PROCESSING  |a. Message Center Files. Ship'? copies of all messages received or sent (by whatever means), filed chronologically in date-time: Destroy when 10 days old. om N1-NU-89-1/
RECORDS group order. Includes magnetic tape copy. 2310/3/A/1
(1) Intelligence summaries.
S ABOARD NAVAL SHIPS
2310.3a(5) TRAFFIC HANDLING/PROCESSING  |a. Message Center Files. Ship'§ copies of all messages received or sent (by whatever means), filed chronologically in date-time Besiyiaywhizn 26Er5 atl om N1-NU-89-1/
RECORDS group order. Includes magnetic tape copy. 2310/3/A/5
(5) Meteorological maps and summaries.
3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
2310.3a(6) TRAFFIC HANDLING/PROCESSING  |a. Message Center Files. Ship'§ copies of all messages received or sent (by whatever means), filed chronologically in date-time Destroy when 60 days old. om N1-NU-89-1/
RECORDS group order. Includes magnetic tape copy. 2310/3/A/6
(6) Facsimiles.
S
2310.3a(8) TRAFFIC HANDLING/PROCESSING  |a. Message Center Files. Ship'§ copies of all messages received or sent (by whatever means), filed chronologically in date-time esiyiay iz A el om N1-NU-89-1/
RECORDS group order. Includes magnetic tape copy. 2310/3/A/8

(8) Monitor rolls and message tapes for relay purposes only.




3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
a. Message Center Files. Ship's copies of all messages received or sent (by whatever means), filed chronologically in date-time:

TRAFFIC HANDLING/PROCESSING N1-NU-89-1
2310.3a(9) RECORDS / group order. Includes magnetic tape copy. Destroy when 60 days old. 6m 2310/3/A/9 /
(9) All other messages, including key-punched cards, Special Category Message, Single Integrated Operational Plan-Essential
Sustainment Items files. icati ile. VO i
3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
TRAFFIC HANDLING/PROCESSING ) N1-NU-89-1/
2310.3b(1) b. Message file of fleet broadcast. Destroy when 30 days old. 6m
RECORDS . 2310/3/B/1
(1) USNS ships.
3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS Desti hen 10 d Id I
TRAFFIC HANDLING/PROCESSING X R e e N1-NU-89-1/
2310.3b(2) b. Message file of fleet broadcast. needed for reference, whichever is 6m
RECORDS " 2310/3/B/2
(2) All other message files of fleet broadcasts. later.
TRAFFIC HANDLING/PROCESSING 3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS N1-NU-89-1/
2310.3c ) ) ) ) L Destroy when 6 months old. 6m
RECORDS c. Visual station messages (sent via flag hoist, semaphore, and flashing light 2310/3/C
TRAFFIC HANDLING/PROCESSING  |4. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES ABOARD NAVAL SHIPS. N1-NU-89-1/
2310.4a Destroy when 60 days old. 6m
RECORDS a. Central message log. 2310/4/A
TRAFFIC HANDLING/PROCESSING  |4. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES ABOARD NAVAL SHIPS. N1-NU-89-1/
2310.4c Destroy when 60 days old. 6m
RECORDS c. Top secret control log. 2310/4/C
TRAFFIC HANDLING/PROCESSING  |4. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES ABOARD NAVAL SHIPS. N1-NU-89-1/
2310.4d Destroy when 30 days old. 6m
RECORDS d. Watch-to-watch Inventory. 2310/4/D
2310.4e TRAFFIC HANDLING/PROCESSING  |4. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES ABOARD NAVAL SHIPS. Destroy when 60 davs old 6m N1-NU-89-1/
) RECORDS e. Circuit (Teletype) log and monitor rolls. 4 W ) 2310/4/E
4. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES ABOARD NAVAL SHIPS.
TRAFFIC HANDLING/PROCESSING ! . c . ) . . . N1-NU-89-1/
2310.4f RECORDS f. Tape relay station monitoring tapes or page copies of outgoing messages and service desk rerun records (primarily relay Destroy when 30 days old. 6m 2310/4/F
station log records of all messages).
TRAFFIC HANDLING/PROCESSING  |4. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES ABOARD NAVAL SHIPS. N1-NU-89-1/
2310.4g . . Destroy when 6 months old. 6m
RECORDS g. Visual station logs. 2310/4/G
5. ALL OTHER DEPARTMENT OF THE NAVY COMMUNICATIONS ACTIVITIES {UNITS, OFFICES, STATIONS, ETC.J] EXCLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
TRAFFIC HANDLING/PROCESSING | general correspondence file (subject file, case file or other official file) documenting the program or function to which the N1-NU-89-1/
2310.5a(1] Desti hen 10 d Id. 61
a(l) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this estroy when ays o m 2310/5/A/1
manual.
a. Message Center Files.
(1) Intellicence slimmaries
S ALLOT TUNICATIONS ACTIVITIES {UNITS, OFFICES, STATIONS, ETC.J EXCLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
TRAFFIC HANDLING/PROCESSING | general correspondence file (subject file, case file or other official file) documenting the program or function to which the N1-NU-89-1/
2310.5a(5; Desti hen 2 d Id. 61
a(5) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this estroywhen 2 cays o m 2310/5/A/5
manual.
a. Message Center Files.
[5) Metearalngical manc and cummaries
5. ALL OTHER DEPARTMENT OF THE NAVY COMMUNICATIONS ACTIVITIES {UNITS, OFFICES, STATIONS, ETC.] EXCLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
TRAFFIC HANDLING/PROCESSING | general correspondence file (subject file, case file or other official file) documenting the program or function to which the N1-NU-89-1/
2310.5a(6; Desti hen 60 d Id. 61
2(6) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this estroy when ays o m 2310/5/A/6
manual.
a. Message Center Files.
(R) Farsimiles
5TALCOTHER DEPARTMENT OF THE NAVY COMMUNICATIONS ACTIVITIES (ONITS; OFFICES, STATIONS, ETC EXCLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
TRAFFIC HANDLING/PROCESSING | general correspondence file (subject file, case file or other official file) documenting the program or function to which the N1-NU-89-1/
2310.5a(8; Desti hen 1d Id. 61
a(8) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC’s this estroywhen = cay o m 2310/5/A/8
manual.
a. Message Center Files.
(R) Monitar rolls and messasac tanes for relav niirnaces anly § § : § :
STALCOTHER DEPARTIVIENT OF THE NAVY ATONS ACTIVITIES (UNITS; OFFICES, STATIONS; £TC) EXCLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate
0o | HANDING/PROGESSING e e o denroye periocly mactordanc with authosed meructionsfor ather SSC Destroy when 60 days o o |
: RECORDS g : DRI Y v RCILE 2310/5/A/9
manual.
a. Message Center Files.
(9) All other messages, including key-punched cards, SPECAT SIOP-ESI files, Communications Center Master File, and Crypto
fil
g?;-‘\':l.’u‘l?‘l[?( DEFARTVIENTOF TRE NAVY COMMUNICATIONS ACTIVITIES TONITS, UFFICES, STATIONS, TTC. ) EACLUDING
NAVAL SHIPS RECORDS. Visual and radio station files, including radiophoto files: circuit copies (magnetic tapes) of messages
received or sent, regardless of media by which transmitted, since they are filed in action office as part of the appropriate Destroy when 10 days old or when no
2310.56(2) TRAFFIC HANDLING/PROCESSING  |general correspondence file (subject file, case file or other official file) documenting the program or function to which the lon er\;eeded for reyference om N1-NU-89-1/
) RECORDS messages relate. These are retained or destroyed periodically in accordance with authorized instructions for other SSIC's this E ! 2310/5/B/2

manual.
b. Message files of fleet broadcast.
(2) All other messapge files of fleet hrnadcast

whichever is later.




TRAFFIC HANDLING/PROCESSING 6. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES AT SHORE STATIONS. N1-NU-89-1/
2310.6a Destroy when 60 days old. 6m
RECORDS a. Central message log. 2310/6/A
TRAFFIC ANALYSIS/ENGINEERING 2. SPEED OF SERVICE OF TELECOMMUNICATIONS RECORDS. N1-NU-89-1/
2311.2a ) ) n Destroy when 1 month old. 6m
RECORDS a. Broadcast messages including speed of service. 2311/2/A
2325.1 SO S R D ETIAr 1. MESSAGES pertaining to communications guard shifts. Destroy when 1 month old. 6m NEERIGEEA )
RECORDS 2325/1
AFLOAT COMMUNICATIONS L e N1-NU-89-1/
2790.2 SUPPORT RECORDS 2. OTHER AFLOAT COMMUNICATIONS SUPPORT RECORDS. Records pertaining to support of afloat communications. Destroy when 1 month old. 6m 2790/2
C
2000-17 Transient Records: Information reIatedAto informatif)n r.nanagem.ent anc! telecommlfnications that has minimal or n? documentary or evidential Trigger(s) TEMPORARY: Destroy when 6 months i GRS 23.7 E::]ap::r'::l:ea:r:iimmon
value. Includes routine communications traffic handling/processing such as naval messages received/sent. old. e
description for each.
COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). 0 N1-NU-89-1/
2280.3b Destroy 90 days fi last date listed. |61
GENERAL b. CMS 17/ SF 153 (or equivalent) issues of AL 3/AL 4 material. estroy 90 days from fast date fistec. jom —|,,45/3/8
2280.3d COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTOPY ISSU.E DOCUMENTS (and successor editions). Destroy 90 days from last date listed. [6m N1-NU-89-1/
GENERAL d. CMS 2-1 working copies 2280/3/D
3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). .
COMSEC MATERIAL SYSTEM, N . - . Destroy 90 days fi date all material N1-NU-89-1
2280.3e(1) e. CMS 2-3 and/or CMS 2-4 (If only Confidential and below is listed, CMS 2-3 and CMS 2-4 need not be retained.) .es ro.y UMD L EMTE] 6m /
GENERAL - X listed is destroyed. 2280/3/E/1
(1) Original copies.
COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). N1-NU-89-1/
2280.3 Desti hen 90 d Id. 61
g GENERAL g. CMS Running Inventory, retyped pages . A e m 2280/3/G
2280.3h COMSEC MATERIAL SYSTEM, 3. LOCAL CUS‘TODY ISSUE DOCUMENTS (and successor ?dltlops). : Destroy when 90 days old. 6m N1-NU-89-1/
GENERAL h. CMS Running Inventory, pages removed because all listed items have been disposed ol 2280/3/H
4. Destruction Records.
2280.4a COMSEC MATERIAL SYSTEM, a. Local, used to record destruction of AL 3/AL4 material (Required only for Secret and Top Secret material. If SF 153 used to Destroy when 90 days old om N1-NU-89-1/
. GENERAL summarized individual completed records for segmented keying material, those records may be destroyed as soon as SF 153 4 v . 2280/4/A
summary is verified.)
Destl hen 90 d Id, with
I COMSEC MATERIAL SYSTEM, 4. Destruction Records. 5:;;?;‘;”" Z’; app"ac‘;):; cn\‘;v Is rifor lom [NNUBST/
GENERAL b. Local, used to record destruction of AL 1/AL 2 material. SF 153) to DCMS. 2280/4/B
COMSEC MATERIAL SYSTEM, N1-NU-89-1/
2280.9 GENERAL 9. PROGRESSIVE WATCH INVENTORY. Destroy when 30 days old. 6m 2280/9
TRAFFIC HANDLING/PROCESSING 6. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES AT SHORE STATIONS. N1-NU-89-1/
2310.6¢ Destroy when 60 days old. 6m
RECORDS c. Top Secret control log. 2310/6/C
2310.6d TRAFFIC HANDLING/PROCESSING 6. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES AT SHORE STATIONS. Destroy when 30 davs old 6m N1-NU-89-1/
- RECORDS d. Watch-to-watch inventory. 4 WBELh 2310/6/D
TRAFFIC HANDLING/PROCESSING 6. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES AT SHORE STATIONS. N1-NU-89-1
2310.6e ) ) Destroy when 60 days old. 6m
RECORDS e. Circuit (teletype) log and monitor rolls, /2310/6/E
6. LOGS, RECORD SHEETS, OR REGISTERS OF INCOMING AND OUTGOING MESSAGES AT SHORE STATIONS.
TRAFFIC HANDLING/PROCESSING . - X . . . N1-NU-89-1/
2310.6f f. Tape relay station monitoring tapes or page copies of outgoing messages and service desk rerun records (primary relay Destroy when 30 days old. 6m
RECORDS = 2310/6/F
station log records of all n )
g RECOI?DS Telatin.g to the Depaftmgnt of th? Navy's cryptographic e‘quipme.nAt rescﬁurces from procurement through final e e e o e & el o N1-NU-89-1/
2251.1 PROJECT MANAGEMENT destruction, including the coordination of logistic support among various activities internal and external to Department of the wnln
. when no longer needed. 2251/1
Navy (DON). (Exclude primary program records covered by 2250.1.) 1
22521 MODIFICATIONS TO 1. RECORDS relating to software changes which do not affect the electrical or mechanical characteristics of cryptographic Tl Ee e elEE bl N1-NU-89-1/
) CRYPTOGRAPHIC EQUIPMENT equipment. v i i 12252/1

Destroy when requirement expires or
COMSEC MATERIAL SYSTEM, is cancelled, or when special holdings N1-NU-89-1/
2280.11 11. SPECIAL AUTHORIZATIONS CORRESPONDENCE. |
GENERAL becomes a permanent part of the i 2280/11
lcommand'’s authorized holdings.
228032 COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). Destroy upon submission of CMS 2-1A wnin N1-NU-89-1/
) GENERAL a. CMS 17/ SF 153 (or equivalent) issues of AL 1/AL material. to DCMS for all material listed. 2280/3/A
2280.3f COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). Destroy upon appointment of wnin N1-NU-89-1/
) GENERAL f. Custodian/Alternate Letters of Appointment (CMA account and local holder.] replacement personnel. 2280/3/F
2280.3i COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). Destroy when accuracy of new page wnin N1-NU-89-1/7
) GENERAL i. CMS Transaction Log, retyped pages. has been confirmed. 2280/3/
2280.3m COMSEC MATERIAL SYSTEM, 3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions). Destroy upon receipt of verification of \nin N1-NU-89-1/
: GENERAL m. CMS 16-1 Change of Custodian. next semi annual inventory. 2280/3/M
2280.5 COMSEC MATERIAL SYSTEM, 5. Local holder/user local inventory report. Destroy when no longer needed. wnln PRI
GENERAL 2280/5
Desti hen CMS material is cl d N1-NU-89-1
2282.1 DISTRIBUTION AND ALLOWANCE 1. Routine records relating to routine and emergency distribution of COMSEC keying material to CMS accounts. S A . material s cieare wnin /
from account by Director, CMS. 2282/1
ACCOUNTING AND INVENTORY Desti hen CMS material is cl d N1-NU-89-1
2283.1 CONTROL 1. Routine records relating to the proper accounting for all COMSEC material from production to destruction. frzinrzl/cv:u::by Dirr:catc:'tlaél\llls; eare wnin 2283/1 /
2285.1 COMSEC MATERIAL SYSTEM 1. Routine records relating to the secure stowage, accounting and distribution of cryptographic equipment, ancillary devices, Destroy when account is closed wnin N1-NU-89-1/
g ISSUING OFFICES keying material, operating and maintenance manuals, and COMSEC related publications and forms to CMS accounts. 4 ) 2285/1




Ilnformation relating to Chief Information Officer Programs and Initiatives. Included are records that document DON-wide IT
goals; specify milestones to be achieved; identifying performance measures for the DON’s IT portfolio; or summarize the
derlyi incipl d h by which the DON will plan f d its IT . Record include strategi
. . under y|-ng principles an apProac L yv:/ icl e- will plan for and manage its ! resources. Records may-m-c ude strategic FEMPORARY: Cutoff at end of
GRS 27 - Chief Information Officer |and tactical plans documenting the ion and 1ce of IT sy in support of the DON mission and also )
2000-19 . ) . . e |Trigger(s) |calendar year. Destroy 7 years after |x |GRS 27 IGRS
| Program Planning: may include records supporting formally issued plans, such as records of concurrence, comments, clearances, justifications, cutoff
and other issuance records. Includes CIO Subject and Office records; Legal and Regulatory Compliance records; and records .
maintained by committees, boards, task forces, conferences, or other IT advisory, governing, or policy bodies for which the
CIO has designated sponsorship, leadership, or recordkeeping responsibilities.
1. Information Technology (IT) Program Planning Records. DON CIO Records relating to the development of DON IT programs.
Included are records that document DON-wide IT goals; specify milestones to be achieved; identifying performance measures
for the DON’s IT portfolio; ize the underlyi incipl d h by which the DON will plan f d
‘or e s IT portfolio; or fummarlze e'un er| ylng principles an applioac Yw ich the ¢ will p ar\ or and manage CutoffannualyADestroy /delate when
DON CHIEF INFORMATION OFFICER |its IT resources. Records may include strategic and tactical plans documenting the implementation and maintenance of IT
2600.1 ) o ) N . 7 years old or when no longer needed, |7 GRS 27.1
(ClO) RECORDS systems in support of the DON mission and also may include records supporting formally issued plans, such as records of \whichever is later
concurrence, comments, clearances, justifications, and other issuance records. NOTE: This item .
does not apply to the data content or design of individual IT systems. Records relating to specific mission-related systems
must be scheduled individually by submission of a SF 115 to NARA.
2. Enterprise Architecture Records. Records identifying the IT systems and networks required to perform the DON’s mission iuto:f whefnt;upertsedeld Sy
DON CHIEF INFORMATION OFFICER |and the transitional processes required to implement comprehensive programs to support that mission. Records may include i era( eI EI NS IS
2600.2 . . . . " , . B architecture. Destroy/delete when 7 |7 GRS 27.2
(CIO) RECORDS technical reference models, diagrams, graphics, models, and narratives that describe the DON’s baseline architecture, target
. . years old or when no longer needed,
architecture, and related sequencing plans. \whichever is later
3. 1T Capital Investment Records. Records documenting the integration of IT investments with DON-wide strategic planning,
DON CHIEF INFORMATION OFFICER budgeting, progurement, and mar{ag?ment. Records include rout‘lr.\e‘ and periodic rleports on IT' caplt'a'l |nyestments;,cap|tel1l Cutoff annually. Destroy/delete when
2600.3 (CIO) RECORDS asset plans; business cases for major investments, systems, acquisitions, or operational assets identified in the DON’s capital 7 years old or when no longer needed, |7 GRS 27.3
investment portfolio; and clearance and review records. NOTE: Records needed to support whichever is later.
contracts are under SSIC 4330.
4. Legal and Regulatory C li R ds. R ds d ting DON” li ith Federal and DON IRM . d
DON CHIEF INFORMATION OFFICER egaAan . s ? e W IR, EDRICS ClsinEil y ° c?mp ance with receral an aws an Cutoff annually. Destroy/delete when
2600.4 regulations, including systems and reports created to support compliance with the mandates of OMB, GAO, DON, other GRS 27.4
(CIO) RECORDS N . 5 years old.
Federal IRM and IT oversight agencies.
5. CIO Committee Records. Records maintained by committees, boards, task forces, conferences, or other 1T advisory,
governing, or policy bodies for which the CIO has designated sponsorship, leadership, or recordkeeping responsibilities.
2600.5 DON CHIEF INFORMATION OFFICER |Records include meeting minutes, summaries, agendas, and transcripts; reports, studies, and publications; membership Cutoff annually. Destroy/delete when GRS 27.5¢
) (CIO) RECORDS records; correspondence, mailing, and distribution records; and other administrative committee records. 5 years old. )
NOTE: Records of Government-wide committees sponsored by ClOs, such as Federal Chief Information Officers Council, are
not covered bv this item.
6. CIO Subject and Office Records. Records not otherwise identified in this paragraph that include briefings, reports,
2600.6 DON CHIEF INFORMATION OFFICER |presentations, studies, correspondence, and other documents created to support IT program objectives; responses to and Cutoff annually. Destroy/delete when GRS 27.6
i (CIO) RECORDS decisions on matters affecting the IT program; or operational and managerial guidance to all organizational segments of the 5 years old :
DON.
7. Schedules of Daily Activities. Calendars, appointment books, schedules, logs, diaries, and other records documenting
DON CHIEF INFORMATION OFFICER meetings, appointments, tele!)hone calls, trips, visits, and other activities bY the CIO whilg serving in an official Fapacity, Cutoff annually. Destroy/delete when
2600.7 (CIO) RECORDS EXCLUDING materials determined to be personal and those that have been incorporated into other recordkeeping systems. not less than 2 years but not more 7 GRS 27.7
than 5 years old.
NOTE: This item applies only to records of the CIO, not of the office’s subordinate staff.

NFORMATION HNOLOGY

2620.10a OPERATIONS AND MANAGEMENT
RECORDS

2620.10b OPERATIONS AND MANAGEMENT

RECORDS

0. IT Customer Service Files.
a. Records related to providing help desk information to customers, including pamphlets, responses to “Frequently Asked
Questions,” and other documents prepared in advance to assist customers.

Destroy/delete 1 year after record is
superseded or obsolete.

GRS 24.10a

10.TT Customer Service Files.
b. Help desk logs and reports and other files related to customer query and problem responses, query monitoring and
clearance, and customer feedback records, and related trend analysis and reporting

Destroy/delete when 1 year old or
'when no longer needed for review and
analysis, whichever is later.

5] GRS 24.10b

2610.10

ELECTRONIC RECORDS

10. Finding Aids (or Indexes). Electronic indexes, lists, registers, and other finding aids used only to provide access to records
authorized for destruction by the GRS or a NARA-approved SF 115, EXCLUDING records containing abstracts or other
information that can be used as an information source apart from the related records.

Delete with related records or when
the activity determines that they are
no longer needed for administrative,
legal, audit, or other operational
purposes, whichever is later.

GRS 20.9

wnin




2610.1a

ELECTRONIC RECORDS

1. Files/Records Relating to the Creation, Use, and Mai of Comp y
a. Electronic files or records created solely to test system performance, as well as hard copy printouts and related
documentation for the electronic files/records.

Applications, or Electronic Records.

Delete/destroy when the activity
determines that they are no longer
needed for administrative, legal, audit,
or other operational purposes.

wnin

GRS 20.1a

2620.11a

INFORMATION TECHNOLOGY
OPERATIONS AND MANAGEMENT
RECORDS

ILITT d esign a atlo d esIgned to provide and SUppo
DON IT infrastructure (see “Note”), systems, and services. Includes records documenting (1) requirements for and
implementation of functions such as maintaining network servers, desktop computers, and other hardware, installing and
upgrading network operating systems and shared applications, and providing data telecommunications; (2) infrastructure
development and maintenance such as acceptance/accreditation of infrastructure components, analysis of component
options, feasibility, costs and benefits, and work associated with implementation, modification, and troubleshooting; (3)
models, diagrams, schematics, and technical documentation; and (4) quality assurance reviews and test plans, data, and
results.

2 _Rarnrds for nrniactc that ara not imnlamantad,

Destroy/delete 1 year after final
decision is made.

GRS 24.11a

2620.11b

INFORMATION TECHNOLOGY
OPERATIONS AND MANAGEMENT
RECORDS

I |nmmﬂmﬂﬂmmén FITES. Recoras or Inaiviauar projects designed to provide and SUpport New
DON IT infrastructure (see “Note”), systems, and services. Includes records documenting (1) requirements for and
implementation of functions such as maintaining network servers, desktop computers, and other hardware, installing and
upgrading network operating systems and shared applications, and providing data telecommunications; (2) infrastructure
development and maintenance such as acceptance/accreditation of infrastructure components, analysis of component
options, feasibility, costs and benefits, and work associated with implementation, modification, and troubleshooting; (3)
models, diagrams, schematics, and technical documentation; and (4) quality assurance reviews and test plans, data, and
results.

h_Recarde far nraiecte that ara i Il d

Destroy/delete 5 years after project is 5

terminated.

GRS 24.11b




INFORMATION TECHNOLOGY

11. IT Infrastructure Design and Implementation Files. Records of individual projects designed to provide and support new
DON IT infrastructure (see “Note”), systems, and services. Includes records documenting (1) requirements for and

implementation of functions such as maintaining network servers, desktop computers, and other hardware, installing and
upgrading network operating systems and shared applications, and providing data telecommunications; (2) infrastructure

Destroy/delete 3 years after final
decision on acceptance is made.
NOTE: IT infrastructure means the
basic systems and services used to
supply the activity and its staff with
access to computers and data
telecommunications. Components
include hardware such as printers,
desk and laptop computers, network
and web servers, routers, hubs, and
network cabling, as well as software
such as operating systems (e.g.,
Microsoft Windows and Novell

2620.11c OPERATIONS AND MANAGEMENT  |development and maintenance such as acceptance/accreditation of infrastructure components, analysis of component s GRS 24.11c
. - ) ) . R e ) NetWare) and shared applications
RECORDS options, feasibility, costs and benefits, and work associated with implementation, modification, and troubleshooting; (3) . . .
X . . . . . (e.g., electronic mail, word processing,
models, diagrams, schematics, and technical documentation; and (4) quality assurance reviews and test plans, data, and )
results and database programs). The services
s . necessary to design, implement, test,
c. Installation and testing records. . o
validate, and maintain such
components are also considered part
of an activity’s IT infrastructure.
However, records relating to specific
systems that support or document
mission goals are not covered by this
subparagraph and must be scheduled
individually by the activity by
submission of a SF 115 to NARA.
These records relate to the development of information technology (IT) systems and software applications through their
initial stages up until hand-off to production which includes planning, requirements analysis, design, verification and testing,
procurement, and installation. Records include case files containing documentation of planning, decision making, designing,
programming, testing, evaluation, and problem solving. Includes records such as:
* project plans o feasibility studies
o cost analyses * requirements documents
* compliance documents including:
o Privacy Threshold Analyses (PTAs)
o Privacy Impact Assessments (PIAs)
o Security Plan
o Information Protection Plan
GRS 3.1 011 - Information O ClIERZE corftrol recorfis O refeaSiedy TEMPORARY: Destroy 5 years after
. * Plan of Action and Milestones (POA&M) L A
Technology Development Project ¥ ) . project is terminated, but longer DAA-GRS-2013-
2000-23 * Configuration Management Plan ¢ Resource Management Plan Trigger(s) .. N N " GRS
Records, System Development ) o 5 retention is authorized if required for 0005-0007
 Risk Assessment/Mitigation Plan e Security Plan B
Records: ) business use.
* Disaster Recovery Plan * Test /Acceptance Plan
* Quality Control Plan ¢ Deployment Guide
* User Guide * Training Guide
* Authorization to Operate (ATO)
Exclusion: This item does not apply to system data or content.
Note 1: For certain technical documentation (e.g., data dictionaries, file specifications, code books, record layouts, etc.)
related to the detailed, as-built design or maintenance of an electronic system containing permanent records, use the GRS
item Documentation Necessary for Preservation of Permanent Electronic Records.
Note 2: This is consistent with the fact that the most complete version of system documentation is retained within the
Delete/destroy when the activit
1. Files/Records Relating to the Creation, Use, and Maintenance of Computer Systems, Applications, or Electronic Records. detern{ines thzt they are no Ionyer
2610.1a ELECTRONIC RECORDS a. Electronic files or records created solely to test system performance, as well as hard copy printouts and related L U X 3 .. [wnln |GRS 20.1a
) . needed for administrative, legal, audit,
documentation for the electronic files/records. .
or other operational purposes.
T.GOTS In-House Created Applications. Includes government sponsored and government funded software. Could include Destroy or delete 25 years after NL-NU-07-7/ moved from ch. 3 to ch. 2
3149.1a SOFTWARE DEVELOPMENT source code, Make files, and necessary run-time scripts. related software is superseded or 30 14 to better align with correct
a. DBDB-V software, by version/date obsolete. functional area
T-GOTS In-House Created Applications. Includes government sponsored and government funded software. Could include Destroy or delete 25 years atter NI-NU-07-7/ moved from ch. 3 to ch. 2
3149.1b SOFTWARE DEVELOPMENT source code, Make files, and necessary run-time scripts. related software is superseded or 30 15 to better align with correct
b. BHPP software, by version/date obsolete. functional area
T-GOTS In-House Created Applications. Includes government sponsored and government funded software. Could include Destroy or delete 25 years arter NINU-07-7/ moved from ch. 3 to ch. 2
3149.1c SOFTWARE DEVELOPMENT source code, Make files, and necessary run-time scripts. related software is superseded or 30 16 [to better align with correct
c. Data Warehouse software, by version/date obsolete. functional area
T-GOTS In-House Created Applications. Includes government sponsored and government funded software. Could include Destroy or delete 25 years after NI-NU-07-7/ moved from ch. 3 to ch. 2
3149.1d SOFTWARE DEVELOPMENT source code, Make files, and necessary run-time scripts. related software is superseded or 30 17 to better align with correct

d. Area Based Editor.

obsolete.

functional area




1. GOTS In-House Created Applications. Includes government sponsored and government funded software. Could include

Destroy or delete 25 years after

moved from ch. 3 to ch. 2
to better align with correct

functional area
moved from ch. 3 to ch. 2

to better align with correct

functional area
moved from ch. 3 to ch. 2

to better align with correct

functional area
moved from ch. 3 to ch. 2

to better align with correct
functional area

N1-NU-07-7
3149.1e SOFTWARE DEVELOPMENT source code, Make files, and necessary run-time scripts. related software is superseded or 30 18 /
e. UNISIPS obsolete.
1. GOTS In-House Created Applications. Includes government sponsored and government funded software. Could include Destroy or delete 25 years after N1-NU-07-7/
3149.1f SOFTWARE DEVELOPMENT source code, Make files, and necessary run-time scripts. related software is superseded or 30 19
f. Environmental Modeling and Analysis software obsolete.
1. GOTS In-House Created Applications. Includes government sponsored and government funded software. Could include Destroy or delete 25 years after N1-NU-07-7 /
3149.1g SOFTWARE DEVELOPMENT source code, Make files, and necessary run-time scripts. related software is superseded or 30 0
g. Scripts Supporting Environmental Modeling and Analyses obsolete.
) ) ) Destroy or delete 25 years after
2. GOTS In-H Creat ft D tation. Incl tati fi t tion.
3149.2a SOFTWARE DEVELOPMENT e e O o T e T S T L e related software is superseded or  [30  [GRS 20.11a(1)
a. Software description usage (to include file format descriptions) ——
) ) ) Destroy or delete 25 years after
2. GOTS In-H @ D . Incl fi b
3149.2b SOFTWARE DEVELOPMENT GOTS In-House Created Software Documentation. Includes documentation needed for product production edssiva baaakE e 30 GRS 20.11a(1)

b. Processing guides.

obsolete.

moved from ch. 3 to ch. 2
to better align with correct
functional area

ELECTRONIC RECORDS

11. Special Purpose Programs. Application software necessary solely to use or maintain a master file or database authorize
for disposal in a GRS item or a NARA-approved records schedule, EXCLUDING special purpose software necessary to use or
maintain any unscheduled master file or database or any master file or database scheduled for transfer to the National
Archives.

Delete when related master file or
database has been deleted.

2620.2

INFORMATION TECHNOLOGY
OPERATIONS AND MANAGEMENT
RECORDS

2620.3a

TNFORMATION TECHNOLOGY
OPERATIONS AND MANAGEMENT

2. IT Facility, Site Management, and Equipment Support Services Records. Records maintained by offices responsible for the
control and operation of buildings and rooms where IT equipment, systems, and storage media are located, including files

reports of follow-up actions, and related correspondence.

Destroy/delete when 3 years old, or

31T Asset and Configuration Management Files.
a. Inventories of IT assets, network circuits, and building or circuitry diagrams, including equipment control systems such as

RECORDS

databases of barcodes affixed to IT physical assets.

completion of the next inventory.

identifying IT facilities and sites, and files concerning implementation of IT facility and site management and equipment when superseded or obsolete, 3 GRS 24.2
support services provided to specific sites, including reviews, site visit reports, trouble reports, equipment service histories, whichever is longer.
delete 1 ft
Destroy/delete 1 year after GRS 2434




INFORMATION TECHNOLOGY

3. IT Asset and Configuration Management Files.
b. Records created and retained for asset management, performance and capacity management, system management,
configuration and change management, and planning, follow-up, and impact assessment of operational networks and

Destroy/delete when 3 years old or 1
year after termination of system,
whichever is sooner. NOTE: If any
maintenance activities have a major

2620.3b(2) OPERATIONS AND MANAGEMENT | systems. Includes, but is not limited to: S . 3 GRS 24.3b(2)
RECORDS (2) Records of routine IT maintenance on the networks infrastructure documenting preventative, corrective, adaptive, and X p. . v
. X . . " . ) L significant change, those records
perfective (enhancement) maintenance actions, including requests for service, work orders, service histories, and related I
d should be maintained as part of
Leconcs. subnara 3h(1) ahove
INFORMATION TECHNOLOGY 8. IT Operations Records
2620.8a OPERATIONS AND MANAGEMENT . P . . o Destroy/delete when 1 year old. 3 GRS 24.8a
RECORDS a. Workload schedules, run reports, and schedules of maintenance and support activities.
INFORMATION TECHNOLOGY
8.1T Of ti R ds. Desti delete 1 ft blem i
2620.8b OPERATIONS AND MANAGEMENT perations Records . ) , ety A e el prelHEm B | GRS 24.8b
RECORDS b. Problem reports and related decision documents relating to the software infrastructure of the network or system. resolved
INFORMATION TECHNOLOGY 8. IT Operations Records.
2620.8c OPERATIONS AND MANAGEMENT | c. Reports on operations, including measures of benchmarks, performance indicators, and critical success factors, error and Destroy/delete when 3 years old. 3 GRS 24.8c
RECORDS exception reporting, self-assessments, performance monitoring, and management reports
9. Fi i fIT R d Services.
R A ONPECHROLOCY NO':'r;rgnige: of re::?::f:efﬁld tzr;llljcesort contracts should be in procurement files, which are contained under SSIC 4200. pesiEEEEE S e it
2620.9a OPERATIONS AND MANAGEMENT B L. 2P . ) P . A 1 o e : agreement is superseded or 3 GRS 24.9a
RECORDS a. Agreements formalizing performance criteria for quantity and quality of service, including definition of responsibilities, ——
response times and volumes, charging, integrity guarantees, and non-disclosure agreements. )
9. Fi i fIT R d Services.
TIRGIIMAUICH U RCILTER NO':'rI]E?rgnige: of re:::’:srcneesezr;d tzr:t:cesort contracts should be in procurement files, which are contained under SSIC 4200 Destiov/deleteRivearsticicontil
2620.9b OPERATIONS AND MANAGEMENT [0 = “°P neece FLTECERLETS 56 2 J und : measures or procedures are 3 [oRs24.9b
b. Files related to managing third-party services, including records that document control measures for reviewing and X
RECORDS . . g ) ) superseded or terminated.
monitoring contracts and procedures for determining their effectiveness and compliance.
9. Financing of IT Resources and Services.
INFORMATION TECHNOLOGY NOTE: Copies of records needed to support contracts should be in procurement files, which are contained under SSIC 4200. Destroy/delete records with no
2620.9¢c OPERATIONS AND MANAGEMENT |c. Records generated in IT management and service operations to identify and allocate charges and track payments for outstanding payment issues when3 |3 GRS 24.9c
RECORDS computer usage, data processing, and other IT services EXCLUDING records that are part of the activity’s cost accounting years old.
system, which are covered in SSIC 7310.
1. NCIS Internal/External Web Sites.
a. Web Content is published on the web sites in a variety of formats including html-encoded markup language pages, code,
graphic (e.g., PDFs), textual (e.g., word processing, templates), audiovisual, and contextual hyperlinks. Content is removed Delete when superseded, obsolete, or
2630.1a(1) INTERNAL/EXTERNAL WEB SITE from the web site when it is superseded, obsolete, or no longer needed for NCIS business. Content is backed up on electronic no longer needed for the conduct of Wil [N1-NU-09-7/ 1 belongs in this new GRS
: RECORDS media (tape and/other storage devices). The backup media are created for potential site restoration in the event of failure or lagency business, but not longer than grouping
other unintentional loss of content. the retention of the record copy.
(1) Pages containing copies of agency issuances, policy documents, guidance and tasking documents, reports, information
sources, law enforcement information and notices, and informational bulletins and clippings from other sources.
T-NCIS Tnternal/Externa
e e o e 0t P57 o || fotouten yemldarie
INTERNAL/EXTERNAL WEB SITE | BraP™C (€8, FUFs), textuat{e 8., N GHUSNLIEN, b € D ) superseded, obsolete, or no longer N1-NU-09-7/ |belongs in this new GRS
2630.1a(2) from the web site when it is superseded, obsolete, or no longer needed for NCIS business. Content is backed up on electronic -
RECORDS " X ) s . N needed for the conduct of agency 2 grouping
media (tape and/other storage devices). The backup media are created for potential site restoration in the event of failure or . . .
) ) business, whichever is longer.
other unintentional loss of content.
(2) All other web content
1. NCIS Thternal/ EXternal Web SItes.
a. Web Content is published on the web sites in a variety of formats including html-encoded markup language pages, code,
graphic (e.g., PDFs), textual (e.g., word processing, templates), audiovisual, and contextual hyperlinks. Content is removed X .
INTERNAL/EXTERNAL WEB SITE bel th GRS
2630.1a(3) RECORDS/ from the web site when it is superseded, obsolete, or no longer needed for NCIS business. Content is backed up on electronic Delete when 3 years old. 3 N1-NU-09-7 /3 reot:n?: nthis new
media (tape and/other storage devices). The backup media are created for potential site restoration in the event of failure or [
other unintentional loss of content.
(3) Monthlv snanshot of web content.
1. NCIS Internal/External Web Sites. S:Seizzxdegbs\;le::: Zr x;\:n :2
2630.16(2) INTERNAL/EXTERNAL WEB SITE b. Web Management and Operations Records. Io: or need,ed for ref;rence or law 3 NI-NU-09-7 /5 belongs in this new GRS
) RECORDS (2) System Documentation. Technical information (including record layout and code books) and user guides, location of files, 8 ) . grouping
. X enforcement purposes, whichever is
tables, and programmatic parameters among other system functions. ater
1. NCIS Internal/External Web Sites.
INTERNAL/EXTERNAL WEB SITE b. Web Management and Operations Records. belongs in this new GRS
2630.1b(3 Delete when 2 Id. 3 N1-NU-09-7 / 6
() RECORDS (3) Site Traffic Reports. Statistical information about the use of the web site by visitors including number of visitors, number clete when 2 years © / grouping
of page views, referring URLs, and browsers used by visitors. Reports are run on a weekly basis or whenever needed.
T-NCIS Tnternal/External Web Sites.
2630.1b(8) INTERNAL/EXTERNAL WEB SITE b. Web Management and Operations Records. Delete 2 years after products are 3 N1-NU-09-7 / |belongs in this new GRS
) RECORDS (8) Software Records. Description of products used to create and maintain web presentations. These records include versions replaced. 11 grouping
of the products used and licenses for products.
% LIS Internal/External Web Sttes, Destroy when superseded, obsolete
INTERNAL/EXTERNAL WEB SITE b. Web M t and O ti R ds. ! ! bell in thi GRS
2630.1b(1) f b Management ancioperations hecorcs or when no longer needed for wnin  [N1-NU-09-7 / 4 SR I IS ST

RECORDS

(1) Output Records. Summary statistical reports for user purposes such as trend analysis, system response time tracking,
system optimization analysis, and law-enforcement purposes

reference purposes, whichever is later.

grouping




INTERNAL/EXTERNAL WEB SITE

1. NCIS Internal/External Web Sites.

belongs in this new GRS

2630.1b(4) RECORDS b. Web Management and Operations Records. Delete when superseded. wnin  |N1-NU-09-7 /7 rounin
(4) Broken Links Reports. List of links that returned a 404 error. Reports are run on an as-needed basis. grouping
1. NCIS Internal/External Web Sites.
INTERNAL/EXTERNAL WEB SITE Delete wh | ired f bel in thi GRS
2630.1b(5) RECORDS/ b. Web Management and Operations Records. reeviee\f/ wurer;:zs ONBEr reqiirediion wnin  |N1-NU-09-7 /8 reot:n?; n this new
(5) Search Result Reports. List of search terms entered by visitors to the web site. Reports are run on an as-needed basis. purp ) grouping
1. NCIS Internal/External Web Sites.
b. Web Management and Operations Records.
2630.1b(6) INTERNAL/EXTERNAL WEB SITE (6) Traffic Logs. Information about the use of the website by visitors to include number of visitors, number of pages viewed or Delete when no longer required for wnln [N1-NU-09-7 /9 belongs in this new GRS
) RECORDS audio/video recordings listened to, referring URLS, and browsers used by visitors. Logs do not reveal any information about review purposes. grouping
individual visitor’s information except for those NCIS employee and contractor sites that are Public Key Infrastructure (PKI)
enabled. Information is cantured continuouslv.
1. NCIS Internal/External Web Sites.
b. Web M t and Operations Records.
INTERNAL/EXTERNAL WEB SITE €0 Management ancoperations hecords o ) - ) Destroy when no longer required for N1-NU-09-7/ [belongs in this new GRS
2630.1b(7) (7) Server Configuration, Change Management, and Server Policy Files. Provides a description and history of changes made on 5 wnln ,
RECORDS N i o " review purposes 10 igrouping
the various servers related to the operation of the web site, including web servers and searches servers. These records are
created for potential site restoration in the event of a failure or other requirement to restore the site.
1. NCIS Internal/External Web Sites.
2630.1b(9) INTERNAL/EXTERNAL WEB SITE b. Web Management and Operations Records. Delete when no longer required for wnin N1-NU-09-7 / |belongs in this new GRS
i RECORDS (9) Server Maintenance and System Log Records. These describe events performed on the servers including login attempts review purposes. 12 igrouping
and error reports.
2630.1b(10) INTERNAL/EXTERNAL WEB SITE (10) Templates. Templates are captured on creation and record how information is displayed on a page and are typically used Delete at time the template is wnln N1-NU-09-7 / |belongs in this new GRS
) RECORDS to maintain consistency on the site. superseded or cancelled. 13 grouping
27001 INTERNAL/EXTERNAL WEB SITE 1. OPLANS (AFLOAT COM OPS) RECORDS. Records pertaining to afloat communication OPLANS for monitoring Naval Destroy when 2 years old or when 3 N1-NU-89-1/ [belongs in this new GRS
- RECORDS Telecommunications System (NTS) participation. superseded, whichever is earlier. 2700/1 grouping
Records created and retained for asset management, performance and capacity management, system management,
configuration and change management, and planning, follow-up, and impact assessment of operational networks and
systems. Includes records such as:
» data and detailed reports on implementation of systems, applications and modifications
* application sizing, resource and demand management records
f documentsAidentifying, requesting, and analyzing possible changes, authorizing changes, and documenting TEMPORARY: Destroy 5 years after
implementation of changes N
. o . . . . y is superseded by a new
* documentation of software distribution (including COTS software license management files) and release or version L N 5 B
. . iteration, or is terminated, defunded,
2000-26 GRS 3.1 030 - Configuration and management i) o e e ey L DAA-GRS-2013- GRS
Change Management Records: 8 . & 3 Bency. 0005-0005
. L . s ive purposes, but longer
Note 1: If any maintenance activities have a major impact on a system or lead to a significant change, those records should be| .. i 5 N
. ) . retention is authorized if required for
maintained as part of the Configuration and Change Management Records. 5
business use.
Note 2: Per NARA practice, documentation for permanent electronic records should be transferred with the related records
using the disposition authority for the related electronic records rather than the GRS disposition authority.
Note 3: Agencies may retain a copy of documentation related to permanent electronic records. This copy may be destroyed
at anv time after the transfer reauest has been signed bv the National Archives
3.IT Asset and Configuration Management Files.
b. Records created and retained for asset management, performance and capacity mar 1t, system mar it,
INFORMATION TECHNOLOGY configuration and change management, and planning, follow-up, and impact assessment of operational networks and
A L Destroy/delete 1 year after
2620.3b(1) OPERATIONS AND MANAGEMENT  |systems. Includes, but is not limited to: 3 GRS 24.3b(1)

RECORDS

(1) Data and detailed reports on implementation of systems, applications and modifications; application sizing, resource and
demand management; documents identifying, requesting, and analyzing possible changes, authorizing changes, and
documenting implementation of changes; documentation of software distribution and release or version management.

termination of system.




GRS 3.1 040 - Information

Information Technology (IT) Oversight and Compliance records relate to compliance with IT policies, directives, and plans.
Records are typically found in offices with agency-wide or bureau-wide responsibility for managing IT operations. Includes
records such as:

 recurring and special reports

* responses to findings and recommendations

* reports of follow-up activities

* statistical performance data

* metrics

* inventory of web activity

* web use statistics

* comments/feedback from web site or application users

« internal and external reporting for compliance requirements relating to the Privacy Act, and electronic and Information
technology accessibility under Section 508 of the Rehabilitation Act

* system availability reports

TEMPORARY: Destroy 5 years after
the project / activity / transaction is

DAA-GRS-2013-

2000-27 Technology Oversight and  target IT architecture reports Trigger(s) d or sup ded, but longer 0005-0010 GRS
Compliance Records: * systems development lifecycle handbooks retention is authorized if required for
* computer network assessments and follow-up documentation business use.
* vulnerability assessment reports
* assessment and authorization of equipment
* Independent Verification and Validation (IV&V) reports
* contractor evaluation reports
* quality assurance reviews and reports
* market analyses and performance surveys
* benefit-cost analyses
* make vs. buy analysis
* reports on implementation of plans
* compliance reviews
* data measuring or estimating impact and compliance
INFoRMATION TEGiNOLOGY | i, avectives,an lans mluin rcurig and peclreport sesponses o oo st e e
2620.1a OPERATIONS AND MANAGEMENT | = . o . GRS 24.1a
RECORDS findings and recommendations, and reports of follow-up activities. determlnes_that there.are no )
a. Performance measurements and benchmarks. unresolved issues, whichever is longer.
1. Oversight and Compliance Files. Records in offices with DON-wide or command-wide responsibility for managing IT 5:::21\:2‘:ileesfo\:shizreso\f/feica: altler
|NFORMATION TECHNOLOGY ?i:Zir:;:;\z;erlea;nri:e:]z;r:t;i)g:sc:n\gn::pl'ol'r;::I(l)cflzl,ljg?:;vaecst,ivaizzsplans including recurring and special reports, responses to s (o A Ao D
2620.1b OPERATIONS AND MANAGEMENT . ' . 3 L L . . unresolved issues, whichever is longer. GRS 24.1b
b. All other oversight and compliance records, including certification and accreditation of equipment, quality assurance
RECORDS \ ) ! ) ) . N N NOTE: See subparagraph 3b, below,
reviews and reports, reports on implementation of plans, compliance reviews, and data measuring or estimating impact and X X
Ay for performance files relating to
systems.
Data Administration includes maintenance of data standards, corporate data models, registries, and data definitions and
dictionaries. Records relate to administrative support for the maintenance of data standards, data definitions and data
dictionaries. This schedule includes records that explain the meaning, purpose, logical relationships, and use and origin of
data. It also includes any documentation related to electronic records, whether the records are part of an electronic system
or stand-alone, that allows a user to understand or access the information.
Data administration records and documentation relating to electronic records scheduled as permanent in the GRS or in a
NARA-approved agency schedule must be transferred to the National Archives to allow for continued access to the records,
including:
GRS 3.1 050 - Data Administration |e data/database dictionary records PERMANENT: Transfer to the National
2000-28 Records, Documentation Necessary| ¢ data systems specifications Archives with the permanent DAA-GRS-2013-| GRS

for Preservation of Permanent
Electronic Records:

« file specifications
 code books

* record layouts

* metadata

* user guides

* output specifications

Note 1: Per NARA practice, documentation for permanent electronic records must be transferred with the related records
using the disposition authority for the related electronic records rather than the GRS disposition authority.

Note 2: Agencies may retain a copy of documentation related to permanent electronic records. This copy may be destroyed
at any time after the transfer request has been signed by the National Archives.

electronic records to which the
documentation relates.

0005-0002




12. Documentation.

PERMANENT. Transfer to the National
a. Data systems specifications, file specifications, codebooks, record layouts, user guides, output specifications, and final

Archives with the permanent

2610.12a(2) ELECTRONIC RECORDS reports (regardless of medium) relating to a master file, database, or other electronic records. electronic records to which the P GRS 20.11a(2)
(2) Documentation relating to electronic records that are scheduled for permanent retention in the GRS or in a NARA- N
documentation relates.
approved DON schedule

estroy or delefe upon authorize:
deletion of the related electronic
records or upon the destruction of the

12. Documentation.
a. Data systems specifications, file specifications, codebooks, record layouts, user guides, output specifications, and final

2610.12a(1) ELECTRONIC RECORDS reports (regardless of medium) relating to a master file, database, or other electronic records. e e wnin GRS 20.11a(1)
(1) Documentation relating to electronic records that are scheduled for destruction in the GRS or in a NARA-approved DON P ¥ . P
schedule. needed to protect legal rights,

Iwhichever is later.

5. Files Related to Maintaining the Security of Systems and Data. Destroy/delete 1 year after system is
a. System Security Plans and Disaster Recovery Plans. superseded.

2620.5a OPERATIONS AND MANAGEMENT
RECORDS

3 GRS 24.5a

- Files Related to Maintaining the Security of Systems an
2620.5b OPERATIONS AND MANAGEMENT | b. Documents identifying IT risks and analyzing their impact, risk measurements and assessments, actions to mitigate risks,
RECORDS impl. ion of risk action plan, service test plans, test files, and data

Destroy/delete 1 year after system is

RS 24.
superseded. [




2620.7

INFORMATION TECHNOLOGY
OPERATIONS AND MANAGEMENT
RECORDS

7. Computer Security Incident Handling, Reporting, and Follow-up Records.

Destroy/delete 3 years after all
necessary follow-up actions have been |3

completed.

1. Files/Records Relating to the Creation, Use, and Maintenance of Computer Systems, Applications, or Electronic Records. Z:::::{i(:‘e::;:z:’:rinn?le;?:;ie ded
2610.1c ELECTRONIC RECORDS c. Electronic files and hard copy printouts created to monitor system usage, including, but not limited to, log-in files, L 5 ) wnln |GRS 20.1c
) . e N ) for administrative, legal, audit, or
password files, audit trail files, system usage files, and cost-back files used to assess charges for system use. )
other operational purposes.
These records are created as part of the user identification and authorization process to gain access to systems. Records are
used to monitor inappropriate systems access by users. Includes records such as:
o user profiles
* log-in files
* password files TEMPORARY: Destroy 6 years after
GRS 3.2 031 - System Access * audit trail files and extracts password is altered or user account is DAA-GRS-2013-
2000-33 Records, Systems Requiring Special | ¢ system usage files I Trigger(s) |termi d, but longer ionis  |x 0006-0004 GRS
Accountability for Access:  cost-back files used to assess charges for system use horized if required for b
use.
Exclusion 1. Excludes records relating to electronic signatures.
Exclusion 2. Does not include monitoring for agency mission activities such as law enforcement.
These are user identification records associated with systems which are highly sensitive and potentially vulnerable
Destroy/delete inactive file 6 years
INFORMATION TECHNOLOGY 6. User Identification, Profiles, Authorizations, and Password Files, EXCLUDING records relating to electronic signature. after user account is terminated or
2620.6a OPERATIONS AND MANAGEMENT |a. Systems requiring special accountability, e.g., those containing information that may be needed for audit or investigative password is altered, or when no longer|7 GRS 24.6a
RECORDS purposes and those that contain classified records. needed for investigative or security
purposes, whichever is later.

2620.4a(1)

INFORMATION TECHNOLOGY
OPERATIONS AND MANAGEMENT
RECORDS

4. System Backups and Tape Library Records.
a. Backup tapes maintained for potential system restoration in the event of a system failure or other unintentional loss of
data.

(1) Delete/destroy incremental backup
tapes when superseded by a full

backup, or when no longer needed for
system restoration, whichever is later.

GRS 24.4a(1)




2630.1b(11)(a)

INTERNAL/EXTERNAL WEB SITE
RECORDS

1. NCIS Internal/External Web Sites.

b. Web Management and Operations Records.

(11) Backup of Files. Backup media maintained for potential system restoration in event of a system failure or other
unintentional loss of data.

(a) Incremental backup media

Delete incremental backup media
when superseded by a full backup, or
when no longer needed for system
restoration, whichever is later.

wnin

GRS 24.4a(1)

2620.4a(2)

INFORMATION TECHNOLOGY
OPERATIONS AND MANAGEMENT
RECORDS

4. System Backups and Tape Library Records.
a. Backup tapes maintained for potential system restoration in the event of a system failure or other unintentional loss of
data.

when second subsequent backup is
verified as successful or when no
longer needed for system restoration,
whichever is later.

NOTE: See SSIC 2610, 9, for backups of

2630.1b(11)(b)

INTERNAL/EXTERNAL WEB SITE
RECORDS

T nternal/External Web Sites.

b. Web Management and Operations Records.

(11) Backup of Files. Backup media maintained for potential system restoration in event of a system failure or other
unintentional loss of data.

(b) Full backup media

wnin

GRS 24.4a(2)

master files and databases

[Belete full backup medis when second
subsequent backup is verified as
successful or when no longer needed
for system restoration, whichever is

llater.

wnin

GRS 24.4a(2)

9. Backups of Files. Electronic copy, considered by the activity to be a Federal record, of the master copy of an electronic

elete when the identical records
have been captured in a subsequent
backup file or when the identical

RECORDS

damaged or inadvertently erased.
(a) File identical to records scheduled for transfer to the National Archives.

have been transferred to the National
Archives and successfully copied.

2610.9a ELECTRONIC RECORDS record or file and retained in case the master file or database is damaged or inadvertently erased. wnln |GRS 20.8a
- q . . records have been transferred to the
a. File identical to records scheduled for transfer to the National Archives. ) )
National Archives and successfully
copied.
1. NCIS Internal/External Web Sites. Delete when the identical records
b. Web Management and Operations Records. have been captured in a subsequent
INTERNAL/EXTERNAL WEB SITE
2630.1b(12)(a) S (12) Backups of Files. Electronic copy of the master copy of the web files and retained in case the master file or database is backup or when the identical records |wnin |GRS 20.8a

2610.9b

ELECTRONIC RECORDS

9. Backups of Files. Electronic copy, considered by the activity to be a Federal record, of the master copy of an electronic

Delete when the identical records

2630.1b(12)(b)

INTERNAL/EXTERNAL WEB SITE
RECORDS

T NCIS Internal/External Web Sites.

b. Web Management and Operations Records.

record or file and retained in case the master file or database is damaged or inadvertently erased. have been deleted, or when replaced |wnin [GRS 20.8b
b. File identical to records authorized for disposal in a NARA-approved records schedule. by a subsequent backup file.

Delete when the identical records

have been deleted, or when replaced |wnin |GRS 20.8b

(12) Backups of Files. Electronic copy of the master copy of the web files and retained in case the master file or database is
damaged or inadvertently erased.
(b) File identical to records authorized for disposal in a NARA-approved records schedule.

by a subsequent backup file.







2000-40

GRS 3.2 062 - PKI Transaction-
Specific Records:

Records relate to transaction-specific records that are generated for each transaction using PKI digital signature technology.
Records are embedded or referenced within the transaction stream and may be appended to the transaction content or
information record. Along with PKI administrative and other administrative records, transaction-specific records are part of
the PKI trust documentation set that establish or support the trustworthiness of a transaction. They may vary from
transaction-to- transaction and agency-to-agency. When retained to support the authentication of an electronic transaction
content record (information record), PKI digital signature transaction records are program records.

Note: Extreme care must be taken when applying the GRS-PKI to transaction records. Destruction of the transaction-specific
and administrative records embedded in the transaction stream prior to the authorized retention of the information record
that they access/protect will render the PKI incapable of performing what it is designed to do-protect and provide access to
the information record. Due to the relative newness of PKI technology, both from an implementation and a litigation
perspective, it is recommended that agencies identify all PKI transaction records (including PKI select administrative records
embedded in the transaction stream and transaction-specific records) to be retained as part of the trust documentation for
the records the PKI is designed to protect and or access and link the retention of the transaction records with that of the
information record it protects/accesses. Transaction records must be retained as trust documentation set records together
with the content/information record.

Trigger(s)

'TEMPORARY: Destroy when 7 years 6
months to 20 years 6 months old,
based on the maximum level of
operation of the appropriate CA and
after the information record the PKl is
designed to protect and/or access is
destroyed according to an authorized
schedule, or in the case of permanent
records, when the record is

ferred to NARA legal custody.
Longer retention is authorized if the
agency determines that transaction-
specific PKI records are needed for a
longer period.

N1-GRS-07-3,
item 13b

GRS

No DON SSIC to crosswalk

2610.2a(4)

ELECTRONIC RECORDS

2. Input/Source Records.

a. Hard copy (non-electronic) documents used to create, update, or modify electronic records when the electronic records
are retained to meet recordkeeping requirements and are covered by a NARA-approved schedule. Included are such records
as hard copy forms used for data input as well as hard copy documents that are scanned into an electronic recordkeeping
system (e.g., correspondence, reports, still pictures, maps, etc.)

(4) Hard copy documents other than those covered by records series 2a(1) — (3), above.

been converted to an electronic
medium and verified, when no longer
needed for legal or audit purposes or
to support the reconstruction of, or
serve as a backup to, the electronic
records, or 60 days after NARA has
been provided the notification
required by 1225.24(a(1), whichever is

Iatar

GRS 20.2a(4)

1. Files/Records Relating to the Creation, Use, and Maintenance of Computer Systems, Applications, or Electronic Records.

Delete after information has been

2610.1b ELECTRONIC RECORDS b. Electronic files or records used to create or update a master file, including, but not limited to, work files, valid transaction transferred to the master file and lwnin  |GRS 20.1b
files, and intermediate input/output records. verified.
Z. TpUut/50urce Recoras.
Delete when data have been entered
a. Hard copy (non-electronic) documents used to create, update, or modify electronic records when the electronic records L .
. . . into the master file or database and
are retained to meet recordkeeping requirements and are covered by a NARA-approved schedule. Included are such records erified. or when no longer required
2610.2b ELECTRONIC RECORDS as hard copy forms used for data input as well as hard copy documents that are scanned into an electronic recordkeeping ! o 4 wnin |GRS 20.2b

system (e.g., correspondence, reports, still pictures, maps, etc.)
b. Electronic records, except as noted in subpara. 2c, below, entered into the system during an update process, and not
reauired for audit and legal nurnoses.

to support reconstruction of, or serve
as backup to, the master file or
database, whichever is later.




Z. Input/Source Recoras.
a. Hard copy (non-electronic) documents used to create, update, or modify electronic records when the electronic records Delete when data have been entered
are retained to meet recordkeeping requirements and are covered by a NARA-approved schedule. Included are such records into the master file or database and
2610.2¢ ELECTRONIC RECORDS as hard copy forms used for data input a§ we-II as hard copy documents that are scanned into an electronic recordkeeping verified, or when nC{ longer needed to wnin |GRs 20 2¢
system (e.g., correspondence, reports, still pictures, maps, etc.) support reconstruction of, or serve as
c. Electronic records received from another agency and used as input/source records by the receiving activity, EXCLUDING backup to, the master file or database,
records produced by another agency under the terms of an interagency agreement, or records created by another agency in whichever is later.
to the snecific inf ion needs of the iving agency
2. Input/Source Records.
a. Hard copy (non-electronic) documents used to create, update, or modify electronic records when the electronic records
are retained to meet recordkeeping requirements and are covered by a NARA-approved schedule. Included are such records
. . ) . Delete after the necessary data have
2610.2d ELECTRONIC RECORDS as hard copy forms used for data input as well as hard copy documents that are scanned into an electronic recordkeeping . . " wnin GRS 20.2d
P been incorporated into a master file.
system (e.g., correspondence, reports, still pictures, maps, etc.)
d. Computer files or records containing uncalibrated and invalidated digital or analog data collected during observation or
measurement activities or research and development programs and used as input for a digital master file or database.
Delete from the receivin m or
13. Downloaded and Copied Data. Derived data and data files that are copied, extracted, merged, and/or calculated from € ?te e ccennalsystemlo
e L L . . device when no longer needed for
other data generated within the activity, when the original data is retained. N
2610.13c ELECTRONIC RECORDS . e A A processing. 'wnin  |GRS 20.12¢
c. Metadata or reference data, such as format, range, or domain specifications which is transferred from a host computer or
. . . . . NOTE: See SSIC 2610, 5 for other
server to another computer for input, updating, or transaction processing operations. . -
lextracted data.

. Downloaded an
2610.13a ELECTRONIC RECORDS other fiata generated within the actlwtyf whfen the f)rlglnal dat.a is reta{lned: } ; that Fhey ar‘e no longer n?eded for wnin |GRs 20.12a
a. Derived data used for ad hoc or one-time inspection, analysis or review, if the derived data is not needed to support the administrative, legal, audit, or other
results of the inspection, analvsis. or review. operational purposes.
elefe when the activity determines
13. Downloaded and Copied Data. Derived data and data files that are copied, extracted, merged, and/or calculated from that they are no longer needed for
2610.13b ELECTRONIC RECORDS other data generated within the activity, when the original data is retained. L Y . g " wnin  [GRS 20.12b
. . - . . administrative, legal, audit, or other
b. Derived data that provide user access in lieu of hard copy reports that are authorized for disposal. )
operational purposes.
Destroy when the activity determines
that they are no longer needed for
administrative, legal, audit, or other
loperational purposes, provided the
printouts do not contain substantive
information, such as substantive
17.H Pri Ci Meet Ad Hoc Busi N . Pri i fi lectroni !
261017 ELECTRONIC RECORDS ar(.icopy rintouts Created to Meet Ad Hoc Business .eeds rintouts derived from electronic records created on an ad annotations, that is not included in thefwnin [GRs 20.16
hoc basis for reference purposes or to meet day-to-day business needs. . .
electronic records. (Printouts that
contain substantive information
should be disposed of in accordance
with the NARA-approved schedule
that covers the record series in which
they are filed.)




2610.5

ELECTRONIC RECORDS

5. Data Files Consisting of Summarized Information. Records that contain summarized or aggregated information created by
combining data elements or individual observations from a single master file or database that is disposable under a GRS item
or is authorized for deletion by a disposition job approved by NARA after 1 January 1988, EXCLUDING data files that are
created as disclosure-free files to allow public access to the data which may not be destroyed before securing NARA approval.

Delete when the activity determines
that they are no longer needed for
administrative, legal, audit, or other
loperational purposes.

NOTE: Data files consisting of
summarized information which were
created from a master file or database
that is unscheduled, or that was
scheduled as permanent but no longer
exists or can no longer be accessed,
may not be destroyed before securing
NARA approval.

2610.6

ELECTRONIC RECORDS

6. Records Consisting of Extracted Information. Electronic files consisting solely of records extracted from a single master file
or database that is disposable under GRS 20 or approved for deletion by a NARA-approved disposition schedule, EXCLUDING
extracts that are:

* Produced as disclosure-free files to allow public access to the data; or

* Produced by an extraction process which changes the informational content of the source master file or database; which
may not be destroyed before securing NARA approval. For print and technical reformat files see records subparagraphs 7 and
8, below, respectively.

Delete when the activity determines
that they are no longer needed for
administrative, legal, audit, or other
operational purposes.

NOTE: (1) Records consisting of
extracted information that was
created from a master file or database
that is unscheduled, or that was
scheduled as permanent, but no
longer exists or no longer can be
accessed, may not be destroyed
before securing NARA approval. (2)
See paragraph 13 of this section for
other extracted data.

2610.7

ELECTRONIC RECORDS

7. Print File. Electronic file extracted from a master file or database without changing it and used solely to produce hard-copy
publications and/or printouts of tabulations, ledgers, registers, and statistical reports.

elete when the activity determines
that they are no longer needed for
administrative, legal, audit, or other
operational purposes.

2610.8

ELECTRONIC RECORDS

8. Technical Reformat File. Electronic file consisting of data copied from a complete or partial master file or database made
for the specific purpose of information interchange and written with varying technical specifications, EXCLUDING files created
for transfer to the National Archives.

elete when the activity determines
that they are no longer needed for
administrative, legal, audit, or other

operational purposes.

wnin GRS 20.4
lwnin  |GRS 20.5
lwnin  |GRS 20.6
lwnin GRS 20.7




14. Word Processing Files. Documents such as letters, memoranda, reports, handbooks, directives, and manuals recorded on

Delete from the word processing

2610.14 ELECTRONIC RECORDS electronic media such as CDs, DVDs, hard disks or floppy diskettes after they have been copied to an electronic recordkeeping] system when no longer needed for wnin GRS 20.13
system, paper, or microform for recordkeeping purposes. updating or revision.
hﬁ&%ﬁmﬂmmm_%;—r%@aﬂons of electronic mail messages that meet the definition of Federal
records, and any attachments to the record messages after they have been copied to an electronic recordkeeping system, e i e e ys i i

2610.15 ELECTRONIC RECORDS paper, or microform for recordkeeping purposes. NOTE: Along with the message text, the recordkeeping system must . . wnin  |GRS 20.14

e o . ) copying to a recordkeeping system.
capture the names of sender and recipient(s) and date (transmission data for recordkeeping purposes) and any receipt data
when reauired
16. Electronic Spreadsheets. Electronic spreadsheets generated to support administrative functions or generated by an el wien e (e e e @

2610.16a ELECTRONIC RECORDS individual as background materials or feeder reports. wnin |GRS 20.15a

a. When used to produce hard copy that is maintained in organized files. [ e I M T Gk
Delete after the expiration of the
retention period authorized for the
hard copy by GRS or a NARA-approved
16. Electronic Spreadsheets. Electronic spreadsheets generated to support administrative functions or generated by an SF 115. If the electronic version
2610.16b ELECTRONIC RECORDS individual as background materials or feeder reports. replaces hard copy records with lwnin  |GRS 20.15b

b. When maintained only in electronic form.

differing retention periods and activity
software does not readily permit
selective deletion, delete after the

longest retention period has expired.




SSIC Series Title Description Disposition DAU Reason Deleted
GENERAL
3. TELECOMMUNICATIONS PUBLICATIONS AND INSTRUCTIONS. Retai board. Dest| h
2000.3b  |TELECOMMUNICATIONS : etain on board. LESTOy WREN |\ 1 NuU-89-1  |duplicates
b. All other copies. no longer required for reference.
SYSTEMS RECORDS
GENERAL 4. TELECOMMUNICATIONS PLANS ISSUED BY ECHELON 1 (CHIEF OF NAVAL OPERATIONS (CNO)) AND
ECHELON 2 (COMMANDER, NAVAL COMPUTER AND TELECOMMUNICATIONS COMMAND, COMMANDER, Retain on board. Destroy when .
2000.4b TELECOMMUNICATIONS N1-NU-89-1 duplicat
SPACE AND NAVAL WARFARE SYSTEMS COMMAND, AND FLEET CINCS). no longer needed for reference. uplicates
SYSTEMS RECORDS .
b. All other copies.
Retai . D h
2014.2b 2. CONTINGENCY PLANS. b. All other copies. etain on board. Destroy when N1-NU-89-1 duplicates
no longer needed for reference.
DEFENSE INFORMATION
SERVICES AGENCY (DISA) 1. Information contained in these routine records include technical control matters, DISA circulars, technical {Retain on board. Destroy after 5
2017.1 i X . N1-NU-89-1 DISA Records
QUALITY ASSURANCE evaluation program, performance evaluation, defense switch network, and AUTOSEVOCOM. years old.
PROGRAM RECORDS
AUTODIN I/AUTODIN Il 3. AUTODIN Il PLANNING, OPERATIONS, AND RESOURCES RECORDS. The AUTODIN Il Program has been Retain on board. Destroy when 5
2071.3 X . N1-NU-89-1 obsolete
RECORDS disestablished. years old.
ADVANCED RESEARCH
2075.1 PROJECTS AGENCY 1. PLANNING RECORDS. Routine records pertaining to Department of the Navy planning for ARPANET Retain on board. Destroy when N1-NU-89-1 obsolete
’ NETWORK (ARPANET) installations. (ARPANET is used to pass data between computers at research laboratories.) 10 years old.
RECORDS
ADVANCED RESEARCH
2075.2 PROJECTS AGENCY 2. OPERATIONS AND RESOURCES RECORDS. Routine records pertaining to Department of the Navy operation {Retain on board. Destroy when 5 N1-NU-89-1 obsolete
' NETWORK (ARPANET) and resources (programming of manpower and funds) with respect to ARPANET. years old.
RECORDS
ASSISTANCE TO FOREIGN GOVERNMENTS
ASSISTANCE TO FOREIGN
2202. GOVERNMENTS The terms “Assistance to Foreign Governments” and “Foreign Military Sales” are no longer used as separate [Deleted: See SSIC 4920.5. N1-NU-02-4 obsolete
categories. They are currently included in “Security Assistance”. Security Assistance records in the COMSEC
or cryptographic areas are now included with other security assistance files under SSIC 4920.5
Destroy when superseded or no
OPERATING AND
2207.2 2. All other copies. longer needed for reference, N1-NU-89-1 duplicates
MAINTENANCE MANUALS . K
whichever is later.
FOREIGN MILITARY SALES The terms “Assistance to Foreign Governments” and “Foreign Military Sales” are
2208, FOREIGN MILITARY SALES no {onger used as sgparate categories. They are c.urrently included. in "Securit'y Assistance”.. Security Deleted: See SSIC 4920.5. N1-NU-02-4 obsolete
Assistance records in the COMSEC or cryptographic areas are now included with other security assistance
files under SSIC 4920.5
Reti ds under SSIC 2212 of
CRYPTOGRAPHIC SECURITY These SSIC's are being deleted from SECNAV Manual 5210.2, Department of the ﬂ:S'::Srtiz‘z;:n“:r Sr: o ©
2230-2233. |CRYPTOGRAPHIC SECURITY |Navy File Maintenance Procedures and Standard Subject Identification Codes. NOTE: Permanent records are R . N1-NU-89-1 covered by other SSIC
. appropriate SSIC in the 3200
included. i
series.
CRYPTOGRAPHIC Do not file records under this
2253. MASTER STATION KEYED CRYPTOGRAPHIC EQUIPMENT NOTE: Permanent records are included. SSIC, but use 2250. Apply SSIC N1-NU-89-1 covered by other SSIC
EQUIPMENT, GENERAL
2250.
CRYPTOGRAPHIC . Do not file records under this
2254, AIRBORNE CRYPTOGRAPHIC EQUIPMENT NOTE: Permanent records are included. SSIC, but use 2250. Apply SSIC N1-NU-89-1 covered by other SSIC
EQUIPMENT, GENERAL
2250.
CRYPTOGRAPHIC . Do not file records under this
2255, SHIPBOARD CRYPTOGRAPHIC EQUIPMENT NOTE: Permanent records are included. SSIC, but use 2250. Apply SSIC N1-NU-89-1 covered by other SSIC
EQUIPMENT, GENERAL
2250.
CRYPTOGRAPHIC ' Do not file records under this
2256. SHORE CRYPTOGRAPHIC EQUIPMENT NOTE: Permanent records are included. SSIC, but use 2250. Apply SSIC N1-NU-89-1 covered by other SSIC
EQUIPMENT, GENERAL
2250.
CRYPTOGRAPHIC Do not file records under this
2257. EQUIPMENT, VEHICULAR/MANPACK CRYPTOGRAPIC EQUIPMENT NOTE: Permanent records are included.  {SSIC, but use 2250. Apply SSIC N1-NU-89-1 covered by other SSIC

EQUIPMENT, GENERAL

2250.




COMSEC MATERIAL SYSTEM,

3. LOCAL CUSTODY ISSUE DOCUMENTS (and successor editions).
e. CMS 2-3 and/or CMS 2-4 (If only Confidential and belowis listed, CMS 2-3 and CMS 2-4 need not be

2280.3e(2) GENERAL retained.) Destroy when no longer needed. |N1-NU-89-1 duplicates
(2) Working copies
COMSEC MATERIAL SYSTEM, {3. LOCAL CUSTODY ISSUE DOCUMENTS (and diti . i
2280.31 . . (and successor editions) Destroy when 90 days old. N1-NU-89-1 duplicates
GENERAL I. CMS 16-1 Working Copies.
22806 COMSEC MATERIAL SYSTEM, | 6. GENERAL MESSAGES (ALNAVS, ALCOMS, ETC.) relating to CMS matters (exclude those documenting Destroy upon cancellation by N1-NU-89-1
) GENERAL significant primary program policy matters covered by 2281.) originator. covered by other SSIC
Destroy upon cancellation or
COMSEC MATERIAL SYSTEM
2280.8 GENERAL ’18. DIRECTIVES, MESSAGES AND CORRESPONDENCE retained in the CMS Directives File. supersession of individual N1-NU-89-1
directive. covered by other SSIC
TRAFFIC 1. OPNAV COMMUNICATIONS CENTER. Destrov when microform co
2310.1a(2) |HANDLING/PROCESSING a. All incoming and outgoing messages received, relayed or sent (by whatever means) by CNO. has be:n verified Py N1-NU-89-1 duplicates
RECORDS (2) Paper copies of messages. )
TRAFFIC 1. OPNAV COMMUNICATIONS CENTER. Destrov when no longer required
2310.1a(3) |HANDLING/PROCESSING a. All incoming and outgoing messages received, relayed or sent (by whatever means) by CNO. for refgrence use 8 q N1-NU-89-1 duplicates
RECORDS (3) Magnetic tape copy of message files. )
2. COMMANDER IN CHIEF U.S. PACIFIC COMMAND (USCINCPAC) and COMMANDER IN CHIEF U.S. ATLANTIC
TRAFFIC COMMAND (USACOM) COMMUNICATIONS CENTERS.
a. All incoming and outgoing messages received, relayed, or sent (by whatever means) by USCINCPAC and Destroy when microform copy X
2310.2a(2 HANDLING/PROCESSING N1-NU-89-1 duplicat
a2) RECORDS / CINCUSACOM that are identified under SSIC's 3000 to 3999 (Operations and Readiness subjects) and SSIC's  has been verified. uplicates
4900 to 4960 (Foreign Military Assistance and Mutual Security Programs).
(2) Magnetic tape and paper copies.
TRAFFIC 3. COMMUNICATION AND CRYPTO CENTER RECORDS ABOARD NAVAL SHIPS
.M Files. Ship' ies of all i h il
2310.3a(4) | HANDLING/PROCESSING a essag? CenFer iles 'S ip's copies of all messages recel)/ed or sent (by whatever means), filed Destroy when cancelled. N1-NU-89-1
RECORDS chronologically in date-time-group order. Includes magnetic tape copy.
(4) General messages (such as ALNAVs). duplicates
Retain on board. Destroy when
23202 GENERAL ROUTING 2. PUBLICATIONS AND INSTRUCTIONS. Publications and instructions governing message routing and providing superseded, cancelled or no N1-NU-89-1
’ DOCTRINE RECORDS general routing doctrine. longer required for reference,
unless otherwise directed. covered by other SSIC
Retain on board. Destroy when
ded, lled,
734002 GENERAL ADDRESS 2. PUBLICATIONS AND INSTRUCTIONS. These govern Plain Language Address Directory (PLAD), Address f;:e;:iezdezan::le; Ozlzszise NLNU-89.1
’ DESIGNATORS RECORDS Indicating Groups (AlGs), Collective Address Distributions (CADs) and call signs. R g -
directed by applicable
regulations. covered by other SSIC
SI COMMUNICATIONS .
3. PLANS. Destroy when no longer required X
2501.3b PLANNING AND b. All other copies for reference N1-NU-89-1 duplicates
MANAGEMENT : pies. '
SI COMMUNICATION 2. PUBLICATIONS.
2502.2b Destroy wh ded. N1-NU-89-1 |duplicat
PROCEDURES b. All other copies. estroy when supersede uplicates
SI COMMUNICATIONS 3. PUBLICATIONS.
2510.3b Dest ion. N1-NU-89-1 duplicat
SYSTEMS - GENERAL b. All other copies. estroy upon suppression uplicates
MULTI-USER SPECIAL . . L . - I
INTELLIGENCE 1. RECORDS relating to music automated communications systems that interface existing communications
2511.1 COMMUNICATIONS :estt\zt;rks and incorporate Tactical Intelligence Communications Center (TICC) functions within a single Apply SSIC 2510. N1-NU-89-1 covered by other SSIC
SYSTEMS (MUSIC) ystem.
SI OFF-LINE ENCRYPTED
1. CONCERNS A VARIETY OF OFF-LINE CRYPTOGRAPHIC EQUIPMENTS AND THEIR USE FOR TRANSMISSION OF
2512.1 COMMUNICATIONS Apply SSIC 2510. N1-NU-89-1 covered by other SSIC
MESSAGE TRAFFIC.
SYSTEMS
SIRED LINE MULTIPLEXING
2513.1 SYSTEMS (PROJECT 1. RECORDS relating to time division multiplexing of multiple circuits into a single transmitted data stream. Apply SSIC 2510. N1-NU-89-1 covered by other SSIC
LEMONADE)
CLASSIC WIZARD 1. RECORDS relating to a group of Regional Reporting Centers (co-located with NAVSECGRU stations) which
2515.1 COMMUNICATIONS provide special mission support to tactical/national consumers. a system that provides telecommunications  {Apply SSIC 2510. N1-NU-89-1 covered by other SSIC
SYSTEMS support for Project CLASSIC WIZARD.
2516.1 AUTOMATIC PROCESSING  |1. Covers ADP systems used for transmission of messages among naval and Department of Defense (DOD) Apply appropriate subparagraph N1-NU-89-1 covered by other SSIC

SYSTEM FOR SI MESSAGES.

command elements.

of SSIC 2510.




SI AUTODIN LIMITED

1. Records relating to AUTODIN limited privacy service (ALPS) which is a communications handling system

Apply appropriate subparagraph

2517.1 that allows for protection of electronically transmitted compartmented messages via the AUTODIN/DSSCS N1-NU-89-1 covered by other SSIC
PRIVACY SERVICE (ALPS) R . L . . of SSIC 2510.
without formal indoctrination of Automatic Switching Center (ASC) personnel.
SI HFDF COMMUNICATION Apply appropriate subparagraph
2520.1 1. Records relating to circuitry used for transmission of HFDF data. PPYy approp paragrap N1-NU-89-1 covered by other SSIC
SYSTEMS of SSIC 2510.
SI TACTICAL
3. PUBLICATIONS. )
2530.3b COMMUNICATIONS - b. All oth . Destroy upon supersession. N1-NU-89-1
GENERAL . other copies. duplicates
SI AIR GROUND 1. Operational records relating to the SI Air Ground Communications System which provides specific aircraft Apply appropriate subparagraph
2531.1 N1-NU-89-1 d by other SSIC
COMMUNICATIONS SYSTEM {secure communications with designated S| capable ships and NAVSECGRU Shore Stations. of SSIC 2530. covered by other
SI'SHIP SHORE Apply appropriate subparagraph
2532.1 COMMUNICATIONS 1. Records relating to Sl Ship Shore Communications Systems. ofSpS\I/C ;;Op paragrap N1-NU-89-1 covered by other SSIC
SYSTEMS .
SIMOBILE 1. Records relating to various tactical S| communications and encryption systems used by the USMC for Apply appropriate subparagraph
2533.1 COMMUNICATIONS - SHORE| ™ : B >t : 2 yption sy d PPYy approp PAragraPi IN1-NU-89-1  |covered by other SSIC
BASED cryptologic support to amphibious warfare during amphibious assaults and when ashore. of SSIC 2530.
S MOBILE 1. Operational records relating to various Tactical S| Communications Systems and circuitry used to provide
534.1 COMMUNICATIONS - real-time cryptologic. and inte!ligence suppo.rt to battle group commanders, bereen units of a' battle. group |Apply appropriate subparagraph N1-NU-89-1 covered by other SSIC
AFLOAT and for various special operations. Systems include encrypted voice, data, and imagery transmitted via UHF  of SSIC 2530.
SATCOM, Long Haul HF and several Frequency Bands for Line-of-Sight.
SITACTICAL EXCHANGE 1. Records concerning an obsolete system providing circuit interconnections for transmission of data among {Apply appropriate subparagraph
2535.1 AUTOMATED SYSTEM : B ystem providing B APPY approp PAragraPi |\1-NU-89-1  |covered by other SSIC
(TEXAS) Department of the Navy and other DOD activities. of SSIC 2530.
SITACTICALINTELLIGENCE | maton echonge subystems, developesonlr th FectSwelte |- Apply approprite subparagraph
2536.1 COMMUNICATIONS Commun\i/cat'ons (FLTSATCOM) program to si ort Zhe ra ,id intercr;nan e of information between mobile oprSTC ;§30p pereerep N1-NU-89-1 covered by other SSIC
i .
SYSTEMS (TACINTEL) , prog PP P B
terminals.
ST OPERATIONAL
INTELLIGENCE 1. Records relating to the SI Operational Intelligence Communications (OPINTEL) broadcast which provides a Apply appropriate subparagraph
2537.1 means for broad and rapid dissemination of Operational Intelligence, Communications Intelligence PP’y approp paragrap N1-NU-89-1 covered by other SSIC
COMMUNICATIONS . . . of SSIC 2530.
(OPINTEL) (COMINT), SI, and Special Weather Intelligence (SWI) to selected fleet units and commanders afloat.
SI SUBMARINE SATELLITE
2538.1 INFORMATION EXCHANGE 1. Record.s rejlating to the SI Subma‘rine Satellite'lnfor-mation Exchange Subsystfem (SI SSIXS), which isa Apply appropriate subparagraph N1-NU-89-1 covered by other SSIC
communications relay system, designed to provide high data rate message delivery to submarines. of SSIC 2530.
SUBSYSTEM (SI SSIXS)
Z TNPUT/SOUTCE RETOTTS:
a. Hard copy (non-electronic) documents used to create, update, or modify electronic records when the
electronic records are retained to meet recordkeeping requirements and are covered by a NARA-approved
schedule. Included are such records as hard copy forms used for data input as well as hard copy documents {PERMANENT. Transfer to NARA
2610.2a(1) ELECTRONIC RECORDS that are scanned into an electronic recordkeeping system (e.g., correspondence, reports, still pictures, maps, |in accordance with previously GRS 20.2a(1) |GRS eliminated
etc.) approved schedule.
(1) Hard copy documents that NARA has specifically designated as permanent records that must be
transferred to NARA in hard copy format, even if records have been copied/converted to an electronic
farma
Z |np+ut/:ource ReCOrus:
a. Hard copy (non-electronic) documents used to create, update, or modify electronic records when the
electronic records are retained to meet recordkeeping requirements and are covered by a NARA-approved
schedule. Included are such records as hard copy forms used for data input as well as hard copy documents [PERMANENT. Transfer to NARA
2610.2a(2) |ELECTRONIC RECORDS that are scanned into an electronic recordkeeping system (e.g., correspondence, reports, still pictures, maps, |in accordance with previously GRS 20.2a(2) |GRS eliminated

etc.)
(2) Hard copy records previously approved as permanent that are converted to electronic records where the
electronic records do not meet NARA's transfer standards for permanent electronic records in effect at the

time of canversion

approved schedule.




2610.2a(3)

ELECTRONIC RECORDS

2 Tnput/Source Records.

a. Hard copy (non-electronic) documents used to create, update, or modify electronic records when the
electronic records are retained to meet recordkeeping requirements and are covered by a NARA-approved
schedule. Included are such records as hard copy forms used for data input as well as hard copy documents
that are scanned into an electronic recordkeeping system (e.g., correspondence, reports, still pictures, maps,
etc.)

(3) Hard copy documents that contain information that is not or cannot be captured in the electronic version

of the recards (e g certain handwritten annotations)

Apply previously approved
schedule.

GRS 20.2a(3)

covered by other SSIC

2610.3a

ELECTRONIC RECORDS

3. Electronic Records that Replace Temporary Hard Copy Records. Electronic records that replace temporary
hard copy records covered by previously approved schedules that do not explicitly exclude electronic
records. (If a previously schedule explicitly excludes electronic records, a SF 115 must be submitted to NARA.
None of the authorities provided below may be applied.)

R AT

2610.3b(1)

ELECTRONIC RECORDS

Delete after the expiration of the
retention period authorized for
the hard copy records.

GRS 20.3a

GRS eliminated

nat Reprace Temporary Hard Copy Record ectronic records tha

. Feprace temporary
hard copy records covered by previously approved schedules that do not explicitly exclude electronic
records. (If a previously schedule explicitly excludes electronic records, a SF 115 must be submitted to NARA.
None of the authorities provided below may be applied.)

b. Electronic formats other than scanned images.

(1) Records covered by temporary items in the GRS other that GRS 1, Item 21 (Employee Medical Folders);
GRS 1, Item 22 (Statistical Summaries); GRS 1, Item 25f (Equal Employment Opportunity Statistics Files); GRS
12, Item 3 (Telecommunications Operations Files); and GRS 18, Item 5 (Top Secret Accounting and Control
Files) or Records covered by temporary items in a DON-specific schedule that pertain to administrative

hnnicalkooning arctivitioc

Delete after the expiration of the
retention period authorized for
the hard copy records.

GRS 20.3b(1)

GRS eliminated

2610.3b(2)

ELECTRONIC RECORDS

3. Electronic Records that Replace Temporary Hard Copy Records. Electronic records that replace temporary
hard copy records covered by previously approved schedules that do not explicitly exclude electronic
records. (If a previously schedule explicitly excludes electronic records, a SF 115 must be submitted to NARA.
None of the authorities provided below may be applied.)

b. Electronic formats other than scanned images.

(2) Records covered by GRS 1, Item 21 (Employee Medical Folders); GRS 1, Item 22 (Statistical Summaries);
GRS 1, Item 25f (Equal Employment Opportunity Statistics Files); GRS 12, Item 3 (Telecommunications
Operational Files); and GRS 18, Item 5 (Top Secret Accounting and Control Files).

Submit SF 115 to NARA.

GRS 20.3b(2)

GRS eliminated

2610.3b(3)

ELECTRONIC RECORDS

3. Electronic Records that Replace Temporary Hard Copy Records. Electronic records that replace temporary
hard copy records covered by previously approved schedules that do not explicitly exclude electronic
records. (If a previously schedule explicitly excludes electronic records, a SF 115 must be submitted to NARA.
None of the authorities provided below may be applied.)

b. Electronic formats other than scanned images.

(3) Digital versions of temporary still pictures, sound recordings, motion picture film, and video recordings.

Delete after the expiration of the
retention period authorized for
the hard copy records.

GRS 20.3b(3)

GRS eliminated

2610.3b(4)

ELECTRONIC RECORDS

3. Electronic Records that Replace Temporary Hard Copy Records. Electronic records that réplace temporary
hard copy records covered by previously approved schedules that do not explicitly exclude electronic
records. (If a previously schedule explicitly excludes electronic records, a SF 115 must be submitted to NARA.
None of the authorities provided below may be applied.)

b. Electronic formats other than scanned images.

(4) Program records approved for destruction in a previously approved schedule that is media neutral and
does not exnlicitlv exclude electronic records.

Delete after the expiration of the
retention period specified in the
previously approved schedule.

GRS 20.3b(4)

GRS eliminated




2610.3b(5)

ELECTRONIC RECORDS

3. Electronic Records that Replace Temporary Hard Copy Records. Electronic records that replace temporary
hard copy records covered by previously approved schedules that do not explicitly exclude electronic
records. (If a previously schedule explicitly excludes electronic records, a SF 115 must be submitted to NARA.
None of the authorities provided below may be applied.)

b. Electronic formats other than scanned images.

(5) Program records maintained in an electronic format that are not covered by subparas. 3(a), 3(b)(1),
3(b)(3), or 3(b)(4), above.

Submit SF 115 to NARA.

NOTE: (1) Subparas. 3(b)(1) and
3(b)(3) may be applied to
electronic records consisting of
information drawn from multiple
previously scheduled hard copy
series of administrative
housekeeping records. In such
instances, the electronic records
must be retained for the longest
retention period specified in the
previously approved schedules.
(2) Disposition authorities
included in subparagraphs 3 may
be applied to copies of records
maintained on DON web sites
only in case of administrative
housekeeping records. These
items may not be applied to web
site copies of program records,
which must be scheduled
separately.

GRS 20.3b(5)

GRS eliminated

2610.4

ELECTRONIC RECORDS

4. Electronic Records that Replace Permanent Hard Copy Records. Electronic records that replace hard copy
records approved as permanent in a previously approved schedule.

PERMANENT. Submit notification
to NARA in accordance with 36
CFR 1225.24(a)(1).

NOTE: (1) Electronic versions of
permanent records that are
retained as recordkeeping copies
must meet the standards
contained in NARA guidance
concerning the creation,
maintenance, and transfer of
permanent electronic records.

(2) SSIC 2610, 4, above, may be
applied if the electronic records
consist of information drawn
from multiple previously
scheduled permanent series. In
cases where the electronic
records include information
drawn from both temporary and
permanent hard copy series, DON
may apply SSIC 2610, 4 or submit
a SF 115 that proposes disposal of
the records if the activity believes
the electronic records do not
warrant permanent retention. (3)
This paragraph does not cover
copies of permanent records
maintained on DON web sites,
which must be scheduled
separately.

GRS 20.3.1

no disposition

2610.12b

ELECTRONIC RECORDS

12. Documentation.
b. Copies of records relating to system security.

Use SSIC 2620, 5.

GRS 20.11b

duplicates




INFORMATION

4. System Backups and Tape Library Records.

TECHNOLOGY OPERATIONS Dest delete wh ded
2620.4b b. Tape library records including automated files and manual records used to control the location, estroy/delete when supersede GRS 24.4b
AND MANAGEMENT . ddi " £ . diai lib including list of holdi d H or obsolete.
RECORDS maintenance, and disposition of magnetic media in a tape library including list of holdings and control logs. GRS eliminated
INFORMATION
6. User Identification, Profiles, Authorizations, and Password Files, EXCLUDING records relating to electronic
TECHNOLOGY OPERATIONS | .
2620.6b signature. See SSIC 2610, subpara. 1c. GRS 24.6b covered by other SSIC
AND MANAGEMENT b. Routine systems, i.e., those not covered by subpara. 6a, above
RECORDS : ystems, €. v subpara. 53, :
COMMUNICATIONS AREA Apply appropriate subparagraph
2791.2 MASTER STATION (CAMS)  |2. TRAFFIC HANDLING/PROCESSING RECORDS. Ofgs‘l’ s ;sl Op ParagraPi |N1-NU-89-1  |covered by other SSIC
RECORDS :
PRIMARY SUPPORT STATION
(NAVAL COMMUNICATIONS
2792.3 STATIONS AND NAVAL 3. TRAFFIC HANDLING/PROCESSING RECORDS. Apply SSIC 2310. N1-NU-89-1 covered by other SSIC
COMMUNICATIONS UNITS)
RECORDS
RESIDUAL STATION (NAVAL Apply appropriate sub items of
2793.2 TELECOMMUNICATIONS 2. Traffic Handling/Processing Records. S:I,()Z \;3;)(‘)) P N1-NU-89-1 covered by other SSIC
CENTER) RECORDS i
HIGH COMMAND (HICOM) |{GENERAL COMMUNICATIONS PLANS, PROGRAMS, AND REQUIREMENTS RECORDS NOTE: P t
2800. ( ) K Q ermanen Apply subparagraph 2000.4 N1-NU-89-1 covered by other SSIC
RECORDS records are included.
TELECOMMUNICATIONS
2. TELCOR SUMMARY.
2880.2b OPERATING REQUIREMENTS Destroy when superseded. N1-NU-89-1 duplicates

(TELCOR) RECORDS.

b. All other copies.






