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REQUEST FOR RECORDS DISPOSITION AUTHORITY

JOB NUMBER
/- 305 -06 -3

NATIONAL ARCHIVES & RECORDS ADMINISTRATION
8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001

Date received .
-8 2006

(Agency or establishment)
de¢ Power Administration

NOTIFICATION TO AGENCY

In accordance with the provisions of 44 U.S.C. 3303a, the
disposition request, including amendments, is approved
except for items that may be marked “disposition not
approved” or “withdrawn” in column 10.

4. NAME OF PERSON WITHRWHOM TO CONFER 5. TELEPHONE NUMBER DATE ARCHIVIST OF THE UNITED STATES
Mary Rose Kerg 503-230-5456 WwITHRRAW W)

I hereby certify that I am authoriz & to act for this agency in matters pertaining to the disposition of its records and that the
Rt ched & page(s) are not needed now for the business for this -agency or will not be

Maintenance Records

Investigation Files
SS-18-15(c) Federal Crime Witness Program

SS-18-19 Workgroup specific Contmulty of
Operations Plans

E\is not required is attached; or [[] has been requested.
DATE SIGNATURE OF AGENCY RESENTATIVE TITLE
Dec. 28, 2005 Nr——a ot ,Ce/‘-ﬂ/ Records Officer
9] 9. GRS OR
7. ITEM NO. 8. DESCRIPTION OF [TEM AND PROPOSERDISPOSITION SUPERSEDED JOB 1(,3)\’,;%%"!; N
CITATION )

1. Attachment 1

SS-18-11(f) Security Alarm and Access CR Based on DOE NI-

434-98-21 [DOE
System Files

SS-18-11(g) Alarm System Activity Journals and§

\ \ d and e]
SS-18-15(a) Vandalism, Theft and Other Incidents |

) SS-18-15(b) Incident of Security Concern Inquiry/

8.4a)
Based on DOE NI- '
434-98-21 [DOE 8.4

\&F 115 NI 305-88-1
RD roved July 14,

115-109 PREVIOUS EDITION NOT USABLE

STANDARD FORM 115 (REV. 3-91)
Prescribed by NARA 36 CFR 1228



. -

N 18-2 1(a) Operations Security Policies

~

P

!""ﬁ.
Word Processing System copies as it n
final item of each chapter in the BPA Recortiy,

Manual. R

The above is to be scheduled Media Neutral.

Based on DOE RS
8.1 NI-434-98-21

115-109 PREVIOUS EDITION NOT USABLE

STANDARD FORM 115 (REV. 3-91)
Prescribed by NARA 36 CFR 1228
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FILE GUIDE AND RETENTION SCHEDULE: SUPPORT SERVICES

810
Last Revision Date: October 28, 2005
FILY RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
CoDBy RECORD/ORIGIN
SS-18 e ~ CT
g.fo the direction and coordmate of seClpiaepTans
faut] protectlon of BPA S
B u1 ment and for BPA employees
314, 1989)
x ) k””x‘%‘
. Retentio chedule: e
- Lestrovwba.dyears.old B

SS-18-11  Physical Secuni

Material relating % the protection of buildings, substations, vehicles,

equipment, personng] and materials.

(a) Security and Proteve Services Administration. CT

Material relating to admi stration and operation of the facilities security
protective services program¥and related contracting. Based on GRS 18/8.
(SF 115 N1-305-88-1 approv July 14, 1989)

Retention Schedule:
Destroy when 2 years old.

(b) Survey and Inspection Files

Reports of physical security surveys and¥ Rther Department of Energy
(DOE) inspections of BPA facilities whichRgre conducted to ensure
adequacy of protective and preventive measy ges utilized to prevent or
reduce occurrences of unauthorized entry, theR, vandalism, sabotage, and
to safeguard information of a classified or sensityye nature. Based on
GRS 18/9. (SF 115 N1-305-88-1 approved July I, 1989)

Retention Schedule:
Destroy when 3 years old or upon discontinuance of Rcility.

(¢) Facilities data sheets, including card key summaries, cRgck sheets, and
Security Officer Reports (SORs). Based on GRS 18/18(a) (JF 115 N1-
305-88-1 approved July 14, 1989)

Retention Schedule:
Destroy when 1 year old.

See Section 800 8 in the BPA Records Manual for definitions of KEY terms
P — Permanent S —~ Superseded/Obsolete Z - Originating Office

Office of Record/Origin: Generator or recipient responsible for retaining the record file.
BPA Storage: Inactive records storage at Headquarters.
Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records.

A - Active
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FILE GUIDE AND RETENTION SCHEDULE: SUPPORT SERVICES
Last Revision Date: October 28, 2005

RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
RECORD/ORIGIN

SS-18-11\
(cont.)

N (d) Central guard office master logs and Visitor Control Files. Registers,

’yes, and computer reports showing names of contractors, service CT
peRgonnel, visitors, and employees admitted to areas. Also, reports on

vehiMgs and passengers and foreign visits and assignments. (SF 115 N1-

305-88%, approved July 14, 1989)

Retention ”‘i*ivb_:. Destroy when 2 years old.

[DOE 8.4a]).

Retention Schedule:
Destroy when current system is upgraded Wy replaced.

(g) Alarm System Activity Journals and Maint8gance Records

Includes all of the user activity and alarm activity&for all of the alarm and
access control system. Files consist of System act1ty journals
containing the on-site records for alarm system activ: "rj Records that
contain all activity concerning preventative and correctiye maintenance
performed on the alarm system and the sub components. N\Eiles consist of
maintenance requests, test reports, schedules, and mainten3gce activity
journals. (Based on DOE NI-434-98-21 [DOE 8.4 d and e]) \

PENDING NARA APP o VAL
Retention Schedule:
Cut off at the end of the fiscal year. Destroy three years after cuto R

See Section 800 8 in the BPA Records Manual for defimtions of KEY terms
A — Active P — Permanent S — Superseded/Obsolete Z - Originating Office

Office of Record/Origin: Generator or recipient responsible for retaining the record file.
BPA Storage: Inactive records storage at Headquarters.
Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records.
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810 FILE GUIDE AND RETENTION SCHEDULE: SUPPORT SERVICES
Last Revision Date: October 28, 2005

Fiy RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
CORE RECORD/ORIGIN ¢

SSB*X, Personnel Security Clearances
\ aterial relating to employee background information, criminal records, AOH
. g and alcohol abuse, misrepresentation or falsification of facts, and
N\ inR actions of security regulations. Personnel security clearance case files
Wy d ated indexes. Case files documenting the process of investigatiop §
OGP A, employees applicants for BPA employment, and other pers 53
Rgs 1 Qose performing work for BPA under contract) for whory?
ise equired for access to Government facilities and/or ¢ sensitive
date, whett R Or not a security clearance is granted. These fily & 1nclude
questionna ummaries of reports prepared by the invegf gatmg
agency, and ot} V-' \ecords reflecting the processing of t mvestlgatlon
and the status of % learance Based on GRS 18/22 (J (SF 115 N1-305-

Retention Schedule:
Destroy upon notification ¢ eath or notdater than 5 years after
separation or transfer of emp Ryyee or po later than 5 years after
contract relationship expires, wRicheber is applicable.

SS-18-13  Computer Security 3 CT
Material relating to the phys ¢al proteciiap of computer centers and JB
computer hardware and sgftware. See a MR- 14, Automated Systems
Security. Based on G 18/9 (SF 115 NR3Q5-88-1 approved July 14,

1989) 4
4 %
Retention Schgh ule L A
Destroy wh 3 years old. \ "'-‘
. . _,f;‘ ' %,
SS-18-14 d Documents N CT

documents, intro-office routmg and comparable data. Also in& des 3
destruction certificates and classified inventory files/ledgers.
(SF 115 N1-305-88-1 approved July 14, 1989)

Retention Schedule: )
Destroy when related document is downgraded, transferred, or

destroyed.

See Section 800.8 in the BPA Records Manual for definitions of KEY terms.
A — Active P - Permanent S — Superseded/Obsolete Z - Originating Office

Office of Record/Origin: Generator or recipient responsible for retaining the record file.

BPA Storage: Inactive records storage at Headquarters.
Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records.
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810 FILE GUIDE AND RETENTION SCHEDULE: SUPPORT SERVICES
Last Revision Date: October 28, 2005

RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
RECORD/ORIGIN
SS-18-14 &) ass1ﬁed Document Inventory Files Mﬂﬁ CT
(cont.) &8 o0 reglsters used to show identity, 1nterna1 oudFP . and

1a551ﬁed docurnents _butexi uswe of cla531ﬁed

Pon.certifiedates S and documents relating to
PP
where Tsthig schedule. Based on GRS

z....,'*

2y
.

ears olag

R oyl

SS-18-15  Vandalism, Theft R ag Other Incidents CT
(a) Material relating to W c1dents such as vandalism and theft involving
BPA buildings, equipmer e, aterials, and employees. Case file records
accumulating from 1nvest1g .1 Jons of theft and vandalism as well as
incidents of fires, explosions, 3ad accidents, consisting of retained copies
of reports and related papers wh ‘a, the original reports are submitted for
review and filing in other agenc1es ﬁ orgamzatlonal elements, and reports
and related papers concerning occurrggces of such a minor nature that
they are settled locally without referral "’o other organizations. See also
PE-53-17, Safety Management. Based or GRS 18/11. (SF 115 N1-305-
88-1 approved July 14, 1989)
PENDING mn RA APPROVAL
R
Retention Schedule: t‘~
Destroy when 10 years old.

D,
Y

D
(b) Incident of Security Concern Inquiry/Investigation I¥
Records that pertain to inquiries or investigations into 1n01 nts of
security concern and the corrective measures recommended i d/or taken.

PENDING NARA APPROVA
Retention Schedule: N
Cut off upon termination of inquiry/investigation and case is close
Destroy 5 years after cutoff.

See Section 800 8 in the BPA Records Manual for definitions of KEY terms.

A — Active P — Permanent S — Superseded/Obsolete Z - Originating Office ~
Office of Record/Origin: Generator or recipient responsible for retaining the record file.

BPA Storage: Inactive records storage at Headquarters.

Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records
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FILE GUIDE AND RETENTION SCHEDULE: SUPPORT SERVICES
Last Revision Date: October 28, 2005

FILE
WwCODE

RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
RECORD/ORIGIN

o
W

1Y
\h,

(c) Federal Crime Witness Program CT

Matters relating to BPA's Crime Witness Program, to include informant

information, reward disbursements, and any correspondence generated in

Ngupport of the Crime Witness Program. Should include statistical data

"x« ardmg calls received or monies paid out or geographical break down of

CriIRgs by area.
R PENDING NARA APPROVAL

Retentl &, Schedule: Destroy when 10 years old.
“‘s- .

SSN8-16

SS-18-18

Intelligence, : C¥”
Collection of % 1 formation bearing on physical and personnel security ,,y
awareness progra\X N , security of facilities and personnel, and National ,,7
e r1ty 1nformat10 R \equired in the conduct of BPA’s operations. 4
Authdsization for rete “‘u on is by direction from DOE. (SF 115 N A05-
88-1 app ed July 14, 89) e
“x

R

Retention Sche He: Destro *ﬁg hen 4 years old. P

Emergency Managemen nd ey arednegs* CT
Material relating to programs ag d adiy v1t &5 assomated with the tra.mmg

Includes preparation of et nt1nu1ty of Operat m Plans Includes
documentation of B#7 K’s preparation for and e Recii e of practice disaster
heaS QuakEx that test emergency pce ggs. Also 1nc1udes

Retention Schedule: \
Destroy 3 years after issuance of a new file plan or directiveN

SS-18-19

e

Workgroup specific Continuity of Operations Plans. \ CT
Plans and supporting documentation on how to continue operations 1§ T
state of emergency. ,
PENDING NARA APPROVAL
Retention Schedule:

Destroy when superseded by an updated plan.

See Section 800.8 in the BPA Records Manual for definitions of KEY terms.

A — Active

P - Permanent " S — Superseded/Obsolete Z - Originating Office

Office of Record/Origin: Generator or recipient responsible for retaining the record file.
BPA Storage: Inactive records storage at Headquarters.
Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records.
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810 FILE GUIDE AND RETENTION SCHEDULE SUPPORT SERVICES
Last Revision Date: October 28, 2005

NFILE RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
QUDE RECORD/ORIGIN
3 P

SS-180  Classified Document Container Security Files.
RN (a) Forms or lists used to record safe and padlock combinations, names of

, 1Mviduals knowing combinations, and comparable data used to control s

*c to classified document containers. Based on GRS 18/7a.

:.-_(

Ret B tion Sc le:
Destrdy when sup eded by a new form or list or up
contam g j
R .
(b) Forms \'\'» ed in safes, cabingtg, Or yatilts containing security classified
documents thaecord opening, cl g, and routine checking of the
security of the ek tamer su;;;@ ckm Qors and windows, and
activating alarms. cluded Are such forms A% NE 701, Activity Security
Checklist, and SF "“" ecunty Container Check Qeet. Based on GRS

18/7b. N

,"’I’.' \’Jv L
P N %y
&7 2} S

kA S

Retentjof #Schedule: \%
D oy 3 months following 8 J e last entry on the form.

\\

turn-in of

Wb
%

NOTE: Forms involved in inved igations will be retained until
completion of the investigation.

P- &

SS-18-21  Operations Security Policies A\ CT
(Based on DOE RS 8.1 NI-434-98-21) i:-‘e.k_‘

N}

(a) OPSEC policies, manuals and documents ed as guides in
administering BPA’s OPSEC Program. Includdg DOE action and
information papers concerning OPSEC policy.

PENDING ARA APPROVAL
Retention Schedule: ‘
Cut off when superseded. Transfer to NARA 25 yeas after cutoff.

Operations Security Management
(b) Records relative to management and/or operation of agen8y and

. contractor OPSEC Programs including correspondence, plans, Mygeting
minutes, audits, OPSEC WG rosters and Charters and other simil¥
records.

PENDING NARA APPROWRL

Retention Schedule:
Cut off at end of fiscal year. Destroy 5 years after cutoff.

See Section 800 8 in the BPA Records Manual for definitions of KEY terms.
A — Active - P — Permanent S — Superseded/Obsolete Z - Orlgmatmg Office

Office of Record/Origin: Generator or recipient responsible for retaining the record file. |
BPA Storage: Inactive records storage at Headquarters.
Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records.
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\ 510 FILE GUIDE AND RETENTION SCHEDULE: SUPPORT SERVICES
R Last Revision Date: October 28, 2005

FILR, RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
CODE Ry, RECORD/ORIGIN
SS-18-22 echnical Surveillance Countermeasures Files CT

"‘.\:,;‘_' on DOE NI-434-98-21 [DOE 8/3])

(a) Thre®gFiles
Reports of ‘iag‘ or suspected technical and nontechnical security
information, m8ghodology, technologies used, suspected individual(s) or
groups, reports of % tions directed against US Government and
commercial interest 3ad/or personnel

R, PENDING NARA APPROVAL
Retention Schedule: AN
Review annually. Destroy when superseded or obsolete.
(b) Hazard and Penetration Files '
Material that provides general and sp8gific design information on known
or suspected surveillance devices, electic anomalies, methodology, and
historical technical data. A

PENDING Y, RA APPROVAL

Retention Schedule:
Revzew every two years Destroy when no longe

R T B RN A AR R Y SRS

SV T T T o R A B

SS-19 ™™ General Shops Service Request \ B
BPP=EQrm 6400 03, General Shops Service Request, andgpporting =
documcnt “RRA Forrn 4250.11, Purchase Request/Rece1V1 g Report;

BPA Form 1540 OF nsportatlon Services Reques T 7o N N act1v1ty
in BPA’s General Shops Trrelydes funct10 _suel as pamtmg, cxging,
sheet metal, machine, carpentry a Tepit b1ng Active is the periodgrior
to completion of the Serv R quest Ba ‘?iko.nGRS 3/3(a)(1).

B

] Fice: A +1 year Records Storage: 5 years, three
then destroy.

See Section 800 8 in the BPA Records Manual for definitions of KEY terms.
A — Active P - Permanent S - Superseded/Obsolete Z - Originating Office

Office of Record/Origin: Generator or recipient responsible for retaining the record file.
BPA Storage: Inactive records storage at Headquarters.
Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records.
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FILE GUIDE AND RETENTION SCHEDULE: SUPPORT SERVICES
Last Revision Date: October 28, 2005

Q. RECORDS SERIES, TITLE, DESCRIPTION, & DISPOSITION OFFICE OF
CODE N, RECORD/ORIGIN

l. 1nd1v1dua1s in personal files or other

personal dlrectorles s ard disk or network drives, and copies on

Destroy/delete within 180 days af athe recordkeeping copy has
been produced.

2. Copies maintained by individuals in pe ,
systems.

(b) Copies used for dissemination, revision, or updating ths
maintained in addition to the recordkeeping copy.

Destroy/delete when dissemination, revision, or updating is compl&gd.

See Section 800.8 in the BPA Records Manual for definitions of KEY terms.

A — Active P - Permanent S — Superseded/Obsolete Z - Originating Office
Office of Record/Origin: Generator or recipient responsible for retaining the record file.

BPA Storage: Inactive records storage at Headquarters.

Federal Records Center (FRC) in Seattle — off-site inactive records storage for Federal records.



