REQUEST FOR RECORDS DISPOSITION AUTHORITY

(LEAVE BLANK)

JoBNUMBER A//~5 60 /A~G

To: NATIONAL ARCHIVES and RECORDS ADMINISTRATION

WASHINGTON, DC 20408

DATE RECEIVED ). / 13 / I I~

1. FROM (Agency or establishment)

Department of Homeland Security (DHS)

2. MAJOR SUBDIVISION

Transportation Security Administration (TSA)

3. MINOR SUBDIVISION

N/A

NOTIFICATION TO AGENCY

In accordance with the provisions of 44 U.S.C.
3303a, the disposition request, including
amendments, is approved except for items that may
be marked Odisposition not approvedd or
Owithdrawn( in column 10.

4. NAME OF PERSON WITH WHOM TO CONFER | 5. TELEPHONE DATE

Ivan King or Anthony Ferguson

TSARecords@dhs.gov

ARCHIVIST OF THE UNITED STATES

!
(571) 227-5041/1546 9;153;2 *<©@\_A SQI

6. AGENCY CERTIFICATION

I hereby certify that I am authorized to act for this agency in matters pertaining to the disposition of its records and that the
records proposed for disposal on the attached 2 page(s) are not needed now for the business of this agency or will not be needed
after the retention periods specified; and that written concurrence from the General Accounting Office, under the provisions of
Title 8 of the GAO manual for Guidance of Federal Agencies, ’

X is notrequired; [] is attached; or ] has been requested.

DATE SIGNATURE OF AGENCY REPRESENTATIVE —TITLE
2/1/2012 Troy K. Manigault7 4/

( Records Management Officer)

Director, Office of Information Management Programs

7. ltem | 8. DESCRIPTION OLF/ITEI\y{ND PROPOSED DISPOSITION 9. GRS OR 10, ACTION TAKEN
No. ) SUPERSEDED JOB (NARA USE ONLY)
CITATION
TSA Functional Group: 3300 — Preparedness and Response
WebEOC System
3300 — PREPAREDNESS AND RESPONSE
115-109 PREVIOUS EDITION NOT USABLE STANDARD FORM SF 115{(REV. 3-91)
’ ' Prescribed by NARA 36 CFR 1228
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Transportation Security Administration

3300 — PREPAREDNESS AND RESPONSE

Background: Under the Aviation and Transportation Security Act (ATSA), the
Transportation Security Administration (TSA) is responsible for security in all
modes of transportation. TSA's Transportation Security Operations Center
(TSOC) correlates and fuses real-time intelligence and operational information
across all modes of transportation, and coordinates within DHS and with other
Federal, state and local homeland security agencies for prevention of, and
response to, transportation-security related incidents.

Supporting Authorities: Homeland Security Presidential Directive (HSPD) — 5,
ATSA (P.L. 107-71), 49 CFR 1540 — 107, 40 USC 44901

WebEOC System: Web-based Emergency Operation Coordination (WebEOC)
.is a web-based system used by TSA to perform incident management,
coordination, and situation awareness functions for all modes of transportation.
TSA uses information in WebEOC to provide an operational response as it
allows analysts to draw links and patterns to assist with security incident trends.
WebEOC collects personally identifiable information (PIl) used to facilitate an
operational response to suspicious activity of individuals who violate, or are
suspected of violating, TSA security regulations, policies and/or procedures.
Information is captured on individuals based on 1) individuals who violate, or are
suspected of violating, transportation security laws, regulations, policies or
procedures; 2) individuals whose behavior or suspicious activity result in
referrals by Travel Document Checkers (TDC) to a Behavior Detection Officer
(BDO) or a Law Enforcement Officer (LEO) for interview; 3) individuals whose
identity must be verified or checked against Federal Watch Lists; and 4)
information received from the general public, agency employees, and
transportation sector employees to determine if threats, security violations and
vulnerabilities, criminal activity and/or non-threat, security-related issues exist.

em Inputs: (GRS 20)

Disposition: Temporary. Cut off U ssful completion of entry and
verification of information. Destroy/delete immediate
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Item 1b. Master File: WebEOC system stores security incident related information
such as, but not limited to, the individual's first, middle, and last names;
aliases and nicknames; home and business addresses; telephone -
numbers, employer information; Social Security numbers; other available
identification numbers such as drivers license number or passport number;
date of birth; languages spoken; nationality; age, sex and race; height and
weight; eye color; hair color, style and length; and facial hair, scars, tattoos -
and piercings, clothing (including colors and patterns) and eyewear.
Vehicle information, including make, model, year, color, license plate, state
of registry, Vehicle Identification Number (VIN), as well as registration
information may also be collected. ' ‘

The system also collects and compiles logs, and reports from Federal, state,
local, tribal, or private sector security officials related to incidents that may
pose a threat to transportation or national security. It also stores final
incident related documents as related to TSA’s Critical Incident
Management Group (CIMG). The system stores final CIMG documents
such as, but not limited to, on duty rosters, DHS documents/reports, incident
maps, other agency reports, press releases, TSA battle rhythm, TSA
Briefings, TSA Incident Action Plans, and TSA SITREPs (Situational
Reports),.

Disposition: Temporary. Cut off at end of calendar year. Destroy/delete10
years after cutoff.

System Outputs: (GRS 20)

ition: Temporary.

ltem 1d.  System Documentation:™

Disposition: Temporary.





