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u.s. Department of Homeland Security
 

Headquarter Offices
 
Civil Rights and Civil Liberties
 

The mission of the Office for Civil Rights and Civil liberties (CRCl) IS to protect civtl rights and 
crvtl liberties and to support the Department of Homeland Security (DHS) with constructive advice 
on the full range of Issues DHS will face, and by serving as an information and cornmurucatron 
channel with the public regarding all aspects of these Issues 

DHS GRCl is directed by statute to review and assess allegations of abuses of cIvil rights and 
civil liberties, allegations of racial, ethruc and reliqrous profiling by employees and officrals of 
DHS, and to Investigate such allegations, and to oversee the Department's compliance with . 
constitutional, statutory, regulatory, POliCY,and other requirements relating to the civil rights and 
CIvil liberties of Individuals 6 U.S C. 345 defines the roles and responstburtres of the Officer for 
Civil Rights and CIvil liberties within DHS 

Unless otherwise noted, all disposition instructions are media neutral, they apply regardless of the 
media or format of the records. 

1. CRCL Hawk 
The purpose of this system IS to allow the Officer for CIvil Rights and CIvil liberties and staff 
to maintain relevant Information necessary to review complaints or comments about alleged 
civil rights or civil liberties violations, or racial, rehqrous or ethnic profiling tied to DHS 
activities The system Will also track and maintain Investigative files and records of complaint 
resolution and other matters, and facilitates oversight and accountability of DHS crvil rights 
and crvil liberties complaint resolution mechanisms It's predecessor records system 
contained substantially the same material, but was called CRCl Matters 

Records In this system consist of complaints, comments, investigative notes and 
memoranda, correspondence, evidentrary documents and material, and reports relating to the 
resolution of complaints. The system also contains similar information relating to Witnesses, 
persons Involved In the alleged incident, and other persons with relevant information 

Authority for maintenance of the system 6 USC. 345; 44 U.S.C. 3101 

a. Inputs 
Complaints are assigned a matter number, and the allegations of the complaint are 
manually keyed \IIJhen a new file is created, all documents related to the complaint are 
electronically scanned Into the system System entries are made as Information IS 
collected and may Include Internal administrative, deliberative and investigative . 
documentation 

Instruction: See CIvil Rights Matters Case Files (Item 2 in thiS schedule) for 
dispOSition. This item is struck-through because it is a note, not a 
.disposition instruction. 

b. Master File I Data 
Electroruc Complaint and Investigative Case Information Data collected Includes, but is 
not limited to. complainants name, home or work address, phone, e-mauahen 
registration number (If provided), and other idennfymq data necessary to review the 
complaint, seek a resolution, and communicate with the complainant. Similar information 
regarding Witnesses, persons involved mthe alleged Incident, or any other persons with 
relevant information regarding the alleged abuses IS also collected Other records 
collected Include Investigative notes and memoranda, correspondence, evidentiary 
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• • 
documents and material, comments and reports relating to the alleged abuses and to the 
resolution of the complaint 

1)	 Referred Matters 
Matters that are referred to DHS Components for resolution Components will 
maintain the record copy and follow their agency's record disposition schedule 
DHS CRCL will maintain a reference copy containing the original complaint, all 
related and relevant documents, and the component memorandum of resolution. 

Disposition: TEMPORARY. Destroy or delete 7 years after resolution or 
closure of the case 

2)	 Retained Matters 
Matters that are either retained by CRCL because of the significance of the 
Issue, which may result In policy change, or matters returned from the 
component for resolution 

Disposition: TEMPORARY. Destroy or delete 75 years after resolution or 
closure of the case 

3)	 Significant Case Files 
Significant case files are files that 1) Involve allegations made against senior 
DHS officials; 2) attract national media or Congressional attention, 3) present 
significant or novel questions of law or POliCY,or, 4) result in substantive changes 
In DHS policies and procedures Significant cases will be selected by the Office 
of CIvil Rights and CIvil Liberties based on these criteria 

Disposition: PERMANENT: Cut off at end of fiscal year In which case IS 
closed Transfer to NARA 5 years after cutoff according to NARA transfer 
gUidance and regulations 

c.	 Outputs 

1)	 Reports and documentation relatlAg to the Matter Case files 

Instruction: See Civil Rights Matters Case Files (Item 2 in this schedule) for 
disposition. 

2)	 Management Tracking and other Ad Hoc Reports 
Data compiled to track the status of matters that do not have a resolution 

Disposition: GRS 20, Item 4,5,6,7,12 and 16 
TEMPORARY. Destroy or delete ....hen the agency determlAes that they are no 
longer needed for admlAlstrative, legal, audit, or other operational purposes. 

2.	 Civil Rights Matters Case Files 
Civil Rights and CIvil Liberties (CRCL) collects information relating to allegations of abuses of 
civil rights, CIvil liberties, and racial, ethruc and rehqrous profiling by department employees 
and officials, and for similar allegations relating to persons or entities under Department 
control (such as contractors or programs) The basic Information collected includes, but IS 
not limited to complainants name, home or work address, phone, e-rnau. auen registration 
number (if provided), and other identrtymq data necessary to review the complaint, seek a 
resolution, and communicate with the complainant Similar information regarding witnesses, 
persons Involved in the alleged Incident, or any other persons with relevant information 
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regarding the alleged abuses ISalso collected Other records collected Include investigative 
notes and memoranda, correspondence, evidentrary documents and matenal, comments and 
reports relating to the alleged abuses and to the resolution of the complaint 

a.	 Referred Matters 
Matters that are referred to DHS Components for resolution. Components will maintain 
the record copy and follow their agency's record disposition schedule DHS CRCL will 
maintain a reference copy containing the onqmal complaint, all related and relevant 
documents, and the component memorandum of resolution 

Disposition: TEMPORARY. Destroy or delete 7 years after resolution or 
closure of the case 

b.	 Retained Matters 
Matters that are either retained by CRCL because of the significance of the Issue, which 
may result In policy change, or matters returned from the component for resolution. 

Disposition: TEMPORARY. Destroy or delete 75 years after resolution or 
closure of the case 

c.	 Significant Case Files 
Significant case files are files that 1) involve allegations made against senior DHS 
officrals, 2) attract national media or Congressional attention, 3) present Significant or 
novel questions of law or POliCY,or, 4) result In substantive changes In DHS policies and 
procedures Significant cases will be selected by the Office of CIVil Rights and CIVil 
liberties based on these critena 

Disposition: PERMANENT. Cut off at end of fiscal year In which case IS 
closed. When volume warrants, transfer to the Federal Records Center for 
temporary storage Transfer to the National Archives for permanent retention 20 
years after cutoff 

CIVil Rights and CIvil liberties	 6/23/2008 



u.s. Department of Homeland Security
 
Headquarter Offices
 

Civil Rights and Civil Liberties
 

The mission of the Office for CIvil Rights and CIvil Liberties (CRCL) is to protect civil n ts and 
civrl liberties and to support the Department of Homeland Security (DHS) with constr tive advice 
on the full range of Issues DHS Will face, and by serving as an Information and co urucatron 
channel with the public regarding all aspects of these Issues 

DHS CRCL IS directed by statute to review and assess allegations of abuses civil rights and 
civtl liberties, allegations of racial, ethruc and relrqrous profiling by employee and officials of 
DHS, and to investigate such allegations, and to oversee the Department' compliance With 
constitutional, statutory, regulatory, policy, and other requirements relati g to the civtl rights and 
civrl liberties of mdividuals 6 USC 345 defines the roles and respon brlrtres of the Officer for 
CIvil Rights and CIvil Liberties Within DHS 

Unless otherwise noted, all disposrtron instructions are media ne ral, they apply regardless of the 
media or format of the records 

1. CRCL Hawk 
The purpose of thrs system IS to allow the Officer for VII Rights and CIvil Liberties and staff 
to maintain relevant Information necessary to revre complaints or comments about alleged 
crvrl rights or crvtl liberties Violations, or racial, reli ous or ethruc profiling tied to DHS 
activities The system Will also track and rnamt Investigative files and records of complaint 
resolution and other matters, and facilrtates ov rsiqht and accountability of DHS CIVil rights 
and CIVil liberties complaint resolution mech Isms Its predecessor records system 
contained substantially the same material, ut was called CRCL Matters. 

Records in this system consist of com mts, comments, investigative notes and 
memoranda, correspondence, evide rary documents and material, and reports relating to the 
resolution of complaints The syst also contains Similar Information relating to Witnesses, 
persons Involved In the alleged I Ident, and other persons With relevant information 

Authonty for maintenance of 

Mt~astHel+-This item is struck-through because it is a note, not a 
disposition instruction. 

b. ter File I Data 
ectronic Complaint and Investigative Case Information Data collected includes, but IS 

not limited to' complainants name, home or work address, phone, e-mail, allen 
registration number (If provided), and other IdentifYing data necessary to review the 
complaint, seek a resolution, and communicate With the complainant Similar information 
regarding Witnesses, persons Involved In the alleged mcident, or any other persons With 
relevant information regarding the alleged abuses IS also collected Other records 
collected Include Investigative notes and memoranda, correspondence, evidentiary 
documents and material, comments and reports relating to the alleged abuses and to the 
resolution of the complaint 
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1)	 Referred Matters 

Matters that are referred to DHS Components for resolution Components 
maintain the record copy and follow their agency's record disposition sch ule 
DHS CRCL will maintain a reference copy containing the onqmal compl nt, all 
related and relevant documents, and the component memorandum of solution 

Disposition: TEMPORARY. 
closure of the case 

2)	 Retained Matters 
Matters that are either retained by CRCL because of the slg ifrcance of the 
Issue, which may result In policy change, or matters return d from the 
component for resolution 

Disposition: TEMPORARY. Destroy or delete 75 y ars after resolution or 
closure of the case 

3)	 Significant Case Files 
Significant case files are files that 1) Involve al qatrons made against senior 
DHS officials, 2) attract national media or Co qresstonal attention, 3) present 
Significant or novel questions of law or poll ,or, 4) result In substantive changes 
In DHS policies and procedures Slgnlflc nt cases will be selected by the Office 
of CIVil Rights and CIVil Liberties based n these cntena 

Disposition: PERMANENT: Cut annually Transfer to NARA 5 years after 
cutoff according to NARA transfer uidance and regulations 

2. Civil Rights Matt s Case Files 
CIVil Rights an IVIILiberties (CRCL) collects information relating to allegations of abuses of 
CIVil rights, CI\l liberties, and racial, ethnic and religious profiling by department employees 
and officrals and for Similar allegations relating to persons or entities under Department 
control (s h as contractors or programs) The basic information collected Includes, but IS 
not limit to complainants name, home or work address, phone, e-mail, allen registration 
numbe (If provided), and other rdentifymq data necessary to review the complaint, seek a 
resol ion, and communicate with the complainant Similar Information regarding Witnesses, 
per ons Involved In the alleged incident, or any other persons with relevant Information 
r ardrnq the alleged abuses ISalso collected Other records collected Include Investigative 

otes and memoranda, correspondence, evrdentiary documents and matenal, comments and 
reports relating to the alleged abuses and to the resolution of the complaint 
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a.	 Referred Matters 
Matters that are referred to DHS Components for resolution Components will m intam 
the record copy and follow their agency's record disposition schedule DHS C 
maintain a reference copy containing the onqmal complaint, all related and re vant 
documents, and the component memorandum of resolution 

Disposition: TEMPORARY. Destroy or delete 7 years after re blutron or 
closure of the case 

b.	 Retained Matters 
Matters that are either retained by CRCL because of the siqruftca ce of the Issue, which 
may result In policy change, or matters returned from the comp ent for resolution 

Disposition: TEMPORARY. Destroy or delete 75 ars after resolution or 
closure of the case 

c.	 Significant Case Files 
Significant case files are files that 1) Involve alleqaf ns made against senior DHS 
officials; 2) attract national media or Conqressron attention, 3) present significant or 
novel questions of law or policy, or, 4) result In s stantive changes In DHS pohcies and 
procedures Significant cases Will be selected y the Office of CIvil Rights and CIvil 
Liberties based on these cntena 

Disposition: PERMANENT. C off at end of fiscal year In which case IS 
closed When volume warrant transfer to the Federal Records Center for 
temporary storage Transfer the National Archives for permanent retention 20 
years after cutoff 

\
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U.S. Department of Homeland Security 

Headquarter Offices 
Civil Rights and Civil/Liberties 

The m sion of the Office for Civil Rights and Civil Liberties (CRCL) is to protect civil rights and 
civillibe ies and to support the Department of Homeland Security (DHS) with constructive advice 
on the full nge of Issues DHS will face, and by serving as an information and communication 
channel witli he public regarding all aspects of these issues. 

DHS CRCL is dl cted by statute to review and assess alleqations of abuses of civil rights and 
civil liberties, alleg ions of racial, ethnic and religious profiling by employees and officials of 
DHS, and to investi te such allegations; and to oversee the Department's compliance with 
constitutional, statuto regulatory, policy, and other requirements relating to the civil rights and 
civil liberties of individua . 6 U.S.C. 345 defines the roles and responsibilities of the Officer for 
Civil Rights and Civil Libe ies within DHS. 

Unless otherwise noted, all di osition instructions are media neutral; they apply regardless of the 
media or format of the records. 

1. CRCL Hawk 
The purpose of this system is to all the Officer for Civil Rights and Civil Liberties and staff
 
to maintain relevant information nece ary to review complaints or comments about alleged
 
civil rights or civil liberties violations, or cial, religious or ethnic profiling tied to DHS
 
activities. The system will also track and aintain investigative files and records of complaint
 
resolution and other matters, and facilitates versight and accountability of DHS civil rights
 
and civil liberties complaint resolution mecha isms. It's predecessor records system
 
contained substantially the same material, but s called CRCL Matters.
 

Records in this system consist of complaints, com nts, investigative notes and
 
memoranda, correspondence, evidentiary document nd material, and reports relating to the
 
resolution of complaints. The system also contains si . ar information relating to witnesses,
 
persons Involved In the alleged incident, and other perso with relevant information.
 

,
 
Authority for maintenance of the system: 6 U.S.C. 345; 44 .. C.3101
 

a. Inputs 
Complaints are assigned a matter number, and the allegations f the complaint are 
manually keyed. When a new file is created, all documents rela d to the complaint are 
electronically scanned into the system. System entries are made information is 
collected and may include Internal administrative, deliberative and in estigative 
documentation. 

Instruction: After the data has been entered and verified, file the· 
source documentation in the appropriate Civil Rights Matters Case 
Rights Matters Case Files (Item 2 in this schedule) for disposition. 

b. Master File I Data 
Electronic Complaint and Investigative Case Information. Data collected includes, 
not limited to: complainants name, home or work address, phone, e-mait allen 
registration number (if provided), and other identifYing data necessary to review the 
complaint, seek a resolution, and communicate with the complainant. Similar information 
regarding witnesses, persons involved in the alleged incident, or any other persons with 
relevant Information regarding the alleged abuses is also collected. Other records 
collected include investigative notes and memoranda, correspondence, evidentiary 
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documents and material, comments and reports relating to the alleged abuses and to the 
resolution of the complaint. 

1)	 Referred Matters 
Disposition: TEMPORARY. Destroy or delete 7 years after resolution or 
closure of the case 

Retained Matters 
Disposition: TEMPORARY. Destroy or delete 75 years after resolution or 

osure of the case. 

c.	 Outputs 

1) nd documentation relating to the Matter Case files. 

Instruction. File the documentation in the appropriate Civil Rights Matters Case 
file. See Civi ights Matters Case Files (Item 2 in this schedule) for disposition. ~ 

....U?/52)	 Management Tra ing and other Ad Hoc Reports 
Data compiled to tr k the status of matters that do not have a resolution. 

Disposition: TEMPO RY. Destroy when no longer needed for business 
purposes or place in app priate file and apply approved disposition for that item. .	 , 

2.	 Civil Rights Matters Case Files 
Civil Rights and Civil Liberties (CRCL) collec information relating to allegations of abuses of 
civil rights, civil liberties, and racial, ethnic and ligious profiling by department employees 
and offtoals, and for similar allegations relating t ersons or entities under Department 
control (such as contractors or programs). The ba lc information collected Includes, but IS 

not limited to: complainants name, home or work ad ess, phone, e-mail.alien registration 
number (if provided), and other identifying data necess ry to review the complaint, seek a 
resolution, and communicate with the complainant. Simi r Information regarding witnesses, 
persons involved in the alleged incident, or any other pers s with relevant information 
regarding the alleged abuses is also collected. Other recor collected include investigative 
notes and memoranda, correspondence, evidentiary documen and material, comments and 
reports relating to the alleged abuses and to the resolution of th complaint. 

a.	 Referred Matters
 
Matters that are referred to DHS Components for resolution. Co onents will maintain
 
the record copy and follow their agency's record disposition schedu . DHS CRCL will
 
maintain a reference copy containing the original complaint, all relate and relevant
 
documents, and the component memorandum of resolution.
 

Disposition: TEMPORARY. Destroy or delete 7 years after resol 
closure of the case. 

~~e.. ~ 
b.	 Retained Matters..... ~ ~~
 

Matters that are either retained by CRCL because of the significance of the issue,
 
may result in policy change, or matters returned from the component for resolution.
 

Disposition: TEMPORARY. Destroy or delete 75 years after resolution or 
closure of the case. 
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c.	 Signifi nt Case Files 

Signlfican case files are files that 1) involve allegations made against senior DHS 
officials; 2) ract national media or Congressional attention; 3) present significant or 
novel questio of law or policy; or, 4) result in substantive changes in DHS policies and 
procedures. Si ificant cases will be selected by the Office of Civil Rights and Civil 
Liberties based on ese criteria. The disposition of significant case files will be 
determined by the N ional Archives and Records Administration (NARA). 

Disposition: P MANENT. Cutoff at end of fiscal year in which case is closed. 
When volume warr ts, transfer to the Federal Records Center for temporary 
storage. Offer to the ational Archives for permanent retention 20 years after 
cutoff. 
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U.S. Department of Homeland Security
 
Headquarter Offices
 

Civil Rights and Civil Liberties
 

The mission of the Office for Civil Rights and Civil liberties (CRCl) IS to protect CIvil ghts and 
civil liberties and to support the Department of Homeland Security (DHS) with cons uctive advice 
on the full range of issues DHS Will face, and by serving as an information and co munlcation 
channel with the public regarding all aspects of these Issues. 

DHS CRCl IS directed by statute to review and assess allegations of abuses f civrl rights and 
crvil liberties, allegations of racial, ethruc and religious profiling by employe and offtcials of 
DHS, and to investigate such allegations; and to oversee the Department' compliance with 
constitutional, statutory, regulatory, policy, and other requirements relati g to the civil rights and 
civil liberties of individuals 6 U S.C 345 defines the roles and respon rhtres of the Officer for 
CIvil Rights and CIvil liberties within DHS 

Unless otherwise noted, all disposition instructions are media neu al; they apply regardless of the 
media or format of the records 

1. CRCL Hawk 
The purpose of this system IS to allow the Officer for II Rights and CiVil Liberties and staff 
to maintain relevant information necessary to review ornplaints or comments about alleged 
civil rights or crvil liberties violations, or racral, relig' us or ethnic profiling tied to DHS 
activities The system will also track and mamtai investigative files and records of complaint 
resolution and other matters, and facilitates ove Ight and accountability of DHS civtl rights 
and civil liberties complaint resolution mechan ms It's predecessor records system 
contained substantially the same material, b was called CRCl Matters 

Records in this system consist of compla ts, comments, investigative notes and 
memoranda, correspondence, evldenn documents and material, and reports relating to the 
resolution of complaints The system so contains similar information relating to Witnesses, 
persons involved In the alleged meld nt, and other persons with relevant information 

Authority for maintenance of the stem. 6 U.S C 345,44 U.S C. 3101 

a.	 Inputs 
Complaints are assigne a matter number, and the allegations of the complaint are 
manually keyed. Whe a new file IScreated, all documents related to the complaint are 
electronically scanne Into the system. System entries are made as Information IS 
collected and may I lude internal administrative, deliberative and investigative 
documentation 

See CIvil Rights Matters Case Files (Item 2 In thrs schedule) for 

b.	 Master Fil I Data 
Electroru Complaint and Investigative Case Information Data collected Includes, but IS 
not hrm d to complainants name, home or work address, phone, e-mail.alien 
reglstr, non number (If provided), and other rdentifymq data necessary to review the 
com amt, seek a resolution, and communicate With the complainant. Similar information 
re rdinq Witnesses, persons Involved In the alleged incident, or any other persons With 
r evant information regarding the alleged abuses IS also collected Other records 

ollected Include investigative notes and memoranda, correspondence, evidentrary 
documents and material, comments and reports relating to the alleged abuses and to the 
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resolution of the complaint 

1) Referred Matters 
Matters that are referred to DHS Components for resolution. Components III 
maintain the record copy and follow their agency's record disposition sch ule. 
DHS CRCL will maintain a reference copy containing the onqmal compl nt, all 
related and relevant documents, and the component memorandum of solution 

Disposition: TEMPORARY. Destroy or delete 7 years after resol Ion or 
closure of the case. 

2) Retained Matters 
Matters that are either retained by CRCL because of the sig
 
Issue, which may result In policy change, or matters return
 
component for resolution.
 

Disposition: TEMPORARY. Destroy or delete 75 ye rs after resolution or 
closure of the case. 

3) Significant Case Files 
Significant case files are files that 1) Involve aile ations made against senior 
DHS officials, 2) attract national media or Con essional attention; 3) present 
Significant or novel questions of law or policy or, 4) result in substantive changes 
in DHS pohcies and procedures Significa cases Will be selected by the Office 
of Civil Rights and CIVil Liberties based 0 these criteria The disposrtron of 
significant case files Will be determined the National Archives and Records 
Administration (NARA). 

Disposition: PERMANENT: Cut annually Transfer to NARA 5 years after 
cutoff according to NARA transfe gUidance and regulations 

c. Outputs 

~~tieft!~~~A-6-a~~iWrI'em-(ji- LcNe..<ed ~1CAy:;~
ZD ~~~~~~~~~we~~~~~~~~~~~~~='\~ 

4,5/6:>,71" 
2. Civil Rights Matte Case Files ~Z 

CIVil Rights and IVIILiberties (CRCL) collects information relating to allegations of abuses of ) 
CIVilnghts, CIVil bertres, and racial, ethrnc and reliqrous profiling by department employees (j..,-.tJ.. \l.o 
and officrals, d for similar allegations relating to persons or entities under Department 
control (suc as contractors or programs) The baSIC information collected Includes, but IS 
not limited . complainants name, home or work address, phone, e-mail, allen registration 

provided), and other identrtymq data necessary to review the complaint, seek a 
, and communicate With the complainant Similar Information regarding Witnesses, 

Involved In the alleged incrdent, or any other persons With relevant Information 
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regarding the alleged abuses ISalso collected Other records collected include Investig ive 
notes and memoranda, correspondence, evidentiary documents and material, comme sand 
reports relating to the alleged abuses and to the resolution of the complaint 

, \ 

a.	 Referred Matters 
Matters that are referred to DHS Components for resolution Components 
the record copy and follow their agency's record disposition schedule D 
maintain a reference copy containing the original complaint, all related a 
documents, and the component memorandum of resolution. 

Disposition: TEMPORARY. Destroy or delete 7 years aft 
closure of the case 

b.	 Retained Matters 
Matters that are either retained by CRCL because of the signi cance of the Issue, which 
may result In policy change, or matters returned from the co ponent for resolution. 

Disposition: TEMPORARY. Destroy or delete 5 years after resolution or 
closure of the case 

c.	 Significant Case Files 
Significant case files are files that 1) Involve aile nons made against senior DHS 
officials; 2) attract national media or Congressi al attention, 3) present significant or 
novel questions of law or pohcy; or, 4) result i substantive changes In DHS pohcies and 
procedures Significant cases will be select by the Office of CIVil Rights and CIVil 
Liberties based on these criteria. The drsp sitron of significant case files will be 
determined by the National Archives and ecords Administration (NARA) 

Disposition: PERMANENT. ut off at end of fiscal year In which case is 
closed. When volume warr ts, transfer to the Federal Records Center for 
temporary storage. Transf r to the National Archives for permanent retention 20 
years after cutoff 

CIVil Rights and CIVil Liberties	 12/20/2007 




